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Abstract

In this paper we discuss a unified approach towards model-based quantitative
evaluation of both computer systems and communication systems. In the area of
fault-tolerant computer systems, dependability evaluation has been recognized as
being a topic of importance, both to judge a system on its merits and to provide trust
in the actual dependability of the system. In communication systems, the need for
identifying and evaluating quality of service parameters is becoming more and more
apparent because of increasing demands on for instance speed and availability. In
this paper we construct a framework, the so-called performability evaluation
framework, within which the quantitative evaluation of both types of systems can be
discussed. The framework closely resembles the performability framework
introduced by Meyer [18]. We present a general view, a system view and a modelling
view on performability evaluation, leading to a framework which naturally fits
known measure definitions, modelling methods and solution techniques. We will
especially discuss the importance of evaluating useful performability measures. In
this respect we will distinguish between system measures and task measures. Task
measures directly relate to evaluation of the service, and we will argue that in
performability evaluation task measures should be evaluated. We relate the
performability evaluation framework with known concepts in both the areas of
computer and communication systems.

1. Introduction

In this paper we develop the so-called performability evaluation framework (PEF). The
goal of the PEF is twofold. Within the PEF we motivate our approach to model-based
quantitative evaluation of computer and communication systems and it will form a
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framework within which modelling methods, definitions of measures and solution
techniques can be discussed.

We construct the PEF in three phases. First, we identify that our first aim should be
to do meaningful quantitative evaluation. This gives us the basic definition and moti-
vation of performability evaluation. Secondly, we create abstractions from the applica-
tion area of computer and communication systems by defining concepts such as sys-
tem, service and user. In terms of these concepts we will redefine performability. The
third step consists of a model definition, in which we distinguish between system and
service (or task) issues. Again, we will make the definition of performability more spe-
cific by reformulating it in terms of the modelling concepts. Relevant measures and
modelling and solution techniques can be discussed in the resulting framework.

One will recognize in this paper several ideas similar to earlier suggested related con-
cepts and frameworks. In the area of fault-tolerant computer systems, the concern of
evaluating the so-called dependability of the system has lead to a conceptual frame-
work of Laprie [17], and to the performability framework of Meyer [18] [20]. Especially,
the concept of performability evaluation as introduced by Meyer is closely related to
the presented PEF. This explains why we have adopted the term performability for our
framework. Our starting point is somewhat different, however. In [18] the need for a
more expressive measure than pure reliability motivated the definition of the com-
bined performance/reliability measure “performability” to evaluate the quality of serv-
ice of degradable systems. In this paper we take a more global view and try not to iden-
tify what measure is actually of interest, but what can be of interest in general. How-
ever, the basic standpoint that the interest should be in doing meaningful quantitative
evaluation, is in our opinion similar to that of Meyer [18].
In the field of communication systems, despite its much older tradition of using quan-
titative methods, there is a less coherent view towards quantitative system evaluation
than in the field of fault-tolerant computer systems. Currently, considerable attention
is paid to Quality of Service (QoS) aspects of communication systems, in CCITT [5] [6]
[7] [8] [9], in ISO bodies [14] [15] and in various other places, such as in a project like
QOSMIC [25]. Evaluation of the QoS has been recognized to be of major importance in
the design and development of telecommunication systems. In particular in the area
of broadband communication the quantitative aspects of a design are crucial in assur-
ing its success. ATM technology is a case in point here, see e.g., [4] [11] [16]. Neverthe-
less, a solid framework as in the fault-tolerant computer systems context does not yet
exist. We note here that Meyer identified in [19] the possible role performability eval-
uation, and especially the performability measure, can play in communication systems
besides its role in degradable computer systems.

In this paper performability evaluation aspects will be discussed in an informal man-
ner which will leave room for discussion at many places. We like to stress that we do
not claim to present the one and only view at the discussed matter. We have tried to
be precise, albeit informal, and want to present a framework in which model-based
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performability evaluation of computer and communication systems can be fruitfully
discussed.

This paper is organized as follows. First, we will develop the PEF in Section 2. In Sec-
tion 3 we discuss how dependability issues in computer systems and Quality of Service
issues in communication systems relate to the PEF. Section 4 states conclusions on the
developed PEF.

2. Performability Evaluation Framework
In this section the performability evaluation framework is constructed in three steps.
In Section 2.1 it first is defined what we in general mean with performability evalua-
tion. This is not only a basic definition, but even more a basic motivation for doing per-
formability evaluation. Section 2.2 then discusses the application area of computer
and communication systems. We will introduce model concepts for these systems in
terms of which we redefine performability. Based on this system view we develop in
Section 2.3 a modelling framework within which model-based performability evalua-
tion of computer and communication systems can be discussed.

2.1. Performability Evaluation: Basic Definition

Let us start the discussion by defining performability evaluation as follows:

Performability evaluation is the meaningful quantitative evaluation of computer
and communication systems.

In this definition, performability (for convenience we will often leave out the suffix
evaluation) is presented as a specific form of quantitative evaluation. For this reason
we first specify what the scope is of the term quantitative evaluation. Quantitative
evaluation comprises the evaluation of the behaviour of a system. We realize that it is
required to define behaviour more precisely, but will postpone this until Section 2.2, in
which a model for the considered systems is presented. For the moment we take this
loose definition of quantitative evaluation, to indicate that we want to exclude ele-
ments as computing costs of systems.

For the preceding definition of performability evaluation we especially want to stress
the implications of the adjective meaningful. Doing quantitative evaluation is only of
use when the obtained results give the information that is desired. This seems a trivial
matter, but implies first of all that the derived results should be representative for the
system, thus having consequences for the freedom in modelling in case of model-based
evaluation. The consequences of the term meaningful especially come forward in the
choice of the measure. Often it is not at all easy to come up with measures that are
really of interest. The user of a telecommunication service might for instance be inter-
ested in the quality of a video image, in which it does not want too many disturbances
to occur. Defining a quantifiable measure that relates to this subjective quality de-
mand is not trivial at all, but nevertheless is of greatest importance.



A Unified Performability Evaluation Framework for Computer and Communication Systems

The restriction of the definition of performability evaluation to computer and commu-
nication systems is a matter of expertise and professional interest in a particular ap-
plication domain. Most probably more types of systems can be put under the concepts
we come up with in this section. Within the general class of man-made systems [13]
for instance, other types of systems (e.g., flexible manufacturing systems) can be found
for which this kind of discussions is in place. Note that the preceding definition of per-
formability relates to the complete system. However, the analysis of components or
sub-systems is intended to fall under performability evaluation as well.

Goals of performability evaluation

To motivate the evaluation itself, we discuss what the use is of performability results.
In some cases the evaluation itself will provide all the desired information. For in-
stance, when one wants to guarantee a blocking probability of messages in a commu-

nication system of less than 10-9, the result of the evaluation directly gives the answer.
However, in many cases an extra step is desired. One often want to be able to interpret
the consequences of the outcome for the system, for instance in order to understand
bottlenecks or optimize with respect to parameter settings. Then an extra step is nec-
essary, which we have denoted ‘planning’ step in Figure 1. In case of for instance opti-

mization one might want to use specific techniques such as perturbation or sensitivity
analysis to optimize with respect to some system parameter. These topics are beyond
the scope of this paper, our interest is basically in evaluation methods and techniques.

Whatever is the aim of the performability evaluation, and whatever measure is con-
sidered to be meaningful, there can be different levels of accuracy be desired regarding
the performability results. On one end there are ‘strict’ performability results, in
which case an exact figure is desired as outcome. For instance, one might be interested
in the exact mean waiting time in a switching node of a communication network to be
able to guarantee a level of performance to the users. On the other end, ‘loose’ perform-
ability results can be desired, especially when the aim is to derive trends, with respect
to some parameter. For instance, one might like to show some phenomena, like the ex-
istence of an optimal number of slots with regard to the mean waiting time of jobs in
slotted-ring stations. In both cases, we are interested in the same measure, namely the
mean waiting time, but the importance of the accuracy is different. In between the two
extremes there exists all kind of different degrees of accuracy that might be desired.
For instance, worst case results might be appropriate, or performability bounds might

Figure 1. Evaluation in relation to planning.
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be desired. The extent of accuracy is important for choices regarding modelling and so-
lution techniques.

2.2. Performability Evaluation: A System View

In this section we present a more specific definition of performability evaluation, in
which we incorporate a conceptual abstraction of the systems we study. Computer and
communication systems will be discussed as systems of the same type, without losing
aspects which are of importance for quantitative evaluation. We will first introduce the
concepts of system, service, tasks and user, and then define performability evaluation
in this system-oriented terminology.

Basic terminology

We assume the following definition of service, identical to the one in [17] for fault-tol-
erant computer systems. The service provided by a system is its behaviour as it is per-
ceived by its users. A system is considered as an entity that interacts with other sys-
tems. The user is a system which interacts with the system that delivers the service,
the service provider. In Figure 2 we have illustrated the concept of service provider

and user. The service consists of performing tasks, often in the form of messages to be
delivered, or computational jobs to be carried out.

The above very general terms leave room for discussion. We do not want to elaborate
on it too much, as it is merely our intention to introduce concepts that are useful for
constructing the performability evaluation framework. What is important in the above
definitions is that we identify an interaction between user and provider in the form of
a service. This service will be evaluated from the user point of view, as we look at the
service as perceived by the user.

The user can be of various types; it can be another physical system, to be called an in-
termediate user, but also a human end-user. The requirements of a human user
will often decide which metrics are relevant for quantitative evaluation. The third type
of user that can be defined is the provider of the service. The provider is the instance
that provides the service, e.g., a telephone company. Although it might be confusing to
name the provider a user of its own system, we do so because the provider is one of the

Figure 2. Basic view on system behaviour.
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parties that decides how the service of a system should be. Note that we have used the
term service provider in two different meanings, but in case of possible confusion we
will specifically declare what is intended.

The service should fulfil the service requirements of the different users. The re-
quirements of a human end-user might very well be subjective in nature, and might
be difficult to quantify. For example, the interest of the human user might be to have
a clear video image. What this implies in terms of quantifiable measures as bit error
rates is not simple to identify. However, we stress the importance to come up with a
meaningful measure. The requirements of an intermediate user, which is another
physical entity, might be easier to quantify. E.g., one can think of a memory or CPU
unit that is used by terminal equipment. Simple mean sojourn time requirements can
be meaningful in this case. Bear in mind, however, that these requirement are usually
derived from requirements of the human end-user which are harder to identify. Final-
ly, the provider will have its own service requirements. These usually will be different
from the end-user requirements and might very well be of an economical nature. When
discussing the design of computer and communication systems, the requirements of a
service are often given as part of a service specification.

Requirements classification

Although requirements can be very intricate or even subjective in nature, we find it
useful for our discussion on performability evaluation to distinguish between three
types of requirements (see also Figure 3):

• Functional requirements;

• Performance requirements;

• Dependability requirements.

In a performability study the more intricate user requirements can be reduced to re-
quirements falling in these three basic classes. The requirements we consider directly
relate to the behaviour of the system. Other requirements exist, such as cost restric-
tions, legal restrictions, etc., as denoted in Figure 3 by the white box surrounding the
three types of requirements. However, we will not discuss these various requirements

Figure 3. The relation between the different types of user requirements.
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in more detail and assume that requirement are put in such a way that they can be
met within the bounds given by these factors as cost, etc.

The functional requirements are any requirements on the behaviour of the tasks, ex-
cluding timing considerations. A functional requirement can for instance be that some
task can be successfully processed. The performance requirements do consider tim-
ing of the functional requirements, and are quantifiable. A task, for instance the send-
ing of a message, might have to be performed within some period of time. We will call
the functional and performance requirements task requirements. The dependability
requirements do consider reliance of the service, usually with respect to the task re-
quirements. In Figure 3 the overlapping ellipses denote that performance require-
ments are defined with respect to functional requirements, and that dependability re-
quirements are defined with respect to the task requirements. We distinguish between
timed and untimed dependability requirements. Timed dependability requirements
do consider timed aspects, untimed dependability requirements do not. In this way
we have a similar distinction as between functional and performance requirements. As
an example of a timed dependability requirement, one can think of the requirement of
continuity of service for a specific period of time. On the other hand, the impossibility
to interfere with an established telephone connection, is an untimed dependability re-
quirement.

Performability evaluation

Before giving a system-oriented definition of performability, let us make more specific
what is meant by evaluation, when put in system terminology. Qualitative and quan-
titative evaluation both validate the provided service against the service specifica-
tion. Qualitative evaluation is the evaluation of the functional requirements, and of
untimed dependability requirements like security. Quantitative evaluation takes time
into consideration, and therefore relates to the evaluation of performance requirement
as well as to the evaluation of timed dependability requirements, i.e., continuity of
service. In this paper we will use a somewhat wider definition of quantitative evalua-
tion, and also include the evaluation of service characteristics. For instance, evaluat-
ing the mean waiting time of a system can often be of interest, also when it is not a
strict requirement posed by the users. However, always we can put the characteristics
we evaluate in the form of functional, performance and dependability elements.

We adopt the following system-oriented definition of performability:

Performability evaluation is the meaningful quantitative evaluation of the service
of a system.

Although the term quantitative evaluation has been defined in the previous para-
graph, we like to stress again that we specifically look at behaviour in time of the sys-
tem. So, the quantification stems from the time considerations. For instance, issues of
waiting time, related to a performance requirement, and availability, related to a de-
pendability requirement, are performability issues. We have chosen in this definition
to use the word system instead of computer or communication system. Basically, this
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implies that one can do performability evaluation for any system that allows for an ab-
stract definition in terms of system, service and user and for which performance and
timed dependability requirements can be defined, e.g., flexible manufacturing sys-
tems.

2.3. Performability Evaluation: A Modelling View

In this section we present a modelling view on performability evaluation. In order to
do meaningful evaluation we advocate a modelling approach in which a system and a
task model are distinguished, and the mutual influence between these two is consid-
ered. It will become clear that we can naturally distinguish between system measures
and task measures, and it will be argued that the actual interest should be in task
measures as they directly represent the service one wants to evaluate. We also discuss
the underlying stochastic processes of the model, while this section is concluded by a
definition of performability evaluation in terms of this modelling framework.

System and task model

From the definition of performability evaluation in Section 2.2 it follows that we have
to model the service of a system. It therefore is natural to divide the performability
model in two parts, a system model, which models the system, and a task model, which
models the service. The system model models the changes in state, i.e., the behaviour
in time, of the system configuration. With system configuration we mean all relevant
aspects of the system, excluding tasks. For instance, the number of non-failed system
components could be a relevant description of the system configuration. The task
model models the behaviour in time of the tasks. In other words, the actual service,
which consists of tasks to be carried out, is modelled by the task model. Besides knowl-
edge such as the arrival intensity of tasks, we need to have information about the sys-
tem configuration to model the task behaviour. For instance, in order to compute the
mean delay of messages in a communication system, system configuration knowledge
is a prerequisite for modelling the sending of messages. In other words, there is a di-
rect influence from the system model on the task model. On the other hand, the task
model can influence the system model too. E.g., a temporarily high load can increase
breakdown probabilities, or a high load can trigger components to become active. We
thus see that modelling mutual influence is a necessity, as has been identified before
in [12].

Task behaviour assumptions

We go into some more detail concerning the possible task behaviour patterns, to relate
existing modelling approaches to our modelling framework. We distinguish between:
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- No assumptions;

- Partial steady-state assumption for task behaviour;

- Full steady-state assumption for task behaviour, i.e., behavioural decomposi-
tion.

If one does not make assumptions on the interactions between the system and task
model, one obtains the fully detailed model. For complicated systems this implies that
the model will be complex, and the solution method will therefore generally have to be
discrete-event simulation. One can, however, assume that directly after the moment
some interaction between the two models occurs, the task behaviour is considered to
behave as if in steady-state for the belonging system configuration. This is called be-
havioural decomposition, and is the basic assumption in many performability analy-
sis, see e.g., [28]. One can also assume partial steady-state. An interaction between the
models then first introduces a transient phase in which the task behaviour cannot be
considered to be in steady-state, followed by a steady-state phase. The steady-state
phase always lasts until the next interaction between the models. Based on this obser-
vation the fast simulation technique injection simulation has been developed [22],
which has been applied for analysis of the fault-tolerance mechanisms of the FDDI to-
ken ring [23].

Task and system measures

We now will make a distinction between task measures and system measures, which
we consider to be of special importance when discussing meaningful quantitative eval-
uation. A task measure is a metric in which a task characteristic can be found, e.g.,
the mean waiting time of a task, the blocking probability of tasks, the throughput, etc.
So, task measures are directly related to the service, as the service is built of tasks. A
system measure, on the other hand, is a metric in which system characteristics are
identified, e.g., the fraction of time a system is operational, i.e., the availability. From
analysing the system model in separation, only system measures can be obtained,
while analysing a task model in separation results in task measures. Analysing mod-
els that cope with both system and task behaviour gives the opportunity to derive both
types of measures.

We advocate that the ultimate interest should be in task measures rather than in sys-
tem measures, as task measures provide information about the service, and it is the
service we want to evaluate. As an example, the fact that a system is available or not
is not of primary interest, it is the fact that for this reason no tasks can be processed
that matters. Another example is the mean number of tasks in a buffer. Again, it is not
this system measure that is of first interest, but the consequence that the buffer occu-
pancy has on for instance the mean waiting time or the loss probability of the tasks.
Conversion from system measure to the actually relevant task measure is therefore of
great importance. For some measures there exist laws that provide this conversion.
For instance, Little’s formula, relates mean number of customers (a system measure)
with the expected waiting time (a task measure), and the PASTA rule, relates buffer
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overflow probability (a system measure) with the probability that a task will be
blocked. In one special case a direct conversion from system measure to the conse-
quences for the tasks exists. This is when one only distinguishes between proper and
improper service, i.e., no grades of the quality of service are distinguished. Then, the
fact that a system is in the proper state implies that tasks can be carried out success-
fully, while the fact that a system is in the improper state implies the impossibility of
carrying out some task. However, a clear distinction between proper and improper
service cannot always be established. To cope with this, Meyer has developed his per-
formability approach [18], and for this reason we do take more into account than the
system behaviour alone in the construction of the PEF.

Underlying stochastic processes and measures

The model proposed in this section needs a mathematical representation in order to
derive performability metrics from it. Basically, the behaviour in time of both the sys-
tem and the tasks can be described by so-called discrete-event stochastic processes, see
e.g., contributions in [13]. These processes allow only for changes of the state of the
model at discrete points in time, and the state description at these discrete points in
time completely determines the stochastic process.

Performability metrics can be represented as any real-valued function of some random
variable M. This random variable can take values in a range R, for instance on the in-

terval  when R represents waiting times. Interest can for instance be in the

mean , the m-th moment , or in the quantiles , with . We
can classify measures according to three criteria:

- the ‘domain’ of the measure;

- transient or steady-state measure;

- interval or point measure.

The domain of the measure says with respect to which element the measure is comput-
ed. We can identify task-based measures, i.e., measures that are expressed per task
or derived for some specific task, and time-based measures, i.e., measures that are
expressed per unit of time or for some instant of time. An example of a task-based
measure is the mean waiting time of a task, while the availability, i.e. the fraction of
time a system is up, is a time-based measure. The distinction between these two is use-
ful for identifying which solution method is suitable to derive the performability re-
sult, and in what way it should be applied. For instance, task-based measures cannot
be derived directly by means of numerically computing distributions of (finite) Markov
chains. Also, the appropriate way of setting up a simulation depends on the domain of
the metric [21].
We see from the examples of task-based measures and time-based measures, that this
distinction closely relates to the distinction between task measures and systems meas-
ures. Indeed, in many cases a task measure (recall that a task measure provides infor-
mation for the service) will be expressed by means of a task-based function of a random

0 ∞,[ ]

EM EMm Pr M α<{ } α R∈
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variable. However, a task measure as the throughput of tasks, does not obey this rule.
The throughput, being the number of tasks processed per time unit, is directly related
to tasks and thus is a task measure. However, the measure is defined per time unit,
and thus time-based. Note, that the inverse of the throughput, being the time elapsed
per processed task, is a task-based measure. Another example can be found in the re-
ward measures as defined in [26], which are time-based, but are task measures by the
fact that the rewards are of interest to the user.
Not always, the measure is expressed per time unit or per task. For instance, in the
case of a communication system in which messages are subdivided in mini-packets,
one can be interested in the fraction of corrupted messages. This measure is expressed
‘per message’, and thus its domain is messages. However, essentially these measures
can be discussed as a special case of task-based measures.
Furthermore, we like to note that the original definition of performability with its ac-
complishment levels [18] naturally leads to time-based measures in the form of reward
measures and to the framework of time-based measures in [26].
The second item on which measures can be distinguished is whether steady-state or
transient results are desired. Steady-state results are results for the long term. For
task-based measures it is for an average task in the long run, for time-based measures
it is for time goes to infinity. Transient result on the other hand consider particular
tasks, or results at a particular instant of time.
Both transient and steady-state, as well as task-based and time-based results can be
either point measures or interval measures. Point measures give results for a single
customer, or for a single point in time. Note that this point in time can possibly go to
infinity, thus resulting in a steady-state point measure. Interval measures provide re-
sults for a set of tasks, or an interval of time. Note that also steady-state interval

measures can exist. For instance, result for the time interval , are steady-s-

tate measures when . We note that the motivation for distinguishing between
these different measures is that they influence the applicable solution techniques.

Performability evaluation

In terms of the modelling framework we have presented here, we can make the defini-
tion of performability evaluation again more specific.

Performability evaluation is the derivation of a meaningful function of a random
variable, for a model which takes into account the timed behaviour of the system and
the tasks, as well as the mutual influence between them.

This definition completes our performability evaluation framework. Meaningful mod-
el-based quantitative evaluation can be carried out within this framework.

Relation with other performability frameworks and concepts

We will relate the resulting use of ‘performability evaluation’ with the use of this ter-
minology in literature. The concepts we have presented here are very closely related
to the performability concepts of Meyer [19]. Meyer defines performability conceptual-

t t 1+,[ ]

t ∞→
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ly as a measure, especially tailored for fault-tolerant computer systems. In this paper
performability is approached a bit different, and essentially we leave open what meas-
ure can be considered to be ‘meaningful’. On the other hand, in this paper we have in
more detail given an approach to modelling for performability evaluation. In this
sense, one can see the modelling view in the PEF as a characterization of the general
concept of model-based performability evaluation. Note that the way we have estab-
lished the performability framework, this framework is in our view more or less a con-
sequence of doing meaningful model-based quantitative evaluation of computer and
communication systems.

We have treated performability evaluation from the viewpoint of the application area
of computer and communication systems, and tried to propose a framework which is
generally applicable for the area of interest, and which nevertheless is specific enough
to be of practical interest. We have discussed the modelling approach in some detail,
but left open what choices of the measures can be appropriate and what solution meth-
ods should be considered. With regard to the measures we refer to the performability
measure of Meyer [19], reward measures of Sanders et al. [26]. See also discussions
regarding measures in [27]. Solution methods, such as Markov reward model solutions
are discussed in [28], and methods based on differential equations and ‘performabilit-
y-to-go’ in [24].

3. The PEF in Relation to Dependability and Quali-
ty of Service

In this section we discuss the relation of the performability evaluation framework with
known concepts from the area of fault-tolerant computer systems and communication
systems. Within fault-tolerant computer systems issues related to the dependability of
a system are considered, while within communication systems issues related to QoS
receive growing attention. We will first discuss in Section 3.1 dependability issues in
fault-tolerant computer systems, then in Section 3.2 Quality of Service issues in com-
munication systems. Finally, we will relate and compare the performability, dependa-
bility and QoS concepts in Section 3.3.

3.1. Dependability in Fault-Tolerant Computer Systems

Dependability is a term used in the area of fault-tolerant computer systems, and is de-
fined as follows [17]:

Dependability is that property of a system which allows reliance to be justifiably
placed on the service it delivers.

In this definition the terms system and service are used as defined in Section 2.2. So,
a service is defined as it is perceived by the user, and although it is not explicitly men-
tioned in this definition of dependability, it also is the user who places the reliance on
the system. We see that although dependability is a property of a system, it is the re-
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liance a user can have on the service that matters. Achieving dependability is mainly
done by adding redundancy to the system, e.g., adding spare components or error cor-
recting schemes (see [17] for a thorough discussion).

The arguments above demonstrate that the notion of dependability very much is mo-
tivated by the needs, the expectations and the perception of the user, although increas-
ing dependability is achieved by enhancement of the system. However, the conse-
quences of this user-oriented viewpoint have not always been accepted. Whenever the
word dependability is used, it relates to the system, not to the user perceived service
(see the use of the term dependability within CCITT [8], or by other authors, e.g., [29]).
Also in model-based evaluation, commonly the term dependability model is used to in-
dicate the system model as defined in Section 2.3, i.e., the model of the possible system
configuration changes in time [18] [28]. We also have used dependability in this way,
but we note that it is not in the spirit of the definition of dependability from [17], es-
pecially not when we discuss the evaluation of the service. Most apparent are the re-
strictions of the system-oriented discussion when we look at the traditional system
measures, such as reliability and availability, which are used for quantitatively eval-
uating the dependability. As discussed in Section 2.3, especially task measures are of
importance.

Comments on the use of the dependability terminology

Let us comment further on the use of the terminology associated with the dependabil-
ity framework of Laprie [17], as some confusion exists. We have seen that the defini-
tion of Laprie is user-oriented, as is the meaning Anderson gives to the word depend-
ability in the preface of [1]:

“(...) we may wish to focus our attention (...) for example on whether the system will
betray our secrets, or cause its users to be killed, or produce results too late to be of
any use; thus issues of security, safety and performance are naturally subsumed under
the generic term ‘dependability’, as indeed are many other desirable properties of a
system.”

We see here that also performance is considered to be an element of dependability. In
this setting dependability just means that the user can trust the system to do what it
promises to do. This notion is of great importance, as it gives the basic consideration
that leads to meaningful quantitative evaluation of a system. We do not just want to
do quantitative analysis for analysis sake, but want to derive useful information for
the system, in other words we want to achieve justified reliance.

In system design and development dependability is often taken to be a synonym for
fault avoidance, fault tolerance or fault removal mechanisms [29]. Indeed, according
to [17] this is the way dependability can be achieved, however it is slightly inaccurate
to demand these mechanisms to obtain dependability. In some cases a system might
be considered dependable without these elements.
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In modelling we see that the system model, as defined in Section 2.3, is called the de-
pendability part of the model, e.g., [28]. Typically, but not necessarily, the system mod-
el encompasses the modelling of fault-tolerance mechanisms.

In CCITT dependability is defined as the collective term used to describe the availabil-
ity performance and its influencing factors: reliability performance, maintainability
performance and maintenance support performance [8], see also Figure 4. This defini-
tion is followed by the note that dependability is used only for general descriptions in
non-quantitative terms. The actual quantification is done under the heading of avail-
ability performance, reliability performance, maintainability performance and main-
tenance support performance. We see that within communication systems elements as
maintainability and support come into play to decide on the dependability of the sys-
tem. We will shortly discuss how this differs from the fault-tolerant computer systems
point of view as presented in [17].

Within fault-tolerant computer systems there exist three perceptible attributes of de-
pendability:

• Reliability. Dependable means reliable with respect to continuity of service;

• Safety. Dependable means safe with respect to the non-occurrence of catastroph-
ic failures;

• Security. Dependable means secure with respect to the avoidance or tolerance of
deliberate faults.

Then, the evaluation can be in terms of reliability, denoting the probability that the
service has continuously been delivered in a proper way for some interval of time, and
the availability, denoting the fraction of a time interval in which the service has been
delivered properly. Note, that reliability has two different meanings; first it is the per-
ceptible attribute denoting continuity of service, secondly it is a measure. This has
lead to confusion of what attributes dependability consists of e.g., [28]; according to
[17], availability is not a perceptible attribute, only a measure.

We see that within CCITT more elements decide on whether a system is dependable.
We therefore introduce the following perceptible attributes of dependability when ex-
tended to communication systems:

• Maintainability. Dependable means maintainable with respect to the avoidance
or removal of faults by means of, possibly preventive, maintenance;

• Policability. Dependable means policable with respect to the avoidance or toler-
ance of possibly non-deliberate faults.

• Accuracy. Dependable means accurate with respect to the avoidance of serious
failures.

These attributes come across in communication systems, more than in computer sys-
tems. Maintainability is a very important property of communication networks, for ex-
ample for telephony. Policability is important in the new generation of networks, such
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as intelligent networks and B-ISDN. In these networks an agreement is made between
supplier and end-user which the supplier want to be able to control or police against
both deliberate and non-deliberate faults (compare with the meaning of safety). Main-
tainability and policability are both requirements posed by the service provider. Note
that in Section 2.2 we have introduced the service provider as a type of user, to be able
to cope with its requirements too. Accuracy has the same meaning as safety except
that catastrophic is too strong a term. An example of an inaccurate service is a wrong
connection in a telephone network, which is a more serious error than no connection.
We do not claim to have given all possible dependability attributes. For different areas
than fault-tolerant computer systems or communication systems, different perceptible
dependability attributes might be thought of, compare for instance the industrial de-
mands for dependable software.

We see that dependability is approached slightly differently by different communities.
Basically, we use the word dependability in this paper as defined in [17].

3.2. Quality of Service in Communication Systems

Within the area of communication systems Quality of Service aspects are receiving
growing attention (e.g., [4] [11] [16]). We will discuss QoS as it is used by CCITT, where
it is defined as follows [7]:

Quality of Service is the collective effect of service performances which determine the
degree of satisfaction of a user of the service.

In this definition we directly see the relation to the user of the service. The service per-
formances may consist of all possible performance criteria CCITT has defined [5] [7]
[8]. It comprises so-called Grade of Service (GoS) parameters [5] [6], such as blocking
probabilities, cell or dial tone delays, etc., but also network performance such as the
so-called serveability performance, which denotes the system’s ability to provide a
service when desired, and the ability to provide this service for some requested dura-
tion. See [3] for a discussion of these topics.

We note here that depending on the place where the performance is measured, within
CCITT terminology serveability can be both user-perceived or ‘true’ network perform-
ance. In our view, see Section 2.3, this user perception is only directly related to the
network performance when only proper and improper service can be distinguished
(see [2] for a discussion related to these observations). Grade of Service parameters do
more directly relate to the user. They comprise traffic parameters, such as delays and
blocking probabilities, and are thus typical task measures. As put forward in [6] and
[7] too, GoS and serveability performance both contribute to QoS.

QoS terminology

We will elaborate on QoS aspects in some more detail, as it illustrates what is impor-
tant for the evaluation of a communication system. In Figure 4 the relation between
QoS, dependability and measures for dependability are given, as defined within
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CCITT [7]. We will discuss the main items somewhat informally, more formal defini-
tions of all items can be found in [7].

The user-perceived QoS, which forms the top layer of Figure 4, incorporates five differ-
ent service types, of which we discuss serveability. The lower layer forms the item-re-
lated performances which deliver the service. We see that dependability in CCITT ter-
minology belongs to these system-oriented performance elements.

The two aspects of serveability performance denote the ability of a service to be ob-
tained when requested by the user and continue to be provided for a requested dura-
tion. Service accessibility performance then is the attribute that deals with the
possibility to obtain a service when requested, while service retainability perform-
ance deals with the possibility to retain a service once obtained. Serveability perform-
ance is user perceived, but is delivered by the item-related performances, an item be-
ing any part of a system that can be individually considered. The large box denotes the
dependability of the items that deliver the service. Dependability is the collective
term used to describe the availability performance and its influencing factors: reliabil-
ity performance, maintainability performance and maintenance support performance

Figure 4. Quality of Service concepts within CCITT [7].
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[8]. Availability performance denotes the ability of an item to be in a state to per-
form a required function at a given instant of time, or at any instant of time within a
given time interval, assuming that the external resources, if required, are provided.
This availability can be partitioned into three aspects. First, reliability perform-
ance, denoting the ability of an item to perform a required function for a given time
interval. Secondly, maintainability performance, denoting the ability to restore or
retain an item into a state in which it can perform a required function. Thirdly, main-
tenance support performance, denoting the ability of the service supplier to pro-
vide upon demand the resources for maintenance.

Within ISO bodies, the meaning of QoS is different, for instance when it is embedded
in the OSI reference model. QoS parameters typically are delay of a connection set up,
etc. In different fields of communication systems the term Quality of Service has dif-
ferent meanings, even within ISO [10] [14] [15]. We will use the term QoS as defined
by CCITT, which has as main distinguishing element the user-oriented view at QoS.

3.3. Relation between PEF, Dependability and QoS

In this section we relate the performability evaluation concepts as defined in Section
2, with the concepts of dependability and Quality of Service as used in fault-tolerant
computer systems and communication systems, respectively.

Both dependability and QoS essentially discuss requirements that can be put on a
service. So, assuming the collecting of requirements is carried out well, the dependa-
bility and QoS objectives define what is meaningful evaluation. Furthermore, depend-
ability relates to computer systems, and QoS to communication systems, the types of
systems which are considered in the PEF. Restricting our attention to requirements
on the behaviour in time of the system, we can state that performability evaluation
evaluates whether, or to what extent, dependability and QoS requirements are met.

We thus see that there is a direct link between posing requirements and evaluating
them. The discussion on meaningful measures can be held in a similar manner for
meaningful dependability and QoS requirements, and our arguments that interest
should be in task measures, more than in system measures, can be repeated for re-
quirements. These considerations can face practical difficulties, however. One main
difficulty lies in translating the possibly subjective requirements of the human end-us-
er to quantifiable measures. Furthermore, one might want to be able to evaluate
whether indeed the requirements are met, for instance, requirements testing has to be
carried out for railway systems. In this case, requirements that are meaningful but
cannot be evaluated are useless.

In describing QoS in CCITT many levels of abstraction are used, sometimes model--
based, sometimes not. As examples, there are considerations about where to measure
the performance, there exist models for calls and there are dependability planning
models. It will be of interest to relate these different approaches within CCITT from a
performability evaluation point of view, and thus also to relate it with the PEF. In
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fault-tolerant computer systems, the frameworks of Laprie [17] and Meyer [18] form
the link between system considerations and performability evaluation considerations.
In the area of QoS evaluation of communication systems, such a conceptual framework
cannot yet be found.

4. Conclusion
We have constructed the performability evaluation framework in this paper. The PEF
is constructed such that it should naturally fit the different measures, modelling meth-
ods and solution techniques that arise when doing meaningful model-based quantita-
tive evaluation of computer and communication systems. Furthermore, we have dis-
cussed dependability issues in computer systems as well as Quality of Service issues
in communication systems. We have commented on the existence of perceptible de-
pendability attributes, other than the ones in the dependability framework, which
arise especially in communication systems. The PEF should naturally support evalu-
ation approaches which come from the dependability and QoS considerations. In this
respect, the need for user-oriented performability evaluation in the form of task meas-
ures, has been the focus of our attention. With this in mind, meaningful quantitative
evaluation can be carried out.
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