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A programming and a modelling perspetive on theevaluation of Java Card implementationsyPieter H. Hartelz and Eduard de JongxAugust 17, 2000AbstratJava Card Tehnology has provided a huge step forwardin programming smart ards: from assembler to using ahigh level Objet Oriented language. However, the au-thors have found some di�erenes between the urrentJava Card version (2.1) and main stream Java that mayrestrit the bene�ts of using Java ahievable in smartardprogramming. In partiular, e�orts towards evaluatingJava Card implementations at a high level of assuranemay be hampered by the presene of these di�erenes aswell as by the omplexity of the Java Card VM and API.The goal of the present paper is to detail the di�erenesfrom a programming and a modelling point of view.1 IntrodutionWith Java 1 Card Tehnology smart ards an be pro-grammed in Java enjoying the bene�ts of objet orien-tation. Both the ard operating system as well as moreappliation spei� programming an be done in Java.Allowing a learer distintion between the servie and ap-pliation layers in ard software than previously possible.The seond major advane of the Java Card VM is there-fore the support for ard applets. These applets take areof all appliation spei� proessing in a strutured, ef-�ient and seure manner. Moreover, ard applets aredownloadable and provide the opportunity to dynamiallymanage the servies provided by a ard. Thirdly, the JavaCard API o�ers a model for ontrolled objet sharing be-tween applets. Finally, there is a speial Java Card run-time library API, designed spei�ally for smart ards. Itinludes support for basi ryptographi routines (DESand RSA). There is no need to support say a windowingsystem on a smart ard.yThis work was supported by Sun Mirosystems In.zDept. of Eletronis and Computer Siene, Univ. ofSouthampton, UK, Email: phh�es.soton.a.ukxSun Mirosystems, Palo Alto, CA 94043 USA, Email: Ed-uard.deJong�Sun.COM1Java and all Java-based trademarks and logos are trademarksor registered trademarks of Sun Mirosystems, In. in the U.S. orother ountries, and are used under liense.

To reet the limited omputing resoures inherent tosmart ards, the Java Card VM and API impose re-stritions. For example, there is no support for threads,garbage olletion, or real numbers. While the standardword size for Java is 32 bits, for the Java Card VM thisis 16 bits. Instead of relying on middle ware produts,the Java Card API inludes a simple transation failitybuilt in the VM. It also inludes an interfae to the ISO7816-4 standard for the format of ommuniation betweensmart ard and terminal. Using this rather low-level pro-tool in Java is somewhat umbersome, but Java Cardappliations are fully ompatible with legay terminals.Without this ompatibility, an evolutionary approah forintroduing Java Card tehnology into the market plaewould not work. Finally, Java Card implementations donot provide generi auditing failities, whih makes it diÆ-ult to evaluate the e�etiveness of the Java ard seuritymehanisms. Instead, it is left to the Java Card appli-ation programmers to ensure that appropriate logginginformation is maintained.The already wide adoption of Java Card tehnology hasshown that it has muh to o�er to the smart ard ommu-nity. Using Java makes it possible to deploy up-to-datesoftware engineering tehniques, ranging from objet ori-ented design to formal methods. Gaining experiene whiledeploying Java Cards has revealed the inevitable aws in a�rst generation tehnology; and enhanements and addi-tional features are being proposed by the user ommunity.This paper evaluates the urrent spei�ation of the JavaCard tehnology to support its further development as theprogramming environment of hoie for smart ards.O�ering programming failities for smart ards, andadding new ones, plaes responsibilities on the implemen-tors and users of Java Card systems, to maintain appro-priate levels of trust. Responsibilities not ommon to theworld of programmers at large. The goal of this paper isto explore possible avenues of bringing these two worldsloser, with an emphasis on programming patterns andformal modelling.1



2 Related workA number of reports in the open literature provide evalu-ations of the Java Card spei�ation.Oestreiher [14℄ disusses the Java Card Transationmehanism and proposes a number of improvements.Montgomery and Krishna [11℄ expose a potential seurityproblem in the Java Card model for objet sharing, andgive guidane on how to avoid the problem. Oestreiherand Krishna [15℄ suggest how the Java Card persistenemodel may be improved. Rose and Rose [19℄ omment onthe lak of on-ard byte ode veri�ation and propose asolution. We list and evaluate these and other issues.Formal modelling of Java Card aspets has been on-sidered by: Denny and Jensen [3℄, Lanet and Requet [10℄,Motr�e [12℄, Posegga and Vogt [17℄, and Reid and Looi [18℄.For a omprehensive disussion of these papers please re-fer to our earlier paper [8℄.3 MethodologyThe Common Criteria for IT Seurity Evaluation [16℄ re-quire the presentation of formal models of IT systems forevaluation at the highest assurane level. It is possibleto develop suh formal models after the fat. Howeverthis is not ideal sine the modelling ativity is sure to un-over hitherto unknown problems in the design and im-plementation of the atual IT system. A good example isprovided by Bertelsen's work on the spei�ation of theJVM [1℄, and the resulting list of errata to the oÆial Sundoumentation.A more pro�table approah to evaluation at the high-est assurane levels is to onsider formal modelling as anintegrated part of the software development proess. Thiswould ensure that the system under development an a-tually be formalised e�etively. By e�etive we mean thatthe models are suÆiently lear and onise to make themuseful for reasoning, whilst assuring that the models area suÆiently aurate abstration of the IT system. In anideal world one would use formal methods throughout thedesign and implementation proess. In pratie this maynot ahievable for reasons of osts, inreased produtiontimes, or simply lak of skills on the part of the engineer-ing team. However, if the stakes are suÆiently high, suhas in the safety ritial software industry, the use of formalmethods is the norm.As a ompromise we favour a strutured interation be-tween the engineering team and a team of formal methodsspeialists. Both teams would be in a ontinued dialogue,with proposals made by one team being reviewed by theother. This would ensure that implementation onsidera-tions and modelling issues are both addressed right fromthe start.For those ritial of formal methods, we should like to

point out that the issues most likely to ause problems tomodelling and reasoning are preisely the same issues thatwould be troublesome to the engineering team. Examplesinlude issues that make a system diÆult to understand,that ause omplex interations between supposedly inde-pendent omponents, or that make testing a nightmare.Using formal methods is a good way to identify the im-portant issues early in the software life yle.To build a formal model of a system is the same asto express the system in a di�erent, more abstrat andmathematial way. A partiular onept in a system maybe represented inorretly in the model, or may not befound easy to understand. Either ase may mean thatthe onept is omplex and diÆult to explain, and there-fore likely also diÆult to implement orretly. Program-ming, even in a high level language, is still a relativelylow-level ativity, requiring the programmer to keep aneye on a onsiderable amount of, often dispersed, details.By ontrast, modelling is a high level ativity, workingwith reasonable abstrations within a limited sope. Forexample in most models it is reasonable to assume thatan unlimited amount of memory is available. The pro-grammer might also make this assumption but would thenadditionally have to build a garbage olletor to supportit.To make matters more onrete we fous on a numberof aspets of Java Card implementations. A smart ardis not a PC; resoure onstraints and seurity onsider-ations require speial attention. In the urrent versionof the Java Card 2.1 spei�ation this has lead to a sig-ni�ant number of hanges and/or additions to the Javalanguage and the API. We reet on these hanges andadditions in Setion 6, with a view to redue their num-ber. A spei� problem we have enountered is that of-ten a design/implementation seems to require a partiularfeature to ahieve one objetive and a di�erent feature toahieve another. However, on further study it may appearthat both objetives may be ahieved via the addition ofa single, somewhat di�erent, feature, thus reduing theomplexity of the system. Our reommendations for theproess of additions and hanges are:� stimulate reetion on a proposal (additions, hangeset);� enourage generalisation of the proposal, perhaps atthe expense of some eÆieny;� require apitalisation on the \investment" as muhas possible, i.e. onsider how a feature might be usedto ahieve other objetives as well;� assess all the potential interations between thenewly proposed feature and existing features;� ask for a seond opinion, i.e. �nd ways of viewing2



the proposal from alternate angles, for whih formalmodelling is appropriate.In the ontext of Java language and API hanges or ex-tensions we an make these reommendations more pra-tial. A useful ourse of ation is to investigate whether adesired feature an be expressed in some way in terms offeatures already provided. For example one ould try towrite a transation faility in Java, to disover what is theessene of what is missing in order to make it work. Thiswould fous on the missing essential feature. In a parallelmodelling ativity one might try to apture the semantisof the missing feature and add it to the semanti modelof the existing system. We will give an example of thisapproah in our modelling ase study of Setion 5.Java Card programmers might be less onerned withthe priniples of language and API addition or extensionmehanisms rather than with the pratie. Therefore, wealso present a ase study illustrating some of our observa-tions on a simple example. This is the subjet of the nextsetion.4 Programming ase studyTo illustrate the issues in programming a Java Card appletonsider as an example the ode fragment of Figure 1.This is taken verbatim from the Java Card 2.1 AppliationProgramming Interfae [20, Page 40℄. The line numbershave been added for ease of referene.4.1 APDU based ommuniationCommuniation between the ard and the terminal mustbe expressed in terms of byte oriented APDU ommands.This problem arises merely beause the Java Card frame-work addresses the spei� problem of using Java to writesmart ard appliations. Card appliations are fundamen-tally small server programs that rely on ommuniationwith an inherently limited bandwidth and a severely re-strited paket size. The usual programming abstrationof ommuniation as an unlimited stream is hard to main-tain in the ard API in its full generality. The OpenCard framework [2℄ addresses the omplementary problemfor terminals. The two frameworks use the standardizedAPDU ommuniation format as an interfae. The odefragment shows typial in ard proessing for this format.The proess method reeives an APDU objet todisover whih ommand to proess (line 4). How-ever, the atual ommand information is not availablein the APDU objet, but needs to be aquired by theapdu.getBuffer() method all (line 6). This methodreturns a referene to a global bu�er with the atual om-mand data. Regardless of the requirements of the atualommand, the data is o�ered as a raw array of bytes.

This leaves the appliation programmer with the unen-viable task of manually unmarshalling appliation data.For example the lass byte is obtained by an array a-ess (line 7). In keeping with the objet oriented phi-losophy one would have preferred to write apdu.la, orapdu.la(), or in aordane with the Java style reom-mendations apdu.getClassByte().A seond example of the diÆulty in manually unmar-shalling data is found at line 12. Here the byte at o�setISO7816.OFFSET_LC is an unsigned value. The maskingoperation, and the fat that in Java intermediate resultsof a omputation are integers ensures that bytes in therange -128 .. -1 are mapped onto shorts in the range 128.. 255. This level of detail is not something that one wouldlike to burden the programmer with.A third example of how triky low level programmingis an be found at line 34, where obviously by a ut andpaste error, an assignment is made to buffer[3℄ insteadof buffer[2℄.Not obvious from the oding example is the fat thatsending and reeiving APDU ommands has some degreeof protool dependeny: T=0 and T=1 do not always havethe same view on the number of bytes sent or reeived.A solution would be to reate an all embraing frame-work that abstrats away fromAPDU ommands, perhapsusing a lightweight RMI style interfae. Full RMI wouldbe too expensive to implement on a smart ard, it is toopowerful and general purpose for smart ards, and RMIdoes not o�er the seurity that is required. Work is inprogress on a number of other solutions, for example theGemPlus Diret Method Invoation (DMI).4.2 Type astsJava is based on 32-bit words; the Java Card VM uses amixture of 8, 16 and 32-bit semantis. The APDU om-muniation is based on byte arrays. The stak ontains 16bit items. There is optional support for 32 bit integers.Sine intermediate results from 8 or 16-bit alulationsmay require 32-bits, the Java language requires the pro-grammer to state expliitly (by inserting appropriate typeasts) where data may be lost.Type asts are notoriously diÆult to get right. Con-sider as an example the ode at lines 13 and 16. One ofthe omparisons uses a type ast, and the other does not.The type ast is redundant here, beause the intermedi-ate result of the omparisons is of type int. By ontrastthe type ast in line 12 is required by the Java semantis,as the result of the expression on the right hand side isautomatially an integer. Programmer ation is requiredto expliitly ast an integer result into a short. This isa standard feature of Java. However, the problem arisesbeause Java Card support for the int type is optional.Some Java Card implementations therefore would not be3



1 // The purpose of this example is to show most of the methods2 // in use and not to depit any partiular APDU proessing34 publi void proess(APDU apdu){5 // ...6 byte[℄ buffer = apdu.getBuffer();7 byte la = buffer[ISO7816.OFFSET_CLA℄;8 byte ins = buffer[ISO7816.OFFSET_INS℄;9 ...10 // assume this ommand has inoming data11 // L tells us the inoming apdu ommand length12 short bytesLeft = (short) (buffer[ISO7816.OFFSET_LC℄ & 0x00FF);13 if (bytesLeft < (short)55) ISOExeption.throwIt( ISO7816.SW_WRONG_LENGTH );1415 short readCount = apdu.setInomingAndReeive();16 while ( bytesLeft > 0){17 // proess bytes in buffer[5℄ to buffer[readCount+4℄;18 bytesLeft -= readCount;19 readCount = apdu.reeiveBytes ( ISO7816.OFFSET_CDATA );20 }21 //22 //...23 //24 // Note that for a short response as in the ase illustrated here25 // the three APDU method alls shown : setOutgoing(),setOutgoingLength() & sendBytes()26 // ould be replaed by one APDU method all : setOutgoingAndSend().2728 // onstrut the reply APDU29 short le = apdu.setOutgoing();30 if (le < (short)2) ISOExeption.throwIt( ISO7816.SW_WRONG_LENGTH );31 apdu.setOutgoingLength( (short)3 );3233 // build response data in apdu.buffer[ 0.. outCount-1 ℄;34 buffer[0℄ = (byte)1; buffer[1℄ = (byte)2; buffer[3℄ = (byte)3;35 apdu.sendBytes ( (short)0 , (short)3 );36 // return good omplete status 90 0037 } Figure 1: The main method of a prototypial Java Card applet.
4



able to ope with the example if the short had been re-plaed by int.It is probably more a matter of months than years be-fore smart ards are suÆiently powerful to sustain full32-bit appliations. This would solve this problem.4.3 Memory managementJava Card programmers annot rely on the servies ofa garbage olletor. Instead they are required to pre-alloate all storage, both in RAM and EEPROM. Reusingspae is fully under ontrol of the programmer. Thisreates similar memory alloation problems to what onewould �nd in C programs, suh as premature re-use ofspae, or spae leaks.The advantage of pre-alloation is that applets alwayshave the required heap spae available. However, theymight still run out of stak frames.Prealloation has two disadvantages. Firstly, it doesnot ope with transient data. Therefore the Java CardAPI provides a feature to make sure that pre-alloatedRAM data is leared appropriately.Seondly, sine all applets pre-alloate their store, it isnot possible that one applet temporarily uses more thanits share. Suh senarios might arise in partiular whenapplets all upon other applets for some servie. Overommitment has been a standard tehnique used in op-erating systems for many years, and it ould have beenused here with suess.With a garbage-olleted heap, neither pre-alloationnor expliitly transient objets would be neessary. Oneargument has been raised laiming that transient objetsin RAM are useful to maintain ryptographi session keys.However, from a seurity perspetive, it is probably easierto spy out data in RAM than it is to spy out EEPROM.The relative strength of the memory tehnologies seemsirrelevant as the more preious master keys are stored inEEPROM, from whih the session keys are derived.Potential solutions to the pre-alloation problem in-lude using transated memory [9℄, or using a movinggarbage olletor that migrates long-lived data from RAMto EEPROM.The Java Card VM does not support �nalizers, beauseit does not support garbage olletion. However, not hav-ing �nalizers is generally onsidered an advantage, be-ause the presene of �nalizers makes the meaning of Javaprograms dependent on the, asynhronous, behaviour ofthe garbage olletor. Without �nalizers there is no suhdependeny.While a spae onsious system, the urrent Java Cardspei�ation seems to have paid less attention to stakspae requirements. First it has 16-bit words; seondlythere is no limit on stak growth, sine Java Card appletsan be reursive. With reursion banned, whih is er-

tainly feasible for programs with the sope of a Java ardapplet, a tool ould work out the maximum number ofstak frames needed by an applet, whih oupled with amaximum heap size as required by the programmer ouldyield a true deadlok free applet at least in terms of spaerequirements.Exeptions in Java are objets, and in the JCRE (theJava Card Runtime Environment) an objet has been pre-alloated for every exeption that ould be raised by aJava Card applet. Suh exeptions are aessed via anindex in a table, and they are raised using the throwIt()method, as illustrated at line 13 and 30 of the ode frag-ment of Figure 1.This mehanism is onsidered redundant, at least inits exposure to the ard appliation programmer. Similarsavings ould have been ahieved by allowing the VM stor-age alloator to ahe the objets reated for exeptions.Assuming that most applets throw far fewer exeptionsthan there are de�ned by the Java Card spei�ation, thisrepresents a signi�ant saving. An implementation basedon ahing ould be entirely transparent to the program-mer, thus obviating the need to rede�ne that part of theAPI that deals with exeptions.4.4 ConurrenyThe innoent looking method all on line 35 representsan interesting problem beause the sendBytes all maybe asynhronous. This means that the data stored in theshared bu�er must not be altered until the send operationhas ompleted. There is no way for an applet of �ndingout whether the operation has atually ompleted. Thisis the only aspet of the Java Card spei�ation that per-mits onurreny, as threads are not supported. Program-ming onurrent systems is harder than programming se-quential systems, and not surprisingly modelling work ononurrent systems is harder than modelling sequentialsystems.We believe that the small optimisation that may bepresent in some Java Card implementations by allowingan asynhronous send does not outweigh the disadvantageof having to ope with onurreny, and the possibility ofdi�ering semantis of an applet on di�erent implementa-tions of the VM.5 Modelling ase studyIn this setion we model an environmental onstraint per-tinent to smart ards known as \ard tear", whih is thesudden removal of power from the proessor. We studyhow it might interat with the normal operation and per-sistene in a Java Card implementation. Our model makessome simplifying assumptions, making it possible to learn5



about ard tear in an abstrat setting that is not lut-tered by detail. One would have to hek of ourse thatthe lessons learned also apply to a real system. This isfuture work.Nielson and Nielson [13℄ provide an exellent introdu-tion to the methods and notation used. LETOS has beenused to typehek and exeute our spei�ations [7℄.Every Java thread has a method unaughtExeption,whih is alled when the thread raises an exeption thatis not aught [4, Setion 20.21.31℄. In ontrast, the JavaCard VM takes the view than an unaught exeption ishandled in an implementation de�ned way [22, Setion2.3.3.1℄. This di�erene may be relevant for review, butis not onsidered here.Most Java exeptions are synhronous, whih meansthat they are raised as a result of the urrent omputation.Exeptions are also preise [4, Setion 11.3.1℄ in the sensethat they are raised immediately a semanti onstraintis violated. Java also has two asynhronous exeptions:ThreadDeath and InternalError, whih may be raisedat any time. As the Java Card spei�ation does not al-low threads, it does not allow ThreadDeath. The JavaCard spei�ation does permit raising InternalError,but leaves it up to the implementation to deide how tohandle it [22, Setion 2.3.3.1℄. The intention is that JavaErrors an only be aught if the situation is deemed reov-erable. For now we will assume that an InternalErrorannot be aught, and that it renders the ard muted toavoid seurity problems. This e�etively removes all asyn-hronous exeptions from the Java Card spei�ation.Standard Java does not provide persistene. Thereforea Java applet does not expet objets to be preserved be-tween to runs of the applet. In ontrast, the Java CardAPI does support persistene. Java Card applets retainsome of their objets (those stored in EEPROM), butloose others (stored in RAM). To aknowledge this, thelife time of the Java Card VM is deemed to be the same asthe life time of the smart ard on whih it runs [21, Chap-ter 2℄. The Java Card VM detets whether an applet hasbeen interrupted by a power failure, and ensures that thepersistent objets of the applet are in a onsistent stateupon restart of the applet.This raises the question of how to model power fail-ure and reovery. The most appropriate way of doingso seems to be to introdue an asynhronous exeptionPowerFailure. In the model, the Java objet store isrepresented by a RAM, and an EEPROM whih shadowsthe RAM. The programmer is responsible for hoosing themoment at whih to save RAM ontents into EEPROM.Java programs are modelled by a small subset overingthe essene of an applet, saving and storing RAM on-tents and the handling of exeptions. This is the subjetof the following setions.

5.1 SyntaxConsider the smallest fragment of Java as shown below,whih permits throwing and handling exeptions. Thefragment o�ers just four statements: throw to raise anexeption, try : : :ath to bind a statement to its ex-eption handler, the inrement statement (v ++, wherev represents a program variable), and the method allssave(), and restore(). The (�rst) semiolon representsstatement omposition, � represents an empty statementsequene. s� throw x j tryfsgath(x)fsg jv ++ j save() j restore() js ; s j �;Also de�ne two exeptions (ArithmetiExeption,and PowerFailure), and an out-of-band value (normal)that indiates normal proessing.x� ArithmetiExeption j PowerFailure j normal;5.2 Transition relationA mahine to exeute the statements (s) would also needthe state of the RAM (r), and the state of the EEPROM(e). The RAM is modelled as a mapping from variablesto numbers (data). The EEPROM is modelled as a opyof saved RAM ontents.r � fhv 7! Nig;e� r;The transition relation (!) giving the natural seman-tis of the Java fragment has the type:! :: hs; r; ei$hr; e; xi;An inrement statement stores a new value in RAM.The save operation stores the ontents of the RAM inthe EEPROM, and the restore operation reovers theRAM ontents.[++℄ hv ++; r; ei !hr � fv 7! r(v) + 1g; e; normali;[save℄ hsave(); r; i ! hr; r; normali;[restore℄ hrestore(); ; ei ! he; e; normali;Raising an exeption is modelled by reording the ex-eption in the third omponent of the result state.[throw1℄ hthrow x; r; ei ! hr; e; xi;if x 6=PowerFailure;A power failure additionally wipes out the RAM. Thismodels the fat that the RAM ontents is atually lost6



when the power fails, and not when the power is restored.We ould have deided to leave the RAM in an unde�nedstate, whih probably models real hardware more au-rately, but this would represent a seurity risk. Memoryremanene [6℄ might make it possible with some memorytehnology for some of the old ontents to reappear whenpower is restored.[throw2℄ hthrow x; r; ei !hfhv 7! 0i j v2domain(r)g; e; xi;if x = PowerFailure;The try : : :ath statement an be exeuted in di�er-ent ways, depending on whether an exeption is raised, orwhether the try lause has ompletely normally. The �rstpossibility below applies when the try lause ompleteswithout raising an exeption.hst; r; ei ! hr0; e0; xti[try1℄ htryfstgath(x)fsg; r; ei !hr0; e0; normali;if xt = normal;If the try lause has aused an exeption and the ur-rent ath lause an handle it, the statements of theath lause are exeuted.hst; r; ei ! hr0; e0; xti;hs; r0; e0i ! hr00; e00; xi[try2℄ htryfstgath(x)fsg; r; ei !hr00; e00; xi;if xt 6=normal^xt = x;If the try lause has aused an exeption and the ur-rent ath lause annot handle it, the exeption will bepropagated to another, embraing handler.hst; r; ei ! hr0; e0; xti[try3℄ htryfstgath(x)fsg; r; ei !hr0; e0; xti;if xt 6=normal^xt 6=x;Statement omposition is handled in a similar way asdesribed above. The exeution proeeds di�erently, de-pending on whether the �rst statement auses an exep-tion to be raised, or whether it ompletes normally.hs1; r; ei ! hr0; e0; x1i;hs2; r0; e0i ! hr00; e00; x2i[;1℄ hs1 ; s2; r; ei ! hr00; e00; x2i;if x1 = normal;hs1; r; ei ! hr0; e0; x1i[;2℄ hs1 ; s2; r; ei ! hr0; e0; x1i;if x1 6=normal;

Finally, a statement may not be able to omplete dueto power failure. This is modelled by the rule below.[power℄ h ; r; ei !hfhv 7! 0i j v2domain(r)g; e; PowerFailurei;The power axiom dupliates the objet of the throw2axiom. The rule is appliable whenever any of the other10 rules are appliable. The semantis has thus beomenon-deterministi. From the programmers point of viewthis means that any statement an be replaed by throwPowerFailure. This an be done any number of times.The urrent draft of the SCSUG Smart Card ProtetionPro�le [5, Setion 3.2℄ spei�es the same assumption as wehave made here: \Power and Clok ome from the termi-nal. These are not onsidered reliable soures". Inter-preting unreliable as `an happen at any time' translatesdiretly into the use of non-determinism in our semantis.5.3 Operational semantisWe are now able to put all the piees together in a funtionS (below), whih gives the semantis of an applet j.An applet an never handle a power failure. There-fore, we require that there are no ourrenes oftryf: : :gath(PowerFailure)f: : :g in j. All other exep-tions are required to be handled by the applet j itself, asis the ase in standard Java.Almost paradoxially, to allow the applet j to ompletenormally, we will try to exeute it repeatedly. Eah timea power failure ours, exeution is interrupted and thenrestarted, until �nally j ompletes normally. This oin-ides with the view that the Java Card VM lives as longas the arrier smart ard is operational. The repeated ex-eution is modelled by wrapping applet j in a try state-ment as shown by the loal de�nition of w in the semantifuntion S below.The reursive de�nition of the wrapper w ensures thatwhen the applet j is aborted by a power failure, the athlause auses the whole proess to be started again. If theapplet j runs to ompletion, the ath lause is ignoredand the wrapper w terminates.Eah run of j begins by restoring the RAM on-tents from the EEPROM, and ends either with aPowerFailure, or normal termination. The initial EEP-ROM and RAM map all addresses to zero.S[[j℄℄ = hw; r; ri !wherew = tryfrestore(); jgath(PowerFailure)fwg;; r = fha 7! 0i j a2[0::℄g;;7



5.4 Example appletWe an now use the semanti funtion to trae the exeu-tion of a applet, for example the following applet j1:j1 = a ++ ; save(); b ++;The applet j1 is not intended to do something useful,but it happens to ount the power failures witnessed whentrying to exeute the b++ statement. The number will bereeted in the �nal state of the RAM and the EEPROM,whih therefore may assume any �nal state as shown be-low: S[[j1℄℄2fhfha 7! ni; hb 7! 1ig;fha 7! ni; hb 7! 0ig; normali j n2[1::℄g;Here is another, simpler example:j2 = a ++ ; b ++;As ompared to j1, this applet laks the save. There-fore its behaviour is haraterised by one of two possibleoutomes: S[[j2℄℄2fhfha 7! 1i; hb 7! 0ig;fha 7! 1i; hb 7! 0ig; normali;hfha 7! 1i; hb 7! 1ig;fha 7! 1i; hb 7! 0ig; normalig;Both assertions are an be proved by indution on thenumber of times PowerFailure is raised.5.5 PropertiesThere are several useful properties that one might studyfor the given semantis. Of partiular interest is the in-uene of the wrapper on the semantis of the appletsj.5.5.1 Preservation of terminationFirstly it would be desirable to prove that the wrapperpreserves termination of applets.The set of rules is ompositional, so any derivation treeis �nite, and thus all applets j terminate. Assume thatthere are n >= 0 power failures during the life time ofthe applet j. We now sketh a proof by indution on nthat the wrapper preserves termination.In the base ase (n = 0) and by our requirement that allexeptions (exept PowerFailure of ourse) are handledby j itself we have by rules [restore℄, [;1 ℄ and [try1℄:hrestore(); r; ei ! hr0; e0; normali;hj; r0; e0i ! hr00; e00; normali[℄ htryfrestore(); jgath(PowerFailure)fwg; r; ei !hr00; e00; normali;

In the general ase assume that there are n > 0 powerfailures during the life time of the applet. Then unfoldingthe reursive de�nition of the wrapper w by n times wouldgive us the indutive ase.Here we have glossed over one issue: the power rule isalways appliable. Therefore even in the base ase thefollowing derivation is valid:[℄ htryfrestore(); jgath(PowerFailure)fwg; r; ei !hfhv 7! 0i j v2domain(r)g; e; PowerFailurei;To remedy this shortoming of our model we make afairness assumption, whih states that a derivation maynot begin with an appliation of the power rule, and whihalso rules out an appliation of the power rule immediatelyafter the previous.5.5.2 EEPROM preservationA seond property would establish that whatever is writ-ten to the EEPROM an eventually be read bak. Ideallyone would like to prove this preservation of informationproperty in the deterministi setting, i.e without the rulepower present. However, the proof would not arry overto the extended semantis, beause the extension is notoperationally onservative. Therefore one would have tore-prove the preservation property in the extended set-ting. This represents the ost of adding a feature (i.e.modelling power failure).5.6 Modelling in JavaA natural question to ask is: What ould have beenahieved by attempting to model power failure in Javaitself? To answer this we implemented the formal modelby way of a Java `simulator', a fragment of whih is shownbelow. The fragment orresponds to a single unfolding ofthe wrapper w, with the sample applet j1 from Setion 5.4.The tear() method simulates the non-deterministihoie of whether ard tear should trigger thePowerFailure exeption.lass PowerFailure extends Exeption {PowerFailure() { super( ); }} The power() method atually raises the exeption, af-ter learing the RAM. The result is that any statementof our sample applet j1 is either exeuted or aborted, asrequired by the formal model.try {if( tear() ) power() else restore() ;if( tear() ) power() else a++ ;if( tear() ) power() else save() ;8



if( tear() ) power() else b++ ;} ath( PowerFailure e1 ) {try {if( tear() ) power() else restore() ;if( tear() ) power() else a++ ;if( tear() ) power() else save() ;if( tear() ) power() else b++ ;} ath( PowerFailure e2 ) {...}} The simulator has been validated by using it to exeutea number of rather trivial example applets, and by om-paring the resulting states to those obtained by a prooffrom the formal model.To return to the question raised at the beginning ofthis setion, we believe to have shown that a lot an beahieved by modelling in Java. However some of the on-epts required are not partiularly obvious from a pro-grammer's perspetive, suh as the reursive wrapper, orthe non-deterministi hoie. Some mathematial train-ing is essential to apply these ideas. On the other hand,using an exeption to model power failure, and learingthe RAM to enhane seurity ould be ideas natural tothe programmer.The main di�erene between formal modelling and sim-ulation in Java is that the latter ativity does not supportproofs. We believe that engineering and modelling skillsshould be present in an engineering team to ahieve bestresults.6 Comparison of the Java andJava Card spei�ationsHaving presented two detailed ase studies, we now givea omprehensive overview of the di�erenes between theJava and Java Card spei�ations. This setion is bestread with the relevant Java Card doumentation [20, 22,21℄ available.The Java Card spei�ation is based on a subset of Javaand its APIs. The subset was hosen primarily to opewith resoure onstraints. However, it is also an extensionof the subset, with the extensions to provide additionalsmart ard spei� funtionality. Table 1 lists the exlu-sions by the subset and the additions by the extension.The table is provided by way of summary, we will not dis-uss it entry by entry. Instead we will disuss the issuesin an appropriate ontext.6.1 Software Engineering AspetsSome aspets of using the programming environment webelieve need to be improved in future spei�ations:

� Some of the limitations and exlusions imposed in theJava Card spei�ation (i.e. memory size) annot beenfored statially. This makes it more diÆult forthe programmer to test and debug Java Card applets,beause they may not hit the restrition or limitationon any development environment.� The Java Card spei�ation enourages a low levelprogramming style that that does not sit omfortablywith mainstream objet oriented analysis and design.� Java and Java Card doumentation sometimes ex-press high-level onepts in low-level terms. For ex-ample the Java 2 seurity model talks about stak in-spetion, and the Java Card seurity model disusseswhih byte odes aess objets. Java programmersshould be able to understand seurity in Java terms.� Java Card vendors have onsiderable freedom in ex-tending/revising their Java Card versions. This mayhamper portability at the level of CAP and Export�les (not at the level of lass �les).Also, the onsequenes of the language spei�ation asa superset of a subset of Java we have reognized as:� Java API's or applets annot be ported easily to JavaCard implementations, and, vie versa, Java Cardapplets annot be developed easily using a generiJava IDE.� As a naturally evolving programming environmentnew features will be added and old features will dis-appear; addressing the inherent legay problem willbe harder.� Main-stream Java programmers, in addition to learn-ing the ard appliation framework API, will have tobe speially trained to use the ard spei� exten-sions.Summarising, there is less portability between Java andJava Card implementations, in terms of software engineer-ing tehniques, than the authors onsider desirable.6.2 Objet life timesThe Java Card spei�ation takes the useful view that thelife time of applets spans terminal sessions. This meansthat the objets held on to by the applets may also liveforever. Therefore, objets are by default persistent, asis indeed required in smart ards. An applet itself is anobjet, whih is reated by the stati install methodof the applets de�ning lass. The JCRE implementationarranges for a ontext swith when alling the installmethod to satisfy the ownership relation.9



subset [20℄ superset of the subsetno lass �les 1.2 ap + export �lesno dynami lass loading 2.2.1.1 applet installerno seurity manager 2.2.1.1, 3.4 ontextsno garbage olletion 2.2.1.1no �nalization 2.2.1.1no threads 2.2.1.1 asynhronous writes using APDU bu�erno loning 2.2.1.1no native ode in applets 2.2.1.2subset of Java visibility rules 2.2.1.1, 5.4.1 two kinds pakages: library and applet, withdi�erent visibility rulesno multidimensional arrays 2.2.1.3no har, double, oat, or long types 2.2.1.3only a small part of the Java API 2.2.1.4 Java Card APIno reetion, no lass Class 2.2.1.4type int is optionally supported 2.2.3.1limited number of numbers of lasses, inter-faes, methods, �elds, array elements, andases. 2.2.4.1only initialisation of stati �elds that are ofprimitive type or array of primitive type 2.2.4.5no long, oat, double, and monitor byte odes,73 in total 2.3.2.1 All di�erent byte odesno heked exeptions, only some runtime ex-eptions and errors 2.3.3 SystemExeption with reason odes4.2 Appliation Identi�er (AID)no name based linkage 4.3.6 token based linkageno lass based linking and loading 4.4 loading is pakage basedno primitive �nal �elds in the onstant pool 4.4 primitive �nal �elds are inlinedbinary ompatibility not fully supported bythe o�-ard byte ode veri�er, extra restri-tions 4.4,4.5 major and minor version numbers5.4.1 sharable interfaes, global arraysno 32 bit stak 7.4 16 bit stakTable 1: A summary of the di�erenes between the Java and Java Card spei�ations.
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An applet may ommuniate with the terminal onlywhen it is seleted. Only one applet is seleted at anyone time. An applet may all on another applet for someservie. This auses a ontext swith, but not a deselet ofthe aller. There are thus two notions of an applet being`urrent': \urrent ontext" and \urrently seleted".An applet is automatially deseleted when the termi-nal selets another applet. An applet is not deseletedupon power failure. This arrangement makes it hard forthe applet to perform a proper leanup [21, Setion 3.5℄.There is a notion of a default applet, whih is impliitlyseleted after a ard reset. It is unlear how suh an appletmay know whether it has been seleted by default, orexpliitly [21, Setion 4.1℄, or, if indeed this is relevant.6.3 Linking and loadingLinking and loading of Java Card ode has a number ofaspets that Java does not have:� Linking and loading is pakage based, rather thanlass based.� The linking and loading proess reates the addi-tional in-ard generi objet attribute of ownership.This attribute is essential to the Java Card seuritymodel. However, it does not exist in Java and its rela-tionship to the pakage as unit of linking and loadingseems arbitrary.� Visibility rules di�er between library pakages andpakages that ontain applets.� The information from a lass �le is represented in twodi�erent �les (the ap �le and the export �le), thusmaking it possible for the �les to get out of synhro-nisation, while it is harder for a lass �le to beomeinternally inonsistent.� Version ontrol is only supported with a major andminor version number, and not with byte ode veri-�ation (on the ard).� Binary ompatibility in the Java Card spei�ationis a based on a subset of Java's binary ompatibil-ity rules, e.g. hanging �nal stati �elds of primi-tive types is a binary ompatible hange aording toJava, but not so aording to the Java Card spei�-ation.� Cap �les ontain onsiderable redundant informationto optimize the loading, linking and applet installa-tion, as well as the eÆient lookup of methods et,making this ode representation less robust. Partiu-lar examples inlude the ordering of virtual methodsin the appropriate table, the inlusion of the entirelass hierarhy in the export �le, and the separation

of name spaes for publi and private virtual meth-ods [20, Setion 4.3.7.6℄.A further investigation into the interation of these is-sues would be worth while.6.4 SeurityThe Java Card API o�ers a protool whih applets haveto go through to obtain an objet shared with anotherapplet. This has two problems: First, the protool is quiteinvolved, and seondly the mehanism is not fully objetbased. Let us onsider some of the important aspets ofthe sharing model.A ontext is a trusted domain, whih ats as a prinipal.All applets de�ned in the same pakage share a ontext. Aontext is alled a group ontext if it ontains more thanone applet. Only applets and the run-time environmentreate objets. The run-time environment is representedby a `pseudo' ontext. The ontext of the applet thatreates an objet is the owning ontext of that objet. Anapplet is an objet, it is owned by its ontext; however, aontext is not an objet.Objets reated by applets in the same ontext may beshared freely. Objets from di�erent ontexts an only beshared if a speial protool is followed [20, 6.2.4.2℄. Own-ership is thus a relation between ontexts and objets. Inan objet oriented world it would be more natural andexible to de�ne this relation between objets.There are two relevant relationships: ownership and a-ess. An applet may grant another applet aess, subjetto following the `shared interfae protool'. An ownermay invoke methods, read and write �elds et. An appletwith only aess may only invoke methods on the sharedobjet.A ontext is a stati onept. There is a urrent on-text, maintained by the run-time environment. The ur-rent ontext is swithed by alls to (instane) methodsand returns from those alls, in LIFO order. Contextsare also swithed by exeptions. Invoking a method andthrowing an exeption may ause a seurity exeption,when the ontext swith is not permitted. For symmetryreasons, returning from a method should be able to alsogenerate a seurity exeption. Stati methods and �eldsare transparent for ontext swithes. The run-time envi-ronment knows whih ontext and objet belongs to fromthe objet header.The ownership sheme has two problems: Firstly, itdoes not allow for server applets to reate objets on be-half of other applets, beause ownership is not transfer-able [20, Setion 6.1.3℄. Seondly, the ownership shemedoes not allow an applet to manage a group of other ap-plets, beause applets are owned by a ontext, not by anobjet.11



The JCRE owns a number of global arrays, and a num-ber of entry point objets. All �elds, methods and ompo-nents of these are aessible to all applets. Referenes totemporary entry point objets and global arrays an onlybe manipulated in ertain ways, subjet to fairly involvedrules [20, Setion 6.2℄.Summarizing, there are three notions of sharing: en-try point objets, global arrays, and sharable interfaeobjets. Ideally there should be just one. Unfortunately,none of the sharing mehanisms address ryptographi se-urity. Perhaps a more logial notion of sharing would usethe same mehanisms that are now used to share infor-mation between the terminal and the ard. In this ase,APDUs (or the high level equivalent) ould be shared be-tween either the terminal and the ards or between di�er-ent applets on the ard.7 ConlusionFigure 2 summarises our �ndings graphially. The inner-most area onsist of Java's imperative ore and the objetoriented features. The next layer adds exeptions, on-urreny, garbage olletion and �nalizers. Eah of theseadded features interats with the objet orientation andthe imperative ore, potentially requiring the programmerto understand, and the modeller to study many separateinterations. Java also adds a seurity manager and dy-nami lass loading requiring further interations to beonsidered for regular Java. The Java Card spei�ationdoes not o�er the grayed features, but has a variety offeatures of its own. In addition the Java Card spei�a-tion leaves some issues open to the implementation (e.g.whether to support int, whih exeptions are reover-able). We believe that this gives rise to rather too manyinterations to be onsidered easily in formal analysis andreommend simpli�ation.We have presented two ase studies. The �rst disussesthe programmer's view on the somewhat low level feel toJava Card programming. The seond ase study presentsa formal model of ard tear, that is shown to be onsistentwith the Draft SCSUG Smart Card Protetion Pro�le. Wehave translated the formal model bak into a simulatorwritten in Java to show that modelling provides pratialinformation to the Java design level.From both ase studies we onlude that Java Cardspei�ations an be improved by simpli�ation. In fatwe give a number of onrete suggestions for suh simpli-�ations.Referenes[1℄ P. Bertelsen. Semantis of Java byte ode. Tehni-al report, Tehnial Univ. of Denmark, Mar 1997.
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