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30 years after the United Nations Convention on the Right of the Child (CRC) and two years 

after the new EU data protection regime, the social value of forgiveness is not part of these 

legal instruments. The lack of this value within these legal instruments and the lack of re- 

search on the subject of forgiveness in relation to improving the legal position of children 

require urgent addressing especially when children are exposed to artificial intelligence (AI)- 

mediated risk profiling practices by Dutch government authorities. Developmental psychol- 

ogists underline that the erosion of this value could hamper children’s ability to develop 

flourishing human relationships. 

This article contributes to fill this niche. It investigates how this value can be enforced in 

order to benefit children below the age of 12 years that are exposed to risk profiling by Dutch 

law enforcement and youth care authorities. Children who are victims, witnesses, or falsely 

accused provide a particular narrowing of focus in this article as these groups cannot be held 

responsible for their correlations to crime. Strengthening children’s legal position is crucial 

because their position is much weaker compared to adults when it comes to question a risk 

correlation about themselves. These children correlated to crime, as this paper argues, not 

only can feel unjustifiably punished, ‘unforgiven’, and hampered in their choices, but can 

also develop low self-worth and (negative) judgmental attitudes towards others. Based on 

input from developmental psychology, empirical material, and legal desk research, this arti- 

cle seeks to answer: What remedies can the Law Enforcement Directive (LED) 2016/680, the 

General Data Protection Regulation (GDPR), and the United Nations Convention on the Right 

of the Child (CRC) offer against the detrimental implications of risk profiling children by the 

ProKid 12- SI system and the Crime Anticipation System (CAS) in The Netherlands? How 

can the social value of forgiveness strengthen these instruments and the legal position of 

children in light of security interests and the best interests of the child? The analysis con- 

cludes that the CRC offers the broadest room for incorporating the principle of forgiveness 
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into balancing tests, but certain LED and GDPR prescriptions could also support the value of 

forgiveness for children, such as the right to erasure. The analysis concludes that incorpo- 

rating forgiveness into the mentioned legal instruments would not only benefit individual 

children but would also foster public safety as a result. 

© 2020 Dr. Karolina La Fors. Published by Elsevier Ltd. 

This is an open access article under the CC BY license. 

( http://creativecommons.org/licenses/by/4.0/ ) 
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Have pity on me, remembering your own father; yet I am 

ore worthy of your pity, for I have endured to do what no 
ther mortal on earth has done: to raise to my mouth the hand 

f the man who killed my son.”1 - King Priam to Achilles in The 
liad of Homer 2 

The social value of forgiveness is considered to be vital 
or flourishing human relationships in behavioural psychol- 
gy. Practicing forgiveness towards children is considered es- 
ecially pivotal because this cultivates children’s self-worth,
elf-acceptance and the belief of being worthy even if one 
as flaws. This provides the foundation for becoming a com- 
assionate adult and for considering flaws as characteristics 
hat all humans share and consequently what binds them.
orgiveness (and reconciliation) is regarded by psychologists 
s an “emotional switch, which when turned moves the atti- 
ude toward another individual from aggressive or fearful to 
riendly, perhaps even affectionate.”3 Although measuring it 
s extremely difficult, a main noticeable effect of forgiveness 
s the switch towards a positive attitude. This positive atti- 
ude and the repeated practice of forgiveness statistically con- 
ributes to better psychological health on an individual level 4 

nd to fruitful, peaceful, sustainable and strong relationships,
nvolving a decrease in public security risks in society 5 . Not 
1 One of the most powerful themes of forgiveness in literature 
s depicted by the iconic, ancient Greek epic poem: Homer’s The 
liad. Achilles, the great warrior, grew up in a time where seeking 
evenge after a war became an impetus for another. Unsurpris- 
ngly, after he killed Prince Hector of Troy and dragged his body 
way in revenge for Hector’s killing of Achilles’s friend Patroclus, 
chilles could not find peace. But as Homer describes: King Priam 

fter having seen his son killed visited Achilles and asked him 

or Hector’s body. This extraordinary act of forgiveness by Priam 

owards the killer of his son (see quote above) made Achilles so 
verwhelmed, that in respect he offered Hector’s body to the king 
long with 12 days of peace. By enhancing the most respectable 
haracteristics of his players Homer depicts that only experiencing 
uch a supreme form of forgiveness was what could bring Achilles 
eace. 
2 Homer The Iliad book 24, lines 503-506. (Richmond Lattimore, tr. 
niversity of Chicago Press, 1951) 
3 E. L. J. Worthington, Handbook of Forgiveness (Routledge, 2005) 
4 Emmons, R. ‘Personality and forgiveness’ In M. E. McCullough, 
. I. Pargament, & C. E. Thoresen (eds) Forgiveness: Theory, re- 
earch, and practice (NY: The Guilford Press, 2000) 
5 S. Akhtar & J. Barlow ‘Forgiveness therapy for the promotion of 
ental well-being: A systematic review and meta-analysis’ (2018) 

9 Trauma, Violence, and Abuse 107.; T. W. Baskin & R. D. Enright 
Intervention studies on forgiveness: A meta-analysis’ (2004) 82 
ournal of Counseling and Development 79 
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ultivating forgiveness, to the contrary, has been noted by psy- 
hologists to have destructive consequences for human rela- 
ionships as these would be dominated by blame and puni- 
ive behaviour towards others 6 , perhaps resulting in mutual 
engeance 7 . 

The concept of fairness and non-discrimination, for in- 
tance, would not reach the same kind of positive attitude as 
orgiveness. This is so because, as this paper argues, both the 
oncept of fairness and discrimination allow for the distribu- 
ion of negative judgments or determinations on citizens so 
ong as these determinations are proportionate. On the con- 
rary, forgiveness, if enforced, has the potential of nullifying 
nd remedying the distribution of negative determinations 
nd benefit risk-profiled children. 

Figure 1 : A.J.H. Willems ‘Crime Anticipation System 

redictive Policing in Amsterdam’ (04 July 2015) Retreived 

n 17 th of June from < https://event.cwi.nl/mtw2014/ 
edia/files/Willems, %20Dick%20- %20CAS%20Crime% 

0anticipation%20system%20 _ %20predicting%20policing% 

0in%20Amsterdam.pdf> and Table 1 Another version of 
his table can be found in: Karolina La Fors-Owczynik, ‘Minor 
rotection nor Major Injustice? – Children’s Rights and Digital 
reventions Directed at Youth in the Dutch Justice System’ 
2015) 31 Computer Law & Security Review 651. 

Currently none of the international children rights frame- 
ork, the European Union’s law enforcement data protection 

nd general data protection framework takes the social value 
f forgiveness into account when Dutch law enforcement and 

outh care authorities carry out artificial intelligence 8 (AI)- 
ediated risk profiling practices 9 on children under the age 
6 H. S. Kim ‘The role of vengeance in conflict escalation’ In W. I. 
artman & G. O. Faure (eds) Escalation and Negotiation in Interna- 
ional Conflicts (Cambridge University Press, 2005) 
7 K. M. Carlsmith; T. Wilson & D. Gilbert ‘The Paradoxical Con- 
equences of Revenge’ (29 September 2008) Journal of Personality 
nd Social Psychology, Retrieved on 29 th of September 2019 from 

 https://ssrn.com/abstract=1277905 > 

8 “[A]I date back more than 50 years, the reason why we now 

ay so much attention to AI in general and machine learning 
ML) in particular is that the recent advances in computing power, 
vailability of data, and new algorithms have led to major break- 
hroughs in the last six to seven years.” – M. Craglia (ed) A. Annoni, 
. Benczur, P. Bertoldi, P. Delipetrev, G. De Prato, C. Feijoo, E. Fer- 
ando Macias, E. Gomez, M. Iglesias, H. Junklewitz, M. Lopez Cobo, 
. Martens, S. Nascimento, S. Nativi, A. Polvora, I. Sanchez, S. Tolan, 
. Tuomi, L. Vesnic Alujevic, European Commission Joint Research 

entre, Artificial Intelligence: a European Perspective (EUR 29425 EN, EC 

ublications Office, 2018) - < https://publications.jrc.ec.europa.eu/ 
epository/bitstream/JRC113826/ai-flagship-report-online.pdf > 

9 AI-mediated decisions and preventive risk profiling in this pa- 
er refers to the combination of the following elements: first, 

http://creativecommons.org/licenses/by/4.0/
https://event.cwi.nl/mtw2014/media/files/Willems,%20Dick%20-%20CAS%20Crime%20anticipation%20system%20_%20predicting%20policing%20in%20Amsterdam.pdf
https://ssrn.com/abstract=1277905
https://publications.jrc.ec.europa.eu/repository/bitstream/JRC113826/ai-flagship-report-online.pdf
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of 12. Although both the advantages 10 —such as improving
public safety 11 and addressing scarcity in police manpower—
and the disadvantages—such as the consequences of bad in-
put data 12 , correlational biases 13 , marginalization of societal
groups 14 , false positive accusations 15 and others. As such it is
alarming that during AI-mediated risk profiling of children the
social value of forgiveness is not taken into account. Risk pro-
files are built by establishing a growing number of correlations
to (only) offences, and the idea of increasing precision, even
with the very best of intentions, about the extent to which a
child is exposed to a risk or can pose a risk in the future ren-
ders AI-mediated profiles to expand throughout the course of
one’s life. This article argues and shows that these profiles
produce an unparalleled form of (pre-)punishment and po-
tentially a perception of being unforgiven 

16 by accompanying
children throughout their lives. One out of ten digital reports
of child abuse risks via semi-automated digital systems were
recorded as being erroneous in the Netherlands 17 . Chances for
more false positives only grow when AI-mediated preventa-
tive profiling allows for establishing more risk correlations 18 
to the public safety risk-associated digital registration of biolog- 
ical, behavioural and social traits of persons. Second, to the semi- 
automated and automated correlations between such personal 
traits, which then become actionable profiles to initiate future in- 
tervention (before a crime happens). 
10 D. Hambling ‘The Pentagon has a laser that can identify 

people from a distance - by their heartbeat’ MIT Technology Review 

( Cambridge , Massachusetts, 27 th June 2019) Retrieved on 29 th 

June 2019 from < https://www.technologyreview.com/s/613891/ 
the- pentagon- has- a- laser- that- can- identify- people- from- a- 
distanceby- their- heartbeat/ > 

11 S. Chinoy ‘We built an ‘Unbelievable’ (but Legal) Facial Recog- 
nition Machine’ The New York Times (New York, 16 th April 2019) 
Retrieved on 29 th June 2019 from < https://www.nytimes.com/ 
interactive/2019/04/16/opinion/facial-recognition-new-york-city. 
html > 

12 R. Richardson, J. Schultz, K. Crawford ‘Dirty Data, Bad Predic- 
tions: How Civil Rights Violations Impact Police Data, Predictive 
Policing Systems and Justice’ 2019 New York University Law Re- 
view Online (13 February) Retrieved on 14 th of May 2019 from 

< https://ssrn.com/abstract=3333423 > 

13 J. Moses Bennet, J. Chan ‘Algorithmic prediction in policing: as- 
sumptions, evaluations and accountability’, (2016) 28 Policing and 

Society: The International Journal of Research and Policy 2016 802 
14 Yeung, K. (2018) Five fears about mass predictive personaliza- 

tion in an age of surveillance capitalism, (2018) 8 International Data 
Privacy Law 258 Retrieved on 16 th May 2019 from < https://doi.org/ 
10.1093/idpl/ipy020 > 

15 A. G. Ferguson The rise of big data policing (NYU Press, 2017) 
16 Valse melding kindermishandeling raakt je moederhart, NOS 

Nieuwsuur online (3rd November 2016) Retrieved on 24 th of May 
2019 from < https://nos.nl/l/2141218 > 

17 Een op tien meldingen kindermishandeling vals 
Trouw online (9th February 2010) Retrieved on 2nd 

of May 2015 from < https://www.trouw.nl/nieuws/ 
een- op- tien- meldingen- kindermishandeling- vals ∼b6b78f25/ > 

18 By AI-mediated preventive profiling this paper refers to the 
combination of the following elements: first, to the public safety 
risk-associated digital registration of biological, behavioural and 

social traits of persons. Second, to the correlations between such 

personal traits that overarch semi-automated and automated sys- 
tems and which than become actionable profiles to initiate a po- 
tential intervention even before a future crime happens in the life 
of a child. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

in a child’s profile thereby creating a “risk identity trap” 19 . Sec-
ond, the AI-mediated focus on correlating public security risks
to children, especially to those that are falsely accused; vic-
tims or witnesses of a crime is concerning. Such correlations
by default transform the potentiality that a child victim or wit-
ness could develop criminal behavior in the future into an ac-
tionable, ‘pre-punitive’ expectation in the present. By estab-
lishing correlations to perpetrators children are de facto held
responsible for such crimes even though they might be risk
profiled erroneously or as a victim or witness. However, these
groups of children cannot be held responsible for the crimes
of others they are correlated to. Therefore, this article has no
aim in advocating against forms of prevention and punish-
ment within the law enforcement and justice systems that are
in line with human rights principles, such as the right to a fair
trial, equal treatment or the assumption of innocence until
proven guilty. Furthermore, it does not advocate against forms
of prevention within the youth care system that prioritises the
best interests of the child. However, it advocates for embracing
the humanness of making mistakes, so that they may be for-
given and rendered into lessons to be learnt from for all chil-
dren. Moreover, it also advocates for incorporating forgiveness
as a principle, especially when children under 12 years of age
are falsely profiled as posing a risk, or when they are profiled
as victims or witnesses. Such children have a much weaker
legal position compared to adults in contesting a risk correla-
tion and in proving that correlations might be inaccurate. 

Legal research that is informed by arguments from psy-
chology on why upholding the value of forgiveness is useful
within the context of AI-mediated preventative profiling on
children is currently lacking. Whereas exploiting the benefits
of AI innovation in a responsible and human-centric man-
ner in such critical sectors as public safety and law enforce-
ment are objectives defined by the Dutch AI Agenda.20 There-
fore, this article sets out to start filling this niche and inves-
tigates: to what extent are the United Nations Convention
on the Right of the Child (CRC), the Law Enforcement Direc-
tive (LED) 2016/680 21 , the General Data Protection Regulation 

22

(GDPR) 2016/679 able to incorporate the social value of forgive-
19 K. La Fors-Owczynik, ‘Minor Protection nor Major Injustice? –
Children’s Rights and Digital Preventions Directed at Youth in the 
Dutch Justice System’ (2015) 31 Computer Law & Security Review 

651 
20 Artificial Intelligence Research Agenda for the Netherlands 

(Den Haag: 2019, NWO), Retrieved on 20th of December 2019 
from < https://www.nwo.nl/en/news- and- events/news/2019/11/ 
first- national- research- agenda- for- artificial- intelligence.html > 

21 EU Law Enforcement Directive (LED): Directive (EU) 2016/680 of 
the European Parliament and of the Council of 27 April 2016 on 

the protection of natural persons with regard to the processing 
of personal data by competent authorities for the purposes of 
the prevention, investigation, detection or prosecution of criminal 
offences or the execution of criminal penalties, and on the free 
movement of such data, and repealing Council Framework Deci- 
sion 2008/977/JHA, OJ 2016 L 119/89 
22 EU General Data Protection Regulation (GDPR): Regulation (EU) 

2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the pro- 
cessing of personal data and on the free movement of such data, 
and repealing Directive 95/46/EC (General Data’ Protection Regu- 
lation), OJ 2016 L 119/1 

https://www.technologyreview.com/s/613891/the-pentagon-has-a-laser-that-can-identify-people-from-a-distanceby-their-heartbeat/
https://www.nytimes.com/interactive/2019/04/16/opinion/facial-recognition-new-york-city.html
https://ssrn.com/abstract=3333423
https://doi.org/10.1093/idpl/ipy020
https://nos.nl/l/2141218
https://www.trouw.nl/nieuws/een-op-tien-meldingen-kindermishandeling-vals~b6b78f25/
https://www.nwo.nl/en/news-and-events/news/2019/11/first-national-research-agenda-for-artificial-intelligence.html
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ess in order to better remedy the negative consequences of 
I-mediated risk profiling of children under 12 years of age by 
utch authorities 23 ? 

In order to answer this question, the article relies on two 
ase studies. One case study is centered upon the ProKid 12- 
I system, a semi-automated risk profiling system, and the 
econd case study focuses on the Crime Anticipation System 

CAS); both are operated by the Dutch police for preventative 
urposes. The potential of the value of forgiveness has not 
een assessed before in light of the design and use of these 
wo systems. 

The structure of the article looks as follows. Section two 
ntroduces the methodology, and section three discusses the 
elevance of the social value of forgiveness. Section four intro- 
uces the risk profiling system ProKid 12- SI (ProKid) 24 as the 
rimary case study and the Crime Anticipation System (CAS) 
s a secondary case study based on their background, legal ba- 
is, design and operation, the relevance of forgiveness, and the 
ontroversies related to these systems. Section five assesses 
he role of the LED, the GDPR and the Children’s Right Con- 
ention and whether they are equipped with enforcing the so- 
ial value of forgiveness for profiled children under 12 years of 
ge by the Dutch police through such systems as ProKid and 

AS. Section six offers recommendations on how to amend 

hese legal frameworks and what mechanisms can be relied 

pon to protect the value of forgiveness in the best interests 
f children and human relationships, so that these relation- 
hips would result in a more forgiving society. 

ethodology 

he analysis of this article relies upon the following meth- 
ds: literature review from psychology on the value of forgive- 
ess, legal desk research, desk research on CAS, and empiri- 
al interview material on ProKid 12- SI. The ProKid 12- SI, a 
emi-automated risk profiling system, provides the main case 
tudy and the CAS, an automated system, a smaller second 

ase study. Although the role of CAS is smaller in the anal- 
sis, it is meant to illustrate how correlations overarch both 

emi-automated and automated systems, how risks are am- 
lified, and how AI-mediated risk profiles can leave certain 

rofiled children in an almost helpless position against the 
rawbacks of such profiles. As the analysis will show, the de- 
ign and use of these profiles perpetuate newer and newer 
orrelations which do not facilitate digitally legible forms of 
orgiveness. 

The choice for these two systems was three-fold. First, to 
how how AI-mediated risk profiling includes a network of hu- 
an made, semi-automated, solely-automated decisions and 
23 Under 12 years of age children cannot be prosecuted by Dutch 

aw. 
24 The ProKid 12- SI system as such is planned to be integrated 

nto a ProKid 23 system. The latter system will include risk profiles 
n children from 0-23 years old. The extension of the system has 
ot materialized yet. For more, please consult the page of Dr. Marc 
elsing: < https://praktikon.nl/over-ons/dr-marc-delsing> . In this 
rticle, I only focus on ProKid 12- SI because this system has al- 
eady been operational. Moreover, the consequences of risk profil- 
ng by police authorities on this vulnerable group are significant. 

v
a
t

C
D
6

d
E

dministrative procedures and how profiling can overarch le- 
al regimes when establishing risk correlations. Second, the 
hoice was also made due to the observation that through 

he design of and interaction between systems for prevention 

y law enforcement authorities, the legal and societal bound- 
ries between the perception of victims, perpetrators and wit- 
esses blur 25 . The groups of children including victims, wit- 
esses and those falsely accused were specifically identified 

or the analysis in this article, because these groups of chil- 
ren have no responsibility for and little to no control over the 
ype of crimes with which they are correlated. Although other 
egal areas, such as non-discrimination law, defamation law,
ort or liability law could have been of interest, this analysis re- 
ies upon the United Nations Convention on the Rights of the 
hild, the Law Enforcement Directive including the amended 

utch Police Data Act, the European Convention on Human 

ights (ECHR), Court of Justice of the European Union (CJEU) 
ase law, and the General Data Protection Regulation, the lat- 
er only to the extent to which risk profiles are shared by the
olice with Dutch youth care agencies. The LED and GDPR had 

een specifically chosen as they focus on the conditions of 
ata processing and information exchange for profiling pur- 
oses by automated means. Furthermore, because generating 
isk correlations for children who are victims, witnesses, or 
alsely accused puts pressure upon data protection principles,
uch as the principles of purpose limitation, lawfulness, legit- 
macy, necessity and proportionality. Their capacity to enforce 
orgiveness is assessed in light of correlations in risk profiles 
hat are established by the police for prevention purposes on 

hildren under 12 that are also used by youth care authorities.
iven that the toolboxes of the two data protection regimes 
re limited when it comes to remedying the implications of 
isk inferences on profiled children, the capacity of the United 

ations Children’s Rights Convention is also assessed. These 
egal instruments are chosen because the urge for acquiring 
n increasingly AI-mediated risk-based transparency about 
hildren can not only undermine certain children’s right to 
rivacy and their best interest, but can also hinder them to 
evelop into compassionate adults. 

he relevance of the social value of foregiveness 

or the individual, society and for the AI-mediated 

isk profling of children 

sychologists argue that for an individual, the feeling of not 
eing forgiven, of being held guilty or responsible for some- 
hing is a psychological punishment and a form of imprison- 

ent on its own.26 Forgiving one’s own mistakes not only pro- 
ides a psychological boost to learn from them, but it also en- 
bles someone to practice forgiving the mistakes of others and 

o nurture relationships that are not based on mutual blaming 
25 K. La Fors-Owczynik ‘Minor Protection nor Major Injustice? –
hildren’s Rights and Digital Preventions Directed at Youth in the 
utch Justice System’ (2015) 31 Computer Law & Security Review 

51 
26 J. Oostenbroek, & A. Vaish ‘The benefits of forgiving: Young chil- 
ren respond positively to those who forgive’ (2019) 148 Journal of 
xperimental Psychology: General 1914 

https://praktikon.nl/over-ons/dr-marc-delsing
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33 Actuarial methods: “the use of statistical […] methods on large 
datasets of criminal offending rates to determine different levels of of- 
fending associated with one or more group traits, in order to (1) predict 
and punitive approaches, but rather on acceptance and pos-
itive and constructive societal relationships.27 Practicing for-
giveness and not judging children negatively on the basis of
their familial associations, neighborhoods they live in, friends,
or other factors is pivotal as such forgiveness contributes to
developing the foundations of their self-belief in being uncon-
ditionally loveable and worthy despite any flaws. This devel-
opment of self-belief in childhood is indispensable through-
out one’s whole life. 

A group of psychologists at the University of New South
Wales conducted empirical research on the most antisocial
young behavioural group in society, psychopathic children,
and came to similar conclusions 28 . They found that psycho-
pathic children—who often lack empathetic skills—in the
short-run were insensitive to punishment. In the long-run,
punishment triggered even more vengeance and rage and it
was therefore ineffective in facilitating their positive develop-
ment and reintegration into society 29 . Instead, psychologists
observed that by offering forgiveness and rewards for certain
children displaying even the most severe symptoms of psy-
chopathy they could motivate these children to develop more
positive societal interactions than with any other form of pun-
ishment they tried earlier with such children 

30 . The scientific
findings that even the most serious antisocial, psychopathic
behavioural children can benefit from forgiveness as a first
step and from additional ‘psychological tools to learn to avoid
reoffending’ demonstrates that actively practicing the value of
forgiveness is beneficial both for the individual development
of children and for the development of flourishing societal re-
lationships. Psychologists further argue that beyond individ-
ual benefits, one of the main societal benefits of practicing for-
giveness is that it contributes to group harmony, mutual un-
derstanding and acknowledgment of one another 31 . 

The relevance of forgiveness in relation to the AI-mediated
risk profiling of children has not been assessed so far. Mul-
tiple definitions exist for describing preventative risk profil-
ing. Von Hirsch, Garland and Wakefiled coined the term ‘sit-
uational crime prevention’; 32 Harcourt defined the term ‘ac-
27 S. Akhtar & J. Barlow ‘Forgiveness therapy for the promotion of 
mental well-being: A systematic review and meta-analysis’ (2018) 
19 Trauma, Violence, and Abuse 107.; T. W. Baskin & R. D. Enright 
‘Intervention studies on forgiveness: A meta-analysis’ (2004) 82 
Journal of Counseling and Development 79 
28 K. A. Kiehl The Psychopath Whisperer: The Science of Those With- 

out Conscience (Broadway Books, 2015); B. Bradely Hagerty ‘When 

Your Child Is a Psychopath - The condition has long been con- 
sidered untreatable. Experts can spot it in a child as young as 3 
or 4. But a new clinical approach offers hope’ The Atlantic (June 
2017) - < https://www.theatlantic.com/magazine/archive/2017/06/ 
when- your- child- is- a- psychopath/524502/ > . 
29 Ibid. 
30 Ibid. 
31 N. J. Hook; Worthington, E. L.; Utsey S. O. ‘Collectivism, forgive- 

ness and social harmony’ (2009) 7 The Counselling Psychologist 
821 < https://doi.org/10.1177/0011000008326546 > 

32 Situational crime awareness: “set of recipes for steering and chan- 
neling behavior in ways that reduce to the occurrence of criminal events”. 
– A. Von Hirsch; D. Garland; A. Wakefield (eds) Ethical and Social Per- 
spectives on Situational Crime Prevention (Hart Publishing, 2000) 
tuarial methods’; 33 Ratcliff formulated ‘intelligence-led polic-
ing’; 34 Van Brakel and De Hert as well as Schuilenberg use the
term ‘predictive policing’; 35 and Asworth and Zedner use ‘pre-
ventative justice’.36 When this article refers to AI-mediated
risk profiling of children it refers to the combination of the
following: first, to the public safety risk-correlated digital reg-
istration of biological, behavioural and social traits of per-
sons; second, to the semi-automated and/or automated cor-
relations and machine-learning methods that build and adapt
profiles from these traits for predictive decision-making pur-
poses; and third, to using all this for controlling the future
criminal behaviour of children. Preventive policing systems
internationally have been argued to deliver race-neutrality
and more objectivity in policing practices; as Fergusson has
noted, by “adopting them police departments hoped to dis-
tance themselves from claims of racial bias and unconstitu-
tional practices”. 37 Yet, daily practices often contradict that
expectation. From the perspective of forgiveness, what is rele-
vant for the consequences of AI-mediated risk profiling prac-
tices and what also binds the above definitions is that by set-
ting new norms, these practices push risk profiled individuals
into a competition with each other to prove the appropriate-
ness of their own personal traits, associations (or correlations)
and to often actively disprove a newly set expectation of a
future crime or abnormality. Despite legal limitations to col-
lect and share data, the density of AI-mediated correlations
in one’s risk profile have a generic tendency to grow, therefore
disproving an expectation of crime becomes increasingly dif-
ficult over time, the implications of which are larger for young
people and especially children. Furthermore, the effects of
prejudice such risk profiling can cause are the most profound
on children as they are continuously developing their identity
in relation to others 38 . Psychologists in restorative justice also
past, present or future criminal behavior and (2) administer a criminal 
justice outcome[…].” – B. E. Harcourt Against Prediction: Profiling, Polic- 
ing, and Punishing in an Actuarial Age (University of Chicago Press, 
2005) 
34 Intelligence-led policing: “the interpretation of crime and incident 

data through analysis, and community information on a range of issues, 
as well as that more commonly used information gleaned from vari- 
ous sources on the activities of known or suspected active criminals are 
all considered valid information sources under an intelligence-led polic- 
ing regime.” – J. H. Ratcliff Intelligence-led policing (Willan Publishing, 
2008) 
35 Predictive policing “is premised on the assumptions that it is possi- 

ble to use technology to predict crime before it happens”. – R. Van Brakel 
& P. De Hert ‘Policing, surveillance and law in a pre-crime society: 
Understanding the consequences of technology-based strategies’ 
(2011) 20 Journal of Police Studies 163 
36 Preventative justice: “criminalizing conduct at an early stage in or- 

der to allow authorities to intervene […] all in the name of public protec- 
tion and security ” – A. Asworth & L. Zedner Preventive Justice (Oxford 

University Press, 2014) 
37 A. G. Ferguson The rise of big data policing (NYU Press, 2017) 
38 J.D. Warren ‘Children as young as seven suffer effects of 

discrimination, study shows: Research also finds strong racial- 
ethnic identity is the best insulator’ ScienceDaily (22 October 2018) 
Retrieved on 12 th of March 2019 from < www.sciencedaily.com/ 
releases/2018/10/181022162138.htm > . 

https://www.theatlantic.com/magazine/archive/2017/06/when-your-child-is-a-psychopath/524502/
https://doi.org/10.1177/0011000008326546
http://www.sciencedaily.com/releases/2018/10/181022162138.htm
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43 La Fors, K. ‘Prevention strategies, vulnerable positions and risk- 
ing the ‘identity trap’: Digitalized risk assessments and their legal 
and socio-technical implications on children and migrants’ (2016) 
25 Information & Communications Technology Law 71 
44 Goedee, J. & Rijkens, A. (2010) Centrum voor Jeugd en Gezin 

Zorgsignalen van de Politie, Over het werkproces ‘Vroegsignaleren 

en doorverwijzen’ tussen politie en bureau jeugdzorg. Retrieved 

on 12 th of April 2019 from < https://www.politieacademie.nl/ 
kennisenonderzoek/kennis/mediatheek/PDF/87766.PDF > 

45 E. Keymolen & D. Broeders ‘Innocence Lost: Care and Control in 

Dutch Digital Youth Care’ (2011) 43 British Journal of Social Work 
1 
46 A. Van der Laan; R. Rokven; G. Weijers - De daling in 

jeugddelinquentie: minder risico, meer bescherming? (2018) 
60 Tijdschrift voor Criminologie Retrieved on 16th of April 
2019 from < https://tijdschriften.boomcriminologie.nl/tijdschrift/ 
nderline that applying constructive means such as rehabili- 
ation starting with the forgiveness of children (even offend- 
rs), positively affects their development 39 . Based on these 
rounds and the fact that a risk profile is a correlational con- 
ept and forgiveness a relational one, solutions for enforcing 
orgiveness in the context of risk profiling children, as this pa- 
er argues, comes from the reconciliation of these two. Con- 
equently, embracing the value of forgiveness and translating 
t into digital, legal and organizational amendments concern- 
ng a child’s profile is crucial in order to nullify or remedy the 
ffects of negative determinations mediated by correlations 
hrough AI. This is particularly pivotal for those children that 
re falsely accused, victims, or witnesses, so that they are not 
unished by a digitally-fixed expectation of becoming a crim- 

nal.40 

he case studies of ProKid 12- SI and CAS 

he systems of ProKid 12- SI and CAS are assessed here be- 
ause empirically-informed research on ProKid demonstrates 
hat despite the noble intentions behind the systems, the risk 
rofiling practices create new risks in practice.41 This under- 
ines the value of forgiveness towards children. The analy- 

is of these two systems occurs through the following sub- 
ections: first, the background will be introduced; second, the 
egal basis of these systems will be examined; third, their de- 
ign and operation will be discussed; fourth, the relevance of 
he value of forgiveness will be considered; and fifth, three 
ontroversies pressuring the enforceability of forgiveness will 
e highlighted in relation to ProKid and three in relation to 
AS and its AI-mediated correlations to ProKid. 

.1. ProKid 12- SI 

.1.1. Background 
he Dutch government’s agenda incentivise public authori- 

ies, including the police, to exploit the potential of data sci- 
nce 42 . This was coupled with a political and societal push 

o invest more in prevention and capitalize on risk profiling 
echnologies after a set of domestic child abuse cases and in- 
tances of antisocial behaviour of children. Consequently, in 

rder to address problems of child abuse and anti-social be- 
avior of children in the Netherlands semi-automated and au- 
39 P. Strelan ‘Justice and Forgiveness in Interpersonal Relation- 
hips’ (2018) Current Directions in Psychological Science, 27 20; Carl- 
mith K.M.; Darley J.M. ‘Psychological aspects of retributive justice’ 
2008) 40 Advances in experimental social psychology, 93; M. Wen- 
el; T. G. Okimoto ‘Retributive justice’ In C. Sabbagh, M. Schmitt 
eds) Handbook of social justice theory and research (NY: Springer, 
016) 

40 La Fors, K. ‘Prevention strategies, vulnerable positions and risk- 
ng the ‘identity trap’: Digitalized risk assessments and their legal 
nd socio-technical implications on children and migrants’ (2016) 
5 Information & Communications Technology Law 71 

41 Ibid. 
42 The Digital Government Agenda: NL DIGIBeter - 
 https://www.digitaleoverheid.nl/nldigibeter/ > ; The Dutch 

trategic I-Agenda of Government Services for 2019-2021 - 
 https://www.tweedekamer.nl/kamerstukken/brieven _ regering/ 
etail?did=2019D04495&id=2019Z01995 > 
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omated risk assessment systems had been implemented as 
 socio-technical response.43 

The cooperation between police and youth care agencies in 

reventing crime had been established first by the Covenant 
etween the Dutch Police and Dutch Youthcare in 2010.44 The 
evelopment of antisocial and delinquent behaviour of chil- 
ren and the early-referencing of victim children to youth care 
ad been regarded as a result of too little information sharing 
cross Dutch law enforcement and youth care. Consequently,
reventative policing systems for children in the Netherlands 
ere argued as being intended to serve noble causes in pro- 

ecting children from violence and in guiding them not to of- 
end in the future.45 This is despite the scientific argument 
hat criminality among youth had significantly dropped in the 
revious decade in the Netherlands.46 

The Dutch Police have been using ProKid 12- SI, a colour- 
oded risk assessment system since 2011 (first as a pilot) 
nd since 2013 nation-wide 47 in order to prevent the above 
roblems. Although these problems were framed separately,
roKid was meant to address them simultaneously. ProKid 12- 
I (in the followings referred to as ProKid) is a preventive pro- 
ling system of children and is aimed at assisting police offi- 
ers in profiling children against security risks. 

.1.2. Legal basis 
roKid is not based on a separate legislation. Multiple leg- 
slations provide legal basis for it: the Dutch Police Act, the 
utch Police Data Act 48 , the Judicial and Criminal Justice Act 49 ,
ijdschriftcriminologie/2018/1/TvC _ 0165-182X _ 2018 _ 060 _ 001 _ 002 
 

47 Politie, Jaarverslag Eenheid Oost-Nederland (2013) 
etrieved on 16th of April 2019 from < https://www. 
olitie.nl/binaries/content/assets/politie/jaarverslag/jshfg/ 

aarverslag- 2013- eenheid- oost- nederland- printversie.pdf> 

48 Wet van 17 oktober 2018 tot wijziging van de Wet poli- 
iegegevens en de Wet justitiële en strafvorderlijke gegevens 
er implementatie van Europese regelgeving over de verwerking 
an persoonsgegevens met het oog op de voorkoming, het on- 
erzoek, de opsporing en vervolging van strafbare feiten of de 
enuitvoerlegging van straffen (Dutch Police Data Protection Act, 
019) Retrieved on 24th of September 2019 from < https://zoek. 
fficielebekendmakingen.nl/stb- 2018- 401.html > 

49 Wijziging van de Wet politiegegevens en de Wet justitiële 
n strafvorderlijke gegevens ter implementatie van Europese 
egelgeving over de verwerking van persoonsgegevens met het 
og op de voorkoming, het onderzoek, de opsporing en ver- 
olging van strafbare feiten of de tenuitvoerlegging van straf- 

https://www.digitaleoverheid.nl/nldigibeter/
https://www.tweedekamer.nl/kamerstukken/brieven_regering/detail?did=2019D04495&id=2019Z01995
https://www.politieacademie.nl/kennisenonderzoek/kennis/mediatheek/PDF/87766.PDF
https://tijdschriften.boomcriminologie.nl/tijdschrift/tijdschriftcriminologie/2018/1/TvC_0165-182X_2018_060_001_002
https://www.politie.nl/binaries/content/assets/politie/jaarverslag/jshfg/jaarverslag-2013-eenheid-oost-nederland-printversie.pdf
https://zoek.officielebekendmakingen.nl/stb-2018-401.html
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the Dutch Youth Care Act 50 and the Dutch Social Support Act
2015.51 The Social Support Act establishes the statutory du-
ties for the institution called Safe Home 52 (Veilig Thuis). The
latter is an authority to process children’s personal data for
care purposes and it is also the first point of contact of police
agents operating ProKid 12- SI when they file a so-called care
report 53 about a child. The act establishes the following duties
for Safe Houses: to record a risk without the consent of the
persons involved; to discuss the report with others and to in-
form the Dutch Council for Child Protection. Although consent
is not necessary as a legal ground for data processing within
law enforcement 54 and for Safe Houses, when additional in-
formation on children is needed, for instance, from health-
care providers that falls under purposes of (health)care. Such
purpose under the GDPR requires explicit consent from data
subjects. The basis for cooperation between the police and
youth care institutions is laid down by collaboration agree-
ments between the Dutch law enforcement and youth care
chains.55 Dutch penal law also stimulates such collaboration.
Criminal offenses committed by young children are regarded
by Dutch penal law as an important predictor of later criminal
behaviour. Being aware of such behaviour in order to make a
good estimate of potential recidivism is viewed as being es-
sential. Therefore, the registration of offenses of 12-year-olds
by the police under Dutch juvenile penal law is considered
as being necessary. Consequently, Dutch penal law also legit-
imizes ProKid through its purpose in signaling public safety
risks associated to children under 12 years. 
fen (Amendements to the Dutch Police Data Act from 20-02- 
2018) Retrieved on 24th of September 2019 from < https://zoek. 
officielebekendmakingen.nl/kst- 34889- 3.html > . 
50 Wet op de Jeugdzorg 2004 (Dutch Youth Care Act 2004) Re- 

trieved on 2 nd of November 2018 from < http://wetten.overheid.nl/ 
BWBR0016637/ > 

51 Wet Maatschappelijke Ondersteuning 2007 (Social Support Act 
2007) Retrieved on 2 nd of November 2018 from < http://wetten. 
overheid.nl/BWBR0020031/ > 

52 The institution of Safe Home is the successor of what was pre- 
viously known as the Child Abuse Advice and Reporting Center 
(Advies- en Meldpunt Kindermishandeling) and the Domestic Vi- 
olence Support Center (Advies- en Meldpunt Huiselijk Geweld). For 
more, please see: Ibid and consult the web-site of the Dutch Safe 
Home organization’s web-site: < https://veiligthuis.nl/ > The legis- 
lator offers a broad scope for information position of Safe Homes 
but limits this power to the extent necessary for the duties of the 
Safe Home meaning that the Safe Home must carry out an assess- 
ment on a case-by-case basis as to whether the violence stopped 

or appropriate assistance was offered. The legislator does not pro- 
vide such a broad scope of powers for the Safe Homes when they 
carry out pure advisory tasks. 
53 A care report is provided by the police for Safe Homes on the 

basis of suspected child abuse or antisocial behaviour of children 

under the age of 12. 
54 De Hert, P. & Papakonstantinou, V. ‘The New Police and Crim- 

inal Justice Data Protection Directive: A First Analysis’ (2016) 7 
New Journal of European Criminal Law 7 < https://doi.org/10.1177/ 
203228441600700102 > 

55 Politie en Openbaar Ministerie, Model Samenwerkingsaf- 
spraken Veilig Thuis, (VNG, 2015) Politie en Openbaar Minis- 
terie, Handreiking Samenwerking bij strafbare Kindermishandel- 
ing, een uitgave van Veilig Thuis (Raad voor de Kinderbescherming 
en Reclassering Nederland, 2017) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.1.3. Design and operation of ProKid 12- SI 
The cooperation between the police and youth care is tech-
nologically automated in ProKid as the system is used by
the police for the purposes of preventing crime and digital
links are established through so-called incident codes. Such
codes connect law enforcement databases. One data base is
the ‘criminal fact’ database where such data as criminal evi-
dence, records are registered. This is called the Basic Facility
Law Enforcement (BFLE).56 The second data base is a ‘crim-
inal opinion’ database, where so-called circumstantial infor-
mation, such as observations of officers are registered. This
is called the Basic Facility for Forensic Investigation (BFFI).57

The Dutch Police Data Act applies for the processing of data
through the two systems. The time limit for retaining data in
ProKid is five years. 

The colour-coded profiles in ProKid are developed by be-
havioural scientists: 58 white, yellow, orange and red corre-
sponds to an increase in concern for a child, regardless of
whether he or she is a victim, a witness of violence, or a per-
petrator. Both children and their living addresses, can be as-
signed color codes. The addresses correspond to adults and
other minors living under the same roof with the registered
child; biological relations 59 are not considered. 

The system is designed on the basis of behavioural scien-
tific findings in such a manner that it allows for establishing
correlations between criminal deeds of parents, guardians and
other adults living under the same home address of children
in order to assign risk profiles to children. It also allows for
correlations between children that abused animals as an in-
dication that these children might themselves become child
abusers in the future. The incident codes leading up to a risk
registration in ProKid are fed from two aforementioned law
enforcement databases, the BFLE and BFFI. The intention to
prevent children from developing criminal behavior becomes
scripted into the system. By scripting this potentiality through
digital correlations between victims, witnesses and perpetra-
tors, as this paper argues, victims and witnesses (and those
falsely accused) appear to be punished by correlations for
something they are not responsible for. 

4.1.4. The relevance of forgiveness in relation to ProKid 12- SI
Forgiveness is highly relevant from the perspective of ProKid,
because the current design and operation of the system
creates additional risks for children. For instance, Schinkel
pointed out that the risk profiling system contributes to the
“prepressive construction of a risk population”.60 Bruning et
al., in their report to the Dutch Child Ombudsman on ProKid,
underlined that parents should have more transparency about
56 This is known as the Basis Voorziening Handhaving (BVH) in 

the Netherlands. 
57 This is known as the Basisvoorziening Opspooring (BVO) in the 

Netherlands. 
58 K. S. Nijhof, R. C. M. E. Engels, & J. A. M. Wientjes ‘Crimineel 

gedrag van ouders en kinderen’ (2007) 27 Pedagogiek 29 
59 This means that divorced parents living under two addresses 

are not taken into account nor are the addresses of grandparents 
which could also provide care for children. 
60 W. Schinkel ‘Prepression: the actuarial archive of new technolo- 

gies of security’ (2011) 15 Theoretical Criminology 365 

https://zoek.officielebekendmakingen.nl/kst-34889-3.html
http://wetten.overheid.nl/BWBR0016637/
http://wetten.overheid.nl/BWBR0020031/
https://veiligthuis.nl/
https://doi.org/10.1177/203228441600700102
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Table 1 – Risk colour codes and corresponding security risks in ProKid 12- SI 
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c  
ow risks are assessed and registered in ProKid and that pro- 
essionals would need to prioritise protecting factors as their 
op responsibility when using this system. Schuilenberg and 

as argue that the predictive identification of ProKid operates 
y designating persons and groups as potential criminals or 
ictims and that such systems are leading to a large amount 
f privacy violations.61 

The following section demonstrates the controversies that 
merge from the design and daily use of ProKid and how they 
ut the value of forgiveness for children under pressure. 

.1.5. Controversies pressuring the enforceability of forgive- 
ess 
61 M. Schuilenburg & A. Das ‘Predictive policing: waarom bestrijd- 
ng van criminaliteit op basis van algoritmen vraagt om aanpass- 
ng van het strafrecht in Strafblad’ (2018) Tijdschrift voor weten- 
chap en praktijk 36 19 

s

p

4.1.5.1. Reifying effects of a risk correlation “[W]hen our of- 
ficers are at an address, and find drugs, […] this information 

becomes registered in BFLE 62 . However, if they find a baby 
bottle in the kitchen, and ask whether there is a baby […] If
the officer cannot find hard information about whether we 
need to seek care for the baby, or who exactly lives there, to
what extent the person makes something up… and the of- 
ficer has a bad feeling [about it], and wants to use the infor-
mation [about the bottle], he can register it in BVO(BFFI) 63 .
We, ProKid managers, will see that”64 (ProKid manager, city 
C). 

This example is certainly not the only way a child victim 

an receive a risk score within ProKid, but it shows how a risk
core can be assigned to a child with the best intentions in 
62 BFLE - Basic Facility for Law Enforcement 
63 BFFI - Basic Facility for Forensic Investigation 

64 The quote stems from a semi-structured interview taken with 

olice officer using ProKid in 2014. 
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67 S. Kats, J. Lamé ‘Meldcode kindermishandeling werkt 
soms averrechts’ Medisch Contact (21 October 2015) 
Retrieved on 13th of December 2018 from < https: 
//www.medischcontact.nl/nieuws/laatste-nieuws/artikel/ 
meldcode- kindermishandeling- werkt- soms- averechts.htm > 

68 M. Van der Meer ‘Ik ben bang en wantrouwend 

geworden’ Ouders online (15 april 2013) Retrieved on 

12th of April 2019 from < https://ouders.nl/artikelen/ 
ik- ben- bang- en- wantrouwend-geworden > 

69 DigitaleOverheid ‘The Digital Government Agenda: NL DI- 
GIBeter’ (2019) - < https://www.digitaleoverheid.nl/nldigibeter/ > ; 
Tweede Kamer der Staten Generale ‘The Dutch Strategic I-Agenda 
of Government Services for 2019-2021’ (2019) - Retrieved on 17 th 

of May 2019 from < https://www.tweedekamer.nl/kamerstukken/ 
brieven _ regering/detail?did=2019D04495&id=2019Z01995 > . 
70 Wet van 17 oktober 2018 tot wijziging van de Wet poli- 

tiegegevens en de Wet justitiële en strafvorderlijke gegevens 
ter implementatie van Europese regelgeving over de verwerking 
van persoonsgegevens met het oog op de voorkoming, het on- 
derzoek, de opsporing en vervolging van strafbare feiten of de 
tenuitvoerlegging van straffen (Dutch Police Data Protection Act, 
2019) Retrieved on 24th of September 2019 from < https://zoek. 
officielebekendmakingen.nl/stb- 2018- 401.html > 

71 Wijziging van de Wet politiegegevens en de Wet justitiële 
en strafvorderlijke gegevens ter implementatie van Europese 
ProKid. Nevertheless, such a risk correlation can begin to live
a life of its own by the time the risk score is shared in order
to prevent potential child abuse. At the same time the conse-
quences of keeping and growing a digital record on a potential
child victim and the limited possibilities for forgiving children
for such correlations to crime should not be underestimated. 

4.1.5.2. A risk score attracts new risk scores “It ́s possible
you miss a child witness. Then I check whether the child
witness [of domestic violence] has already been put in
the system, for instance, for playing with fireworks on the
street with others. Then the relation with domestic vio-
lence becomes also matched in ProKid, because ProKid fo-
cuses on all persons who live in the house. So, then ProKid
also includes them in the child’s risk profile. But when I par-
ticipate at the police meetings on domestic violence, […]
I get an agenda and I see the children involved in these
cases. I look then up whether they are also registered in
ProKid. It can be that they are not in ProKid because the
incident did not happen before and the family was put the
first time into the system without the children. Then I mail
the copy of the mutation report of the (BFLE) about the do-
mestic violence, and I ask the reporting officer to register
the child in ProKid.” (ProKId manager, city C) 65 

The above example demonstrates how a child, by being reg-
istered as a witness of a crime, becomes prone to attracting
more risk correlations. This in itself could be perceived as be-
ing in the best interests of the child, if interventions to help
him or her are successful. Unfortunately, such reports are not
displayed in the risk profiling system, only that the child is cor-
related to risks. How to provide a digital counterweight against
the pre-punitive effect of such AI-mediated risk profiles and
how to facilitate a forgiving effect that could nullify negative
judgments for a child for being a witness to a crime under-
lines the need for a case-by-case assessment of what is in the
best interest of a child (witness). It also underlines how to best
assist children and not cause more harm with a potentially
ever-growing risk profile. 

4.1.5.3. Correlations between risks prolong risk profiles It is
relevant for children who are victims, witnesses, or falsely ac-
cused that the AI-facilitated density in risk correlations can
revitalise even ‘expired data’ for new correlations. As this arti-
cle argues, revitalising does not enforce the social value of for-
giveness and it needs assessment as to how it is in the best in-
terests of the child. A police professional operating ProKid in a
Dutch city explained that once they received a complaint from
a father whose criminal record reference from BFLE should
have been erased already as it passed the data retention lim-
itation of 5 years set by law.66 Yet, because a correlation re-
mained in the child’s risk profile to this otherwise non-active
information, the correlation revitalised the father’s criminal
record and amplified the perception of risk to the child by
65 The quote stems from a semi-structured interview taken with 

police officer using ProKid in 2014. 
66 Based on interview material on ProKid 12-SI taken by a profes- 

sional operating ProKid in city C. 
adding the correlation of the father’s past offence as an ag-
gravating factor to the child’s risk profile. 

4.1.5.4. False positives 67 The consequences of false-positive
accusations of child abuse can be severe not only for the child
but his or her whole family. The testimony of the extensive
struggle a family can endure when attempting to erase falsely
registered risk profiles and their negative effects of these pro-
files on both children and parents also demonstrate this.68 

4.2. Crime Anticipation System (CAS) 

4.2.1. Background 
In 2014 the Amsterdam police was the first to implement the
Criminal Anticipation System (CAS) in order to prevent street
robberies and home burglaries. Thus the primary purpose of
this system is not child-related crime prevention, yet as anal-
ysis shows, CAS also implicates children. The Dutch govern-
ment’s agenda only stimulated the police to exploit the po-
tential of CAS.69 At this point in time, CAS has been imple-
mented nation-wide in the Netherlands in order to forecast
crime. By this the Netherlands became the first country in the
world to forecast crime with the help of AI on a national scale.
The main impetus behind the system was the need to respond
more swiftly to new incidents and to have a more targeted
allocation of police capacities to neighborhoods with an in-
creased crime risk. 

4.2.2. Legal basis 
The legal basis for CAS is defined by the Dutch Police Act, the
Dutch Police Data Act 70 and the Judicial and Criminal Justice
Act 71 . From the perspective of CAS, the Dutch Police Act does
regelgeving over de verwerking van persoonsgegevens met het 
oog op de voorkoming, het onderzoek, de opsporing en ver- 
volging van strafbare feiten of de tenuitvoerlegging van straf- 
fen (Amendements to the Dutch Police Data Act from 20-02- 
2018) Retrieved on 24th of September 2019 from < https://zoek. 
officielebekendmakingen.nl/kst- 34889- 3.html > . 

https://www.medischcontact.nl/nieuws/laatste-nieuws/artikel/meldcode-kindermishandeling-werkt-soms-averechts.htm
https://ouders.nl/artikelen/ik-ben-bang-en-wantrouwend-geworden
https://www.digitaleoverheid.nl/nldigibeter/
https://www.tweedekamer.nl/kamerstukken/brieven_regering/detail?did=2019D04495&id=2019Z01995
https://zoek.officielebekendmakingen.nl/stb-2018-401.html
https://zoek.officielebekendmakingen.nl/kst-34889-3.html
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Figure 1 – Hotspots in Amsterdam city areas assigned by CAS 
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ot allow for the prosecution of children under 12-years of age.
et, in order to efficiently fulfill the police’s task of prevention 

hildren under 12 years of age can be monitored in order to 
rotect them from harms. For the aggregation and processing 
f data by CAS, the Dutch Act on Police Data applies.72 The col- 

aboration agreements between the Dutch law enforcement 
nd youth care chains form the same basis for cooperation 

etween the police and youth care institutions for CAS as for 
roKid.73 

.2.3. Design and operation of CAS 
he system works on the basis of assigning risk criteria to ar- 
as of a city, which are 125 ∗125 meters in size; this practice is
lso referred to as predictive mapping. The gravity of the risks 
s determined on the basis of data from the BFLE, the BFFI,74 

nd the Municipality Basic Registry (GBA). CAS is meant to be 
nonymous in terms of the ability to identify persons, hence 
hy Schuilenberg and Das refer to it as a predictive mapping 

ystem,75 as it is meant to limit privacy intrusions. But the ag- 
regation and analysis of data involves social media data, ge- 
graphical data, and information on the number of pubs, the 
umber of known criminal organisations in neighborhoods,
he proximity of highways perceived as being ‘escape routes’,
nd data from the Central Bureau of Statistics on the income,
ocial status, and family composition of inhabitants. CAS is 
lso described as a predictive mapping system. It is designed 

o prevent police officers from evaluating persons or groups 
72 Wet politiegegevens 2019 (Dutch Police Data Act 2019) Re- 
rieved on 17 th of May 2019 from < https://wetten.overheid.nl/ 
WBR0022463/2019- 05- 01 > 

73 Politie en Openbaar Ministerie, Model Samenwerkingsaf- 
praken Veilig Thuis, (VNG, 2015); Politie en Openbaar Minis- 
erie, Handreiking Samenwerking bij strafbare Kindermishandel- 
ng, een uitgave van Veilig Thuis (Raad voor de Kinderbescherming 
n Reclassering Nederland, 2017) 

74 Politie Academie, Predictive policing: lessen voor de toekomst 
en evaluatie van de landelijke pilot (2017) Retrieved on 

7 th of June 2019 from < https://www.politieacademie.nl/ 
ennisenonderzoek/kennis/mediatheek/PDF/93263.PDF > . 

75 M. Schuilenburg & A. Das ‘Predictive policing: waarom bestrijd- 
ng van criminaliteit op basis van algoritmen vraagt om aanpass- 
ng van het strafrecht in Strafblad’ (2018) Tijdschrift voor weten- 
chap en praktijk 36 19 
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n
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nd developing prejudices concerning ethnicity (as ethnicity 
ata are not registered in the system). Hence, CAS is claimed 

eing less privacy intrusive, because it is limited to the neigh- 
ourhood level. 

.2.4. The relevance of forgiveness in relation to CAS (and its 
orrelations to ProKid) 
he relevance of forgiveness for children by CAS lies in the 
orrelations to risks CAS establishes. Although the system is 
ed from anonymised data, this article argues that correlations 
hich can also be regarded as threads between data points 

llow for persons to be more easily identified by being corre- 
ated to risks. Given that children are also living in neighbour- 
oods that are scored as high-risk by CAS and the fact that 

t is much more difficult for children to move to neighbour- 
oods that are scored as more secure, the CAS-mediated risk 
orrelations render the neighbourhoods children live in to be 
n indicator for negative judgment and prejudice. Although 

ndicators and AI-mediated correlations are meant to provide 
etter youth care assistance and improved interventions, cor- 
elations in CAS do not facilitate children being without nega- 
ive judgment for where they come from and for other of their 
ssociations. The following controversies demonstrate how 

orgiveness is put under pressure resulting from AI-mediated 

isk profiling by CAS and ProKid. 

.2.5. Controversies pressuring the enforceability of forgive- 
ess 
.2.5.1. Risk-based identifiability of children Although CAS be- 
ng an automated system and ProKid being a semi-automated 

ne cannot be directly compared they are both based (among 
thers) on the BFLE and the BFFI police databases. Due to their 
et-up and purposes they differ in terms of how correlations 
an grow from a wider variety of data sources and how, for 
nstance, the address-based risk scorings emerge in CAS and 

n ProKid. Yet they can be viewed as layers upon each other 
n the AI-mediated risk profiling web above children. Even if 
AS is meant to be less privacy intrusive, the correlations to 
isks from ProKid intensify a specific risk-based identifiability 
f children and does not allow room for digitally visible for- 
iveness. Because both CAS and ProKid are fed information 

rom the BFLE and BFFI, it shows that the distinction of CAS 

https://wetten.overheid.nl/BWBR0022463/2019-05-01
https://www.politieacademie.nl/kennisenonderzoek/kennis/mediatheek/PDF/93263.PDF
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77 Oosterloo, S., & Schie, G.V. ‘The Politics and Biases of 
the “Crime Anticipation System of the Dutch Police’ Re- 
being a less-privacy-invasive predictive mapping system dis-
appears in ProKid risk profiles by establishing risk correlations
between CAS and ProKid. Therefore, CAS correlations enhance
children risk-based identifiability in ProKid. 

4.2.5.2. Blurred boundaries between victims, witnesses and
perpetrators The colour-coded design of ProKid was already
noted to blur boundaries between victims, witnesses and per-
petrators, which puts pressure not only upon legal prescrip-
tions under Art. 6 of LED, but also upon enforcing the value of
forgiveness. The design of CAS only further blurs these bound-
aries, as hotspot areas pop up at first sight on the map whereas
the normative choices and reifying reasons why an area be-
comes a hotspot in the first place remains backgrounded. No-
tably, a hot spot becomes as such because police officers are
allocated to one area after an instance of crime occurs due to
efficiency reasons. At the same time other areas remain un-
accounted for in the digital view. Furthermore, the fact that
an area is indicated as a hotspot also correlates risks to chil-
dren who live there. At the same time, it is not immediately
apparent whether children living in these areas are victims,
witnesses or offenders of a crime. This can be regarded as
negative effect of the intended anonymisation by the system
of CAS as not only the names, but also the status of children
(as victims, witnesses or perpetrators) are rendered opaque at
first sight in CAS. Therefore, while aimed at anonymising per-
sons in neighborhoods, CAS potentially amplifies the blurring
of boundaries among victims, witnesses, and perpetrators.
When profiles are linked through ProKid and CAS, this blurring
only intensifies through the growing density of AI-mediated
correlations between the ‘different categories of data subjects’
as specified through the LED. 

4.2.5.3. ProKid and CAS becoming assessment tools for youth
care professionals Room for digitally-mediated forgiveness
for children is also limited by the fact that false-positive risk
profiles in ProKid and CAS can also emerge from the fact how
these systems become assistance tools for youth care work-
ers. They become such tools, as they are legitimised by the
collaborative agreements between the police and youth care
workers; youth care workers receive information from the po-
lice that uses both ProKid and CAS. Therefore, ProKid and CAS
become de facto youth care assistance tools. But the extent to
which they can be regarded as such through the possibility to
only register risks and not improvements perpetuates biases,
which is what assistance tools had actually been designed to
prevent professionals from having. Notably, assistance tools
were meant to prevent the development of 1) a confirmation
bias – what professionals see at first sight would be influenced
by their earlier perceptions, expectations and decisions; and 2)
a conservation bias – meaning that professionals would find it
difficult to escape the tunnel vision gained by the perception
of risks—this is evident in risk profiling practices of profes-
sionals in other sectors as well.76 Biases in CAS have already
76 R. Teeuw ‘Screen alle kinderen bij spoedeisende hulp op 

kindermishandeling’ (30 Januari 2018) – Retrieved on 22nd 

of December 2018 from < https://www.socialevraagstukken. 
nl/screen-kinderen-al-op-kindermishandeling-als-ze-op-de- 
spoedeisende- hulp- komen/ > 
been noted.77 Through the interaction between the police and
youth care, ProKid and CAS can be viewed as being layered
upon each other and the interaction increases both the den-
sity of AI-mediated risk correlations and biases with these cor-
relations. Through this increase risk profiled children who are
victims, witnesses, or falsely accused become increasingly un-
forgiven by their growing risk correlations. 

4.2.5.4. No room for improvements in a child’s profile Neither
ProKid nor CAS allows for the registration of improvements in
a child’s file, as it is only possible to assign risk flags to chil-
dren through correlations to their living environment, family,
friends, and pets in ProKid, and only risk hotspots to certain
city areas in CAS. By assigning such risk flags to areas, the reg-
istration of risks regarding addresses in ProKid can result in
mutual reinforcement and strengthen an exponential growth
in probabilities that CAS will assign a risk correlation to chil-
dren who live in a hotspot. This can be regarded as an enrich-
ment of the risk profile. There is no room for digitally depicting
improvements in a child’s profile that could facilitate forms of
forgiveness for risk correlations. 

5. The role of law in enforcing the principle of 
forgiveness in relation to risk profiling children 

In light of the two case studies and the controversies raised,
this section explores the extent to which the European Data
Protection regime, more specifically the LED and the GDPR,
and the United Nations Children Rights’ regime can ade-
quately prevent and provide remedies for the negative effects
as depicted above by the controversies and enforce the value
of forgiveness for children when AI-mediated risk correlations
emerge through ProKid and CAS. 

The UN children’s rights framework and the EU’s data
protection framework both embrace the principles of non-
discrimination and fairness. In the data protection regime
these principles are supported by the principles of data min-
imisation and storage limitation, specific protections for chil-
dren (recital 38 GDPR), the right to erasure, and the require-
ment to conduct Data Protection Impact Assessments. Al-
though court cases are limited with respect to the discrim-
inatory effects of the use of AI-mediated profiling by gov-
ernment authorities on citizens. On February 5 th 2020 the
Hague District Court set a legal precedent by condemning
the Dutch state for relying upon an AI-mediated risk profil-
ing system that was aimed at profiling citizens against so-
cial security fraud and was called Systeem Risico Indicatie
(SyRi) 78 . The judgment found this practice being discrimi-
natory and violating Art. 8 of the European Convention for
trieved on 21 st of December 2018 from < https://www. 
semanticscholar.org/paper/The- Politics- and- Biases- of- the- % 

E2%80%9CCrime- Anticipation- Oosterloo- Schie/ 
5be51e039618e4eb3b0337ae30c84978e70c7726 > 

78 SyRi was aimed at detecting and preventing the fraudulent be- 
haviour of its citizens and had been in use since 2013 based on the 
so-called SyRI Act. For more on the judgment, please see: 

https://www.socialevraagstukken.nl/screen-kinderen-al-op-kindermishandeling-als-ze-op-de-spoedeisende-hulp-komen/
https://www.semanticscholar.org/paper/The-Politics-and-Biases-of-the-%E2%80%9CCrime-Anticipation-Oosterloo-Schie/5be51e039618e4eb3b0337ae30c84978e70c7726


12 computer law & security review 38 (2020) 105430 

H
s
g
d
t
a
p
e
o
a
n
b
c
d

l
c
m

5

T
f
y
l
t

fi
p
L
a
t
i
m
p
t
a
t
t
e
p
d
a
A
t
p
f
n
p
u
e

a
o
m
b

R
2

l  

w
r

5
W
h
f
e
m

w
P
b
m
j
d
e
p
a

m
p
a
c
m
p
t  

i
g
p
m
t

80 Law Enforcement Directive (LED) 2016/680 
81 This directive will not be referred to in this article further on. 

Each further reference to ‘the directive’ is to LED. 
82 For more, see Recital 26 of LED. 
83 Ibid. 
84 Ibid. 
85 Recital 39 underlines that the ease in accessing information by 

data subjects should be facilitated in exercising their rights and 

such access “should be adapted to the needs of vulnerable persons such 
as children”. 
86 Recital 50 underlines the requirement for establishing respon- 

sibility and liability for the data controller and this should encom- 
pass the establishment of specific safeguards “in respect of the treat- 
ment of personal data of vulnerable natural persons, such as children.”
87 Recital 51 sets out that risks to the rights and freedoms of 

natural persons may result from the very data processing which 

“could lead to physical, material or non-material damage […] discrimi- 
nation, identity theft or fraud, financial loss, damage to the reputation, 
loss of confidentiality of data protected by professional secrecy, unau- 
thorised reversal of pseudonymisation or any other significant economic 
or social disadvantage; where data subjects might be deprived of their 
rights and freedoms or from exercising control over their personal data 
[…] criminal convictions and offences or related security measures are 
uman Rights. This judgment is a highly important mile- 
tone to keep AI-mediated risk profiling practices of the Dutch 

overnment in check and to enforce the principle of non- 
iscrimination. While the above-mentioned principles and 

he judgment against the Dutch government’s use of SyRi will 
ll have positive effects on children, as this paper argues, the 
rinciples of non-discrimination, fairness and the best inter- 
st of the child could highly benefit from enforcing the value 
f forgiveness. Whereas the principles of non-discrimination 

nd fairness permit the digital production and distribution of 
egative determinations about persons as long as this distri- 
ution is proportionate, forgiveness, on the contrary, has the 
apacity to nullify and remedy the consequences of negative 
eterminations for risk-profiled children. 

Therefore, this section explores the potential of the three 
egal instruments in strengthening the legal position of those 
hildren that are victims, witnesses, or falsely accused by AI- 
ediated risk profiling through ProKid and CAS. 

.1. EU Data Protection Regime 

he technological potential in establishing risk correlations 
or richer profiles on children within law enforcement and 

outh care overarches legal regimes. This increases the like- 
ihood of children de facto not being forgiven by such correla- 
ions. 

To determine whether the legality of having a risk pro- 
le on a child that is built by AI-mediated correlations across 
olice and youth care institutions falls completely under the 
ED or also under the GDPR is not straightforward. Watcher 
nd Mittelstadt 79 highlight, for instance, based on the ECJ’s in- 
erpretation, that the EU’s data protection framework “is not 
ntended to ensure the accuracy of decisions and decision- 

aking processes involving personal data, or to make these 
rocesses fully transparent”. This only adds challenges to how 

he social value of forgiveness for children could be protected 

nd enforced by legal means in order to remedy the detrimen- 
al consequences of risk profiling children. Watcher and Mit- 
elstadt argue for a right to reasonable inferences, which, if 
nforced vigorously, could be a very useful tool in different 
rofiling contexts in general. However, based on the depen- 
ent (therefore weaker) legal position of children under the 
ge of 12 compared to adults provided by Dutch law and the 
I-mediated correlations which digitally fix relationships be- 

ween victims, witnesses, and perpetrators in children’s risk 
rofiles, this paper argues that children would highly benefit 
rom the nullifying effects of the value of forgiveness on the 
egative determinations made about their future through risk 
rofiling. Forgiveness could foster a human right to remedy 
nreasonable inferences for children by nullifying such infer- 
nces. 

Given ProKid and CAS are both operated by the police, the 
nalysis in this section focuses on the relevance of the GDPR 

nly when risk profile-related data from the police is trans- 
itted to and across Dutch youth care services (including and 

eyond Safe Houses). At the point the risk profile leaves the 
79 Wachter, S. & Mittelstadt, B. ‘A Right to Reasonable Inferences: 
e-Thinking Data Protection Law in the Age of Big Data and AI’ 
019 Columbia Business Law Review 2019 2 

p
a
a
l
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aw enforcement domain and enters the youth care domain,
here the purposes of prevention are not maintaining secu- 

ity anymore but providing care, the GDPR applies. 

.1.1. Law Enforcement Directive (LED) 2016/680 
ithin the context where ProKid and CAS are connected by 

uman interaction and where both are building risk profiles 
rom inputted data from the two above-mentioned strictly law 

nforcement databases: the BFLE and BFFI, the Law Enforce- 
ent Directive applies. 
The Law Enforcement Directive 80 came into force together 

ith the General Data Protection Regulation and the European 

assenger Name Record Directive 81 with the primary aim to 
oost cooperation between police forces within and across EU 

ember states and to build an area of freedom, security and 

ustice by data exchange. For the collection and processing of 
ata, law enforcement (and border control) authorities must 
nsure that its collection and processing are necessary, pro- 
ortionate, lawful and have a legitimate aim, and that there 
re appropriate safeguards for citizens.82 

The Directive applies if at least the following require- 
ents are met: personal data is processed (1) for the pur- 

oses as laid down by the directive, or (2) by authorities that 
re competent to carry out those specific purposes (these in- 
lude authorities carrying out tasks within the law enforce- 
ent and judicial chain).83 The Directive applies for the pur- 

oses of “prevention, investigation, detection and prosecu- 
ion of criminal offenses and the implementation of penalties,
ncluding the protection against and prevention from dan- 
ers to public security”.84 These include the maintenance of 
ublic order, criminal justice and the issuing and enforce- 
ent of criminal sanctions. The LED has explicit specifica- 

ions with respect to children under recitals 39,85 50,86 51,87 
rocessed; where personal aspects are evaluated, in particular analysing 
nd predicting aspects concerning performance at work, economic situ- 
tion, health, personal preferences or interests, reliability or behaviour, 

ocation or movements, in order to create or use personal profiles; where 
ersonal data of vulnerable natural persons, in particular children, are 
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52,88 and 97.89 Article 6 of the LED explicitly obliges law en-
forcement authorities to distinguish between different cat-
egories of data subjects, including victims, witnesses and
perpetrators. Given that it is not a regulation, the Direc-
tive requires implementation into national legislation. In the
Netherlands, the Directive had been implemented through the
amendment of the Police Data Act 90 and the Judicial and Crim-
inal Justice Act 91 on the 17 th of October 2018. In the Nether-
lands, when it comes to preventing crimes where children un-
der the age of 12 are the perpetrators, the Dutch Police Act
does not apply. Below this age limit children cannot be pros-
ecuted. However, if children under 12 years of age commit a
crime, they enter the judicial system under a less strict regime.
Nevertheless, children under the age of 12 that are victims or
witnesses of a crime fall under the Dutch Police Act and conse-
quently their data—also for risk profiling purposes—falls un-
der the Dutch Police Data Act. Although the European Court
of Justice case law on the LED is limited thus far, from the per-
spective of the enforceability of the value of forgiveness and
risk profiling children by police authorities under the age of
12, Articles 4, 11, 16, and 31 of the LED are of particular impor-
tance. 

5.1.2. The General Data Protection Regulation 

After a care report is generated for a child based on their risk
profile in ProKid that is potentially also enriched by corre-
lations from CAS, this set of risk-related information leaves
the law enforcement domain and enters that of youth care.
This transfer involves a change not only between domains but
also between the purposes of prevention. In youth care, the
primary purpose of prevention is to provide care whereas in
law enforcement it is to maintain public safety. Data protec-
tion principles under Article 5(1) of the GDPR include lawful-
ness, fairness, non-discrimination, and transparency; limita-
tions on purposes of collection, processing, and storage; data
processed; or where processing involves a large amount of personal data 
and affects a large number of data subjects.”
88 Recital 52 explains that a “risk should be evaluated on the basis 

of an objective assessment”. 
89 Recital 97 only specifies that the Directive is without prejudice 

to the rules of the Directive 2011/93/EU on combating the sexual 
abuse and exploitation of children. (Directive 2011/93/EU of the 
European Parliament and of the Council of 13 December 2011 on 

combating the sexual abuse and sexual exploitation of children 

and child pornography, and replacing Council Framework Decision 

2004/68/JHA, OJ L 335, 17. 12. 2011) 
90 Wet van 17 oktober 2018 tot wijziging van de Wet poli- 

tiegegevens en de Wet justitiële en strafvorderlijke gegevens 
ter implementatie van Europese regelgeving over de verwerking 
van persoonsgegevens met het oog op de voorkoming, het on- 
derzoek, de opsporing en vervolging van strafbare feiten of de 
tenuitvoerlegging van straffen (Dutch Police Data Protection Act, 
2019) Retrieved on 24th of September 2019 from < https://zoek. 
officielebekendmakingen.nl/stb- 2018- 401.html > 

91 Wijziging van de Wet politiegegevens en de Wet justitiële 
en strafvorderlijke gegevens ter implementatie van Europese 
regelgeving over de verwerking van persoonsgegevens met het 
oog op de voorkoming, het onderzoek, de opsporing en ver- 
volging van strafbare feiten of de tenuitvoerlegging van straf- 
fen (Amendements to the Dutch Police Data Act from 20-02- 
2018) Retrieved on 24th of September 2019 from < https://zoek. 
officielebekendmakingen.nl/kst- 34889- 3.html > . 

 

 

 

 

 

 

 

 

minimization; accuracy of data; data storage limits; and in-
tegrity and confidentiality. From the perspective of enforcing
the social value of forgiveness, when it comes to children who
are victims, witnesses, or falsely accused being subjected to
risk profiling by youth care services, Articles 6 and 22 of the
GDPR are the most relevant. Given the profiling concerns chil-
dren, Recital 38 and Recital 71 are relevant, but only to a lim-
ited degree. These recitals are not binding rules and primarily
focus on the profiling of children by companies for market-
ing purposes.92 Recital 38 notes, however, that “children merit
specific protection with regard to their personal data, as they
may be less aware of the risks, consequences and safeguards
concerned and their rights in relation to the processing of
personal data”. This is also relevant for government practices
of risk profiling, for instance, by youth healthcare services.
Recital 71 specifies that “such [profiling] measures…should
not concern a child”, but this only indicates a norm not to pro-
file children and not a prohibition. 

5.2. The United Nations Convention on Rights of the Child

Since 1989, the United Nations Convention on the Rights of the
Child (CRC) has been the primary protector of children’s rights
and it was ratified in 1995 in the Netherlands.93 Although the
UN Committee on the Rights of the Child shared generally
positive observations as to how children’s rights are upheld
in the Netherlands, the Committee underlined the need for
improving the “equal enjoyment of rights by all children in all
four countries of the Kingdom”,94 which is highly relevant for
those children that are exposed to the detrimental implica-
tions of AI-mediated risk profiling by ProKid and CAS. While
reflecting upon the controversies from the perspective of the
CRC, the four main principles of the Convention will be as-
sessed: the right to non-discrimination (Article 2), the best in-
terests of the child (Article 3), the right to survival and de-
velopment (Article 6) and the views of the child (Article 12);
the child’s right to privacy, family and home (Article 16), and
the human dignity of the child (Article 40) are also important.
The four principles could benefit from the incorporation of the
value of forgiveness during the balancing of security interests
as they are all interwoven and at stake during AI-mediated
risk profiling practices to varying degrees. 
92 Van der Hof, S.; Lievens, E. & Milkaite, I. ‘The Protection of Chil- 
dren’s Personal Data in a Data-Driven World: A Closer Look at the 
GDPR from a Children’s Rights Perspective’ in Liefaard, T., Rap, S. 
and Rodrigues, P. (Eds), Monitoring Children’s Rights in the Nether- 
lands. 30 Years of the UN Convention on the Rights of the Child 

(Leiden University Press, 2020). 
93 UN Committee on the Rights of the Child (CRC) Concluding 

observations on the fourth periodic report of the Netherlands , 8 June 
2015, CRC/C/NDL/CO/4 Retrieved on 14 th of July 2019 from < https: 
//www.refworld.org/docid/566fc5a04.html > . 
94 United Nations Committee on the Rights of the Child (CRC) Gen- 

eral Comment 5 (2003): General Measures of Implementation of the Con- 
vention on the Rights of the Child , 27 November 2003, CRC/GC/2003/5 
Retrieved on 16th September 2019 from < https://www.refworld. 
org/docid/4538834f11.html > 

https://zoek.officielebekendmakingen.nl/stb-2018-401.html
https://zoek.officielebekendmakingen.nl/kst-34889-3.html
https://www.refworld.org/docid/566fc5a04.html
https://www.refworld.org/docid/4538834f11.html
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correlations for children’s lives and choices. 

nications procedure Retrieved on 16th September 2019 < https: 
//www.ohchr.org/EN/ProfessionalInterest/Pages/OPICCRC.aspx > . 
97 UN Committee on the Rights of the Child (CRC) General com- 
.3. The role of law in upholding forgiveness, tackling 
ontroversies 

“[T]he ultimate purpose of the child’s best interests should 

be to ensure the full and effective enjoyment of the rights 
recognised in the Convention and the holistic development 
of the child.[…] The full application of the concept of the 
child’s best interests requires the development of a rights- 
based approach, engaging all actors, to secure the holistic 
physical, psychological, moral and spiritual integrity of the 
child and promote his or her human dignity.”95 

In light of the raised controversies and the enforceability 
f forgiveness, the following sub-sections discuss which pro- 
ision under the LED, GDPR and CRC could be used to prevent 
nd provide remedies for harms caused in order to facilitate 
orgiveness towards children who are victims, witnesses, or 
alsely accused. 

.3.1. Reifying effects of a risk correlation 

rticle 4 of the LED sets out the basic legal principles, such as 
ccuracy, for the processing of personal data that falls within 

ts ambit. This article argues that accuracy does not provide 
ufficient safeguards from the reifying effects of risk profiles 
or children. This is because a risk correlation to the offences 
f others, even if those are accurate, do not provide sufficient 
rounds for establishing that those offences will determine 
hat the child will develop criminal behaviour in the future.
his points to a limitation of the LED and the GDPR, as both 

nstruments primarily focus on the processing of data and not 
n the necessity and proportionality of establishing correla- 
ions between personal (and non-personal) data. The LED does 
ot focus on the best interests of the child as a primary aim,
ence under Article 4, risk profiles of children can remain le- 
itimate as long as the processing of data is lawful. Yet, it re- 
ains essential to assess the extent to which establishing risk 

orrelations between the accurate criminal history of persons 
nd children who are victims, witnesses or falsely accused is 
ecessary, proportionate and in the best interests of children 

nder Article 3 of the CRC. Such digital correlations in a child’s 
rofile are considered being predictive of children’s behaviour 
nd by children de facto can be experienced as a digital ‘pun- 
shment’. Without the proportionate registration of improve- 

ents, the reifying effects of correlations undermine the en- 
orceability of forgiveness. This could trap children in having 
 negative outlook on their development and hamper them 

n proving that the criminal behaviour to which they became 
igitally correlated will not define their future. 

.3.2. Risk score attracts new risk scores 
n 2014, the 3 rd Optional Protocol to the UN Convention on the 
ights of the Child 

96 entered into force; it sets out the right for 
95 United Nations Committee on the Rights of the Child (CRC) 
eneral comment No. 14 (2013) on the right of the child to have 
is or her best interests taken as a primary consideration (art. 3, 
ara.1) Retrieved on 16th September 2019 < https://www2.ohchr. 
rg/English/bodies/crc/docs/GC/CRC _ C _ GC _ 14 _ ENG.pdf> . 

96 UN Committee on the Rights of the Child (CRC) Optional Pro- 
ocol to the Convention on the Rights of the Child on a commu- 

m
C
r

c

D
t
p

hildren to file individual communications to the Committee 
n the Rights of the Child in order to allege the violation of
heir rights. General Comment No. 12 clearly describes that 
here is an inextricable link between the best interests of the 
hild and his or her right to be heard. Article 12 provides the
ethodological toolkit as to how a child shall be heard.97 Nev- 

rtheless, under the UNCRC, the right to be heard for a child 

s not an absolute right. Within EU law, this right is prescribed 

y Article 24 of the EU Charter on Fundamental Rights. In the 
oseba Andoni Aguirre Zarraga v. Simone Pelz 98 case, the CJEU 

lso concluded that a child’s right to be heard is not an abso-
ute one, but it is in the court’s discretion to decide whether 
t is necessary to effectuate this right on a case-by-case basis.
onsequently, the right to be heard and to express one’s views 

or a child is not a prerequisite for enforcing the child’s right 
o private life (see the next section). 

The right to be heard in the context of the Dutch youth 

are system is only assigned to children above 12 years of 
ge.99 This analysis underlines that for children that cannot 
e held responsible for the offences correlated to them by AI- 
ediated profiling through ProKid and CAS, effectuating such 

 right through the assistance of the value of forgiveness even 

elow that age can be a highly effective legal safeguard and 

emedy. By effectuating such a right, children could positively 
nfluence the development of an image about themselves and 

hey would not have to bear the effects of a digitally-correlated 

egative judgment for their lives. This right and the princi- 
le of forgiveness could also be regarded as a mutual catalyst 
o remedy the detrimental effects of negative correlations for 
hich a child has no responsibility. 

.3.3. Correlations between risks prolong risk profiles 
rticle 5 of the LED prescribes time limits for storage and re- 
iew, but as described above, ProKid and CAS can surpass time 
imitations because correlations can revitalise even ‘expired’ 
r ‘non-active’ data through linking such data to a child within 

is or her risk profile. This revitalisation of ‘expired data’ un- 
ermines the retention time set for police data by data pro- 
ection law and further erodes the enforceability of forgive- 
ess by not allowing risk correlations to children to fade after 
 certain period of time. As discussed above, this could happen 

hen an outdated criminal record of a child’s parent becomes 
 risk correlation in a child’s risk profile. Upon a closer inter- 
retation of Article 5 of the LED, by preventing ‘expired’ data 
o be available for AI-mediated correlation, this could facili- 
ate forgiveness and further remedy for the downsides of risk 
ent No. 12 (2009): The right of the child to be heard, 20 July 2009, 
RC/C/GC/12 , Retrieved on 16th September 2019 < https://www. 
efworld.org/docid/4ae562c52.html > 

98 C-491/10 PPU Joseba Andoni Aguirre Zarraga v. Simone Pelz [22 De- 
ember 2010] ECLI:EU:C:2010:828 
99 S. Rap, D. Verkroost & M. Bruning ‘Children’s participation in 

utch youth care practice: an exploratory study into the oppor- 
unities for child participation in youth care from professionals’ 
erspective’ (2019) 25 Child Care in Practice 37 

https://www2.ohchr.org/English/bodies/crc/docs/GC/CRC_C_GC_14_ENG.pdf
https://www.ohchr.org/EN/ProfessionalInterest/Pages/OPICCRC.aspx
https://www.refworld.org/docid/4ae562c52.html
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The best interests of the child is the core of the four princi-
ples of the CRC. According to the UN Committee on the Rights
of the Child, the best interests of the child is a substantive
right, a fundamental interpretative legal principle, and a rule
of procedure 100 . But perhaps most importantly in the Commit-
tee’s view, the best interests of the child is not only “a primary
consideration” but “the paramount consideration” when bal-
ancing the best interests of the child. During such balancing,
General Comment No. 14 explicitly specifies that with respect
to other rights and the rights and interests of others, a “larger
weight must be attached to what serves” the best interests of
the child.101 The General Comment does not specify what the
best interest of the child means, but rather keeps its interpre-
tation flexible. Yet, it provides a framework for how to assess
and determine the best interests of the child. The incorpora-
tion of the principle of forgiveness during the balancing of in-
terests with respect to children who are victims, witnesses,
or falsely accused based on psychological arguments shows
that it would facilitate the realisation of the best interests of
children that were exposed to harm (e.g. prejudice, stigmati-
sation or discrimination) stemming from risk profiling. Conse-
quently, the incorporation of the value of forgiveness during
the balancing of interests would also strengthen the child’s
right to have access to justice 102 based on a fair and propor-
tionate assessment. 

5.3.4. False positive profiles 
Article 31 of the LED lays down the obligation for member
states to conduct data protection impact assessments prior
to the processing of personal data, which specifically includes
the data of children and purposes mentioned above. In order
to avoid the false accusation of children by risk profiles built
from ProKid and CAS, such impact assessments would also be
required to include upholding the value of forgiveness for chil-
dren by weighing balancing factors versus aggravating factors,
as they are known in youth care. Forgiveness would allow chil-
dren to disprove negative projections about their future and
increase their chances to develop into individuals that have a
positive outlook and healthy societal relationships. 

According to Dutch juvenile penal law, children below the
age of 12 cannot be prosecuted.103 An important principle
00 UN Committee on the Rights of the Child (CRC) General com- 
ment No. 14 (2013) on the right of the child to have his or her best in- 
terests taken as a primary consideration , Retrieved on 16th Septem- 
ber 2019 from < https://www2.ohchr.org/English/bodies/crc/docs/ 
GC/CRC _ C _ GC _ 14 _ ENG.pdf> . 
01 UN Committee on the Rights of the Child (CRC) General com- 

ment No. 14 (2013) on the right of the child to have his or her best 
interests taken as a primary consideration (art. 3, para.1) Retrieved 

on 16th September 2019 from < https://www2.ohchr.org/English/ 
bodies/crc/docs/GC/CRC _ C _ GC _ 14 _ ENG.pdf> . 
02 T. Liefaard ‘Access to Justice for Children: Towards a Specific 

Research and Implementation Agenda’ (2019) 27 The International 
Journal of Children’s Rights 27 195 
03 In case of a minor under the age of 12 years a separate discus- 

sion will take place involving the police, the Public Prosecutor’s 
Office, the Child Protection Council and Bureau Youth Care, con- 
cerning the course of the criminal investigation and any potential 
civil law measures. (See also: Richtlijn en kader voor strafvorder- 
ing jeugd en adolescenten, inclusief strafmaten Halt, Staatscour- 
ant van het Koninkrijk der Nederlanden, 2014, 8284) 
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within this law is the pedagogical approach to criminal of-
fenses of children, which includes the principle that children
shall be allowed to ‘learn from their mistakes’ which in turn
facilitates the value of forgiveness towards them.104 The im-
portance of this pedagogical approach and to allow children
to learn from their mistakes under Dutch penal law has also
been highlighted by the organisation called Defence for Chil-
dren. Defence for Children has argued for a certain ‘recovery
right’ for children under Dutch penal law.105 Therefore, it is
crucial to conduct data protection impact assessments in or-
der to prevent pressure upon the value of forgiveness which
fosters the best interest of the child under Article 3 of CRC. 

5.3.5. Risk-based identifiability of children 

“States Parties recognize the right of every child alleged as,
accused of, or recognized as having infringed the penal law
to be treated in a manner consistent with the promotion of
the child’s sense of dignity and worth, which reinforces the
child‘s respect for the human rights and fundamental free-
doms of others and which takes into account the child’s
age and the desirability of promoting the child’s reintegra-
tion and the child’s assuming a constructive role in society.”
(CRC Article 40) 

Assuming a constructive role in society entails that even
those children who have infringed the penal law shall be
treated with dignity and worth and that such treatment would
help trigger children to become respectful of human rights
themselves. Although child victims and witnesses under 12
years of age (as well as those risk profiled by ProKid and CAS)
have differential treatment under Dutch penal law from per-
petrators, the ways in which AI-mediated correlations cur-
rently only connect risks to persons and no improvements in
ProKid and CAS do not promote children’s self-perception of
being forgiven and their sense of self-worth. Therefore, en-
forcing the social value of forgiveness could support the peda-
gogical character of the Convention on the Rights of the Child,
first by digitally establishing positive correlations in a child’s
file, and second by reevaluating the reasonableness of corre-
lations to risks in the child’s file in general. These could be
considered in forms of technology-enabled legal remedies and
rehabilitation .106 

5.3.6. Blurred boundaries between victims, witnesses and per-
petrators 
Through the ways in which the colour codes of ProKid are
set-up—notably that victims, perpetrators, and witnesses can
04 Richtlijn en kader voor strafvordering jeugd en adolescenten, 
inclusief strafmaten Halt, (2014) Staatscourant van het Koninkrijk 
der Nederlanden 8284 Retrieved on 12th of June 2019 from < https: 
//zoek.officielebekendmakingen.nl/stcrt- 2014- 8284.html > 

05 Defence for Children Vaste plek voor herstel- 
recht nodig in het jeugdstrafrecht (published on- 
line on 16th October 2017) - < https://www. 
defenceforchildren.nl/actueel/nieuws/jeugdstrafrecht/2017/ 
vaste- plek- voor- herstelrecht- nodig- in- het- jeugdstrafrecht > 

06 J. Oostenbroek & A. Vaish ‘The benefits of forgiving: Young chil- 
dren respond positively to those who forgive (2019) 148 Journal of 
Experimental Psychology: General 1914 

https://www2.ohchr.org/English/bodies/crc/docs/GC/CRC_C_GC_14_ENG.pdf
https://www2.ohchr.org/English/bodies/crc/docs/GC/CRC_C_GC_14_ENG.pdf
https://zoek.officielebekendmakingen.nl/stcrt-2014-8284.html
https://www.defenceforchildren.nl/actueel/nieuws/jeugdstrafrecht/2017/vaste-plek-voor-herstelrecht-nodig-in-het-jeugdstrafrecht
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107 K. La Fors-Owczynik ‘Minor Protection nor Major Injustice? –
Children’s Rights and Digital Preventions Directed at Youth in the 
Dutch Justice System’ (2015) 31 Computer Law & Security Review 

651 
all under the same colour code—renders the legal distinc- 
ion between these categories invisible at first sight and this 
uts pressure upon the value of forgiveness. Because ProKid 

s based on the scientific findings of behavioural scientists 
hich permits a systemic non-distinction between victims,
erpetrators, and witnesses through correlations in ProKid 

nd because CAS is designed to be geography-based profiling 
ool, the correlations established through these systems blur 
oundaries between legal categories. This undermines Article 
 of the LED and Article 6(b) of the Dutch Police Act. Further- 
ore, the correlations between data stemming from the ‘crim- 

nal fact’ database (BFLE) and the ‘criminal opinion’ database 
BFFI) goes against the principle of the LED that requires the 
eparation of facts from opinions under Article 6 of LED. 

The blurring of boundaries between victims, witnesses and 

erpetrators and thus not allowing for forgiveness for chil- 
ren also indirectly undermines the right to development of 
he child under Article 6(2) of the CRC. Certainly, the instal- 
ation and the operationalisation of the ProKid and CAS sys- 
ems are both aimed at facilitating the survival and develop- 

ent of children as the explicit aim of these systems is to pre- 
ent such harms as child abuse and antisocial behaviour in 

hildren. Nevertheless, with respect to children who are vic- 
ims, witnesses, or falsely accused, the very AI-mediated risk- 
rofiling practice appears not to serve their healthy psycho- 

ogical development. Therefore, in order to offer a remedy for 
he groups of children that are not responsible for the offences 
ith which they become correlated, incorporating the value of 

orgiveness during the balancing of interests would support 
hildren’s right to healthy development. 

.3.7. ProKid and CAS by becoming assessment tools reinforce 
iases of youth care professionals 
rticle 22 of the GDPR provides the right “not to be subject 

o a decision based solely on automated processing, including 
rofiling” where individuals are able to manage whether they 
ccept to be profiled but it does not prohibit discrimination.
rticle 11 of the LED, however, clearly prohibits an authority 

rom discriminating as a result of profiling. This prescription 

ould be interpreted to facilitate the value of forgiveness for 
isk-profiled children. Consequently, Article 11 of the LED in 

his sense offers potential to protect forgiveness and to offer 
 remedy against the detrimental effects of risk profiles. With 

espect to the example above about how a baby bottle becomes 
egistered in the system, which is meant to protect the child,
his correlation of risk to a baby renders the baby as a potential 
ictim without certainty. Professional biases can increase the 
ikelihood of more correlations. This can have effects of prej- 
dice which undermine forgiving children their associations.
evertheless, Article 11 of the LED prescribes that profiling 

hall not be discriminatory. However, by establishing correla- 
ions to the offences of others even if those correlations seem 

roportionate at the time, such correlations in the child’s risk 
rofile can create an effect of punishment for such offences 
s a profiled child de facto also becomes held responsible for 
hese.. Such situations undermine the enforcability of forgive- 
ess. CJEU court cases on the LED must be awaited as to how 

o interpret Article 11 with respect to the profiling of children,
ut until then this right should be relied upon in order to facil- 
tate that negative judgments about children who are victims,
itnesses, or falsely accused can be nullified. 

When such a profile enters the youth care domain, Article 6 
f the GDPR is relevant as the processing must be necessary for 

egitimate interests and it cannot override the interests and 

undamental rights of data subjects “in particular where the 
ata subject is a child”. Furthermore, Article 17 of the GDPR,
hich relates to the right to erase data, could also offer bene- 
ts to erase unreasonable risk correlations by youth care au- 
horities. This would facilitate the enforcement of the social 
alue of forgiveness in the context of youth care prevention 

s well, and it would also indirectly facilitate the ‘’best inter- 
st of the child” laid out by Article 3(1) of the CRC. 

.3.8. No room for improvements in a child’s profile 
he fact that risk correlations through ProKiD and CAS allow 

o room for improvements but put pressure upon the enforce- 
bility of forgiveness poses a controversy. In this section the 
ight to erasure will be assessed in light of this controversy.
he right to erasure exists both under the GDPR and LED. Un- 
er the LED, the right to erasure of the data subject is limited
s it restricts grounds for erasure to when data is inaccurate,
nd data on witness testimony shall not be erased. This right 
s implemented through Article 28 of the Dutch Police Act. The 
ight can be perceived as having potential in enforcing at least 
 limited aspect of forgiveness in relation to risk profiling, as 
t could allow for erasing unreasonable risk correlations to a 
hild. Unfortunately, Article 28 only defines a right to erasure 
f data and it does not define conditions for the reasonable- 
ess of a risk correlation. Consequently, it does not allow for 
stablishing a ‘right not to be correlated to risks of others’ and 

 ‘right to erase correlations to data on the criminal behaviour 
r proven crimes of others’ (as such crimeswould be defined by 

aw enforcement authorities). The conditions for reasonable- 
ess and the two additional rights would clearly differ from 

he right not to be subject to automated decision-making un- 
er Article 22 of the GDPR as they would in practice offer chil-
ren safeguards for not being correlated to risks unreasonably.
s we have seen above, children who are victims or witnesses 
f crime, as well as those that have false-positive correlations 
xperience the most detrimental implications of such profil- 
ng because digitally-registered security risks about the crim- 
nal behaviour of others remain linked to them in a manner 
hat frames them as potential perpetrators in the future. Else- 
here this has been described as turning the image of a child 

s being ‘at risk’ into being seen ‘as a risk’.107 This is despite 
he fact that the prevention of children falling prey of abuse 
ad been one of the primary goals behind ProKid 12- SI in the
rst place. The importance of erasing risk correlations for cer- 
ain children under 12 is essential as this approach would ac- 
nowledge the relational character of forgiveness. Enforcing 
orgiveness through such a right especially for children un- 
er 12 would be crucial; although children have fundamental 
ights, until they turn 18 years old, they need a legal guardian 

ho assists them in exercising their rights. Given how risk 



computer law & security review 38 (2020) 105430 17 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1

1

1

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

profiles in ProKid can be constructed and how CAS can en-
hance them, the primary legal facilitators of children’s rights
and children’s capacities—their parents and guardians—are
also treated as risk factors by AI-mediated correlations. This
further undermines the already weak legal position of risk-
profiled children. Therefore, this article proposes that for the
specific group of children exposed to AI-mediated risk profil-
ing, independent legal guardians would be necessary to pro-
tect their rights and facilitate that their associations are for-
given and that they are not perceived by the criminal deeds of
others they are correlated to through risk profiles. Such legal
amendments could offer safeguards for children and perhaps
assist them in staying on the non-criminal pathway and being
able to develop positive behaviour. 

The social value of forgiveness also seems beneficial for
incorporation into the data protection impact assessments
(DPIAs) of AI-mediated risk profiling through ProKid and CAS.
Article 35(1) of the GDPR sets out that before undertaking a
data protection impact assessment, it is first necessary to de-
termine whether the processing activity is “high risk”. Yet,
risk profiles transferred by the police to youth care authorities
through care reports stemming from ProKid can be enriched
by risk correlations from CAS and other police databases and
such reports usually trigger further systematic monitoring
and enrichment of a child’s risk profile by youth care author-
ities. Therefore, it is a legal requirement for youth care pro-
fessionals to conduct DPIAs on such profiling practices. The
profiling is directed at children and involves risk-driven mon-
itoring and it meets all nine criteria set out by the Article 29
Working Party Guidelines on Data Protection Impact Assess-
ment.108 These criteria are the following: (1) evaluation and
scoring; (2) automated-decision making with legal or similar
significant effect, (3) systematic monitoring; (4) sensitive data
or data of a highly sentivie nature; (5) data processed on a high
scale; (6) matching or combining datasets; (7) data concerning
vulnerable data subjects; (8) innovative use or applying new
technological or organisational solutions; (9) when the pro-
cessing in itself “prevents data subjects from exercising a right
or using a service or a contract”109 . Van der Hof and Lievens
specifically argue for and draw up methods on how data pro-
tection impact assessments under the framework of the GDPR
could facilitate the best interests of the child. 110 Incorporat-
ing the value of forgiveness could foster DPIA processes for
risk profiled children by government authorities. 

Forgiveness for such children could also be facilitated by
Art 16 of the UN Convention on the Rights of the Child. This
article specifies that: “1. No child shall be subjected to arbitrary
or unlawful interference with his or her privacy , family , home or
correspondence , nor to unlawful attacks on his or her honour and
08 Article 29 Data Protection Working Party Guidelines on Data Pro- 
tection Impact Assessment (DPIA) and determining whether process- 
ing is “likely to result in a high risk” for the purposes of Regulation 
2016/679 (4 th April 2017) Retrieved on 12 th of September 2019 from 

< https://ec.europa.eu/newsroom/document.cfm?doc _ id=44137 > 

09 Ibid. 
10 S. Van der Hof & E. Lievens ‘The Importance of Privacy by De- 

sign and Data Protection Impact Assessments in Strengthening 
Protection of Children’s Personal Data Under the GDPR’ (2017) 23 
Communications Law 33 Retrieved on 12 th of September from 2019 
< https://ssrn.com/abstract=3107660 > 
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reputation . 2. The child has the right to the protection of the law
against such interference or attacks.” Although Article 8 of the
ECHR on the right to respect for private and family life also
includes the rights of children, Article 16 of the CRC explic-
itly specifies children’s rights to private life. It has been ar-
gued that it becomes clear from court cases addressing the
right to private life with respect to children that “the only situ-
ations in which the courts have given serious consideration to the
child’s right to privacy are situations in which either a high de-
gree of protection is afforded to that privacy-related interest in the
adult context or where the child is vulnerable to a clearly identifi-
able harm.”111 Children who are victims, witnesses, or falsely
accused may be able to easily demonstrate the harmful im-
plications of risk profiling on their lives. The amount of ECHR
court cases on a state’s violation of children’s privacy is lim-
ited, but the X. and Y v. the Netherlands case from 1985 112 or
the S. and Marper vs. UK from 2008 113 are well-known. In sum,
offering children a form of forgiveness, for instance by erasing
certain risk correlations or not registering certain behavioural
traits as risk factors during the balancing of interests could
facilitate their best interest, their right to private life, their
right to autonomy, self-determination including their infor-
mational self-determination. 

6. Conclusions 

The extent to which the social value of forgiveness was at all
enforceable from a children’s rights and data protection per-
spective whereas the purpose of AI-mediated profiling of chil-
dren was to prevent crime before it occurred provided motiva-
tions for this article. Based on arguments from developmental
psychology, it was found that embracing forgiveness as a value
for children is crucial both from the perspective of children’s
individual healthy development and children’s potential for
building peaceful and compassionate societal relationships.
The lack of the value of forgiveness within the children’s rights
framework and the EU data protection framework requires ad-
dressing, especially when Dutch police perform AI-mediated
risk profiling of children. Remedies for children, in particular
those who are victims, witnesses, or falsely accused, are vital,
as are finding ways to somehow legally rehabilitate them from
the potentially life-long consequences of being correlated only
to risks (i.e. no improvements). 

Based on the forgoing analysis, forgiveness as a value ap-
peared important in diminishing prejudice, in enforcing the
‘best interests of the child’, in fostering the positive develop-
ment of children and their ability to cultivate flourishing hu-
man relationships in society, all of which result in maintain-
ing public safety goals. Regarding the research question of this
article: To what extent are the United Nations Convention on
the Right of the Child (CRC), the Law Enforcement Directive
11 K. Hughes ‘The Child’s Right to Privacy and Article 8 Euro- 
pean Convention on Human Rights’ (2012) Modern Law Review 

(Published online first: 3 rd September 2012) Retrieved on 12 th of 
September 2019 from < https://onlinelibrary.wiley.com/doi/full/10. 
1111/j.1468-2230.2012.00925.x > 

12 App. No. 8978/80 [1985] 8 EHRR 235. 
13 App. No. 30562/04 and 30566/04 [2009] 48 EHRR 50 

https://ec.europa.eu/newsroom/document.cfm?doc_id=44137
https://ssrn.com/abstract=3107660
https://onlinelibrary.wiley.com/doi/full/10.1111/j.1468-2230.2012.00925.x
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117 Figure 1 : A.J.H. Willems ‘Crime Anticipation System Predic- 
tive Policing in Amsterdam’ (04 July 2015) Retreived on 17 th of 
June from < https://event.cwi.nl/mtw2014/media/files/Willems, 
%20Dick%20-%20CAS%20Crime%20anticipation%20system% 

20 _ %20predicting%20policing%20in%20Amsterdam.pdf> 

118 Another version of this table can be found in: K. La Fors- 
Owczynik ‘Minor Protection nor Major Injustice? – Children’s 
Rights and Digital Preventions Directed at Youth in the Dutch Jus- 
tice System’ (2015) 31 Computer Law & Security Review 651 
LED), and the General Data Protection Regulation (GDPR) able 
o incorporate the social value of forgiveness in order to better 
emedy the negative consequences of AI-mediated risk pro- 
ling of children under 12 years of age by Dutch authorities,
he analysis concluded that all three legal instruments have 
otential. But the CRC offers the most opportunities to incor- 
orate the social value of forgiveness in order to remedy risk- 
rofiled children. 

The article concludes that embracing the value of forgive- 
ess, as part of the four main children’s rights principles as 
ell as part of the data protection rights and principles ap- 
licable for children, could assist in remedying the detrimen- 
al implications of AI-mediated risk profiling on children who 
re victims, witnesses, or falsely accused. First, through the 
roader effectuation of the right to erasure, certain risk corre- 

ations for child witnesses and victims could be undone. 
Second, the value of forgiveness could be effectuated by in- 

erting equally visible positive correlations next to risk cor- 
elations in a child’s risk profile. Although the registration of 
ositive developments produces more data, this would allow 

or digitally realising another mode of forgiveness by offer- 
ng a fairer picture of a child. In youth care, positive devel- 
pments are known as ‘balancing factors’ would need to ap- 
ear in a child’s file. Without such a balance, risk correlations 
erpetuate unforgiveness and negative (pre-)judgments and 

an start to live a life on their own. In practice, they cement a 
rojected likelihood of children to develop criminal behaviour 

n the future into a perceivable, digitally-fixed reality in the 
resent. Digitally registering improvements could, therefore,
iminish the punitive and prejudicial effects of correlating 
hildren only to risks in their profiles. This would require ad- 
ustments in ProKid and in the ways in which correlations are 
rawn between CAS and ProKid. 

Third, the analysis also shows that embracing the principle 
f forgiveness would directly support the four main CRC prin- 
iples: the best interests of the child (Article 3), the right to 
on-discrimination (Article 2), the right to survival and devel- 
pment (Article 6), and the child’s right to be heard (Article 12).
orgiveness would also facilitate the child’s “innocence until 
roven guilty”, including the obligation to treat children with 

uman dignity as laid down by Article 40(1), and the state’s 
uty for the child’s reintegration into society as set out by Ar- 
icle 39. Moreover, this value could catalyse the enforcement 
f all these rights by not holding children who are victims,
itnesses, or falsely accused responsible for crimes of which 

hey have no control. Moreover, as psychologists also argue,
orgiveness would allow children to develop into compassion- 
te adults. 

Fourth, the interactions between ProKid (predictive identi- 
cation) and CAS (predictive mapping) facilitate an expansion 

f risks and an increase in chances for the identifiability of 
hildren based only on risks. Fifth, the legal barriers between 

he LED and the GDPR have shown that risk correlations can 

ranscend them as cooperation between youth care and police 
re encouraged by policies and facilitated by technology. Yet,
ll this amplifies risks. At the same time, through these cor- 
elations the boundaries blur between the purpose of preven- 
ion in law enforcement, which is to maintain public safety,
nd the purpose of prevention in youth care, which to provide 
are. This blurring of boundaries results in the fact that law 
nforcement perspectives on the child are also mediated to 
outh care. Consequently, such perspectives can form foun- 
ations for youth care professionals to draw their conclusions 
rom the AI-mediated police profiles provided by ProKid and 

AS. 
This analysis depicted that law has the potential to up- 

old the social value of forgiveness. But this would require 
aking up this value as a principle within the UN Convention 

n the Rights of the Child so that the negative consequences 
f AI-mediated risk profiling logic, notably that crime related 

orrelations result in causalities as if they were proven pre- 
ictors for future security threats. Furthermore, the data pro- 
ection right in the LED and the GDPR: the right to be forgot-
en could become broadened in order to render it applicable 
or AI-mediated correlations and include a right to erase such 

orrelations, including a right not to correlate certain data in 

he first place. Such legal amendments would foster the value 
f forgiveness by nullifying negative judgements about oth- 
rs based on their relationships to others and embrace the 
umanness of being able to disprove negative expectations,
nd to render negative life experiences into lessons to learn 

rom. In addition, legal amendments to incorporate the so- 
ial value of forgiveness would also foster the self-education 

f children by not judging them through risk correlations, but 
y understanding and accepting them as they are in the age of 
I. Based on the findings of developmental psychologists, this 
ould help children in developing responsibility for their own 

ehaviour (to the extent to which they can be held responsi- 
le by law) and not for the criminal behaviour of others. The 
atter is often what a correlation mediates through a child’s 
le. If incorporated, ultimately the value of forgiveness within 

he children’s rights convention would assign children a fun- 
amental right to be viewed and treated as unconditionally 

ovable and worthy as they are. 
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