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Abstract— This review paper aims to explore state-of-the-art 
research and scientific literature about Enterprise Architecture 
(EA) resilience. Based on a systematic literature review, 850 
articles have been subjected to evaluation for relevance. Based 
on the findings in 58 selected papers, we conclude that the field 
of EA resilience is still in its infancy. We identified several 
definitions and classified six types of resilience measures, based 
on information type (qualitative/quantitative), the source of the 
disruption (internal/external), and the duration of the resilience 
(short-term/long-term). Based on the review, we found 19 
metrics that are candidates for EA practitioners to consider for 
the design of measurement and assessment methods for EA 
resilience. In addition, we identified relevant research from 
Information Systems sub-domains and other sciences that can 
be incorporated to create a holistic view on EA resilience.  Based 
on published definitions of resilience in the selected papers, we 
propose a definition of the concept of EA resilience. This 
definition is validated using expert opinion and creates a 
starting point for reasoning about EA resilience and future 
research.  

Keywords—resilience, enterprise architecture, systematic 
review, assessment, metrics, strategy 

I. INTRODUCTION 
During the last decade, many new and complex 

challenges have arisen due to technological advancements, 
societal- and environmental changes. The most recent 
example of such a challenge is the COVID-19 pandemic, 
which disrupted every aspect of our daily lives and forced us 
to adapt to completely new and unexpected circumstances. 
One of the aspects that the COVID-19 pandemic has 
highlighted over the past few months, is that there is a strong 
need for system-wide resilience. This design requirement can 
be realized using Enterprise Architecture (EA). Specifically, 
the ability of organizations to design resilient EAs and to 
assess EA resilience is becoming increasingly important for 
dealing with uncertainty. However, the concept of resilience 
is widely studied since the seventies, little research and 
literature is available about EA resilience and the 
implications. Existing research and literature about EA 
resilience is scattered; little is known about the possible 
approaches that organizations and EA practitioners can 
consider to EA resilience and its related design, 
measurement, and control. In turn, there is a need to have a 
more complete understanding of published research on EA 

resilience to incentivize further discussion. This review paper 
responds to this need. To our best knowledge and point in 
time, a systematic review of EA resilience is not performed. 
Our research goal is to map out (1) the definitions of EA 
resilience put forward in scientific publications and (2) the 
published (proposals for) resilience measurement and 
assessment approaches. Using a Systematic Literature 
Review (SLR) method [1], we contribute to a better 
understanding of EA resilience, available research and 
literature. This review paper provides a starting point for 
scholars to conduct research about EA resilience and identify 
future research directions. EA practitioners can benefit from 
the classified resilience measures and metrics, as a starting 
point for the design, measurement, and assessment of EA 
resilience.  

This study is structured as follows. Section II presents the 
background. Section III introduces our research questions 
and the research process. In Section IV we present the results 
of the SLR and in Section V we discuss these findings in 
relation to EA. Section VI contains the results of our first 
validation with experts and their contributions to theory and 
practice. The paper concludes in Section VII with the 
discussion about the findings of this study, the limitations, 
and recommendations for further research. 

II. BACKGROUND 
For the past 40 years, scholars in multiple fields have 

explored various facets of resilience. The first accepted and 
best-known definition of ’resilience’ stems from the work of 
Holling (1973) on stability and resilience in ecological 
systems [2]. Since then, resilience was studied in other 
domains and disciplines, including engineering, psychology, 
sociology, and subject to structured literature reviews [3]. 
Additional systematic reviews are conducted to study 
resilience both from the perspective of the organization and 
supply chain [4]. Most recently, Morisse et al. [5] explored 
Resilience for industry 4.0 manufacturers and reflected on its 
application? by using the metaphor of building a house. 
Comprehension of the environment and understanding of an 
organization’s systems forms the foundation of a building. Its 
main construction relies on four pillars: people, process, 
technologies, and information. The rooftop of this house is 
made up of the main characteristics of resilience. This 
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combined structure forming a house as per [5], results in the 
resilience of an Industry 4.0 organization.  
 

Based on the current body of knowledge, research, and 
literature, we can observe that the concept of resilience is 
studied in multiple domains and disciplines at different 
aggregation levels. In the field of Information System (IS),  
the first definition of IS resilience is formulated by Sarkar et 
al. who also argue that IS resilience falls under 
Organizational resilience [6]. Given its complex nature, we 
argue that IS resilience is related to organization resilience 
but has a much wider scope and application domain. Thus, it 
should be approached from a multidisciplinary perspective. 
This motivated us to conduct research about resilience in EA, 
its position in IS and interconnections with other scientific 
disciplines and domains.  

III. RESEARCH METHOD 

A. Systematic Literature Review Method 
To structure our research, the well-established Systematic 

Literature Review (SLR) method of [1] is chosen. Following 
these guidelines and shown in Fig. 1, our SLR is carried out in 
three stages: planning, conducting and documentation. The 
first stage, planning, includes formulating research questions 
and developing a review protocol. The second stage, 
conducting, is about performing research: deciding on 
exclusion and inclusion criteria, relevant databases and 
performing a search. The third stage, documentation, is a 
study selection part, where the list of included and excluded 
studies is created, and the “quality” of primary studies is 
assessed.  

 
Fig. 1. Process of the Systematic Literature Review. 

B. Research Questions 
To achieve our research goal stated in the Introduction, we 

formulated the following Research Questions (RQ): 

RQ1: What is the state-of-the-art research on resilience in 
EA and IS? 

RQ2: What are the types of resilience mentioned in 
scientific literature? 

RQ3: What metrics can be used to assess EA resilience, 
according to scientific literature? 

 The motivation for RQ1 is to have a deep look at how 
authors of published research treated the concept of resilience 
and how they defined it. The motivation for RQ2 is to find 
what other types of resilience exist in IS sub-areas beyond EA. 
We believe that several types of resilience could be relevant 

 
1 Second keyword needs to appear within 1 word of the first  

for EA. The motivation for RQ3 is based on the saying that 
organizations cannot control what they cannot measure. To 
understand how resilience can be measured, a comprehensive 
review of metrics several related domains needs to be 
performed. We, therefore, are interested to uncover the 
possible operationalizations of resilience in the context of EA, 
according to published sources.  

C. Our Search Process 
We have used the following six scientific databases: 

� ACM Digital Library (http://portal.acm.org).  

� IEEE Xplore (http://www.ieee.org).  

� Science Direct – Elsevier (http://www.elsevier.com).  

� Taylor and Francis (http://www.tandfonline.com).  

� Scopus (https://www.scopus.com). 

� Sage (http://www.sage.com). 

As each of the RQs have a different purpose, we have 
formulated separate queries composed of selected keywords 
and combinations with the AND/OR logical operators. Each 
query was focused on retrieving results based on the keywords 
present in the title, abstract and keywords list of the papers. 

RQ1: (“enterprise architecture” OR “Business 
architecture” OR “information architecture” OR “Technology 
Architecture” OR “information system”) AND resilience. 

RQ2: (resilience W/1 1  type) OR “classification of 
resilience” OR (resilience W/1 classified) OR (resilience W/1 
kind). 

RQ3: ("information system*" OR "enterprise 
architecture" OR enterprise) AND (metric OR measure* OR 
indicator OR calculation OR formula OR estimat* OR 
"numerical analysis") AND resilien*. 

D. Inclusion and Exclusion Criteria 
A set of criteria, as proposed by [1], is defined for selecting 

the relevant sources. For this study, any paper directly or 
indirectly discussing resilience is considered to be relevant. To 
narrow down the results the following inclusion criteria were 
applied:  

� Studies should be in English. 

� Articles should be published after 2014 (the first 
paper on IS resilience is published in 2014). 

� Articles should be conference or journal publications 
(due to more rigorous peer-review process). 

E. Study Selection 
Numerous results (850 papers) were retrieved from the six 

databases. To find papers answering our RQs, the retrieved 
results were sorted out. First, for each RQ, the results were 
classified in three: Yes, Maybe, No. By reading the title and 
abstract, it was decided whether a paper is really discussing 
resilience or just mentioning it as a side topic. If the paper 
contains important views, it is put to the ‘Yes’-labelled folder. 
If there are doubts about the importance, then it is sorted to 
‘Maybe’. Finally, if the abstract did not mention any aspect 
worth looking into the article, the paper is moved to the ‘No’ 
folder. When the first phase of sorting to ‘Yes’, ‘No’, ‘Maybe’ 
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is finished, the articles in ‘Yes’ and ‘Maybe’ folders are 
evaluated based on full text read. As for the result, irrelevant 
papers are excluded from the research. The applied selection 
criteria for the papers are presented below: 

1) Does the paper answer the RQs? 

2) Is the assessment of resilience the main target? 

3) Does the paper contribute to IS or EA? 

4) Does the paper provide new insights? 

F. Quality Assessment 
Following the guidelines of [1], a Quality Assessment was 

carried out to evaluate collected studies. Thus, four Quality 
Assessment (QA) questions were treated: 

QA1: Was the research question or objective of the paper 
clearly stated? 

QA2: Does a paper contribute to context-independent 
factors and/or metrics? 

QA3: Are the findings based on a realistic case? If not 
move to Q4. 

QA4: For a literature study, is there a comprehensive, 
systematic approach used in the search strategy? 

QA1 its objective is to evaluate whether the studies 
determine research questions clearly and thoroughly. This 
contributes to the quality of our review. QA2 checks whether 
a resilience factor or metric is applicable in a specific context 
or is context-independent. This division contributes to 
classifying factors and metrics as part of our review. QA3 is 
aimed to assess the quality of the paper regarding whether the 
results are based on a case or not. This will contribute to the 
utility for EA practitioners. QA4 is to assess the quality of the 
paper, judging by the structure of the research. This 
contributes to the comprehension of our review. 

G. Data Extraction Form 
The data extraction form is designed to present 

information which is used to address the review questions and 
study quality criteria. Table I provides an overview of the 
extracted data, description and relation to our research. 

TABLE I.  DATA EXTRACTION FORM 

No Extracted data Description Type 
1 Bibliographic 

reference  
Authors, year of publication, 
title, and source of Publication 

General 

2 Type of study  Book, journal article, conference 
paper, serial, conference 
proceedings 

General 

3 Definitions of 
resilience 

Definitions of resilience for 
Information Systems or 
Enterprise architecture 

RQ1 

4 Types of 
resilience 

Definitions of various types of 
resilience 

RQ2 

5 Metrics and 
formulas 

Collection of various metrics or 
formulas for estimating resilience 

RQ3 

 

H. Executing the Steps 
Table II shows the numbers of papers found per source 

based on the search queries applied. The initial search 
performed in April 2020 resulted in 850 papers, of which 72 
were selected by following the procedures outlined in the 
previous sections. Among the results, 13 papers turned out to 

be duplicated. Thus, the final total number of selected papers 
is 58. 

TABLE II.  PAPERS FOUND AND SELECTED PER RQS 

Source RQ1 RQ2 RQ3 Total 
ACM Digital Library 7 5 13 25 
IEEE 63 13 111 187 
Sage 5 19 21 45 
Scopus 196 73 56 325 
Science Direct 86 - 84 170 
Taylor & Francis 48 45 5 98 
Total Papers found: 405 155 290 850 
Total Papers selected: 24 23 25 58 

IV. RESULTS 
In this section, we present the results of the SLR per RQ.  

A. Results for RQ1 
Based on the selected papers for RQ1, we were able to 

classify the information retrieved into four groups: definition, 
strategy, characteristics, and phases as shown in Table III.  

TABLE III.  RESULTS FOR RQ1 

Topic Findings Sources 
Definition IS resilience is the ability of a 

system to work under predicted or 
unforeseen disruptions and to return 
to equilibrium or recover to an 
acceptable level of performance as 
soon as possible. It aims to mitigate 
the likelihood of failures and losses 
and requires constant adaptation to 
new known or unknown threats  

15 papers 
[7-21] 

Characteristics Diversity, efficiency, adaptability, 
cohesion, self-organisation, 
robustness, learning, redundancy, 
rapidity, flexibility, equality, agility, 
vulnerability to risk, responsiveness 

7 papers  
[9, 13, 18, 
22-25] 

 Strategy The strategy of IS resilience should 
be aligned with organisational 
resilience and aiming to provide 
solutions which would be 
independent of a specific scenario 
or event. It should also provide 
alignment between IT and business 
strategies 

2 papers  
[9, 26] 

Phases Avoidance (Resistance), 
Absorptive, Adaptive, Recovery 
(Restorative)  

13 papers  
[8, 9, 11, 
13, 18, 20-
25, 27-29] 

Within the papers selected for answering RQ1, no concrete 
definition for EA resilience is provided (i.e. defining which 
strategies would be most appropriate, which characteristics 
would be most relevant or how the phases of resilience would 
be applied). While all the selected papers included a generic 
definition of resilience, only three defined IS resilience [9, 11, 
14]. Furthermore, the topic of strategies for IS resilience is 
barely covered by the selected publications, with only one [26]  
mentioning actual strategies that could be used. Finally, the 
characteristics and phases of resilience are covered by several 
papers, indicating some maturity of the research on the 
definitional aspects of resilience. 

B. Results for RQ2 
When analyzing the results for RQ2, we found that there 

is a growing body of literature concerning the different types 
of resilience. Two of the most studied forms of resilience are 
engineering and ecological, as indicated by [30]. Nonetheless, 
the studies that resulted from the SLRs mentioned in the 
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background section cover many more domains which have 
emerged over time. Table IV presents the search results of our 
SLR. Therein, next to the application domain, we classified 
the selected papers based on the type of resilience measures 
(qualitative/quantitative), the source of the disruption 
(internal/external), and the duration of the resilience measures 
(short-term/long-term). However, most papers did not provide 
information that could be used to classify them beyond the 
application domain. 

TABLE IV.  RESULTS FOR RQ2 

 
 
 
 
Domain 

Q
ualitative 

Q
uantitative 

E
xternal 

Internal 

Short-term
 

 
 
 
 
Sources 

Community      [23, 31-33] 
Critical 
Infrastructure 

     [17, 23, 34] 

Cyber      [35-37] 
Ecological X    X [33, 38-40] 
Economic   X X  [23, 29, 40-42] 
Engineering  X   X [23, 33, 38, 40, 

43] 
Organisation X  X X  [5, 7, 9, 17, 21, 

23, 29, 33, 38, 42, 
44-46] 

Social    X   [23, 24, 29] 
Social-
ecological 

    X [40, 47] 

System X     [23, 45] 
Technical   X X  [17, 29, 42] 
Urban      [33, 48] 
Total 3 1 4 3 3  

From the selected papers for answering RQ2, only three 
discuss resilience from the perspective of the source of 
disruption [23, 29, 34]. External disruptions can be caused by 
government, society, or other external stakeholders, while 
internal disruptions can come from the critical infrastructure 
within an organization [34]. 

Similarly, we found only two papers discussing the 
duration of resilience. [49] state that short-term resilience 
refers to the restoration of regular services and financial 
activities after being confronted with short-term disturbances. 
Another perspective comes from [50], who argue that short-
term resilience is the ability to cope with altering conditions 
or a capacity to reduce the consequences of disruption. Long-
term resilience is described as constantly evolving and 
changing and providing a  response to a range of long-term 
stressor [49]. [50] present a framework for long-term 
resilience in their paper which consists of a cycle of 4 
functions and 4 different states. However, since none of the 
selected papers relates long-term resilience to a domain of 
application, this property is removed from Table IV. 

C. Results for RQ3 
The results for RQ3, as shown in Table V, provide an 

overview of the types of metrics suitable for assessing 
resilience and the ways these metrics are calculated. 

We found that most of the metrics identified from the 
selected papers can be expressed quantitatively, with the help 
of mathematical formulas, except for Collaboration, 
Connectivity, Diversity, Flexibility, Knowledge sharing, and 
Redundancy. Additional measures and ratios can be 
developed to some extent. As also indicated in Table IV, all 

the quantitative metrics come from the Engineering domain. 
The quantitative metrics which are mostly mentioned in the 
selected papers are Recovery time [12, 51, 52] and 
Performance loss [51-53]. This finding is not surprising as one 
of the foci in engineering resilience is to minimize the values 
of these two metrics. 

TABLE V.  RESULTS FOR RQ3 

Metric Definition Source 
Capability Drop 
Ratio 

Capability degradation by the 
influence of disturbances 

[54] 

Capability 
Recovery 
Degree  

Margin of recovery when capability 
restores from the lowest level to a 
new dynamic steady state 

[54] 

Capability 
Recovery Ratio  

Percentage of capability restored 
after the influence of disturbances 

[54] 

Collaboration Ability to work together and share 
knowledge within the organization 

[5] 

Connectivity Connections on all levels, from 
process to product 

[5] 

Degrading time Time that it takes for a system to 
reach its bottom in case of attack 

[52] 

Diversity Option to choose from a variety of 
different assets, institutions, etc. 

[5, 13, 
55] 

Flexibility Systems property to change to new 
status easily 

[5, 13, 
56, 57] 

Knowledge 
sharing 

Ability to reach and share common 
knowledge effectively among 
members 

[5, 13, 
56] 

Performance 
degradation 

Maximal performance degradation 
due to incident 

[52, 54] 

Performance 
loss 

Indicates system performance 
degradation during the transients of a 
disruptive event 

[51-53] 

Production loss Production loss caused by disruption, 
during and after the disruption 

[12] 

Protection time Time that a system managed to 
absorb incident 

[52] 

Recovery time 
 

Time that a system takes to recover 
after the disruption 

[12, 51, 
52] 

Redundancy Extent to which components within a 
system are substitutable 

[13] 

Robustness Amount of time to recover to an 
acceptable level of functionality 

[13, 53]  

Total loss Total financial loss experienced by an 
organization due to disruption 

[52] 

Total time 
underproducing 

Total time when system production 
rate was lower than its steady-state 

[12, 51] 

Vulnerability Probability of occurrence of 
unforeseen disruptions 

[58] 

When analyzing the results for RQ3, we noted that several 
metrics have multiple names based on the papers that they are 
retrieved from. For example, ‘robustness’ and ‘rapidity’ both 
signify how quickly a system recovers to the first degree of 
functionality. Similarly, ‘flexibility’ and ‘adaptability’ are 
both used to measure the ability of a system to change status 
[5, 13, 56]. 

V. DISCUSSION 
This SLR revealed that resilience has been increasingly 

recognised as an indispensable property in various domains. 
Thus, it was expected that resilience in the IS domain would 
be explored more in-depth than what is currently provided in 
the literature. Similarly, papers discussing EA resilience are 
scarce and research is in its infancy. 

Of the selected 58 papers, most of them (39 papers) are 
published in journals which indicates a certain level of 
maturity of IS resilience research. However, this could also be 
explained by the fact that IS resilience research is based on 
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two mature fields (IS and resilience). Furthermore, most of the 
selected papers (32% representing 18 papers) were published 
in 2016 which is a few years after the first publication on IS 
resilience (2014). This skewness in the results could be related 
to the search query that we used which focuses on more 
fundamental research, such as definitions, strategies, and 
types of resilience. These papers are mostly found until 2016. 
The papers that are published after 2016 seem to have a focus 
on defining metrics and the characteristics of resilience. 
Finally, while most of the selected papers are published by 
authors from the USA (30% representing 31 authors), the 
spread of authors covers 30 different countries. Thus, it can be 
said that while the USA has a stronger presence in IS 
resilience research, but it is by no means the only one, as 
countries such as Portugal, UK and Australia each represent 
15% of authors. 

A. Definition of Resilience 
When analyzing the papers discussing IS resilience, we 

encountered a controversial topic, namely whether IS 
resilience is part of Organizational resilience or vice-versa. 
Organizational resilience is a more mature domain which is 
identified as a means to work reliably in many different 
adverse situations while IS resilience is more focused on 
providing secure and dependable systems. Thus, it can be 
considered that Organizational resilience is a broader field 
and it is understood that when a disturbance happens in an IS, 
it affects the whole organization. Therefore, it can be 
considered that IS resilience is part of Organizational 
resilience. On the other hand, as organizations are 
increasingly dependent on their supply chain partners and 
corresponding networks, platforms, and ecosystems, one 
could argue that IS resilience can be positioned next to 
Organizational resilience. 

Of all the selected papers, only [9] provides a concrete 
definition of IS resilience, namely: IS resilience is the 
management of IS “vulnerabilities, and adaptive capacity, 
risk intelligence, flexibility and agility of IS in a complex, 
dynamic, and interconnected environment.” Multiple 
resilience characteristics are covered by this definition: 
system awareness, vulnerability, adaptability, flexibility, and 
agility. Also, the link is made to a larger system and the 
dynamics and complexity of the environment. A slightly 
different approach is taken by [11] where the focus is on the 
four phases of IS resilience: “the capacity to prepare and 
adapt facing perpetuating evolutionary conditions and to 
restore full capability after an accident or an attack.” [14] 
outlines that systems should recover, rebound or jump back 
to the primary or addressed system state. [13] argues that 
most research focuses on the restorative phase of resilience 
which the adaptive phase is still understudied. Taken 
together, one can study IS resilience in a narrow sense on 
system-level, study the resilience of systems in the context of 
a wider system or network and chose to focus on specific 
phase or develop an integrative view. 

To define EA resilience, we first need to consider what 
EA is. According to [30], EA provides a common view on 
how the enterprise resources (product, process, technology, 
information and application architecture) are integrated and 
associated to each other to provide the primary drivers of the 
enterprise. Thus, based on the selected papers and the 
definition of EA, we can draw the following conclusions 

about EA resilience. Namely, that is has a broader focus than 
the definition of IS resilience, by including several aspects 
such as stakeholders, goals, processes and functions, 
applications and data, products and services, technology, and 
physical elements. Thus, it covers elements of both IS and 
Organisational resilience and is part of a larger system and 
environment. Furthermore, the effects of the disruption are 
shown on the integrated architecture of an organisation and 
not only based on the relations between systems. As a result, 
we could define EA resilience as the ability of an 
organisation to identify and assess the vulnerabilities of 
enterprise resources in its integrated architecture and 
prepare for disruptions, by designing specific measures in an 
EA to increase its capabilities to adapt to new or changing 
circumstances and restore full capability after an unexpected 
disruption. 

B. Types of Resilience 
From the selected papers we could identify that resilience 

is studied in relation to several domains which can provide 
insights for IS and EA resilience. Amongst these are the 
domain of Engineering which has well-established research 
on quantitative metrics that can be used to assess resilience, 
and the domain of Organisational resilience which provides 
insights into having a strategic perspective on threat 
assessment and knowledge sharing. Other notable domains 
are Critical infrastructure (systems, networks and assets), 
System (system performance), Technical (technical 
infrastructure) and Cyber resilience (the process of ensuring 
the protection of core functionality and defining 
straightforward ways to restore and lower priority functions).  

Of these aforementioned domains, Cyber resilience is an 
obvious choice to consider as part of IS and EA resilience. 
[35] propose the following seven steps for ensuring cyber 
resilience, which could also be applied to EA resilience:  

1) Classification – classifying threats. 

2) Risk assessment – providing a detail description of 
every threat and the possible harm. 

3) Ranking – all threats are ranked thus it would be 
assured that assets ranked as “critical” would be maintained 
and assigned to supervise.    

4) Design and deployment – identify controls 
objectives, design an infrastructure to ensure its stated 
mission, goals and objectives and deploys it. 

5) Test – checking the critical control performance 
against stated mission goals. 

6) Recovery – a creation of a complete and consistent 
recovery process. 

7) Evolvement – deploying process and technology 
improvements. 

Regarding the duration of resilience, none of the selected 
papers discussed long-term resilience in relation to any 
application domains. However, since the duration mostly 
depends on the strategy employed and the circumstances of 
the disturbance, it can be said that long-term resilience is 
relevant for all application domains. 
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One of the most controversial aspects we discovered from 
the selected literature was that disruptions such as pandemics 
are categorised under short-term resilience [49]. Considering 
the current COVID-19 pandemic and that short-term 
resilience is about recovering quickly, this classification 
might change. The current pandemic is having a prolonged 
global impact on all levels of our society and thus could be 
classified as long-term.  

C. Characteristics of Resilience 
IS resilience as a property can be seen from three different 

perspectives: resilience as a property of the IS input system, 
resilience as a property of the IS itself and resilience as a 
property of the IS output system [13]. Various characteristics 
are mentioned in multiple papers, including diversity, 
efficiency, adaptability, cohesion, self-organisation, 
robustness, learning, redundancy, rapidity, flexibility, 
equality, agility, vulnerability to risk, responsiveness.  People, 
organisations, and communities also have an impact on IS 
resilience, because it involves use, impact and effects. Besides 
the adaptability of systems, it is also expected that the 
personnel is flexible, motivated, optimistic and consistent 
[22], which also makes it sensitive to cultural aspects and 
biases. 

From an EA perspective, it could be argued that all of the 
characteristics of IS resilience are also relevant for EA 
resilience. For example, a characteristic such as Redundancy 
can be reflected in an EA model as a secondary Application 
component or Node which are performing the same task and 
can be used interchangeably (e.g.: a backup database in the 
cloud for all the company data). However, assessing 
Redundancy from a broad perspective might lead to different 
resilience measures (e.g. supply chain partners have different 
backup procedures) and additional issues (e.g. network 
latency). Another example is Diversity, which could be 
reflected in an EA model as Application components or 
System software that are provided by different partners. 
Characteristics such as Self-organisation, Adaptability, 
Flexibility and Agility are more difficult to express since there 
is no direct way to model them and measure them to be 
system-specific or context-dependent. 

D. Strategies for Resilience 
In the selected literature, the concept of ‘Strategy’ is 

linked to the understanding of a disaster. Following the 
proposed lifetime of a disaster, three phases can be identified: 
readiness, responsiveness, and recovery. Various strategies 
can be applied to each of the phases to reach better results. 
The readiness phase takes place while the planned level of 
operations is maintained. Several strategies are proposed for 
this stage. Inventory control and safety stocks, investing in 
training and education, learning from the experience of 
others, predicting the likelihood of event and warning, 
identifying threats, and building common knowledge also 
play a role. The second phase is the Response to a disaster. 
The system enters this phase when it failed in the first phase 
and the disturbance occurred. During this phase, the system 
has one aim, namely, to withstand, absorb the impact and 
keep the performance as high as possible. At this point, 
strategies which include risk-hedging and information 
sharing, using the plans created during the stage of readiness, 
and reorganising resources, are commonly used. The third 

phase is Recovery. It starts when the disturbance has subsided 
and finishes when the system is back to a pre-disruption or 
normal operational state. At this stage repairing, restoring and 
rebuilding tasks are performed, identifying learned lessons 
and best practices. [25] presents a list of various strategies 
which could be applied during different phases (Table VI). 

TABLE VI.  RESILIENCE STRATEGIES FOR DIFFERENT PHASES. 

Strategy Readiness Response Recovery 
Acceptance  X  
Barbell X   
Buffering X   
Collaboration X X X 
Cost Minimization X   
Customer Service   X 
Creating Disruption 
Management Culture 

X   

Crisis Management X X X 
Demand Managing  X  
Forecasting X   
Fault Injection X   
Government Lobbying  X  
Graceful Degradation  X  
Insurance X   
Infrastructure Investments  X   
Inventory Management X   
Knowledge Management   X 
Mapping X   
Network Structure Planning X  X 
Postponement  X  
Performance measurement   X 
Policy management X X  
Real-time monitoring X   
Reengineering X   
Risk Assessment X   
Risk-hedging X   
Revision  X X 
Sensemaking  X X 
System Analysis/Evaluation X   
Supplier Selection X   
Sourcing X X  
Weak links  X  

As mentioned before, IS resilience falls under 
Organisational resilience, thus both strategies should be 
aligned with each other [8]. Business has an important role in 
IS too. Thus, four relevant aspects of planning are 
distinguished: IT and business strategies should be aligned, 
IT investment in strategic priorities should receive more 
attention, discussions on ways to avoid potential business 
risks should be held and capitalization on current business 
opportunities should be considered [8]. According to [59], the 
following four parts of a strategy can be outlined:  

1) Structured evaluation and exploration of disruption 
risks as well as a continued search of possible improvements 
for warning systems and general awareness of the underlying 
causes. 

2) Raising awareness of responsibilities.  

3) Long-term strategies and preventive measures.  

4) Cooperation with partners on advanced planning and 
quick response, assessments of risk factors. 

When considering which of the strategies would be 
suitable for EA resilience, several stand out. For example, a 
Risk assessment strategy is in line with the current scientific 
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literature on EA [60] and with the practitioner-focused 
approach, e.g. described in papers from the Open Group [61]. 
Similarly, a re-engineering strategy matches the purpose of 
EA which is to help organisations with designing and re-
designing resilience in their architecture to fit the 
organisational goals and strategies. Other suitable strategies 
for EA would be Cost minimisation and Performance 
measurement which align with literature that proposes Cost 
and Performance analyses for EAs [62]. 

E. Phases of Resilience 
The four phases of resilience identified in Table III, 

Avoidance, Absorptive, Adaptive and Recovery, are 
considered as a sequence for reacting to disturbances. When 
a disturbance occurs, the first thing a resilient system should 
be able to do is to withstand the situation without any 
consequences and avoid negative impact. If a system is not 
capable of this, the absorption phase is started where the 
system performance is not capable to keep up with disruption 
and starts decreasing. At this stage, the system might need to 
adapt to continue a certain level of performance, by adjusting 
its process or requiring maintenance if it is a technical issue, 
etc. If the system performance drops to zero, the resilience 
process stops. If the system can maintain some level of 
performance, it moves to the last phase, namely recovery.  

The four phases of resilience we identified can also be 
related to the three strategies for addressing resilience. 
Namely, a resilient system has a chance of Avoiding 
disturbances without interference to its performance only if 
certain Readiness strategies are employed by an organisation. 
Similarly, the ability of a system to Absorb and Adapt to a 
disturbance depends on the kinds of Response strategies of 
the organisation. If the Response strategies are not adequate, 
then the disruption cannot be handled by the system and its 
performance will drop to zero. If the strategies are effective 
and the system can maintain some adequate performance 
levels until the disruption subsides, then the Recovery 
strategies can be employed in the Recovery phase. 

From the perspective of EA, all four phases of IS 
resilience are applicable. The EA of an organisation should 
be resilient by design, which implies that many disturbances 
should be avoided due to the configuration of the architecture. 
For disturbances that are not avoidable, the EA should have 
the ability to absorb (part of) the shock while maintaining at 
the business processes operational. If this is not possible, then 
the application and technology architectures need to be 
adjusted to support at least the critical business processes that 
help achieve the most important organisational goals. Once 
the intensity of the disruption decreases, the processes of the 
organisation can slowly return to normal while the 
performance of the EA should reach an equilibrium. For 
Enterprise Architects to be able to estimate the resilience of 
their EA, the three aspects should be estimated (based on the 
definition of engineering resilience): the entity of changes 
and disruptions, the optimal performance and its deviation, 
and the expenses due to adjustments [20].   

F. Metrics of Resilience 
Based on the SLR we identified 19 metrics (Table V), 

most of which are quantitative and come from the 
Engineering domain. Some of the identified metrics are also 

relevant for assessing EA resilience. For example, 
Vulnerability is the property defining how easily a system can 
be exposed to risk and cause disturbances. It is closely related 
to the ability to learn, anticipate, and monitor. The extent and 
duration of the disruption are calculated by the product of the 
probability of the disruption occurring and the level of its 
consequences which determine the vulnerability to risk. this 
type of risk calculation has also been proposed by the Open 
Group [61]. Other examples of applicable metrics are 
Redundancy (the extent to which components within a system 
are substitutable), Diversity (variety in assets, equipment, 
systems, etc. used), Performance loss (degradation during the 
occurrence of a disruptive event), Total loss (total financial 
loss experienced by the organisation due to the disruption). 

VI. FIRST VALIDATION AND REFLECTION ON THE EA 
RESILIENCE DEFINITION 

Our first validation of the proposed definition was to collect 
and analyzed feedback of experts in EA. For this expert-based 
evaluation [63], we employed qualitative perception-based 
evaluation techniques. Given the intended audience of our 
research, we consulted 2 experienced EA researchers (RES) 
and 2 EA practitioners (PRA) for their expert opinions on our 
definition. The collection of our experts’ opinions is 
conducted by using a form with questions, in which the 
respondents directly write their answers. Our feedback form 
contains a section for general comments in regard to the 
definition, specific feedback in regard the logic and 
arguments, its value for theory and value for practice, and any 
other comments or questions. In addition, the feedback form 
contains questions about the profile of the consulted experts. 
Table VII summarizes the background and experience of our 
four experts. Therein, ‘n/a’ stands for ‘not applicable’.  

TABLE VII.  BACKGROUND AND EXPERIENCE OF CONSULTED EXPERTS 

Profile RES1 RES2 PRA1 PRA2 
Education level PhD MSc MSc MSc 
Current 
profession 

Professor PhD 
candidate 

Enterprise 
Architect 

Independent 
EA 
Consultant 

Years of experience (in years) 
EA research 18 2 n/a n/a 
EA education 16 6 n/a 10 
EA 
implementation/ 
consulting 

7 2 21 10 

Knowledge/confidence in assessing and modelling of (1-5 scale a): 
Value concepts 5 2 4 5 
Risk and security 
concepts 

5 3 5 5 

Resilience 
concepts 

5 4 4 3 

a. 1-5: none, low, medium, high, expert. 

In what follows, we first present the findings of our first 
validation together with our reflection on the results, 
followed by a discussion on the contributions to theory and 
practice. 

A. Expert Opinions and Refection on the Results 
RES1 suggests improving the balance of researchers’ and 

practitioners’ perspectives by shortening the definition. 
While it might be suitable for academic purposes, it could be 
easier to use for practitioners if the first half would be 
dropped. A slightly differing opinion comes from RES2 who 
considers that the definition might not include all relevant 
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aspects. They suggest considering the anticipation of 
disrupting behavior and the acknowledgement of sources 
which are detrimental for emergent behaviors which are 
neither predictable nor intended by design. We consider that 
while the definition could be made shorter by removing 
certain parts, it would not reflect the complete meaning of 
what we envision it should be based on the literature review. 
Additionally, in further research, another review should be 
performed to explore the aspects of emergent behavior to 
establish its relation to our EA definition. 

Furthermore, RES1 considers that the definition should 
be extended to reflect Enterprise resilience and not just EA 
resilience to better reflect the overall purpose of resilience. 
This aligns with the opinion of PRA2 who suggests adding 
an extra dimension to the definition focusing on the 
interaction of actors within an organization in changing 
circumstances which require adaptation. Lastly, PRA1 
mentions that the definition aligns with the topics of 
cybersecurity, crisis management and business continuity, 
which are considered important for EA resilience. We agree 
that the scope of the definition might need to be extended to 
incorporate additional perspectives and fields of study. Thus, 
future research should be conducted to see how this definition 
can be extended while maintaining its original purpose. 

Regarding the terminology used in the definition, RES2 
suggests removing the word “full” in relation to the restoring 
of the capabilities of an architecture after a disruption. 
Although restoring full capability may be desirable, this may 
not always be feasible and realistic to achieve. Thus, terms 
such as “acceptable” or “anticipated” would be preferred. 
Furthermore, RES2 advises removing the term “unexpected” 
as this suggests that the EA resilience should only focus on 
unexpected events, whereas certain events can also be 
expected and incorporated in the design of the architecture. 
Moreover, PRA1 suggests changing the term “circumstance” 
to “context” to make the definition more suitable. We 
consider that these suggested changes would be beneficial for 
the definition as they bring it closer to its purpose. 

B. Contributions to Theory and Practice 
Our experts indicated some implications of our definition 

for practice. First, the two practitioners agreed that they could 
work with the definition, which gives us a hint that EA 
practitioners might find it useful in their projects. Of course, 
more research is needed in more organizations, to 
substantiate this claim. Second, PRA 2 remarked that the 
reasoning about resilience should strike a balance between 
local and integral thinking. According to this practitioner, 
local thinking is about the support of capabilities and 
resources (incl. people and technology), while integral 
thinking is about synchronization and coordination 
(priorities, compliance, standards, policy). Our definition fits 
best at a central level. This allows us to think that our 
definition might be considered most suitable for use to 
architects operating at this level. This, of course, is a working 
hypothesis, which could be studied empirically in further 
research. 

Our definition also has some implications for theory. 
Following Wieringa [64], for researchers to reason be able to 
reason about a newly emerging scientific sub-field, they need 

a set of concepts and relationships describing aspects of the 
phenomena of interest in this sub-field. Our SLR is a step in 
this direction. Using concepts aggregated from literature 
sources, we proposed a definition which states what authors 
of published research deemed important theoretical concepts 
in their published works. We consider this definition to be 
only the beginning of an ongoing conversation on EA 
resilience in the EA community. We expect the definition to 
evolve as more empirical studies in organizations get 
published and new evidence is produced. As a definition is 
used, its qualities and possible needs for revisions will 
become clearer. For example, how our definition relates to 
sub-fields such as business continuity and crisis 
management? How it relates to EA investment decision-
making? Empirical follow-up work could answer these 
interesting questions and therefore forms a line for future 
research. 

VII. CONCLUSION 
This paper reported results from a SLR that provided an 

overview of the current state-of-the-art research and literature 
on resilience in the field of EA and IS. Our initial goal was to 
focus exclusively on EA literature, however, due to a limited 
number of papers of this topic, we extended our scope to 
cover the broader field of IS.  

A. Summary of findings and results 
The contribution of this SLR is as follows: First, it 

discusses the definition of IS resilience. Second, it identifies 
several suitable strategies, characteristics, phases and 
measurements of IS resilience. Third, we position IS 
resilience next to organizational resilience and incorporate 
concepts from other disciplines and domains. Fourth, based 
on our findings, we have presented our view of how these 
could be applied and related to EA, starting with providing 
our definition for EA resilience. Furthermore, we have 
categorized 6 different resilience types based on their domain 
of application, the duration of the resilience (short-term/long-
term), the types of measures (quantitative/qualitative) and the 
source of the disruption (internal/external). Moreover, we 
have provided an overview of relevant metrics (Table V) 
which could be used for assessing IS resilience. Based on this, 
we have proposed several metrics that could be applied to 
assess EA resilience as well. Taken together, our work 
provides a starting point for structured reasoning about EA 
resilience and future research. 

B. Limitations and Further Research 
One of the main limitations of our research is that with the 

limited research currently available on EA resilience we have 
chosen to expand the scope and focus on IS resilience instead. 
While many of the aspects that are relevant for IS resilience 
are also applicable for EA, during this study we could only 
provide our suggestions for what these might be. Thus, the 
focus of our research is on a sub-domain and we suggest that 
further research should try to identify which of the 19 metrics 
(Table V) can be used to assess EA resilience and how this 
can be done.  

Furthermore, from our experience with EA modelling, we 
can conclude that most current models are not expressive 
enough for supporting all types of resilience assessment. 
Thus, we suggest future work should be done in designing 
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architectural patterns which correspond with certain 
characteristics of resilience. One such example could be to 
use OR-junctions to signify when two elements of an EA are 
interchangeable. This would facilitate the assessment of EA 
redundancy. Existing structured approaches, such as 
TOGAF, can be used as a starting point to explore and 
develop practical approaches for EA practitioners. 

Moreover, our focus on the IS field limited our ability to 
uncover research from other domains (as identified in Table 
IV). This means that potentially relevant research for EA 
resilience was not included in our sample. Thus, we suggest 
that further research should focus on including information 
from additional domains of application (e.g., Cyber, Critical 
infrastructure, Engineering, Organizational, System, 
Technical) to have a more comprehensive input for defining 
all aspects of EA resilience. Furthermore, an emphasis should 
be placed on exploring literature beyond the IT aspects of 
enterprise resilience and incorporate knowledge from areas 
such as Social Sciences, Logistics, Manufacturing, and other 
external environment perspectives. This would allow to 
provide a comprehensive view on Enterprise Architecture 
resilience. 
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