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Abstract—Distributed large-scale cyber attacks targeting the
availability of computing and network resources still remain
a serious threat. To limit the effects caused by those attacks
and to provide a proactive defense, mitigation should move
to the networks of Internet Service Providers (ISPs). In this
context, this thesis focuses on a development of a collaborative,
automated approach to mitigate the effects of Distributed Denial
of Service (DDoS) attacks at Internet Scale. This thesis has the
following contributions: i) a systematic and multifaceted study
on mitigation of large-scale cyber attacks at ISPs. ii) A detailed
guidance selecting an exchange format and protocol suitable
to use to disseminate threat information. iii) To overcome the
shortcomings of missing flow-based interoperability of current
exchange formats, a development of the exchange format Flow-
based Event Exchange Format (FLEX). iv) A communication
process to facilitate the automated defense in response to ongoing
network-based attacks, v) a model to select and perform a
semi-automatic deployment of suitable response actions. vi)
An investigation of the effectiveness of the defense techniques
moving-target using Software Defined Networking (SDN) and
their applicability in context of large-scale cyber attacks and
the networks of ISPs. Finally, a trust model that determines
a trust and a knowledge level of a security event to deploy
semi-automated remediations and facilitate the dissemination of
security event information using the exchange format FLEX in
context of ISP networks.

Index Terms—DDoS, Mitigation, Reaction, Dissemination, fu-
ture attacks, attack intensities

I. INTRODUCTION

Being originally described by J. C. R. Licklider of the Mas-
sachusetts Institute of Technology (MIT) in August 1962 [1],
the Internet has evolved to a vital component that heavily
influences our daily life. Large majorities of users rely on
the Internet on a regular basis for financial services (e.g.,
online banking), shopping and other customer services (e.g.,
access health care information, governments communication,
locate jobs, watch movies) [2]. Besides the communication
and information aspect of the Internet, it has become a crucial
component for millions of businesses, stock markets, public
facilities and transportation hubs, power grids and water deliv-
ery systems that are controlled by networked devices [3]. The
Internet Society defines Internet as a world-wide broadcasting
capability, a mechanism for information dissemination, and a

medium for collaboration and interaction between individuals
and their computers without regard for geographic location [4].
This description primarily summarizes the benefits of the
emerging technologies provided within the Internet. However,
emerging technologies are also opening up new vulnerabilities
that might be exploited by attackers to perform large-scale
cyber attacks.

In recent years, large-scale cyber attacks targeting the
availability of network infrastructure and service have been
constantly reported [3], [5], [6]. These large-scale cyber at-
tacks could lead to enormous financial loss [6], [7], potentially
triggering sustained power outages over large portions of the
electric grid [8] and prolonged disruptions in communications,
food and water supplies, and health care delivery. An evolution
of the attack intensities and related security events have been
published in [9] and are shown in Figure 1.

One common characteristic of these attacks is that they
are referred to as large-scale cyber attacks. According to the
definition of the Tallinn Manual on the International Law
Applicable to Cyber Warfare [10] large-scale cyber attacks
involve many devices that connote a relationship with infor-
mation technology and are distributed over a large geographic
area.

The majority of these large-scale cyber attacks are using
reflection and amplification techniques while performing an
attack. First, reflection is used to make publicly available
network devices send attack traffic to the attack target to hide
the attacker’s identity. Usually, the attacker sets the source IP
address to the target IP address and thus makes use of spoofing.
As a result, the attack target receives all response packets of
the publicly available network device. Second, amplification
is used to increase the network packet size to overwhelm the
target network. Amplification exploits the fact that response
packets usually are significantly larger than the initial request
packet.

Besides the geographic distribution and the techniques used
to strengthen the attack, the attacks are either based on
the two most popular transport layer protocols: Transmission
Control Protocol (TCP) or User Datagram Protocol (UDP).
The majority of large-scale cyber attacks rely on UDP, because
many UDP-based protocols are vulnerable to amplification due978-1-7281-4973-8/20/$31.00 c© 2020 IEEE
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Fig. 1. DDoS evolution is partially based on [9], [11]–[13]

to the lack of verification of the participating communication
partners [14] and thus support spoofing. Using UDP-based
protocols, an attacker can achieve network traffic up to a
factor of 4670 [15]. Even though TCP employs a three-way-
handshake, it is also vulnerable for amplification as reported
in [14], [16]. As reported in [17], the attacker can amplify
TCP traffic by a factor of 20. Both, UDP and TCP-based
attacks are volumetric attacks (floods) and are intended to
reach bandwidth or connection limits of hosts or networking
devices [18].

One type of large-scale cyber attacks are DDoS attacks
that still remain the top concern responsible for network
infrastructure and service outages [19]. The reason is that
DDoS attacks are getting larger, more sophisticated (e.g. multi-
vector attacks) and frequent as shown in Figure 1.

At the same time it has never been easier to execute DDoS
attacks, e.g., Booter services offer paying customers without
any technical knowledge the possibility to perform DDoS
attacks as a service via a web page [20], [21]. Besides Booter
services, it is also possible to hire a whole botnet (e.g., hire-a-
botnet-services [22]) for a DDoS campaign at low price [23],
[24]. Moreover, new technology trends in the development of
the Internet such as Internet of Things (IoT) focus to connect
billions of everyday devices. These devices are designed to be
user-friendly and accessible and often do not have a stringent
security standard. Currently, 4.9 billion IoT units are in use
[25] and will reach 25 billion by 2020. However, the lack of
missing security standards, the ease of manipulation and the
amount of available everyday devices encourage attackers to
perform large-scale DDoS attacks [26].

The well-known DDoS attacks that attracted large public
attention are: (a) the ”SpamHaus” attack in March 2013 where
SpamHaus faced a DDoS attack targeting the Spamhaus’s
Domain Name System (DNS) servers with traffic peaks of
300 Gbps [12], [27], [28], (b) the ”NTP” attack in february
2014 where the attacker only used 4 529 Network Time
Protocol (NTP) servers running on 1 298 different networks
to create an attack traffic of 400 Gbps [13], [29], (c) the

attack targeting the web site of the journalist Brian Krebs in
September 2016 with traffic peaks of 620 Gbps [11], [30]
launched by 100 000 poorly secured IoT devices that have
been compromised by the Mirai malware and (d) the OVH
attack in September 2016 where the French Web hoster OVH
faced a 1.1 Tbps DDoS attack. This attack was launched by
a collection of hacked Internet-connected cameras and digital
video recorders [31].

Considering the quantity of everyday devices connected to
the Internet, their mobile speed and the trend of recent attack
intensities, theoretically a devastating large-scale DDoS attack
might be launched [32], [33]. To be prepared for future DDoS
attacks, a new paradigm is required to mitigate their effects.

A. Research Goal and Research Questions

The main research goal of the thesis is to develop a
collaborative, automated approach to mitigate the effects of
DDoS attacks at Internet Scale. To achieve the research goal
the following research question have been defined:

1) Is distributed and automatic mitigation at ISP level
performed and if yes, how?

2) How are security events currently exchanged and do they
satisfy the requirements of ISPs?

3) Is mitigation currently done in a proactive or reactive
approach? If reactive, would it be possible to do it in a
proactive approach?

4) Is mitigation currently done manually or automatically?
If manually, would it be possible to perform mitigation
in an automated way?

5) How can trust among collaborative partners be arranged?

B. Publications

This thesis is published in [34]. The motivation to the
dissertation, the conceptual background of the research context
and the use-case scenario have been published in [35]–[37].
The analysis to what extent countermeasures are set up and
which mitigation approaches are adopted by ISPs and their
own view on collaboration have been published in [38], [39].
A structured overview of exchange formats and protocols
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used to share security event related information in context
of intrusion detection and incident handling was published
in [40]. Based on the results of this structured overview,
the exchange format FLEX that was developed to overcome
the shortcomings of missing flow-based interoperability was
published in [41], [42]. Further, a communication process
that facilitates the dissemination of threat information that are
created in conjunction with widely adopted monitoring tech-
nologies e.g., NetFlow was presented and published in [43]. In
addition, a process of selecting an appropriate response related
to the identified network-based attack to initiate a suitable
reaction was published in [37], [44]. The defense techniques
Moving Target Defense (MTD) using SDN was presented and
published in [45]. Finally, a trust model that determines a
trust and a knowledge level of a security event to deploy
semi-automated remediations and facilitate the dissemination
of security event information using the exchange format FLEX
in the context of ISPs was published in [46].

C. Awards

The publication [35] was awarded the prize for best stu-
dent poster at the Trans-European Research and Education
Networking Association (TERENA) Networking Conference
(TNC2014) by Cisco Systems and the Internet Society. Fur-
ther, this thesis [34] was awarded the price for the best PhD
thesis at the Fachbereichstag Informatik (FBTI).

D. Contributions

The main contribution of this thesis is a systematic and
multifaceted study on mitigation of large-scale cyber attacks
at ISPs. By performing two surveys, we got in contact with
experienced networking operators and thus gained insight
into processes, structures and capabilities of ISPs to mitigate
and respond to network-based attacks. Using the contact
with experienced networking operators revealed potentials for
improvement in their mitigation and response capabilities and
it ensured that the distributed DDoS defense paradigm will
be both fine-tuned and used by the intended audience. Based
upon these finding, multiple aspects of a distributed DDoS
defense at ISP networks were scrutinized and resulted in a
multifaceted approach.

The first aspect of a distributed DDoS defense is the
dissemination of threat information. We provided network
operators a detailed guidance selecting an exchange format
and protocol suitable to use in their network to disseminate
threat information. To overcome the shortcomings of missing
flow-based interoperability, we developed the exchange format
FLEX.

The second aspect of distributed DDoS defense is the col-
laboration of ISP networks. To establish collaboration among
ISP networks, a proactive and semi-automatic approach is
needed and trust among collaborating partners is required.

In a first step, a communication process was developed
to facilitate the automated defense in response to ongoing
network-based attacks. This communication process supports
the dissemination of threat information based on FLEX and

helps organizations to speed up their mitigation and response
capabilities without the need to modify the current network
infrastructure. We demonstrated that our communication pro-
cess supports achieving the situational awareness of the current
threat landscape, pools expertise and resources at ISP net-
works, facilitates the automated defense in response to ongoing
network-based attacks and thus lessens the time to respond.

In a second step, we analyze the initiation of a suitable
reaction. This initiation is a process of selecting an appropriate
response related to the identified network-based attack. The
process of selecting a response requires to take into account the
economics of an reaction e.g., risks and benefits. We provided
a response selection model that allows to mitigate network-
based attacks by incorporating an intuitive response selection
process that evaluates negative and positive impacts associated
with each countermeasure. In addition to the process of select-
ing an appropriate response, the semi-automatic deployment of
response actions were analyzed. Therefore, we investigate the
effectiveness of the defense techniques moving-target using
SDN and their applicability in context of large-scale cyber
attacks and the networks of ISPs.

Besides sharing threat information and the selection of
an appropriate response to ongoing network-based attacks,
establishing trust among collaborative partners is deemed of
critical importance to semi-automatically deploy mitigation.
Therefore, we developed a trust model that determines a trust
and a knowledge level of a security event to deploy semi-
automated remediations and facilitate the dissemination of
security event information using the exchange format FLEX
in context of ISP networks.

The contribution in this thesis can be used by network ad-
ministrators, network operators and network security engineers
to better limit the effects of current and future DDoS attacks
and thus prevent network infrastructure and service outages.

II. CURRENT DDOS DETECTION & MITIGATION: A
SURVEY

To achieve insight into real-world processes, structures and
capabilities of IT companies and their computer networks and
investigate how network operators detect, mitigate and respond
to network-based attacks in practice, we set up a survey
research according to the common procedures and standards
for good practice of survey research described in [47], [48].
Thus, we performed a survey research on the basis of two
surveys conducted in the year 2013 and 2015.

We collected empirical data about current detection and
mitigation approaches. This data was provided by the expertise
and experience of network administrators, network operators
and network security engineers gathered through a cross-
sectional and a repeated cross-sectional survey. Even though
survey research remains most used in applied social research,
this thesis relies on those well-known empirical methods to
enrich the quality and fine-tune its research results to satisfy
the requirements of ISP networks. The cross-sectional survey
performed in the year 2013 determined the state of the art in
attack detection and mitigation in ISP networks and resulted
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in four main findings. These four main findings serve as a
starting point of Research questions (RQs) 2 - 5. The repeated
cross-sectional survey was conducted in the year 2015 with
the main intention to add additional evidence to the findings
of the first survey and re-evaluate the results of the first survey
to ensure that our research results two years ago are still valid.

We found that current detection and mitigation approaches
in ISP networks use flow-based data (e.g., NetFlow, Internet
Protocol Flow Information Export (IPFIX)) and are performed
primarily within single Autonomous Systems (ASs) and thus
not distributed. Further, the survey revealed that in case of a
large-scale cyber attack collaboration among partners is done
on an ad-hoc-basis via telephone or email without the use of
well-defined processes or standards for security managements
(e.g., Information Technology Infrastructure Library (ITIL)).
We recognized that automatic mitigation to limit the effects
of an ongoing large-scale attack is not a requirement of ISPs,
because ISPs are afraid that automatic mitigation systems
gain increasing interest to be compromised and thus perform
unwanted automatic actions within the network. However,
ISPs prefer semi-automatic mitigation.

In order to achieve the overall research goal of this thesis,
the survey provides the following 4 main findings:

a) Finding 1: Many exchange formats available but un-
known: For ISPs to collaborate, a common data representation
to describe security-related data is important. Further, an
exchange protocol to transmit security events over network
borders is also required. Even though, various exchange for-
mats and protocols have been published in context of intrusion
detection and incident management, it is still a challenge
to find a standardized exchange format that is thoroughly
validated and tested in full scale of industry trials. In addition,
exchange formats and protocols are often unknown for ISPs.

b) Finding 2: Collaborative mitigation is done on an ad-
hoc and reactive basis: To counteract large-scale network-
based attacks, ISP networks have been identified as a key
position within the Internet infrastructure. Even though col-
laboration of trusted partners and their exchange of threat
information to mitigate and respond to a network-based attack
is regarded as valuable, exchanging threat information is
currently done on an ad-hoc basis via email or telephone. As
a consequence, mitigation is only performed in case a large-
scale network-based attack occurred and already caused effects
within the network and thus can be described as reactive
mitigation.

c) Finding 3: Mitigation is done manually: Although
network-based attacks are getting larger, more frequent and
sophisticated and thus the number of related security events
increases, network operators often manually analyze and ini-
tiate possible countermeasures against ongoing network-based
attacks to recover normal operations. Automatic mitigation
and response systems to speed up mitigation and response
capabilities within ISP networks are not widely deployed.
Even though network operators are afraid that automatic
mitigation systems gain increasing interest to be compromised,

network operators prefer semi-automatic mitigation and would
like to make use of it.

d) Finding 4: Collaboration requires the establishment of
trust: Security event sharing is deemed of critical importance
to counteract large-scale attacks at ISP networks. On the
one hand, security event sharing is regarded to speed up
organization’s mitigation and response capabilities. On the
other hand, it is currently done on an ad-hoc basis via email,
member calls or in personal meetings only under the premise
that participating partners are personally known to each other.
As a consequence, mitigation and response actions are delayed
and thus security events are not processed in time. However,
collaboration of trusted partners to mitigate and respond to a
network-based attack is regarded as valuable, but the personal
knowledge of each sharing partner to develop trust to share
security events does not scale very well.

We will now revisit each one of the RQs 2-5, which stem
from the aforementioned findings.

III. REVISING THE RESEARCH QUESTIONS

To answer RQ 2, we reviewed 10 exchange formats and 7
exchange protocols used in context of intrusion detection and
incident management. The security event exchange formats
can be categorized into four groups: S-expressions, XML-
based and MIMEMessage-based formats and syslog. The
security event exchange protocols can be categorized into the
two groups: Secured and unsecured. Our conclusion is that
even though various exchange formats and protocols have been
presented, it is still a challenge to find a standardized exchange
format and protocol that is thoroughly validated and tested in
full scale of industry trials. In addition, none of the exchange
formats has been used in conjunction with flow-based data
despite RQ 1 revealed that current detection and mitigation
approaches in ISP networks rely on flow-based data.

To satisfy the requirement of flow-based interoperability
of an ISP, we present the new exchange format FLEX.
FLEX is suitable to carry data of flow export technologies
(e.g. Cisco NetFlow, IPFIX) that are used to identify, track
and mitigate malicious traffic. Further, FLEX is intended to
facilitate the cooperation among network operators and focus
on an automated threat information exchange. In addition,
since FLEX messages are disseminated using Simple Mail
Transfer Protocol (SMTP), FLEX is easy to deploy and it
integrates with existing infrastructure.

To answer RQ 3, Section II revealed that current mitiga-
tion is done on an ad-hoc and reactive basis. To limit the
effects of an ongoing large-scale cyber attack and to perform
mitigation in a proactive approach, a communication process
was introduced that supports an automated dissemination of
threat information based on FLEX in context of ISPs. Further,
this communication process supports achieving the situational
awareness of the current threat landscape, pools expertise
and resources and facilitates the automated defense. Even
though some collaborating partners have not been actively
involved in an ongoing attack, the communication process
ensures that all collaborating partners are informed about the
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effects of the attack. As a result, this communication process
helps organizations to speed up their mitigation and response
capabilities.

To answer RQ 4, we found in Section II that current
mitigation is done manually. One approach to counteract
the proliferation of network-based attacks is a generalized
and automated process that initiates mitigation and response
measures. Traditionally, automated mitigation and response
processes make use of an Intrusion Response System (IRS)
that provides a distinct response selection process, and is
able to collaborate with other security appliances, such as
firewalls to block and terminate suspicious traffic. However,
available solutions proposed by the scientific community are
not widely adopted. Further, each IRS uses different metrics
to select an appropriate response and some of the metrics are
only applicable for specific system environments. To mitigate
network-based attacks by incorporating an intuitive response
selection process, a new response selection model, called
Response Effectiveness Assessment (REASSESS) was intro-
duced that evaluates negative and positive impacts associated
with each countermeasure and selects the most appropriate
response action to limit the effects of an large-scale network-
based attack.

We combined the defense techniques moving-target using
SDN. This combination increases the attackers uncertainty due
to an ever-changing attack surface. We found that the effects
of a large-scale cyber attack can be significantly reduced using
MTD and SDN.

To answer RQ 5, Section II revealed that collaboration
requires the establishment of trust. Current collaborative ap-
proaches take place under the premise that participating part-
ners are personally known to each other. As a consequence,
mitigation and response actions are delayed and thus security
events are not processed in time. Therefore, a trust model
was presented that determines a trust and a knowledge level
of a security event to deploy semi-automated remediations
and facilitate the dissemination of security event information
using the exchange format FLEX in the context collaborating
ISPs. This trust model is scalable and helps to build a trust
community to share sensitive information about threats and its
remediation suggestions.

IV. CONCLUSION

The key terms in the thesis research goal were collaboration
and automation. However, our research revealed that collab-
oration among ISPs is often not performed for three reasons.
First, ISPs regard themselves as competitors in the same
market segment. Second, at the time the research was started,
ISPs did not see themselves responsible to perform attack
detection and mitigation as they did not see financial incentives
for themselves. Removing attack traffic reduces the overall
network traffic in an ISP network, while ISPs are payed based
on the amount of transferred traffic [49], [50]. Third, the results
from our surveys showed that only a minority of ISPs adhere
to established IT processes, security standards and frameworks
(e.g., ITIL, Control Objectives for Information and Related

Technology (COBIT), ISO/IEC 27000), even though being
compliant to security standards and frameworks is known to
enhance security and ensures reproducible workflow outputs.

The absence of security standard compliance of ISPs also
contradicts the establishment of automated processes to de-
tect and mitigate DDoS attacks. Moreover, the results of
our surveys show that ISPs fear to face a huge amount of
false positive alarms or to deploy a new attack target within
their own network infrastructure and services in case of an
automated detection and mitigation approach. As a result, ISPs
are afraid to lose control over their own network infrastructure
and services.

Nevertheless, we consider ISPs to be key points for DDoS
attack detection and mitigation. Therefore, the main contribu-
tion of this thesis is to leverage synergies and opportunities
arising from the combination of the key terms to mitigate the
effects of DDoS attacks at Internet scale.
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