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Abstract— We develop a systematic methodology to experi-
mentally investigate the impact of interference from a non-
listen-before-talk ultra-narrowband (UNB) signaling technique
on Wi-Fi links. The methodology is based on a worst-case
interference scenario, and consists of three investigating steps.
This methodology is then applied to a measurement setup to
practically study the case of 100 bps UNB signals interfering with
an IEEE 802.11n transmission in the 2.4 GHz band. Five different
Wi-Fi devices are tested. The UNB signal is generated in two
modulation schemes, the on-off-keying (OOK) and the Gaussian
minimum-shift-keying. Both single and multiple simultaneous
UNB interferers are considered. An analysis of the measurement
results shows that three of the tested Wi-Fi devices cannot coexist
with the considered non-listen-before-talk UNB communication
system. The throughput performance analysis of the other tested
devices shows that the OOK-modulated UNB signal has the
least interfering impact, and the Wi-Fi pilot subcarriers are
the most vulnerable to UNB interference. However, if a single
UNB interferer avoids these subcarriers and employs the OOK-
modulation scheme, then wireless coexistence is possible as long
as the signal-to-interference ratio of Wi-Fi to UNB is greater
than 30 dB, given that a drop to 75% of the maximum Wi-Fi
throughput is acceptable.

Index Terms— 2.4 GHz ISM band, 802.11n, interference, UNB,
Wi-Fi, wireless coexistence, WSN.

I. INTRODUCTION

IN 2016, it was estimated that 6.4-billion Internet-of-things
(IoT) devices were already in use, and this number was
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expected to exceed 20 billion by the year 2020 [1]. Numerous
IoT applications and services are usually deployed as wire-
less sensor networks (WSNs) in the license-free industrial,
scientific and medical (ISM) bands. Consequently, the already
existing problem of intra- and inter-system interference (i.e.,
wireless coexistence) [2]–[4] in these bands will grow expo-
nentially in the coming few years, and the 2.4 GHz ISM band
is no exception.

The European Telecommunications Standards Institute
(ETSI) regulations have distinguished between two categories
of intentional radiation in the 2.4 GHz ISM band: the short
range devices (SRDs) [5] and the wideband data transmis-
sion systems [6]. The latter is meant for license-free equip-
ment operating specifically in the 2400 – 2483.5 MHz ISM
band, in networks following the IEEE 802.11, Bluetooth, and
ZigBee communication standards. In these networks, modula-
tion schemes such as orthogonal frequency division multiplex-
ing (OFDM), frequency-hopping spread spectrum, and direct-
sequence spread spectrum (DSSS) are utilized. On the other
hand, the former category of intentional radiation is meant for
license-exempt non-specific SRDs operating within the range
of 1 – 40 GHz. The SRDs that operate in the 2.4 GHz ISM band
have an upper limit of 10 mW on the equivalent isotopically
radiated power (EIRP), and they may use a listen-before-talk
(LBT) mechanism to share the spectrum along with other
similar devices.

The majority of current and potential WSN applications
(e.g., metering, monitoring, and tracking) is characterized by
both latency tolerance and low throughput [7]–[9]. There-
fore, narrowband (NB)—and even the rapidly-growing ultra-
narrowband (UNB) [10]–[14]—signaling techniques have
attracted much attention in the sub-GHz ISM bands. They
can provide low-power wide-area-network (LPWAN) wireless
coverage service for the largely-deployed sensors [15], [16].

Currently, LoRa, which is a multi-layer protocol supported
by the SX1280 chipset from Semtech and utilizes the chirp-
spread-spectrum constant-envelope modulation, is one of the
very few narrowband techniques operating in the 2.4 GHz ISM
band. On the other hand, there are no UNB deployments
(as defined in [17]) in the 2.4 GHz ISM band yet. However,
the UNB scheme itself, which is basically a signaling tech-
nique with a very low instantaneous data rate (e.g., ∼100 bps),
is considered a potential and attractive solution for ultra-low-
power energy-scavenging-powered wireless sensors operating
in the 2.4 GHz ISM band, e.g. wireless body-worn sensors
[17]. Such body sensors are required to be cheap, miniature,
and highly integrated [18], [19]. Thus they are based on a
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crystal-less design—and most likely—with only a necessary
Tx section (i.e., an LBT mechanism may not be available).
Moreover, they must consume ultra-low power (ULP), and,
thereby, they only use, e.g., up to −10 dBm [17] of EIRP for
data transmission.

Biometrics measuring (e.g., blood sugar and heart rate),
physical trackers detecting (e.g., physical state of wearer),
and environmental sensor detecting (e.g., chemical gases) are
three major applications whose wireless sensors can survive
on energy scavenging (i.e., battery-less design) and are char-
acterized by very low throughput transmissions. As mentioned
in [17], the UNB signaling scheme is most suitable for such
applications. According to [5], NB and UNB wireless sensors
with an upper limit of −10 dBm do not have to adhere to
any further rules regarding LBT or duty cycling mechanisms.
However, because Wi-Fi networks are literally almost every-
where (i.e., in homes, offices, stations, public places, and
even cities with free Wi-Fi), their desirable 24/7 uninterrupted
coverage may become subject to frequent outages caused by
the aforementioned rapidly-growing NB wireless networks.
This is in spite of the fact that the wireless sensors in such
networks would merely transmit −10 dBm of EIRP.

Therefore, this article is dedicated to investigate the impact
of interference from the yet-to-be deployed non-LBT UNB
signaling technique on off-the-shelf Wi-Fi devices from vari-
ous vendors. Moreover, it provides spectrum recommendations
for future UNB deployments on how to reduce its interfering
impact on nearby Wi-Fi networks as much as possible.

The remainder of this article is organized as follows. Related
studies in the literature are reviewed in Section II, which also
details the main contributions of the article. In Section III,
a brief overview of the UNB and Wi-Fi techniques is given,
whereas the interference analysis methodology is detailed in
Section IV. Section V presents the measurement setup and the
results. A conclusion and a motivation for future work are
given in the end.

II. LITERATURE REVIEW AND CONTRIBUTION

There is a plenty of literature in which the resilience
of Wi-Fi (as well as similar OFDM-based systems) against
various sorts of interference (e.g., [20], [21]) and jamming
(e.g., [22]) is studied. However, to the best knowledge of the
authors, non-LBT UNB interference towards Wi-Fi has not
yet been thoroughly investigated. Additionally, because of the
nature of the UNB signaling technique with respect to Wi-Fi,
the following literature review mainly considers narrowband
interferers and single-tone (static and slow-sweep) jammers in
the 2.4 GHz ISM band, as they most likely have an impact on
Wi-Fi links similar to that from nearby UNB sensors.

For example, the authors in [23]–[26] considered the radio-
frequency interference (RFI) from the harmonics of digital
clock circuits that would share the same hardware plat-
form or at least exist in a very close proximity to Wi-Fi
antennas. In [23], a methodology was proposed and used
in a cabled measurement setup to experimentally study the
electromagnetic interference (EMI) from an LCD screen on a
built-in 802.11a/b/g card of a commercial notebook. However,

because of the lack of flexibility of how the LCD screen was
tested, the study was only limited to the impact of a single
harmonic on a specific Wi-Fi subcarrier.

The authors in [24] considered the EMI from the harmonics
of a 120 MHz clock signal. The measurements were conducted
inside a reverberation chamber (RC), and the narrowband
interference was emulated as a single tone that could reside
inside or outside of an 802.11g channel, and, thereby, interfere
with different Wi-Fi subcarriers. However, the case of an
interfered pilot subcarrier was not studied. In both [23] and
[24], the measurement results were quantified in terms of
throughput, but the corresponding range of the signal-to-
interference ratio (SIR) was not reported.

In [25], the authors studied the impact of EMI in the case
of harmonics from a personal computer dithered clock as well
as in the case of a single-tone interferer. The study reports
the bit-error-rate performance based on a theoretical analysis
and a numerical simulation. However, it assumes a simplified
model of the 802.11a physical layer.

In [26], a single-tone and an amplitude-modulated signal
were experimentally studied in the RC as potential EMI
sources. They were individually injected at the center of a
Wi-Fi channel as well as at the adjacent channels. The mea-
surement results were reported in terms of a minimum required
SIR to enable a Wi-Fi connection. However, the results and
conclusions regarding the resilience of 802.11n were based
only on one access point from a single vendor. In both [25] and
[26], the interferer resided at the center of the Wi-Fi channel,
so the cases of different types of interfered subcarriers were
not studied.

In the context of jamming, the authors in [27], [28] studied
the impact of a narrowband jammer on different 802.11g
cards in a cabled measurement setup. The jamming signal
was centered at each Wi-Fi subcarrier, and packet-error-rate
measurements were collected. However, like in [24], the mea-
surement results were not reproducible because the model
numbers of the tested Wi-Fi equipment were not reported.

None of the studies in [23]–[28] follows a systematic or pro-
found investigation of the impact of interference on the
different Wi-Fi mechanisms, especially the clear-channel-
assessment (CCA) mechanism in Layer 2. This is essential in
order to correctly analyze the collected measurement results,
and, thereby, reach a valid conclusion.

On the other hand, the authors in [29] experimentally stud-
ied both the physical (PHY) and the medium-access-control
(MAC) layers jamming on various commercial 802.11b/g
devices in a cabled measurement setup. The jammer generated
a single-tone signal that slowly swept the whole 2.4 GHz
ISM band. However, because it was only injected in the
data path which was separated from the acknowledgement
path, such tested jamming scenario was not realistic. More-
over, the gained insight from the MAC layer jamming was
actually based on throughput measurements of the transport
layer instead of observations from the behavior of the CCA
mechanism itself. Lastly, the considered Wi-Fi links in [25]–
[29] did not represent a real-world scenario as the modulation
coding scheme (MCS) was fixed (i.e., not adaptive) during the
simulations and measurement campaigns.
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Therefore, in this article, in order to fill some of the gaps
presented above, an experimental investigation is conducted on
the wireless coexistence between UNB wireless sensors and
Wi-Fi devices. Specifically, we exclusively consider the inter-
fering impact of intended radiations in the 2.4 GHz ISM band
from the ETSI-regulation-obedient non-LBT UNB signaling
technique on nearby Wi-Fi links. To the best of our knowledge,
the wireless coexistence of such signaling technique has never
been thoroughly studied before in the 2.4 GHz ISM band.
Furthermore, the Wi-Fi standard itself has complex PHY and
MAC layers. To that end, our main contributions can be
summarized as follows.

• The first methodology to systematically, thoroughly, and
experimentally investigate the impact of UNB interfer-
ence on individual Wi-Fi mechanisms is proposed. It is
based on three investigating steps, and it assumes a
worst-case interference scenario. In the first investigating
step, the impact of UNB interference on the Wi-Fi CCA
mechanism is studied. Next, the effect on the Wi-Fi
beacon delivery rate is assessed in the second step. In the
last and third step, the throughput performance of the
transport layer over a Wi-Fi link is investigated under
UNB interference.

• The methodology is then practically applied for a specific
measurement campaign of a TCP stream over an IEEE
802.11n link that is interfered by 100 bps UNB signals.
Multiple commercial Wi-Fi devices from different ven-
dors are tested following the proposed methodology. Two
situations of single and multiple simultaneous UNB inter-
ferers are individually considered. From the standpoint
of envelope constancy, two distinct modulation schemes
for UNB interfering signals are individually considered
in order to gain performance insight: the on-off-keying
(OOK) and the Gaussian minimum-shift-keying (GMSK).
The cases of interfering with all types of Wi-Fi subcar-
riers are individually studied.

• We have found that the connectivity of Wi-Fi networks
of three of the tested devices could easily be disrupted
by the interference under investigation. The other Wi-Fi
devices, on the other hand, exhibit similar vulnerability,
but only when the interference is inside few specific
spectral windows. Otherwise, these devices only suffer
in terms of throughput performance depending on the
instantaneous SIR value. We have also found that in order
to reduce the interfering impact on Wi-Fi links, OOK has
to be favored in UNB signaling over constant-envelope
modulation schemes (e.g., GMSK). Furthermore, UNB
signals have to avoid interfering with Wi-Fi pilot subcar-
riers because—compared to other types of subcarriers—
they are the most vulnerable to the UNB interference.
Therefore, in order to promote wireless coexistence,
we recommend 17 sub-bands for UNB signaling in the
2.4 GHz ISM band.

III. OVERVIEW OF UNB AND WI-FI

In this article, we consider Wi-Fi networks as potential
victims of UNB interference. The other two common wireless

technologies in the 2.4 GHz ISM band are Bluetooth and
ZigBee. Bluetooth utilizes adaptive frequency hopping and can
avoid interfered frequencies by choosing different channels.
ZigBee, on the other hand, employs a DSSS scheme which
can easily suppress the narrowband interference under inves-
tigation. However, most Wi-Fi versions is OFDM based, and,
thereby, they are less immune to UNB interference compared
to Bluetooth and ZigBee.

Additionally, as we have shown in the previous section,
literature lacks a systematic investigation of the interfering
impact from non-LBT UNB wireless sensors on Wi-Fi net-
works. Therefore, in this article, we develop an interference
analysis methodology after we take into consideration the
characteristics of such a UNB signaling technique [17], as well
as the complexities of the Wi-Fi standard. First, in this section,
the relevant characteristics of UNB are identified, and the
potentially affected mechanisms in Wi-Fi are outlined. Next,
in Section IV, the methodology is developed and presented.

A. UNB Characteristics

A wireless body sensor, which utilizes the UNB signaling
technique [17], occasionally transmits data packets to a nearby
base station. The size of these data packets is typically very
small (e.g. 32 bytes). However, due to the very low instanta-
neous data rate, the packet interval can easily occupy hundreds
of milliseconds. For instance, a 200-bit packet transmitted
using 100 bps of instantaneous data rate will fully occupy
two seconds. Therefore, a single UNB packet may cause
interference to hundreds and even thousands of Wi-Fi packets
that are transferred by nearby Wi-Fi networks.

Moreover, as mentioned in the previous section, the wireless
body sensors are based on crystal-less design. Consequently,
frequency errors of up to ±300 ppm are typically expected.
That would maximally result in a random frequency offset of
±750 kHz.

Additionally, as the wireless sensors are characterized by
ULP, they transmit, e.g., up to −10 dBm [17] of EIRP. They
can do so without first assessing the occupancy of the channel.
This is true because an LBT mechanism is not required by the
ETSI standard [5] for such devices with −10 dBm of EIRP.

B. Wi-Fi Standard

IEEE 802.11 standards are backward compatible, and they
define extensive PHY and MAC layers [30]. The relevant parts
in both layers that are expected to be impacted by the UNB
interference are summarized below, as they later need to be
considered in the methodology in Section IV.

Regarding the PHY layer in the 2.4 GHz band, the 802.11n
standard does not implement a transmit-power-control (TPC)
mechanism. Its channels can be in one of two modes,
20 MHz or 40 MHz. In the 20 MHz mode in Europe, there are
13 channels (as shown in Fig. 1). In the 802.11g/n standard,
channels 1, 5, 9 and 13 are non-overlapping, whereas channels
1, 6 and 11 are non-overlapping in the 802.11b standard.
By default, a Wi-Fi network uses one of three channels: 1,
6, or 11. However, in practice, a Wi-Fi channel configuration
in access points is subject to a user manual setup as seen
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Fig. 1. The 13 Wi-Fi channels in the 2.4 GHz ISM band and a snapshot
of channel occupancy in the real world (a house case scenario taken in
Gothenburg, Sweden on August 1st, 2018). Names and colors in the figure are
irrelevant.

in Fig. 1 (i.e., overlapping Wi-Fi channels). Therefore, from
wireless coexistence perspective, any primitive idea of making
the UNB wireless sensors only access the guard bands between
the non-overlapping channels is not necessary friendly for the
nearby Wi-Fi links.

The dominating setup of Wi-Fi networks is based on a star
topology. In this setup, an access point (AP) acts as a network
coordinator. It also provides an Internet access service to
devices such as smartphones, laptops and Wi-Fi-based sensors,
all of which are usually referred to as stations (STAs). The AP
itself broadcasts a beacon packet every ∼100 ms by default.
It carries useful information to STAs, among which is the
name of the Wi-Fi network (technically called service set
identifier, i.e., SSID). By listening to these beacons, STAs
can identify the network in order to initiate the authentication
and association processes, and be able to access the wireless
service. Beacon packets that are broadcast by Wi-Fi APs are
always sent in the 802.11b standard (for backward compat-
ibility) at 1 Mbps of information bit rate using differential
phase-shift-keying modulation combined with DSSS. On the
other hand, depending on the channel condition and received
signal strength (i.e., momentary packet loss rate), conventional
data packets are sent using different MCSs, but mostly using
the OFDM modulation scheme. Therefore, beacon packets
are expected to be more robust against the UNB interference
compared to data packets.

The OFDM modulation scheme is a multi-carrier one.
In the 802.11n version, the subcarrier spacing is 312.5 kHz.
Furthermore, the scheme utilizes 64 subcarriers in total (52 for
data, 4 for pilots, and the rest unused), as shown later in Fig. 5.
Therefore, different types of Wi-Fi subcarriers are expected to
have different vulnerabilities to the coexisting interference.

Regarding the MAC sublayer, a channel multiple-access
protocol (commonly known as carrier-sense multiple access
with collision avoidance, i.e., CSMA/CA) is put in use.
It implements a mechanism for assessing whether the channel
is idle/busy. The mechanism is called clear-channel assessment
(CCA), and it has two triggering thresholds: −82 dBm for
carrier sense (CCA-CS) to detect Wi-Fi packets, and −62 dBm
for energy detection (CCA-ED) to detect non-Wi-Fi signals.
Because the UNB signaling technique does not utilize an LBT
mechanism, a transmitting UNB wireless sensor is expected to
disrupt nearby Wi-Fi networks, if its received power is greater
than the CCA-ED triggering threshold.

IV. METHODOLOGY

In this section, the three-step methodology is presented
and explained in detail. It has been developed to experimen-
tally investigate the sole impact of interference from UNB
signals on Wi-Fi links in a systematic reproducible step-by-
step assessment. The investigation is, therefore, to be con-
ducted in a controlled environment, e.g., an anechoic chamber
(AC) to eliminate any unintended interference. On the other
hand, conducting the investigation in real-world environments
(which experience multipath propagation) would be beneficial,
but it requires designing a reproducible and interference-
free environment as well as developing another systematic
methodology for multiple-input multiple-output based sys-
tems. Due to space limitations, however, the authors have
decided to dedicate this article to the investigation in the AC,
and to consider real-world environments in a separate study.
The results presented here shall, therefore, be considered as
offering an upper bound of the performance for single-input
single-output based systems.

First, the UNB and Wi-Fi parameters are identified and
discussed. Different values of these parameters might signifi-
cantly change the impact of UNB interference on Wi-Fi links.
Throughout this article, a single combination of values for
the applicable UNB and Wi-Fi parameters is referred to as
a configuration. Next, a flow graph with three priority-based
investigating steps is then developed. In each step, a potentially
affected Wi-Fi mechanism is assessed individually, so that any
impact it may endure has no effect on other mechanisms.
At the end of this section, a worst-case scenario approach is
motivated.

A. UNB Parameters

In all of the three investigating steps, four UNB parameters
need to be considered for investigation: 1) received power
at AP/STA, 2) carrier frequency, 3) modulation scheme, and
4) number of simultaneous interferers. They are discussed
below.

1) Received power at AP/STA. The impact of interference is
not only characterized by the SIR, but it is also charac-
terized by the signal power itself. This is explained later
when the worst-case scenario approach is motivated.
Throughout this article, we define SIR as the total Wi-Fi
average power (S) to the UNB peak power (I). Both
powers are measured at the antenna port of the receiving
AP/STA.

2) Carrier frequency. Due to large random frequency off-
sets, a UNB interfering signal may overlap with any of
the Wi-Fi subcarriers. It may even end up between two
subcarriers and, thereby, interfering with both. More-
over, different types of Wi-Fi subcarriers may have
different vulnerabilities to UNB interference [29].

3) Modulation scheme. From the perspective of a Wi-Fi
link, the fluctuations in the instantaneous power of
a UNB signal (generated in a non-constant envelope
modulation scheme) are considered very slow (e.g. 1 ms
Wi-Fi packet vs. 10 ms UNB bit). Thereby, UNB signals
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with different modulation schemes would have different
interfering impacts.

4) Number of simultaneous interferers. Multiple UNB wire-
less sensors could transmit data simultaneously, and,
thereby, drastically interfere with the nearby Wi-Fi net-
works.

The four UNB parameters are summarized in Table I,
presenting the corresponding applicable values.

B. Wi-Fi Parameters

There are eight Wi-Fi parameters that need to be con-
sidered in the investigation. 1) The received signal strength
indicator (RSSI) of Wi-Fi signals at the AP/STA, and 2) the
offered throughput are both discussed later when the worst-
case scenario approach is motivated. 3) The transport-layer
protocol can be either UDP or TCP. 4) Different vendors have
different Wi-Fi chipsets which implement different algorithms
(i.e., proprietary implementation) wherever the IEEE standard
leaves it up to the vendor, or does not specify the details (e.g.,
adaptive MCS algorithm). The remaining Wi-Fi parameters are
5) the Wi-Fi standard version under investigation, 6) channel
bandwidth mode, 7) channel number, and 8) number of spatial
streams.

As it will be explained in the Section IV-C, all of the eight
Wi-Fi parameters are considered in the third investigating step,
whereas the first two investigating steps only consider the last
five Wi-Fi parameters. Table I summarizes these eight Wi-Fi
parameters, presenting the corresponding applicable values.

C. Three-Step Flow Graph

1) First Investigating Step—Methodology: Ideally, a 2 s
transmitted UNB packet should not disrupt the connectivity of
nearby Wi-Fi networks. In other words, a UNB signal should
concurrently coexist (both in time and frequency) with Wi-Fi
packets, so that a 20 MHz Wi-Fi channel is still efficiently
utilized. Therefore, an LBT mechanism in a UNB sensor is
not a wise choice. Otherwise, in case of a 100 bps UNB signal,
only around 200 Hz of bandwidth would be occupied, while
the rest of the whole 20 MHz bandwidth would be vacant from
Wi-Fi signals and, thereby, wasted for a period of 2 s.

As we have mentioned earlier, a non-Wi-Fi signal with
a received power ≥ −62 dBm should trigger the CCA-ED
mechanism according to [30]. This causes the AP/STA to
defer assuming a busy channel. However, the CCA-ED mech-
anism is dynamic, and its algorithm for sampling the power
is vendor dependent (i.e., proprietary implementation [30]).
Hence, an initial investigation is needed to determine if, and
at which configurations, a UNB signal would trigger the
CCA-ED mechanism of the AP/STA. This initial investigation
is, consequently, placed as the first step in the flow graph of
the methodology as depicted in Fig. 2.

2) Second Investigating Step—Methodology: In case an
STA loses multiple beacon packets due to corruption by,
e.g., a 2 s UNB interfering signal, the affected STA follows
a procedure that is vendor dependent. In some devices for
example, when STAs lose a particular number of consecutive
beacon packets, they disassociate themselves from the AP

Fig. 2. The three-step flow graph of the methodology.

and try to roam to another one. If no other AP is available,
the STAs report “Wi-Fi down” until the beacon packets can be
correctly decoded. Once the latter happens, the affected STAs
have to authenticate and associate themselves once again with
the AP before any data packet can be transferred in between
[31].

As a second step, an investigation of the impact of UNB
interference on the received beacon packets at STAs should be
carried out (see Fig. 2). The investigation in this step should
report a beacon delivery rate (BDR) with the corresponding
configurations. The BDR is defined as the number of correctly
decoded beacon packets at the considered STA divided by the
total number of beacon packets broadcast by the AP that the
STA is associated with.

The reason why the first step has to be conducted first is
to separate the configurations that cause an AP deferral (i.e.,
non-transmitted beacon packets due to a triggered CCA-ED)
from those which lead to corrupted beacon packets. Therefore,
the configurations that trigger the CCA-ED mechanism in
the first step should be avoided in the next ones. Otherwise,
incorrect interpretations would be made from the BDR, as both
sets of configurations would then overlap.

3) Third Investigating Step—Methodology: In this step,
the throughput performance of the transport layer over a Wi-Fi
link is assessed under the impact of interference from UNB
signals. The throughput is defined as the average information
bit rate of a considered case scenario which is simply the
amount of data successfully delivered over the transport layer
within a specified time.

Fig. 2 depicts this investigating step as the last one to be
carried out so that only the meaningful configurations are
considered in this step. In other words, the configurations
that trigger the CCA-ED mechanism and/or cause significant
beacon losses should be avoided in this last step of the
throughput performance assessment. Otherwise, the reported
throughput measurements may be affected by a network distur-
bance/outage triggered by non-transmitted/corrupted beacons.

D. Worst-Case Scenario Approach

The received UNB power at both sides of the Wi-Fi link
(i.e., the relative position of the UNB interferer to the AP and
the STA), the RSSI of Wi-Fi signals at the AP/STA, and the
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TABLE I

WI-FI AND UNB PARAMETERS FOR THE METHODOLOGY AND THE MEASUREMENT SETUP. (EMPTY CELLS ARE N.A.)

Wi-Fi offered throughput are three independent parameters.
However, because the developed methodology has the purpose
to examine only the worst-case interference scenario, only the
following combined configuration of these three parameters is
considered.

• The received UNB power is varied to obtain the same
desired range of SIR at both the AP and the STA.
Both sides of the Wi-Fi link are then fairly impacted
by interference as desirable. Such situation represents a
worst-case scenario. In practice, this would appear as if
the relative position of the UNB interferer is somewhere
on perpendicular line going through the middle of the
Wi-Fi link.

• The Wi-Fi link is made balanced (within ±1 dB) in terms
of RSSI. Moreover, RSSI itself is fixed at an adequately
strong value. In practice, this would appear as if the
the Wi-Fi link is established over a line of sight with
a relatively short distance. As a result, the MCS that is
automatically selected by the AP/STA has the highest data
rate possible. Such MCS (corresponding to the strongest
RSSI) is the most vulnerable to interference [27] com-
pared to those with lower data rates (i.e., lower index),
hence a worst-case scenario. Consequently, throughout
this article, any SIR value/range is reported along with
the corresponding S value itself.

• If a Wi-Fi user gets temporarily and partially interfered
while a small portion of the Wi-Fi channel capacity is
utilized by the Wi-Fi network, then the user experience
will not noticeably deteriorate. However, if the Wi-Fi
network is congested (i.e., the Wi-Fi channel capacity
is fully utilized), then any interference will noticeably

damage the Wi-Fi user experience. Therefore, to consider
a worst-case scenario, the offered Wi-Fi throughput is set
at its maximum value, i.e., maximum carried throughput.

V. MEASUREMENT SETUP AND RESULTS

The measurement setup in all of the three investigating
steps is depicted in Fig. 3. The AC has the dimensions
of 4.5×3.5×3.1 m3, and, thereby, far fields were guaran-
teed at 2.4 GHz for the involved transmit and receive dipole
antennas. Initial measurements were conducted to ensure that
no external interference was above the noise floor in the
Wi-Fi channel under test. Five commercial Wi-Fi devices
from different vendors were used in the measurements and
reported in Table I. All of the Wi-Fi devices were kept in the
default manufacturer settings, unless it is mentioned otherwise.
To ensure their suitability for the measurement setup, they
had to adhere to the following conditions. 1) They only have
external antennas, i.e., no internal antennas. 2) Their antennas
are detachable. 3) They support the 802.11n version. 4) They
are from popular vendors (most sold on online retailers in the
Netherlands).

One of the conditions for the measurement results to be
easily reproducible inside the AC is that the SIR has to be
measured at the antenna port of the receiver (i.e., AP/STA).
This makes the orientation and the relative location of transmit
and receive antennas as well as the transmit power irrelevant.
Additionally, many Wi-Fi chipsets do not report the RSSI
of the received Wi-Fi packets, and none of them report the
interference power. Hence, the measurement setup has to be
established in such a way that both the signal and the interfer-
ence are probed by the same instrument. Moreover, probing
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Fig. 3. The measurement setup.

the power inside Wi-Fi devices is not always possible let alone
convenient due to limited accessibility. Therefore, the condi-
tions of external and detachable antennas are imposed.

As can be seen from Fig. 3, a probe was located behind
a corner reflector. The probe was connected through an RF
switch to a spectrum analyzer (Agilent E4404B) and a Wi-Fi
sniffer (Alfa Network AWUS036NHA) for further investi-
gations (e.g., probing the Wi-Fi channel under test in the
frequency domain as well as at the packet level). According
to initial measurements, the reflector provided the probe with
8 – 10 dB of effective suppression against the generated UNB
interference.

Based on the software-defined radio concept, the 100 bps
UNB interference was built in GNU Radio software, and
generated using a BladeRF device. The UNB signal was
generated in two different modulation schemes, namely OOK
and GMSK. The latter is a constant-envelope modulation
scheme, whereas the former—which is square-root-raised-
cosine pulse shaped—has a peak-to-average-power ratio of
∼5 dB. The 99% occupied bandwidth is 153 Hz and 93 Hz
for the OOK- and the GMSK-modulated signals, respectively.

Because 802.11n is the latest widespread Wi-Fi version
in the 2.4 GHz band, the measurements were limited to it.
Due to the time limitation of the measurement campaign,
the measurements were also limited to the bandwidth mode
of 20 MHz. Nevertheless, the bandwidth mode of 40 MHz
is expected to produce similar trends, as it is basically a
concatenation of two 20 MHz channels. The choice of the
Wi-Fi channel number had no impact on the collected mea-
surements. Moreover, the measurement setup itself followed
the previously-explained methodology. Therefore, three main
sets of measurement results are reported below, one for each
investigating step. Table I lists the full set of values of the
UNB and Wi-Fi parameters that were used in each step of the
experimental investigation.

A. 1st Investigating Step—Results

The CCA-ED mechanism was examined utilizing an SA
which was set in the burst-power mode (i.e., time-sweeping
mode). While the UNB parameters were varied, observations

Fig. 4. A screenshot of a 10 s span on the SA showing the deferral behavior
of the beacon packets and the TCP traffic for the 1st investigating step. The
SA was set in the burst-power mode.

from the SA were taken and the corresponding configura-
tions were logged when the Wi-Fi device under test (DUT)
deferred from transmission (i.e., the CCA-ED mechanism was
triggered). As mentioned earlier, APs periodically broadcast
beacon packets. Therefore, if these packets (or even data
packets) are observed to be missing while the interference is
present, then that is an indication of deferral. STAs, on the
other hand, do not send beacon packets when they operate
in the normal mode. However, there is an option in host
operating systems through which they can be set in an Ad-hoc
network mode to operate as network coordinators. One of the
responsibilities of such coordinators is to periodically send
beacon packets. In this 1st investigating step, APs and STAs
were tested separately as well as in pairs (i.e., AP ⇔ STA).
When an STA was tested separately, it was set to work in
the Ad-hoc network mode. Otherwise, it operated as a normal
STA.

Fig. 4 shows a screenshot of a 10 s span on the SA in
the case of a Linksys E1700-EJ access point, a TP-Link
AC600 T2UH station, and a GMSK-modulated UNB interfer-
ing signal. In the figure, the UNB signal was set to coincide
with the Wi-Fi data subcarrier of index +10, and TCP traffic
was initiated from the AP to the STA. As the figure depicts,
the AP deferred from broadcasting the beacon packets during
Period 2 due to the existence of the UNB interference. During
Period 1, on the other hand, the AP did not only defer as it
did in Period 2, but also both the AP and the STA deferred
from sending data packets (i.e., all Wi-Fi traffic) in between.
Therefore, in Period 1 and Period 2, it can be indicated that
the CCA-ED mechanism was triggered in both Wi-Fi devices.
Different configurations were tested and reported in Table I.

From analyzing the measurement results of different scenar-
ios, the following observation can be made. The data traffic
is always deferred whenever the received UNB interference
power is above the CCA-ED triggering threshold of any side
of the Wi-Fi link. The only exception, however, is when
the received interference power is only above the CCA-
ED triggering threshold of a UDP receiver. In this case,
the UDP traffic is not deferred. This can be explained by
the fact that it is only TCP that has an acknowledgment
mechanism, which is basically another data traffic initiated in
the opposite direction and, thereby, subject to the CCA deferral
mechanism.
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Fig. 5. The variations of the CCA-ED triggering threshold over frequency for different Wi-Fi devices. The LogiLink WL0238 and EDUP EP-AC1635
stations had very close CCA-ED triggering thresholds (within ±4 dB), yet they are plotted here as one for simplicity. The red dashed vertical lines indicate
the locations of the pilot subcarriers. (Measurement results of the 1st investigating step).

Five different APs and STAs from different vendors were
tested regarding the CCA-ED mechanism. Their behaviors
are reported in Fig. 5 along with the −62 dBm triggering
threshold that is specified in the IEEE standard [30]. The
reported threshold is basically the UNB peak power at which
the CCA-ED mechanism is supposed to be triggered. The
power was measured at the antenna port of the Wi-Fi DUT.
Fig. 5 corresponds to either cases of an OOK- or a GMSK-
modulated UNB signal, and this can be explained by the
following. As mentioned earlier, from the perspective of a
Wi-Fi link, the fluctuations in the instantaneous power of
a UNB signal that is generated in a non-constant envelope
modulation scheme (e.g., OOK) are considered very slow.
In other words, the average power of a received UNB signal
that is estimated by a Wi-Fi receiver is basically considered
an instantaneous power by a UNB receiver (e.g., 1 ms Wi-Fi
packet vs. 10 ms UNB bit).

It can be observed from Fig. 5 that none of the tested
Wi-Fi devices followed the −62 dBm standard. Moreover,
a significant variation in behavior between the Wi-Fi devices
can be observed as well. A very similar observation is
reported in [29]. In fact, two STAs (LogiLink WL0238 and
EDUP EP-AC1635) and one AP (ASUS RT-AC55U) had a
triggering threshold that is 20 – 30 dB below the −62 dBm
standard value as can be seen from the figure. However, their
thresholds became relatively less sensitive around the unused
subcarriers. Nevertheless, these three Wi-Fi devices would be
utterly disrupted by received UNB interference that is as weak
as −80 dBm.

On the other hand, the other tested Wi-Fi devices (Linksys
E1700-EJ access point and TP-Link AC600 T2UH station)
had a few but very sensitive spectral windows as can be
seen in Fig. 5. Their CCA-ED mechanism was triggered when
very weak UNB interference was present inside such spectral
windows. The triggering thresholds of these windows were
−90 dBm and −84 dBm for the AP and the STA, respectively.

The other windows of both Wi-Fi devices were virtually
insensitive to UNB interference. A UNB signal with a received
power as strong as −30 dBm was tested and yet the CCA-ED
mechanism was not triggered. A stronger value could not be
tested due to the limitation of the measurement setup.

The frequencies of these virtually-insensitive spectral win-
dows can be exploited to deploy UNB wireless sensors as long
as the nearby Wi-Fi devices exhibit such windows. Otherwise,
a sufficient distance is required to separate them from the
nearby Wi-Fi devices. For example, in case of a UNB transmit
power of −10 dBm and a CCA-ED triggering threshold of
−62 dBm [30], a 4-meter distance (corresponding to 52 dB of
free-space path loss) is required to avoid provoking a Wi-Fi
network disturbance/outage. In the next investigating steps,
the measurements were carried out on the Linksys E1700-EJ
access point and the TP-Link AC600 T2UH station, as well
as limited to the case in which the UNB interference resided
inside the virtually-insensitive spectral windows.

B. 2nd Investigating Step—Results

In this step, a Wi-Fi link was established between the
Linksys E1700-EJ access point and the TP-Link AC600 T2UH
station, i.e., the STA was associated with the AP. Microsoft
Network Monitor software ran on Laptop 2. Within a spec-
ified time, the software listed—among others—all correctly
decoded beacon packets along with their corresponding
timestamps. These beacon packets were broadcast by the AP
and received by the STA. In this investigating step, the direc-
tion of the data traffic is irrelevant since there is none in the
first place.

The BDR was measured for multiple configurations. How-
ever, it is reported in this article only for the configurations
shown in Table I. These configurations correspond to the
meaningful SIR range of 9 – 40 dB, as the throughput (in
the next investigating step) assumed its full dynamic range.
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Fig. 6. An example of data rate per packet at the PHY layer and corresponding instantaneous throughput at the transport layer for both TCP and UDP over
0.5 min. (Measured at the TP-Link AC600 T2UH station for the situation of a single OOK-modulated UNB interfering signal that coincided with the Wi-Fi
subcarrier of index +16. During Period α, SIR was set at 30 dB while S was −36 dBm).

Within this SIR range, the BDR stayed at 100%, i.e., not a
single beacon packet was lost as a result of the existing UNB
interference. This relative robustness against UNB interference
can be explained by the fact that beacon packets are always
broadcast using the lowest MCS index (i.e., at 1 Mbps), as well
as using the DSSS scheme. This DSSS scheme is more
immune to the interference under investigation compared to
OFDM. A similar observation is reported in [29].

C. 3rd Investigating Step—Results

A Wi-Fi link was already established like in the previ-
ous investigating step. Laptop 2 and Laptop 3 ran the JPerf
freeware tool which reported the carried throughput of the
transport layer every second. In the JPerf tool, one laptop was
configured as a server, whereas the other was configured as a
client. The client sent a data stream to the server over the Wi-Fi
link for a specified duration. Because TCP dominates the Inter-
net traffic compared to UDP, all throughputs were measured at
the transport layer of a TCP link. The TCP window size was
set to 56 kbytes in the JPerf tool, whereas the maximum trans-
fer unit (a.k.a. MTU) was set to 1500 bytes in the operating
system of both Laptop 2 and Laptop 3. The maximum carried
throughput was measured in the case of no interference. It was
around 54 Mbps (with a standard error < 1.0%) as a single
spatial stream was established between the STA and the AP
under test.

For each tested configuration in Table I, the instantaneous
throughput was measured over a 5 min interval which is
referred to as a measurement session throughout this article.
During the whole session, a continuous flow of Wi-Fi data
stream was set up in the JPerf tool. Every session had 21 UNB
interference periods of 2 s each. This interference period was
repeated every ∼14.3 s. For instance, Fig. 6(a) shows the
instantaneous TCP throughput performance at the STA over

half a minute in the situation of a single OOK-modulated UNB
interfering signal coinciding with the Wi-Fi data subcarrier of
index +16. During the interference periods in Fig. 6(a), SIR
was set at 30 dB (while S was −36 dBm).

It can be observed from the figure that after each interfer-
ence period (α), there is typically a throughput recovery period
(β) similar to what is reported in [32]. During this period,
which lasts less than 7 s, the Wi-Fi throughput slowly rises up
to its maximum value (i.e., maximum carried throughput). This
can be initially explained by the joint impact of TCP mech-
anisms (flow control and congestion control) and an adaptive
MCS algorithm (a.k.a. rate adaptive algorithm) that is put in
use in commercial Wi-Fi devices. However, the throughput
behaviour in the recovery period is in fact dominated by the
adaptive MCS algorithm. This can be confirmed from Fig. 6(b)
which shows the instantaneous UDP throughput performance
for the same configuration as of that for TCP. Both situations
have almost identical behaviour where the only difference is
in the maximum carried throughput (i.e., 62 Mbps for UDP
vs. 54 Mbps for TCP). Moreover, Fig. 6 shows the data rate
of each transferred packet for the same measuremernts which
were collected from the Wi-Fi sniffer at the PHY layer after
packet filtering (i.e., TCP/UDP packets with the appropriate IP
destination). The data rate at the PHY layer indeed resembles
the throughput behaviour at the transport layer.

A maximum carried throughput period (γ), which lasts less
than 8 s, follows the recovery period. It was to ensure that
the Wi-Fi link settles before the next interference period. This
is because—in a real-world scenario—the offered throughput
(i.e., number of packets per day) of a UNB network would
be very low. One example is to transfer some biometric data
(e.g., blood sugar) of a home patient to a cloud-connected
base station. In such an example, data could be transmitted
periodically/regularly or on an event-triggering basis. In the

Authorized licensed use limited to: UNIVERSITY OF TWENTE.. Downloaded on July 14,2021 at 07:21:10 UTC from IEEE Xplore.  Restrictions apply. 



MAHFOUZ et al.: IMPACT OF UNB INTERFERENCE ON WI-FI LINKS: AN EXPERIMENTAL STUDY 3025

former case, the transfer rate could be, e.g., up to ten times a
day for a diabetic patient.

From each of the 5 min measurement sessions, a single
Wi-Fi throughput value was derived and reported later along
with its standard error. The value was derived as follows. First,
it was averaged over the period α+β. Then it was averaged
over 21 realizations that correspond to the 21 interference
periods of the same 5 min measurement session itself.

The 3rd investigating step in the measurement setup was
divided into two sub-steps as reported in Table I. In the first
one, a single UNB interferer was present, whereas the second
sub-step was for the situation of multiple simultaneous UNB
interferers. Moreover, in each of the two sub-steps, the Wi-Fi
traffic (i.e., data stream) in the JPerf tool was generated in
either directions of the Wi-Fi link per measurement session.
One direction was from the AP to the STA, i.e., downlink
(DL), as in, for instance, the case of watching a video on
YouTube. The other direction was from the STA to the AP,
i.e., uplink (UL), as in, for instance, the case of uploading a
file to Google Drive.

While the traffic was set to be unidirectional in this mea-
surement setup, acknowledgment packets at the physical and
transport layers were still generated in the opposite direction.
Nevertheless, they constituted less than 5% of the total volume
of the traffic according to the Wi-Fi sniffer. Therefore, when
Laptop 3 was configured as a server in the JPerf tool, it was
the AP that was mostly affected by the UNB interference as
it received the Wi-Fi traffic from the STA. This situation is
later referred to in this section as UL. DL, on the other hand,
is for the other situation in which Laptop 2 was configured as
a server, and, thereby, it was the STA that was mostly affected
by the UNB interference as it received the Wi-Fi traffic from
the AP.

In this measurement setup, the impact of UNB interference
on the throughput performance was tested on both the AP
(i.e., UL) and the STA (i.e., DL) separately. This applied to
both situations of single and multiple interferers which are
presented below.

1) The First Sub-Step—A Single Interferer: In this first sub-
step, the UNB signal was generated in the two modulation
schemes: OOK and GMSK. The UNB signal was also set
at different frequencies inside the Wi-Fi channel under test as
reported in Table I. The two Wi-Fi subcarriers of indices 0 and
+29 are unused subcarriers, whereas +16 and +18 are data
subcarriers. The subcarrier of index +21 is a pilot subcarrier.
The two cases, in which the UNB signal resides either between
two data subcarriers or between a data and a pilot subcarrier,
were considered as well (i.e., +18.5 and +21.5, respectively).

The choice of which subcarrier had to be tested among
the 4 pilot subcarriers was irrelevant, as long as they resided
inside the aforementioned virtually-insensitive spectral win-
dows. This was also true for the 52 data subcarriers. However,
12 of them are used in the preamble of Wi-Fi packets [30],
hence the subcarrier of index +16 (which is one of these
12 subcarriers) was considered in the measurements as well.

Fig. 7 and Fig. 8 show the Wi-Fi throughput performance
in the case of UL and DL, respectively, over the SIR range
of 9 – 35 dB (while S was −40 dBm and −36 dBm for the UL

and the DL, respectively). The throughput was upper-limited
by ∼54 Mbps which corresponded to the maximum carried
throughput in the case of no interference (i.e., theoretically
infinite SIR). Most throughput curves in the figures can be
approximately fitted by straight lines but with different slopes,
i.e., an approximate linear relationship (similar to what is
reported in [24]) between throughput and SIR in dB can be
observed.

Given the same UNB peak power, it can be intuitively
predicted that OOK would have less interfering impact than
GMSK would. This can be explained by the fact that half of the
10 ms OOK bits (i.e., nearly-zero-energy bits) barely interfere
with Wi-Fi packets. In fact, this can be clearly confirmed from
the figures for all tested configurations.

Given a drop to 75% of the maximum Wi-Fi throughput
is acceptable, the AP in Fig. 7 could tolerate worse SIR
values (1.5 – 6.0 dB less) in the case of an OOK-modulated
UNB signal compared to that of GMSK. This tolerance was
relatively less exhibited by the STA (only up to 1.5 dB) as can
be seen in Fig. 8. However, the friendly coexistence of OOK
compared to GMSK towards the Wi-Fi link (i.e., towards both
the AP and the STA) became more distinctive for worse SIR
values.

Fig. 9 shows the same results as in the two previous
figures but in a different presentation. Fig. 9(a) is dedicated
for the case of an OOK-modulated UNB signal, whereas
Fig. 9(b) is for the case of GMSK. As can be indicated from
both figures, the throughput performance in the case of the
Wi-Fi subcarrier of index +16 was very close to that in the
case of the subcarrier of index +18. That means the specific
12 data subcarriers that are used in the preamble [30] are not
more/less susceptible to UNB interference than the rest of the
data subcarriers. In the case of a UNB signal residing between
two data subcarriers (i.e., +18.5), the throughput performance
was still close (with ±3 dB of SIR) to the previous case of
data subcarriers (i.e., +16 and +18). However, it can be
indicated from all tested configurations in both figures that
pilot subcarriers (e.g., +21) were the most vulnerable to
UNB interference, especially for poor SIR values. A similar
statement is reported in [29], reasoning that such subcarriers
are vital for channel estimation and frequency-offset correction
processes. Moreover, the case of a UNB signal residing
between a data and a pilot subcarrier (e.g., +21.5) proved
such vulnerability, as the throughput performance was almost
as poor as in the previous case (i.e., +21).

From Fig. 9, comparing the UL throughput performance at
the AP with that of the DL at the STA, the former was more
resilient to the interference under investigation than the latter.
This can be attributed to a couple of reasons. 1) Because
the AP under test has two external antennas, it receives
two copies of the signal, and, thereby, twice the received
power. 2) Powerful decoding and detection algorithms may be
implemented in the power-hungry AP compared to the STA.

According to Fig. 9, while the throughput at the AP was
still not impacted by interference when SIR was 30 dB,
the throughput at the STA was actually 59% to 83% of its
maximum value, depending on the modulation scheme and
the frequency of the UNB interference.
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Fig. 7. The averaged Wi-Fi throughput of the UL at the AP for the situation of a single UNB interferer. (Measurement results of the 3rd investigating step
— first sub-step).

Fig. 8. The averaged Wi-Fi throughput of the DL at the STA for the situation of a single UNB interferer. (Measurement results of the 3rd investigating step
— first sub-step).

The reason why the case of the unused subcarriers (i.e.,
0 and +29) is not presented again in Fig. 9 is considered
later at the end of this first sub-step when the 17 sub-bands
are recommended. Nevertheless, it is worth noting that the
throughput performance in this case was better than that when
pilot and data subcarriers were subjected to interference. This

is similar to what is reported in [24]. This can be explained by
the fact that the unused subcarriers basically do not carry any
information. Based on Fig. 9, the throughput started degrad-
ing from its maximum value when SIR < 16 dB or 22 dB,
depending on the Wi-Fi DUT. This observation is somewhat
in accordance with [25], [26] in which it is reported that a
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Fig. 9. The averaged Wi-Fi throughput of the UL at the AP (dashed lines) and the DL at the STA (solid lines) for the situation of a single (a) OOK-modulated
and (b) GMSK-modulated UNB signal. (Measurement results of the 3rd investigating step — first sub-step).

continuous-wave interferer at the subcarrier of index 0 caused
a performance degradation when SIR < 20 dB.

According to Fig. 9, by avoiding the Wi-Fi pilot subcarriers,
the throughput at the AP and the STA dropped to 50% of its
maximum value, as long as SIR was greater than 17 dB and
27 dB, respectively. This relatively large required SIR can be
explained by the followings. 1) The signal power S in SIR is
for the total Wi-Fi power, not for a single subcarrier. 2) The
duration of the UNB interference was 2 s, which means at
least one Wi-Fi subcarrier was basically affected in all OFDM
symbols over thousands of consecutive Wi-Fi packets. 3) The
developed methodology and, thereby, the measurement setup
was based on the worst-case scenario as explained earlier in
Section IV-D.

The reason why the authors have only considered the
throughput measurements of the Wi-Fi link between the
Linksys E1700-EJ access point and the TP-Link AC600 T2UH
station is because the other tested Wi-Fi devices have very
low CCA-ED triggering threshold. That makes the Wi-Fi link
either very weak or unable to be established as explained
in the following. The LogiLink WL0238 station was tested
along with the Linksys E1700-EJ access point in terms of
throughput performance. During the test, a TCP stream was
initiated by the AP towards the STA, and an OOK-modulated
UNB interfering signal was set to coincide with the Wi-Fi
data subcarrier of +16. Since the LogiLink station has a
CCA-ED triggering threshold of as low as –82 dBm (see
Fig. 5), the UNB signal power (I) was set in the range
of –88 to –96 dBm, while the AP received signal power (S)
was set at a very weak value of –80 dBm by attaching an
appropriate attenuator to each antenna port of the AP and
the STA. Therefore, the SIR values were in the range of
8 to 16 dB and within which the average measured throughput
was between the maximum carried throughput of 8.8 Mbps and
a very low throughput value of less than 1 Mbps. On the other
hand, the ASUS RT-AC55U access point was not tested for
throughput performance since the Wi-Fi signal power had to
be as low as –91 dBm (see Fig. 5). For such a very weak signal,
the Wi-Fi link could not be established in the first place.

From the obtained measurements in the situation of a single
UNB interferer, the following important insight can be derived.

In order to reduce the impact of UNB interference on nearby
Wi-Fi devices, it is strongly recommended for UNB signals
to avoid coinciding in the frequency domain with any of the
pilot subcarriers of any of the 13 Wi-Fi channels. Therefore,
in Fig. 10, all of the 56 used subcarriers (i.e., 52 data and
4 pilot) of every Wi-Fi channel are plotted together in one
figure. The subcarrier indices, which then are referred to as
universal indices, range from 1 to 257. The universal indices
1 – 4 and 254 – 257 are never used, whereas indices 5 – 253
are occupied by either at least one data subcarrier, a pilot
subcarrier, or both.

From Fig. 10, it can be seen that in total there are 52 pilot
subcarriers which correspond to all of the 13 Wi-Fi channels.
As can be seen from the same figure as well, the two
guard bands between the non-overlapping Wi-Fi channels
(i.e., between 1 and 6, and between 6 and 11) contain pilot
subcarriers of the other Wi-Fi channels. Therefore, based on
the insight regarding the vulnerability of the pilot subcarriers,
any idea of utilizing these two guard bands for UNB signaling
is not wise as channel occupancy in the real world is not
limited to the non-overlapping channels (see Fig. 1).

Alternatively, we recommend 17 sub-bands for UNB
signaling—with a minimum sub-band bandwidth of
2.5 MHz—as depicted at the top of Fig. 10. This is based on
the aforementioned insight, and, thereby, these 17 sub-bands
do not contain any of the 52 pilot subcarriers. Even though
all of the unused subcarriers of all Wi-Fi channels reside
only inside these sub-bands, a UNB signal transmitted in any
of them would still definitely interfere with at least one data
subcarrier of some Wi-Fi channel as can be indicated from
the figure (with the exception of sub-bands 1 and 17).

2) The Second Sub-Step—Multiple Interferers: Multiple
simultaneous UNB interferers were present in this second
sub-step. Because in this article we follow the worst-case
scenario approach, this sub-step only considered the combined
configuration of the following four conditions. 1) All UNB
interferers had the same modulation scheme. 2) The chosen
modulation scheme was GMSK because it has the most
interfering impact as proven earlier. 3) All UNB interferers
were configured to produce the same received power at the
Wi-Fi DUT. 4) Each one of the simultaneous interferers affects
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Fig. 10. The data and pilot subcarriers of all of the 13 Wi-Fi channels in the 2.4 GHz ISM band. Black solid lines refer to the locations of data subcarriers,
whereas colored dashed lines refer to the locations of pilot subcarriers. The dashed lines of the same color belong to the same Wi-Fi channel.

Fig. 11. The averaged Wi-Fi throughput of the UL at the AP (red lines) and the DL at the STA (green lines) for the situation of a single OOK-modulated
UNB signal (solid lines) and seven simultaneous GMSK-modulated UNB signals (dashed lines). (Measurement results of the 3rd investigating step — second
sub-step).

a different data subcarrier. If multiple interferers affect the
same data subcarrier, their received power will be aggregated.
Consequently, we have decided in this article that I in SIR
refers to the peak power of only one of the simultaneous UNB
interferers, given the corresponding number of the simultane-
ous interferers is mentioned.

In this sub-step, we studied the throughput performance of
the Wi-Fi link in the situation of 7 simultaneous and inde-
pendent UNB interferers residing in sub-band 9. These inter-
ferers coincided with the data subcarriers of indices +13 to
+19 of Wi-Fi channel 6 (i.e., universal indices 126 to 132),
as reported in Table I. They employed the GMSK modulation
scheme, and they were simultaneously generated by the same
BladeRF device that is depicted in the measurement setup
in Fig. 3.

Based on the configurations in Table I, Fig. 11 shows the
throughput performance of the Wi-Fi link in the presence
of such 7 UNB interferers over the SIR range of 25 – 40 dB
(while S was −40 dBm and −36 dBm for the UL and the DL,
respectively). Comparing the UL throughput performance at
the AP with that of the DL at the STA, an observation similar
to an aforementioned one can be made: the AP was more
resilient to the interference under investigation than the STA
was. According to Fig. 11, while the throughput at the AP
was still not impacted by interference when SIR was 34 dB,

the throughput at the STA was actually 52% of its maximum
value.

For the purpose of comparison, Fig. 11 also presents the
already-reported throughput performance in the situation of
a single OOK-modulated UNB signal which coincided with
the Wi-Fi subcarrier of index +16. In fact, based on the
analysis of previous results, this case was the least bad in
the assumed worst-case scenario. According to the figure,
while the throughput at the AP in the situation of a single
UNB interferer was still not impacted by interference when
SIR was 29 dB, the throughput at the same AP in the other
situation of 7 simultaneous UNB interferers was actually 63%
of its maximum value. Similarly, while the throughput at the
STA in the situation of a single UNB interferer was still not
impacted by interference when SIR was 35 dB, the throughput
at the same STA in the other situation of 7 simultaneous UNB
interferers was actually 61% of its maximum value.

Alternatively, Fig. 11 can be interpreted as follows. If,
in any of the recommended sub-bands, there are N simul-
taneous UNB interferers (where 1 ≤ N ≤ 7) with different
modulation schemes, different received interference powers,
and interfere with different subcarriers, then the throughput of
the DL at the STA will be, e.g., 44% – 91% of its maximum
value given that at least one of the UNB interferers produces
a minimum SIR value of 33 dB at the STA. In other words,
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the throughput performance would be anywhere in the green-
shaded area in Fig. 11 on a vertical line of SIR = 33 dB.
Similarly, the throughput of the UL at the AP will be, e.g.,
37% – 91% of its maximum value given that at least one of
the UNB interferers produces a minimum SIR value of 25 dB
at the AP. In other words, the throughput performance would
be anywhere in the red-shaded area on a vertical line of SIR
= 25 dB.

VI. CONCLUSION

A three-step worst-case-scenario-based systematic method-
ology has been developed for the purpose of experimentally
investigating the interfering impact from the UNB signaling
technique on Wi-Fi links. A measurement setup is built and an
investigation is carried out for the specific case of UNB signals
(2 s, 100 bps UNB packets) interfering with a TCP stream over
an IEEE 802.11n link.

The following insights are gained regarding the interference
vulnerability of different tested Wi-Fi devices and subcarriers,
as well as regarding the friendly coexistence of different UNB
modulation schemes. Wi-Fi devices from some vendors are
totally disrupted by non-LBT interference that is as weak as
−80 dBm, whereas other devices only suffer in terms of carried
throughput provided that their sensitive CCA-ED windows
are avoided. Given the same peak power, an OOK-modulated
UNB signal has less interfering impact than GMSK has.
Based on the gained insight from pilot subcarrier vulnerability
compared to other types of Wi-Fi subcarriers, 17 sub-bands are
recommended for UNB signaling in the 2.4 GHz ISM band.
If UNB signals only access these recommended sub-bands and
given that a drop to 75% of the maximum Wi-Fi throughput
is acceptable, then wireless coexistence is possible in the
following two scenarios in which S is −36 dBm: 1) a single
UNB interferer employing an OOK-modulation scheme while
SIR > 30 dB, and 2) up-to-seven simultaneous UNB interfer-
ers interfering with different data subcarriers and employing
arbitrary modulation schemes while minimum SIR > 36 dB.

For further research, a more in-depth investigation on the
behaviour of the CCA-ED mechanism, as well as an investiga-
tion on UNB wireless coexistence in real-world deployments
will be considered. Moreover, the impact of Wi-Fi devices
onto nearby UNB wireless sensors will be studied.
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