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Abstract—Internet of Things (IoT) has emerged as a key
technology with a large spectrum of applications in various
fields. However, it still faces several security challenges, in
particular authentication-related challenges. Efficient ”tradi-
tional” authentication solutions are often centralized, which
cannot meet all the IoT requirements, especially in term of
scalability. This paper proposes a new authentication scheme
using the promising distributed ledger technology ”IOTA” and
the Masked Authenticated Messaging module. The proposed
scheme is implemented, simulated and compared to other
existing schemes. Its effectiveness is evaluated according to
the IoT requirements. The implementation was done In IOTA
v1 where IRI played an important role as a coordinator to
verify transactions and interact with client library, in the
next publication IOTA v2 will be implemented benefiting from
Coordicide with the elimination of the coordinator in order to
provide a benchmark showing the differences between IOTA v1
and IOTA v2.

Index Terms—Authentication, Blockchain, distributed ledger,
IoT, IOTA, MAM, Security.

I. INTRODUCTION

Internet of Things (IoT) is a ubiquitous inter-network of
intelligent physical objects, called ”Things”. IoT empowers
any ”Thing” to connect and communicate, thereby, converting
the physical world into an enormous information system. Var-
ious technologies, like cloud computing and machine learn-
ing to data analysis and information modeling, are quickly
becoming an integral part of IoT fabric. The tremendous
advancement in the field of IoT results in the growth in
information and communication technology business as well.
The extent to which IoT will be part of our day-to-day life
can be understood from the fact that 95% of newly introduced
products by 2020 will have IoT technology at their core [1].
The primary purpose of the IoT is to share information gained
by objects, which reflects in the manufacture, transportation,
consumption, and other details of people’s lives. [2]
The requirements and limitations of the connected ”things”
raise a number of challenges, including connectivity chal-
lenges for billions of devices to communicate with each
other, security challenges with the need to protect IoT net-
works from being attacked and at the same time from being
exploited to become an attack tool. These challenges are
aggravated by the resource-limited nature of IoT devices
which renders traditional communication protocols and se-
curity schemes inefficient and even infeasible for IoT [3].
One of the main security requirements of IoT is Authen-
tication (which is the scope of our work). Devices must
authenticate each other before exchanging any information
(Machine-to-Machine (M2M) communication), which is a
challenge for researchers given the massive number of de-

vices. Efficient security solutions (including authentication
solutions) are often centralized e.g. based on Public Key
Infrastructure (PKI), which causes enormous scalability is-
sues in an environment composed of thousands of nodes, and
are susceptible to traditional Denial of Service (DoS) attacks
which can bring down the whole system. In addition, each
use case applies a different security approach, architecture
and deployment, which causes multiple difficulties in the
integration of new services and scenarios [4]. Also, other
existing solutions do not satisfy IoT constraints (memory,
processing, power consumption, etc.) and thereby cannot be
integrated in IoT environments.
It is thus necessary to propose new authentication solutions
that should be:

• Fully adapted to IoT requirements and needs.
• Allow an easy integration of new devices as well as new

services.
• Independent of the type of devices as well as of the use

case architecture and design.
Recent years have witnessed a rapid evolution of Distributed
Ledger Technologies (DLT), which were originally applied
for crypto-currency (e.g., blockchain for bitcoin) but were
later extended and adapted for a wide spectrum of appli-
cations and in particular for IoT, where it has garnered
substantial research interest.

Blockchain (BC) technology, first time introduced in 2008
[5], has been considered by both the researchers and the
industry as a promising innovation that is going to play a vital
role in controlling, managing, and securing IoT applications
[3]. One of the main characteristics of Blockchain is its
decentralized aspect and its ability to provide data integrity,
consistency, and persistence through the use of cryptographic
protocols and consensus algorithms [6]. It is considered as
a distributed ledger for storing digital assets or transactions
done across peer-to-peer (P2P) environments. BC has a
number of characteristics:

1) All the nodes within the network have the same con-
cessions. In such network, any node has the ability to
communicate directly with another node using its pair
of Public/Private keys. The public key is considered as
an address to the node within the BC, while the private
key is used to sign the transactions.

2) The BC is considered as an open ledger for storing
all the transactions. Each node within the network has
a copy of all the transactions done, so the concept of
centralization is broken, and thus the single point of
failure problem is eliminated. One of the advantages
of open ledger is the ability to check the transactions
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by any node. Each node has also the ability to validate
new transactions.

The mining process is the methodology used to ensure
integrity of data via consensus algorithms like Proof-of-
Work (PoW) [7], Proof-of-Stake (PoS) [8], Proof-of-Activity
(PoA) [9], Proof-of-Weight (PoWeight) [10], Proof-of-Burn
(PoB) [11],etc. 1 The main idea of the mining process is
to synchronize the chain of blocks by involving a number
of nodes in a competition. The winner will have the ability
to validate new transactions and add it to the chain. The
data integrity and authentication are achieved via the use of
cryptographic functions (e.g., Elliptic Curve Cryptography
(ECC) algorithms, SHA hash functions, etc.).

Decentralizing the IoT through blockchain has numerous
benefits such as enhancing fault tolerance, removing single
point(s) of failure, protecting personal data of IoT users,
enabling IoT device autonomy, providing users with pos-
sibility to check integrity of data they are sent as well
as authenticating the senders, guaranteeing accountability
and traceability because of immutable data and event logs,
offering the functionality of programmable logic (e.g., smart
contracts) to implement security services (e.g., access control,
authentication, confidentiality), etc. [12].
The DLT-based schemes proposed for IoT applications are
numerous [13]–[28]; One of the main challenges of using
DLTs with IoT is scalability i.e., to be able to deal with
billions of daily transactions between devices. In this regard,
IOTA [29] is considered as a new and promising approach
for developing DLTs for IoT applications by introducing new
concepts like Tangle and Masked Authenticated Messaging
(MAM) to overcome such challenges. A detailed description
of IOTA and all its related concepts is provided in section
III.
In this paper, we propose a new authentication scheme using
IOTA distributed ledger technology. The proposed scheme is
evaluated in light of the the IoT constraints. Its efficiency is
also compared to other existing models.
The rest of this paper is organized as follow: An overview
of blockchain-based authentication schemes is provided in
section II. The IOTA distributed ledger technology and the
Masked Authenticated Messaging (MAM) module are pre-
sented in section III. The proposed authentication scheme is
discussed in IV. The evaluation of the proposed scheme in
light of the IoT constraints is discussed in section V. Finally,
a general conclusion and a presentation of the potential
extensions of this work are provided in section VII.

II. RELATED WORK

The blockchain-based authentication schemes proposed
in the literature are few. However, none of them has been
designed for large-scale IoT applications.
In [30], authors provided an out-of-band authentication to
supplement authentication and authorization. By using a
separate network or channel for authentication instead of
the primary data network, authors provided a two-factor
authentication tested in household use case. They used
a number of devices with a smart bulb that adapted
its brightness and color with respect to the change in

1A taxonomy of all the consensuses algorithms used by different types of
BC platforms can be found in [1].

temperature and light conditions. The whole scheme defined
four main entities that are involved within the authentication
process:

• Authentication Executor (AE) : This entity is responsible
for managing and integrating the two-factor authentica-
tion.

• Authentication Subject (AS) : the device that requests
verification of the identity (authentication) in order to
have the ability to access services or data.

• Related Device (RD): The device that needs to be
mutually authenticated with the AS to give it access to
the service or data it owns.

• Blockchain: All information needed by AS and RD are
stored inside this repository.

The detailed process is mentioned below:

1) An AS requests a service or data from AE.
2) AE requests the information related to AS from

Blockchain.
3) AE selects the RD that is in the closed area, and sends

the sequence action (color scheme of the bulb or switch
on/off pulse) to the AS.

4) AS encodes the sequence actions sent by the AE to the
on/off light switching.

5) The near RD decodes the code embedded in the light
switching.

6) The near RD sends the verification information to the
Blockchain.

7) AE checks the verification information inside the
Blockchain.

Authors used the Eris platform [30] for running Blockchain
and smart contract services and the devices were emulated
using both Beagle Bone Black and Raspberry Pi 3 boards.
To evaluate the performance of the Blockchain based authen-
tication scheme, they measured the memory and CPU usage
of each node in the system. The average memory usage for
running the Blockchain is around 29.5 MB and the percentage
of CPU overhead on Beagle Bone Black and Raspberry Pi 3
nodes in average are 29.55% and 13.35% respectively.
The authors in [31] applied Zero-Knowledge proof to a
smart meter system to authenticate it without exchanging
any information. The whole process consists of two main
stages: the registration and the authentication. The prover
can prove to the verifier that it knows secret information
without exchanging the secret information. Instead of storing
the secret data in a public blockchain, it is stored inside a
database. No performance analysis or comparison is applied
to this scheme.
In [2] blockchain, authors proposed an IoT device credibility
verification method based on Blockchain technology. Several
layers of several Blockchains are implemented, where the
upper blockchains managed the lower blockchains. The data
is flowed in the scheme, where the registered data in the
bottom layer is transmitted to the upper layers and stored
inside each blockchain within the path. The storage space
and the response time of the system is studied, but no
security analysis is performed and for large scale IoT systems,
this scheme is not appropriate due to use of hierarchical
Blockchains.
The work in [4] presented an authentication mechanism
which is considered decentralized and original called bubbles
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of trust. Data integrity and integrity of Things’ state are
achieved due to use of Blockchain, besides achieving robust
authentication of devices. The system used an Ethereum
smart contact to create secure virtual zones called (bubbles)
where trust and identity among devices are achieved. Each
zone has a master which controls the joining process done
by devices. Before joining each device should provide to
Ethereum’s smart contract a lightweight certificate signed by
the master. The smart contract controls the communication
done between devices to ensure that they belong to the same
zone. The authors proposed the concept of virtual zones for
different IoT use-cases. Such concept is preventing devices of
one system from communicating with devices of a different
system. Thus, it is not practical (and even not applicable)
to the case of different IoT applications where it is critical
to allow communication between IoT devices belonging to
different systems.

III. IOTA DISTRIBUTED LEDGER TECHNOLOGY

IOTA is a distributed ledger technology that enables IOTA
network devices to transfer immutable information and assets
between each other. It is designed to improve performance,
ramping up production and maintaining data integrity in a
M2M environment. IOTA is proposed by its developers as a
decentralized open-source ledger designed to drive the future
of IoT.
This section discusses the IOTA technology and its advan-
tages over blockchains, with emphasis on the Masked Au-
thenticated Messaging (MAM) module which is an integral
part of the proposed solution. It starts with an overview of the
IOTA basics with some observations regarding the differences
between IOTA and BC technology, then its presents the MAM
module.

A. IOTA Overview

An IOTA platform is made up of clients and nodes:
• Node: also known as IRI (IOTA Reference Implemen-

tation) node; it is a device that has read/write access to
the immutable record of transactions called the Tangle2.
A node has two main goals: the ledger synchronization
with other nodes, and the validation of transactions sent
by the clients [32].

• Client: A client is a device that connects to a node to
transact or to store data on the Tangle.

Each client in an IOTA network has a secret password called
a seed, which acts as its identity. A seed is a string of 81
trytes3. Seeds are used to generate multitude4 of addresses.
A seed is first added to the address index (0. . . N) and then
hashed into a sub-seed (of same seed length). The sub-seed is
in turn hashed into a private key which length is determined
by the desired security level; for the first security level, the
private key is of 27 × 81 trytes5. A private key is split into
81-tryte segments, and these segments are hashed 26 times.
A group of 27 hashed segments is called a key fragment. A

2The IOTA Tangle is a stream of interlinked and individual transactions.
These transactions are distributed and stored across a decentralized network
of participants [32]. IOTA Tangle is further discussed later

3IOTA represents data according to the trinary numeric system. In bal-
anced trinary, data can be represented as 1, 0, or -1. These values are called
trits. Three trits are equal to one tryte

4A unique seed has the ability to generate up to 957 addresses
5There are three security levels; the private key length is doubled for

security level 2 and tripled for security level 3

SEED SUB-SEEDs PRIVATE	KEYs  KEY	FRAGMENTs ADDRESSES

SUB-SEEDs	is	hashed
from	the	SEED	based
on	the	index	(index
starts	at	0	to	n) 

SUB-SEEDs	are	hashed 
into	Private	keys	(The
length	depends	on	the

security	level)

Security	level	1	:	81-trits
Security	level	2	:	162-trits
Security	level	3	:	243-	trits

Hashed	into	27	Fragment
used	in	the	signing

process

Hashed	into	Addresses
which	is	the	Public	keys

SUB-SEED	0

SUB-SEED	n

SUB-SEED	1

PRIVATE	KEY	0

PRIVATE	KEY	1

PRIVATE	KEY	n

 Key	Fragment

Key	Fragment

Key	Fragment

ADDRESS	0

ADDRESS	1

ADDRESS	n

Security-	Level1

Fig. 1. Mapping between Seed, Private Key and Addresses in IOTA

private key has one key fragment for each security level. Each
key fragment is hashed once more to generate key digests,
that are combined and hashed once more to get the 81-
tryte address. The address generation process is illustrated
in Figure 1. A client proves the ownership of a given address
through signature using the corresponding private key, in
particular the key fragments. Transactions can either be used
to send data messages (without cryptocurrency value) or
deposit/withdraw IOTA tokens (with cryptocurrency value)
to/from addresses. To send one or more transactions to a node,
it is necessary to load them into a package called Bundle. A
transaction in the bundle must be designed in agreement with
the IOTA protocol and must include appropriate parameters
for all transaction fields. Unlike BC data structure, IOTA is
based on a new data structure called Tangle firstly introduced
in [29]. It is a type of Directed Acyclic Graph (DAG). While
transactions are gathered linearly in blocks in BC, They are
gathered in bundles that have a tree or graph structure in
the Tangle. Each Tangle transaction has to link two previous
transactions and approve them. A non-verified transaction is
called a Tip transaction6. The mechanism of selecting two tip
transactions by the node from its ledger subTangle7 is called
a Tip selection. IOTA distributed ledger technology provides
a number of advantages when compared to BC. Table I shows
the main differences between IOTA and BC.

TABLE I
IOTA V.S. BLOCKCHAIN

IOTA Blockchain (BC)
Based on Direct Acyclic
Graphs (DAG) called the
Tangle.

Based on chained list.

Every transaction should verify
two previous transactions

Transactions are sequentially
connected to each other

Not all the peers should handle
the ledger

All the peers should have a
copy of the ledger

Transactions sent at no fees Pay fees for miner nodes
High scalability, the more
transactions, the faster are con-
firmed

Blocks are mined every 10 min
which might be very slow for
some applications.

Quantum-Resistant Based on Asymmetric Cryp-
tography.

6This means that this transaction is not referenced by any other transaction
yet

7A subTangle is considered as offline tangle that needs to be later merged
with the main Tangle
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B. Masked Authenticated Messaging (MAM)

Masked Authentication Messaging (MAM) is a platform
built at the top of IOTA, making it possible for client
devices to encrypt the whole message streams and store them
inside the Tangle, each on a separate address [33]. Masked
Authenticated Messaging can be described as:

1) Masked means that the text inside a message is en-
crypted.

2) Authenticated means that the device sending the en-
crypted message is identified and authenticated.

3) Messaging means that a sustained message flow is
generated and will continue until the device stops
publishing the data.

One of the main purposes of MAM is to transfer the
message while ensuring integrity. This is done using the
concept of channel. An IOTA channel works in the same
way radio channels work, in which only if you have the
correct frequency, then you will be able to listen to the
appropriate channel. IOTA allows only authorized users with
the correct Channel ID (also called root) to access messages.
Every message is attached to the Tangle using this root. The
message reaches every node in the tangle using a gossip
protocol8. As we have said before, MAM sends a stream of
messages (message chain) to the Tangle. Every message has
a reference (root) and holds a reference to the root of next
message (called next root). The root of the first message in
a channel is referred to as Main root. One important feature
is that message streams are in one direction, this means that
the subscriber to a specific channel ID, has no accessibility
to previous messages.
The publisher can publish data to its channel in the Tangle
using one of three modes:

• Public mode: Anyone has the ability to access messages
because messages are encrypted using the root (Channel
ID).

• Private mode: Only the publisher has access to the
messages. Messages are encrypted using the root, but
the address of the next message is the hash of the root
H(root). Thus, knowing the address of the message is
not sufficient to decrypt the content of the message given
the use of one-way cryptographic hash function.

• Restricted mode: Messages are encrypted the root and a
key called sideKey (only used in restricted mode). The
owner of the channel uses it to specify the viewers who
are strictly allowed to view messages by sending them
this key. The address of the next message is the hash of
the root H(root).

IV. LASII: LIGHTWEIGHT AUTHENTICATION SCHEME
FOR IOT USING IOTA

This section overviews the proposed authentication scheme
and then shows the model description and details how it
works. Finally, it presents the implementation aspects as well
as the simulation steps.

A. LASII Overview

The LASII scheme ”borrows” the concept of virtual zones
(Bubbles of trust) proposed in [4] for Ethereum BC. In this
scheme, each device has the ability to communicate with

8Nodes transfer the message they received to other nodes

other devices in the same zone (Bubble) only, otherwise the
device is considered malicious.

The Bubbles of trust [4] scheme has two main limitations:
• There is no mechanism that can show the level-of-trust

for each zone when an external entity needs to know
before the occurrence of the communication.

• The devices of the same bubble can communicate with
each other only, without the ability for communication
between devices of different bubbles (zones).

In order to address these limitations, the proposed scheme
aims to create extensible authenticated zones in the IoT envi-
ronment using the Masked Authenticated Massaging (MAM)
data communication protocol.
A zone is a set of IoT nodes grouped based on organiza-
tional criteria (geographical, functional, etc.). It consists of
a zone master and one or more clients. It is assigned a
unique identifier (ZoneID). The zone master is an IoT node
responsible of controlling actions in the zone. Such actions
require high processing capabilities and long battery lifetime
which are mainly satisfied in the IOTA IRI nodes. A client is
an IoT node in a zone which has no control responsibility. An
authenticated zone is a zone in which all the clients trust each
other, and the data shared between them are authenticated
i.e. come from the right client that claims to send these
data. An extensible authenticated Zone consists of two or
more authenticated zones that add trust between them, with
each client in a zonej is able to get the data of a client
in another zonei that trusts this zonej , and vice-versa. This
zone extension can also be unidirectional, which means that
zonei can trust zonej without the need to have a trust in the
opposite direction.
The trust between zones can be revoked at any time when
one zonei wishes to revoke the trust granted to another one
zonej , then the clients in the latter zone stop receiving the
data of the zonei. In addition, any client can be revoked from
the zone if the master wishes to revoke it.
Based on the above, the following operations can be identified
within a zone or between zones:

1) Zone join: When a client wishes to join a zone.
2) Client Revocation: When a client is to be excluded from

a zone.
3) Zone Extension: When a trust is to be established

between two zones.
4) Zone Revocation: When an established trust with a

given zone is to be removed.

B. Model Description
The following MAM channels need to be created in the

LASII scheme:
• Client MAM Channel: Each client creates this chan-

nel in restricted mode. It is used by a client to broadcast
the messages it generates.

• Master MAM Channels: Each zone master creates
two channels:

1) Master Channel 1: This channel is created in
private mode. It is used for sharing the roots of
the client MAM channels between clients after
joining the zone and between masters if the zone
is extended.

2) Master Channel 2: This channel is created in
restricted mode. This channel is used for sharing
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client channel side keys during zone extension,
zone revocation and client revocation phases.

Table II presents the symbols related to the proposed
model, which will be used in the following sections.

TABLE II
KEYWORDS AND ABBREVIATIONS

Symbol Abbreviation
PU /PR Public/Private Key Pair

M1 Main Root of Master Channel 1
M2 Newest Root of Master Channel 2
MC Main Root of Client Channel

MKEY Master Channel 2 Side Key
KeyC Client Channel Side Key
EKEY Zone Exclusive Key
ZoneID Zone Identifier

1) Initialization Phase: The zone master generates its own
key-pair PUM /PRM and creates its MAM Channel 1 (in
private mode) with the main root M1. The master also creates
its MAM Channel 2 in restricted mode with the main root
M2 encrypted with MKEY . The master generates also a Zone
Exclusive Key EKEY ; the use of this key will be explained
later. Every client generates its own key-pair PUC /PRC .

2) Join Phase: The client sends a join request to the
master, containing details about itself (e.g., functions, battery
life, etc.). If the master trusts the client (based on pre-
authentication phase for instance), then the master replies
with the ZoneID, M1, M2, MKEY , EKEY , KEYC and
JoinNb, otherwise the process fails. The client creates its
client channel in restricted mode with the first root MC and
side key KEYC . Note that the same KEYC is used for all
client channels at the same JoinNb. The client sends its MC

to the Master. joinNb acts as a sequence number; during a
zone extension phase, a client in zone1 will have the ability
to decrypt the entire data stream of client in zone2 starting
from the messages attached to the tangle after the issuance of
joinNb. In that sense, it cannot decrypt the messages before.
After that, the master adds the clients’ details, PUC , MC and
JoinNb to its MAM Channel 1. By doing that, the already
joined clients can get the new client(s) details (PUC , MC , and
JoinNb) and vice versa. The whole process is illustrated in
Figure 2.

3) Zone Extension: So far, zones with their corresponding
masters and clients are separate; no client in a zone is able
to access the data of clients in another zone. This is a major
limitation if two zones want to establish a trust relationship
between them. In this case, the join phase should be repeated
for each client of the first zone in order to join the group of
the second zone, and vice versa. This operation is even more
complex and time-consuming in the case of multiple zones,
and causes the drain of available resources.
The solution to this problem is the use of the master channels.
Suppose that clients in zone2 wishes to access the data of
clients in the zone1; in order to do that, the master of zone2
sends a zoneextension request. If the master of the zone1
trusts the master of zone2, then it shares the ZoneID, M1,
M2 and MKEY . After that, the master of zone2 shares these
data with all clients in its channel 1 encrypted using EKEY ,
such that only the clients of zone2 can decrypt it. Now, if a
client A in zone2 wishes to access the data of a client B in
zone1, client A decrypt the encrypted message using EKEY

and gets M1, M2 and MKEY . Using M1, client A can find
client B channel’s root MC , and using M2 and MKEY , client

A can get the previous side keys starting after the issuance
of JoinNb for client B, then client A can decrypt the entire
stream messages shared by client B. The whole process is
illustrated in Figure 3.

4) Trust Revocation: Now suppose that a zone1 wishes to
revoke the trust granted to another zone2. The master 1
saves the next M2 and generates a new MKEY . Then,
master 1 re-shares with the channel 2 all KEYC . Master 1
announces in its channel 1 a signaling-like message con-
taining the new KEYC , the new M2 and the new MKEY

encrypted with EKEY . When the clients of zone1 are notified
by this message, they decrypt the payload and get the new
KEYC and continue sharing their data on their channel
encrypted with the new KEYC . Thus, all trusts for all zones
are revoked.
After that, master 1 shares with trusted masters (other than
master 2) the new M2 and the new MKEY . Then, the trusted
masters re-broadcast the new M2 and the new MKEY on their
channel 1 encrypted with EKEY and any client (of these
trusted zones) can access the data of client in zone1. The
advantage of sharing all KEYC on the channel 2 is to share
easily all KEYC with a new trusted master. The JoinNb is
incremented by one.The whole process is illustrated in Figure
4.

5) Client Revocation: Suppose now that a client is turned
malicious; thus it should be removed from the zone and
denied from accessing data in the zone. In order to do that,
the master generates a new EKEY and shares it with all the
clients in the zone except the malicious client by announcing
it via channel 1 containing the new KEYC , the new M2

and the new MKEY encrypted with EKEY . The master now
performs the trust revocation process (IV-B4), but it shares
the new KEYC , the new M2, and the new MKEY with all
trusted masters.

C. Implementation

The proposed scheme is implemented as a proof-of-
concept, using Node.js9. It allows developers to use
JavaScript for writing command line tools as well as for
server-side scripting, and deploying the Node.js scripts over
the IOTA test-net platform. The implementation consists of
three scripts10:

1) Master script
2) Client script
3) Light Client script

1) Master script: The master script is a command line
interface (CLI) implementation of the master node described
in the proposed model. The master can:

1) Add a client to the zone.
2) Trust another zone so it can access the zone’s data 11.
3) Send an extend zone request to another master so it can

access the extended zone’s data.
4) Revoke a trusted zone
5) Revoke a client from its zone.
6) Display the master’s and zone’s information.

9Node.js is an open-source, cross-platform JavaScript run-time environ-
ment that executes JavaScript code outside the browser

10Source codes can be found on this link:
https://github.com/HassanJradi/LASII.git

11it is accepting a zone extension request
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Fig. 2. Join Phase

Fig. 3. Zone Extension Phase

Fig. 4. Trust Revocation Phase

2) Client script: The client script is a CLI implementation
of the client node described in the proposed model. The client
can:

1) Join a zone.
2) Get the data of a client in the same zone.
3) Get the data of a client in an extended zone.
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4) Publish random data in its channel.
5) Show the clients in its zone.
6) Quit the zone.
7) Show the client’s and zone’s information
3) Light Client script: In the previous script, the client

can perform several actions, while in many practical cases
the client or the IoT device only needs to join a zone and
share its data. Thus, running the previous script would add
an overhead for an IoT device. The client light script is a
lightweight implementation of the client node where the client
can join the zone directly and start sharing its data without
any additional functionality.

V. SECURITY ANALYSIS

A. Qualitative Analysis

This section discusses the security of the proposed scheme
with regards to the security requirements as well as against
well-known security attacks against IoT systems.

1) Security requirements:
1) Identification: Each node (client or master) in a zone

and each zone has an a unique identification code ID
in the system.

2) Authentication: Authentication is the main objective
of this work and thus it is inherent in the scheme. The
authentication of an end node within a specific zone
is performed during the join phase after a number of
exchanged messages with the Master node using the
public/private keys of both the Master and the client
(section IV).

3) Integrity and Non-repudiation: The data integrity
of the exchanged message is achieved using digital
signature; the data is signed using the private key of
the sender (client) before being sent to to the receiver
(master), which verifies it by using the address (public
key) of the signer (client). The digital signature also
guarantees the non-repudiation security requirement.

4) Trust
An authenticated zone is a zone in which all the
internally joined clients trust each other, and the data
shared between them are authenticated. while The
extensible authentication zones represent two or more
authenticated zones that add trust between them, with
each client in one zone j is able to get client data in
another zone i that trusts this zone j, and vice versa.
This zone extension can be unidirectional, which means
that zone i can trust zone j without zone j trust zone i.
Thus mutual authentication is achieved between clients
in the same Zone or clients from different Zones.

2) Security attacks: We considered the most common
attacks against IoT authentication schemes which are: Identity
spoofing attacks, Sybil attacks and Replay attacks.

1) Spoofing attack: For an identity spoofing attack to be
successful, the attacker should know the JoinNb, the
ZoneID and the private Key PR of the client. Even if
an attacker manages to know or guess the JoinNb or
the ZoneID but it is not feasible to know the private
key of the client (unless he has full control on the client
which is assumed to be infeasible).

2) Sybil attack: For any client to join a specific zone,
it must send a message to the zone master, signed
with the private key of the client. Then, the master

generates a specific JoinNb to be used by the client.
Upon revocation, a new JoinNb is used for further
communication. Thus, the chances of generating fake
identities or injecting false messages into the system
are eliminated.

3) Replay attack: In the proposed mechanism, all transac-
tions (messages) generated in the system are associated
with a unique nonce. Thus, a replay message with an
already used nonce will be rejected by the system.
Thus, providing a protection against the message replay
attack.

B. Security Validation

The message exchanges between the client and the master
and between masters are verified using AVISPA [34], one
of the most used tools for automated validation of security
protocols and applications. Protocol specifications are fed to
the tool using the CAS+ language.
The message exchange between master and clients during join
phase is simulated, as well as the message between masters
during zone extension phase using the CAS+ language. The
summary of the security using AVISPA show that the scheme
is secure. The AVISPA code is available via github link12

VI. PERFORMANCE ANALYSIS

One of the main challenge of this research work is to pro-
vide a security mechanism that is readily hosted by resource
constrained nodes in the network. This section discusses in
details the evaluation of the effectiveness of LASII according
to IoT constraints.

A. Power and Energy consumption

In this part, we analyze the master and client energy
consumption during each phase of LASII, the nodes are
installed on Raspberry Pi 3 with 1.2 GHz CPU speed and
1GB RAM. The IRI node runs on Ubuntu Virtual Machine
and the experiment is repeated 15 times.
The voltage value U (in Volts [V]) consumed by the
Raspberry Pi3 is constant and equal to 5 Volts. The
measured values are the current consumed (I in Amperes
[A]) and the time of execution (t in Seconds [s]). The
power (P in Watts [W]) and Energy (E in Joules [J]) can be
calculated as follows: P = U × I and E = P × t.
The value of the current I is the average value of the highest
and the lowest value observed during each experiment.
The evaluation is done for both client and master during
different phases of LASII. Figures 5 and 6 show the energy
consumption and time execution for the client join phase
and client add phase for the master node respectively.

Tables III and IV provide a summary of the execution time
and energy consumption for each phase of LASII for the
client node and for the master node.

For the client node, the second and third rows of table III
describe the average execution time and energy consumption
of the Join phase and the sharing of random data on the
client channel. The average values to realize a join are
8281 ms (time) and 7014 mJ (Energy), while to publish
some data on the client channel, it takes 2932 ms and
consumes 791.64 mJ . The fourth and fifth rows of table III

12Source codes can be found on this link:
https://github.com/HassanJradi/LASII.git
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Fig. 5. The evaluation of client’s Join Phase

TABLE III
CLIENT’S ENERGY CONSUMPTION SUMMARY

Phase t E
Join 8281 7014

Publish Random Data 2932 791.64
Get Data of a Client in the same Zone - 1 message 3072 752.64

Get Data of a Client in the same Zone- 10 messages 10863 3508
Get Data of a Client in extended Zone - 1 message 1844 1171

Get Data of a Client in extended Zone - 10 messages 7472 4931

show that the cost to access data of a client belonging to the
same zone, and that client has one message in its stream, is
3072 ms in time and 752.64 mJ in energy while the cost
for 10 messages in the stream is 10863 ms and 3508 mJ .
The reason of such a difference relies in the number of
messages in the stream, since every message should be
decrypted using the side key and the root which requires
more time and processing. Moreover, in this case also, the
standard deviation has a low value, which means that the
results data are close to the average value. The same for the
sixth and seventh rows of table III, where a client wishing to
access data of another client belonging to an extended zone
costs 1844 ms and 1171 mJ for 1 message in the stream
and 7472 ms and 4931 ms for 10 messages in the stream.
For the master node, the first column of table IV describes
the average execution time and energy consumption needed
to complete the join phase; it needs 5320 ms and 3862 mJ .
The reason that the average execution time and energy
consumption for the join phase at client node is greater
than at the master node is that the client should, after
the message exchange with the master, create its channel
which needs more time and energy. The same for trust
zone and zone extension, where the first consumes 517 ms
and 299 mJ whereas the second consumes 2740 ms and
1953 mJ because the master wishing to extend its zone
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Fig. 6. The evaluation of adding new client by master

TABLE IV
MASTER’S ENERGY CONSUMPTION SUMMARY

Phase t (ms) E (mJ)
Add client 5320 3862
Trust Zone 517 299

Zone Extension 2740 1953
Revoke Client 7584 5505
Revoke Master 7463 5612

should publish the extended zone information on its channel
after the message exchange with the first master. Finally,
the zone and client revocation for only one side key in the
channel 2 costs 7584 ms and 5505 mJ , and 7463 ms and
5612 mJ respectively.

B. Comparison with related works

In order to further evaluate our work, we compared it to the
related works presented in II qualitatively and quantitatively
in term of the number of messages needed for the authen-
tication of IoT nodes (node association). The qualitative
analysis is illustrated in table V which provides a technical
comparison with the related works. The comparison shows
that Ethereum blockchain is mainly used in many models
because it implements smart contracts facilitating the writing
of a blockchain code. Using IOTA or the standard Blockchain,
we should write our code to work on the tangle or the
blockchain. The type and the cost of blockchain are key
constraints, private blockchain is used to send transaction at
no charge, as in the first three models, but the model becomes
more vulnerable to 51% attack. If we use a public blockchain,
we enhance the security of the system, but we pay fees for
miner nodes. Knowing that IOTA is a cost saving technology,
we can use the public ledger and send transaction at no fees.
The scalability of the scheme is related to the blockchain
used. The four schemes presented use either the standard
blockchain or Ethereum blockchain, which are not a scalable
solutions for IoT where we have a large amount of transaction
at high throughput. In addition,authors in [30], [31] schemes
focused in use case scenarios; the first one is designed to
work in the smart meter system, and the second works in a
smart home. LASII is based on IOTA which is designed to
work at high throughput and for any use-case, it can be used
in any use-cases like: hospital, school, factory, etc. A scheme
can be hierarchical or flat architecture, the hierarchy adds a
kind of separation between the powerful nodes and the light
nodes of the system, we can then benefit from the processing
and storage of powerful nodes while taking into account the
constraints of limitation of the light nodes. Schemes presented
in [30], [31] are flat ones, while in [2], [4] schemes and LASII
the architecture is hierarchical.

This metric was chosen given it is the main source for
energy consumption especially that most schemes use similar
cryptographic operations to secure the exchanged messages.
Table V illustrates the comparison between the different
schemes presented in section II. While in table VI we have
shown that our scheme has the minimal number of messages
to be exchanged to achieve authentication between devices.

In an overview, the client is lightweight for an IoT device
which shares data on its channel, and obtains other client
data, where the heavy tasks as zone extension and revocation
remain on the master nodes.
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TABLE V
SCHEMES COMPARISON

Scheme Blockchain Type Cost Scalability Hierarchical
Zero Knowledge

Authentication [31] Ethereum Private No cost No No

An Out-of-band
Authentication [30] Ethereum Private No cost No No

Credibility
Verification Method [2] Standard

Public
or

Private

According to
BC type Scalable

Manager
Server

and Devices

Bubbles of Trust [4] Ethereum Public

Affordable for
small entities

Bad for
big entities

Scalable
Master

and
Followers

LASII IOTA Public No cost Highly
Scalablity

Master
and

Clients

TABLE VI
NUMBER OF MESSAGES EXCHANGED DURING AUTHENTICATION

Scheme # of messages
Zero Knowledge Authentication 4
An Out-of-band Authentication 7
Credibility Verification Method 7

Bubbles of Trust 5
LASII 4

VII. CONCLUSION AND FUTURE WORK

Authentication is a critical security issue, that was ad-
dressed in many researches for secure solutions. The growing
interest in IoT raises the concerns about the security of IoT
devices and services, and thus increases the interest in the
IoT authentication [35]. Many authentication schemes based
on blockchain have been proposed in the literature. Some of
them are intended for special use-case scenarios such as a
smart home or smart meters, and others are generic and thus
related to the IoT system in general.
In this work, we saw that blockchain, although scalable
in some aspects, still does not meet the requirements of
the IoT and the cost paid for sending transactions poses
a huge problem to anyone thinking of a profitable system.
As an alternative, we considered IOTA, a distributed ledger
technology dedicated for IoT use, with high-scalability, cost-
effectiveness and cryptography quantum-resistance. Taking
advantage of the features mentioned in IOTA, we have
designed a new IOTA-based authentication scheme for IoT
named LASII. The core idea was to create extensible au-
thenticated zones, each zone being managed by a master and
contains the IoT devices as clients. These zones can trust
each other, and this trust can also be revoked. The scheme
was implemented using Node.js programming language and
evaluated using many nodes. To evaluate the security of
LASII, the message exchange during the LASII phases has
been verified using AVISPA. As an evaluation step, we tested
LASII on an active node in order to measure power, time
and energy consumption during each phase of the scheme.
One of the potential paths for a future work is to optimize
side-key sharing to avoid sharing them at each revocation,
which can reduce trust revocation time, especially when the
number of side keys becomes large. Furthermore, in order to
prevent single point of failure for a zone, a dynamicity can be
added to the zone master if the master went down. The next
step will be implementing the same algorithm using IOTA v2
to benefit from the new fact of the removal of Coordinator,
and benefits of modular fashion, meaning that each protocol
component ca be replaced in an independent manner, the
MANA [36] quantity used for node identification that protect

network from Sybil attacks.
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