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Abstract

Programmable Logic Controllers (PLCs) are a family of embedded devices
used for physical process control. Similar to other embedded devices, PLCs
are vulnerable to cyber attacks. Because they are used to control the physical
processes of critical infrastructures, compromised PLCs constitute a significant
security and safety risk. In this paper, we investigate attacks against PLCs by
introducing a specific type of attack against a PLC that allows the adversary
to stealthily manipulate the physical process it controls by tampering with the
device I/O at a low level. We implemented two variant of the attack in the form
of a rootkit and a user-space malicious code over a candidate PLC. However in
this technical edition we do not include the design information of the rootkit or
the user-space malicious software. Our study is meant to be used as a basis for
the design of more robust detection techniques specifically tailored for PLCs.



1 A New Kind of Attack

In this section, we describe a new type of attack that targets PLCs. PLCs
are embedded devices that are sensitive components of critical infrastructures
and are used in various industrial environments to control physical processes.
Because of the manner in which PLCs operate, we have identified new possible
means for attackers to exploit them.

We assume one of the main goals to attack a PLC is to manipulate the
physical process by sending signals to the sensors and actuators controlled by the
PLC, while simultaneously remaining undetectable to the PLC logic, firmware,
and its operators. Physical process manipulation can have serious consequences
for the safety of equipment and human life. For example, an adversary may
manipulate the value of tank pressure sensors in a pressure sensitive boiler
thus leading to the explosion of the boiler, or, similarly to Stuxnet, change
the frequency of variable speed drives of centrifuges in a uranium enrichment
facility, leading to damage of the centrifuge cascades.

The novelty of our attack lies in the fact that to manipulate the physical
process like others [4,5,9,24,25,39], we do not modify the PLC logic instructions
or firmware. Instead, we target the interaction between the firmware and the
PLC I/O.

This can be achieved without leveraging traditional function hooking tech-
niques and by placing the entire malicious code in dynamic memory, thus cir-
cumventing detection mechanisms such as Autoscopy Jr. and Doppelganger.
Additionally, the attack causes the PLC firmware to assume that it is interact-
ing effectively with the I/O while, in reality, the connection between the I/O
and the PLC process is being manipulated.

1.1 PLC operation

The main components of a PLC firmware is a software called runtime. The run-
time software interprets or executes another code (or executable) known as the
logic. The logic is a compiled form of the PLC’s programming language, such
as function blocks or ladder logic. Ladder Logic and Function Block Diagrams
are graphical programming languages that describe the control process. A plant
operator programs the logic and can change it when required. The logic is dy-
namic code, whereas the runtime software is static code. The purpose of a PLC
is to control equipment, and to do so, it must interact with its I/O. The first
requirement for I/O interaction is to map the physical I/O addresses into mem-
ory. The drivers or PLC runtime map the I/O memory ranges. Additionally, at
the beginning of logic execution, the PLC runtime software must initialize the
processor registers related to the I/O used in the logic. During the initialization,
the appropriate modes for the I/O are set by the runtime software.

For example, it sets the “output” mode for I/O pins that are used for write
operations in the logic or the “input” mode for I/O pins that are used for read
operations in the logic. This stage is called the I/O initialization sequence.

After I/O initialization, the PLC runtime software executes the logic in every
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Figure 1: Overview of PLC runtime operation, the PLC logic and its interaction
with the physical I/O memory

run cycle. In an ideal scenario, we can assume that the PLC prepares the logic
execution by scanning the logic inputs (e.g., the I/O inputs that are used in
the logic) and the set points from the variable table. The variable table is a
virtual table that contains all set points and input or output variables used
within the logic. The operation that consists of reading the inputs, executing
the logic code, and updating the outputs is called the program scan. During the
program scan, any changes in the variable table (for the I/O inputs) are ignored
until the beginning of the next program scan. At the end of the program scan,
the PLC runtime software writes to the related part of the mapped memory
that eventually is written to the physical I/O by the kernel. Figure 1 depicts
the PLC runtime operation, the running of the logic, and its interaction with
the I/O.

At hardware level, a PLC typically comprises separate digital and analog
inputs and outputs. Because PLCs, similar to other computers, are digital
systems, they cannot control analog input and output without additional hard-
ware components. Digital-to-Analog Converters (DACs) for analog outputs and
Analog-to-Digital Converters (ADCs) for analog inputs form part of the analog
interface of a PLC. These components read or write analog values by converting
them to or from digital outputs or inputs to allow the PLC to interact with
its analog interfaces. The DACs and ADCs are not separate components of
the PLC but rather an integral part of the PLC circuit board. One can argue
that the basis of I/O interaction in PLCs is digital. Analog control is simply
a conversion of digital signals into analog signals or analog signals into digital
signals.

1.2 I/O attack

We assume that to perform the I/O attack, the attacker can gain root access to
the targeted device. This can be achieved through firmware verification attacks,
through control-flow attacks against the PLC runtime, or by guessing default
passwords. By installing rogue firmware into the PLC, the attacker can infect
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Figure 2: Steps of the I/O attack for read and write manipulation

every binary in the PLC. This can give the attacker complete leverage over
the PLC operating system. Using a control-flow attack, the attacker can gain
access at the same level as the PLC process. Previous research has revealed
that various PLCs run their runtime software as the root user by default [5,13].

In the case that the PLC runtime is vulnerable to control-flow attack but
is not running as root, the attacker needs a privilege escalation vulnerability to
gain root access to the PLC.

Regarding default passwords, several reported vulnerabilities suggest that
some vulnerable PLCs have default root passwords [6, 14]. An attacker can log
in to such a device using the default root password to execute his attack.

In addition to the root access requirement, in case the host OS does not
provide the physical I/O addresses of the drivers (e.g. via /proc/modules), the
attacker needs to know the CPU version of the PLC to investigate it and obtain
the physical memory locations for the I/O.

We assume that the attacker already knows the physical process and is aware
of the mapping between the I/O pins and the logic. The PLC logic might use
various inputs and outputs to control its process; thus, the attacker must know
which input or output must be modified to affect the process as desired. The
work presented by McLaughlin et al. [24,25] can be used to discover the mapping
between the different I/O variables and the physical world.

The objective of an I/O attack is not merely to manipulate the I/O, but
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rather to tamper with the I/O in a stealthy manner that does not use typical
rootkit techniques. To execute our I/O attack, we must be able to intercept the
I/O read or write operations. If we were to use conventional function hooking
techniques, most Control-Flow Integrity (CFI) mechanisms would be able to
detect our attempts. Therefore, we designed our attack such that it does not
use typical function hooking techniques, but can intercept read or write oper-
ations. We use the processor debug registers for our attack. Debug registers
were introduced to assist developers in analyzing their software, and all new
processors with various different architectures (ARM, Intel, and MIPS) have
such registers. These registers allow us to set hardware breakpoints to specific
memory addresses. Once an address that is in the debug register is accessed
by a process, the processor interrupt handler is called and runs a customized
interrupt handler.

As the first stage of our attack, we set the mapped I/O addresses to the debug
register and intercept every write or read operation using them. In the second
stage of our attack, we exploit the I/O initialization sequence. Every I/O, before
being used by an application, must be initialized. One step of this initialization
process is to define the input/output state of the I/O. If a program wants to use
a specific pin in the I/O, it must declare its input/output state to the processor.
We manipulate this initialization sequence in our I/O attack to change the state
of the I/O at runtime whenever the system performs a read/write operation. By
intercepting read/write operations using debug registers and manipulating the
I/O initialization sequence, an attacker can manipulate the I/O without using
any conventional function hooking technique (i.e., code or data hooking) and
without being detected by current host-based solutions for embedded devices.
Additionally, the attacker does not need to manipulate the PLC system sta-
tus reports that are being sent to the SCADA software because even the PLC
runtime software itself is not be aware of the I/O manipulation.

The attacker first intercepts the write and read operations of the I/O by
inserting his desired addresses into the debug registers of the processor. As
described earlier, this allows the attacker to intercept the read/write operations
and to call his own interrupt handler after interception. When the PLC runtime
software wants to read from or write to the I/O, the processor halts the process
and calls the attacker interrupt handler. Depending on the type of runtime
operation (i.e., read or write) being performed in the I/O, the attacker can
decide how to proceed as follows:

1. For write operations: If the PLC runtime software is attempting to write
a value to an I/O pin that is initialized as output, the attacker can reini-
tialize the I/O pin in an input state and allows the runtime software to
continue its operation. The runtime software then attempts to execute
its write operation to the I/O pin, which has been reinitialized as input.
However, the processor ignores such write operations to the I/O because
the I/O has been reinitialized in input mode. Figure 2 depicts the manip-
ulation of write and read operations in an I/O attack.

2. For read operations: When the PLC runtime software is attempting to
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read a value from an I/O pin that is initialized as input, the attacker can
reinitialize the I/O pin as an output pin, allowing him to write the value
that he wishes to feed to the PLC runtime software into the reinitialized
I/O pin. The attacker can then either switch the state of the pin to input
mode or allow the runtime software to read the value from an output-mode
pin.

Under an I/O attack, the PLC runtime reads the values desired by the
attacker from the I/O. The runtime software is not able to write to the I/O;
instead, the attacker writes his desired values.

In our lab, we implemented two variants of this attack in a form of a PLC
rootkit and a user-mode malicious application. Due to internal restrictions, we
do not release the implementation details of the attack. However, we are willing
to describe the performance detail of the first implementation. The second im-
plementation (malicious user-mode application) had no significant performance
overhead.

2 Discussions

2.1 Performance

Embedded devices typically have limited resources for the operations they ex-
ecute. This is the case for PLCs as well. While in general, embedded devices
performance overhead is not an issue for the attacker, it can be when a PLC
controls processes that are timely critical. If in such processes the performance
overhead causes significant delay in the I/O speed, it can uncover the attack. We
evaluated the performance of the first variant of the I/O attack (rootkit variant)
on our selected hardware (Raspberry Pi model 1 B). In the second variant of
the attack implementation the performance overhead was not significant (only
2%). Regarding CPU overhead for the first implementation (rootkit), based
on our evaluation, an I/O attack on average incurs 5% CPU overhead for the
manipulation of write operations and 23% CPU overhead for the manipulation
of read operations. Read operation manipulation imposes a higher CPU load
for two reasons. First, the PLC runtime environment reads the values from the
I/O multiple times per second, thereby significantly increasing the CPU over-
head, whereas for write operations, the number of I/O write operations depends
only on the logic (in our case, every five seconds). Second, read manipulation
requires two instructions (setting the pin to output mode and writing to it),
whereas write manipulation requires only one instruction (setting the pin to
input mode).

Figure 3 depicts the CPU overhead incurred by the manipulation of read
and write operations in an I/O attack. The additional CPU overhead is not
an important concern for the attacker, but it creates anomalies in the power
consumption of the victimized device.

To understand the impact of an I/O attack on control operations, we eval-
uated the I/O speed fluctuations in our selected setup (Raspberry Pi with
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Figure 3: CPU overhead in an I/O attack

Codesys runtime running our sample logic). Figure 4 depicts the fluctuation
of the I/O speed with and without our rootkit implementation. On average the
speed where our hardware could write to the I/O (without our rootkit) was 3.97
milliseconds. When the rootkit manipulates the I/O (intercept the I/O write
operation and write the same value), the average speed of the I/O increased to
4.01 milliseconds.

The difference in I/O speed with and without rootkit is insignificant. Addi-
tionally, in a normal state (no rootkit operating), the I/O speed has a similar
fluctuation to when our rootkit is executing an I/O attack.

2.2 Hardware Knowledge

In our rootkit implementation, we had knowledge of all physical I/O register
addresses. However, this is not the case for all types of processors. For example,
certain PLC processors are proprietary. In this case, an attacker needs to per-
form the additional step of determining the physical addresses of the I/O pins
of his interest. However, this necessity does not stop state-sponsored attack-
ers. Detecting the I/O addresses that are used in either drivers or applications
is straightforward. Unix-based operating systems provide I/O address ranges
in /proc/modules for kernel drivers or in /proc/$pid/maps (where $pid is the
PLC runtime process ID) for applications for I/O mapping. Nevertheless, de-
tecting the I/O register addresses is a complicated task. Again, attackers who
wish to target PLCs to attack critical infrastructures will investigate their tar-
gets sufficiently to determine this information. One solution for obtaining this
I/O register information is to first decompile the available PLC logic within
the PLC memory and search for I/O read/write operations and then monitor
the read/write operations involving the mapped addresses retrieved from the
OS (e.g., /proc/modules or /proc/$pid/maps). An attacker can begin looking
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for the I/O input/output mode registers by monitoring the PLC runtime en-
vironment when it is starting up. Additionally, from the decompiled logic, the
attacker can be aware of the timing of the cycle of read and write operations
in a specified I/O memory range. By monitoring read/write operations in that
memory area (e.g., using debug registers), the attacker can identify the I/O
read/write registers.

2.3 Possibility for Race Condition

There is a small chance that a race condition happens during the read manip-
ulation of the I/O. For example, assume that we have a sensor connected to an
input enabled pin in the PLC. If this sensor updates the value of the pin right
after the rootkit does, then the PLC runtime reads the actual value of the I/O
instead of the attackers intended value. This race condition can lead to a failure
in the read manipulation operation of the I/O attack.

3 Conclusions and Future Work

In our research we have proposed a new type of attack that leverages the weak-
nesses in design and we understood that the attack can be used by adversaries to
manipulate the physical process in a way that the PLC runtime and the SCADA
applications are unaware of the manipulation. This makes the attack interest-
ing and relevant since current detection techniques are not effective against this
new type of attack.
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[18] I. Fratrić, “ROPGuard: Runtime prevention of return-oriented program-
ming attacks,” 2012. [Online]. Available: http://www.ieee.hr/ download/
repository/Ivan Fratric.pdf

[19] ICS-CERT, “Schneider electric modicon quantum vulnerabilities (up-
date b),” 2014. [Online]. Available: https://ics-cert.us-cert.gov/alerts/
ICS-ALERT-12-020-03B

[20] V. M. Igure, S. A. Laughter, and R. D. Williams, “Security issues in
SCADA networks,” Computers & Security, vol. 25, no. 7, pp. 498–506,
2006.

[21] P. Koopman, “Embedded system security,” Computer, vol. 37, no. 7, pp.
95–97, 2004.

[22] M. LeMay and C. Gunter, “Cumulative attestation kernels for embedded
systems,” IEEE Transactions on Smart Grid, vol. 3, no. 2, pp. 744–760,
June 2012.

9



[23] Z. Liang, H. Yin, and D. Song, “HookFinder: Identifying and
understanding malware hooking behaviors,” in Proceeding of the
15th Annual Network and Distributed System Security Symposium
(NDSS’08), 2008. [Online]. Available: http://bitblaze.cs.berkeley.edu/
papers/hookfinder ndss08.pdf

[24] S. McLaughlin and P. McDaniel, “SABOT: Specification-based payload
generation for programmable logic controllers,” in Proceedings of the 2012
ACM Conference on Computer and Communications Security, ser. CCS
’12. New York, NY, USA: ACM, 2012, pp. 439–449. [Online]. Available:
http://doi.acm.org/10.1145/2382196.2382244

[25] S. E. McLaughlin, “On dynamic malware payloads aimed at programmable
logic controllers,” in HotSec, 2011. [Online]. Available: https://www.
usenix.org/legacy/event/hotsec11/tech/final files/McLaughlin.pdf

[26] Microsoft Corporation, “Enhanced mitigation experience toolkit,” 2014.
[Online]. Available: https://www.microsoft.com/emet

[27] O. S. V. D. (OSVDB), “D-link dir-605l wireless n300 cloud router
captcha data http request parsing remote buffer overflow,” 2012. [Online].
Available: http://www.osvdb.org/86824

[28] V. Pappas, “kBouncer: Efficient and transparent ROP mitigation,”
2012. [Online]. Available: http://www.cs.columbia.edu/∼vpappas/papers/
kbouncer.pdf

[29] D. Peck and D. Peterson, “Leveraging ethernet card vulnerabilities in field
devices,” in SCADA Security Scientific Symposium, 2009, pp. 1–19.

[30] D. G. Peterson, “Project basecamp at s4,” Digital Bond Blog, Digital
Bond, Sunrise, Florida, 2012. [Online]. Available: www.digitalbond.com/
2012/01/19/project-basecamp-at-s4

[31] pt, “Oops, I hacked my PBX. Why auditing proprietary proto-
cols matters,” 28th Chaos Communication Congress, 2011. [Online].
Available: https://events.ccc.de/congress/2011/Fahrplan/attachments/
2023 oops i hacked my pbx.pdf

[32] Rapid7, “D-link hnap request remote buffer overflow,” 2014. [Online].
Available: http://www.rapid7.com/db/modules/exploit/linux/http/dlink
hnap bof

[33] ——, “Linksys wrt120n tmunblock stack buffer overflow,” 2014. [Online].
Available: http://www.rapid7.com/db/modules/auxiliary/admin/http/
linksys tmunblock admin reset bof

[34] J. Reeves, A. Ramaswamy, M. Locasto, S. Bratus, and S. Smith, “Intrusion
detection for resource-constrained embedded control systems in the power
grid,” International Journal of Critical Infrastructure Protection, vol. 5,
no. 2, pp. 74–83, 2012.

10



[35] F. Schuster, T. Tendyck, J. Pewny, A. Maaß, M. Steegmanns, M. Contag,
and T. Holz, “Evaluating the effectiveness of current anti-ROP defenses,”
in Research in Attacks, Intrusions and Defenses, A. Stavrou, H. Bos, and
G. Portokalidis, Eds. Springer, 2014, pp. 88–108.

[36] A. Seshadri, A. Perrig, L. van Doorn, and P. Khosla, “SWATT: SoftWare-
based attestation for embedded devices,” in 2004 IEEE Symposium on
Security and Privacy. Proceedings, May 2004, pp. 272–282.

[37] P. Traynor, K. Butler, W. Enck, P. McDaniel, and K. Borders, “Malnets:
Large-scale malicious networks via compromised wireless access points,”
Security and Communication Networks, vol. 3, no. 2-3, pp. 102–113, 2010.

[38] S. Vogl, R. Gawlik, B. Garmany, T. Kittel, J. Pfoh, C. Eckert, and T. Holz,
“Dynamic hooks: hiding control flow changes within non-control data,”
in Proceedings of the 23rd USENIX conference on Security Symposium.
USENIX Association, 2014, pp. 813–828.

[39] S. Wegner, “Security-analysis of a telephone-firmware with focus on
backdoors,” Bachelor’s thesis, Ruhr-Universität Bochum, 2008. [Online].
Available: https://git.fabrik17.de/mrgitlab/embedded-multimedia/
raw/437afd92da4b438f95fa3efad28564a9d0baffbd/Dokumentation/
thesis template.pdf

[40] R. Wightman, “Project basecamp at s4,” SCADA Security Scientific
Symposium, 2012. [Online]. Available: https://www.digitalbond.com/
tools/basecamp/schneider-modicon-quantum/

[41] F. Zhang, H. Wang, K. Leach, and A. Stavrou, “A framework to
secure peripherals at runtime,” in Computer Security-ESORICS 2014,
M. Kuty lowski and J. Vaidya, Eds. Springer, 2014, pp. 219–238.

11


