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Abstract. Traditional information security modelling approaches often
focus on containment of assets within boundaries. Due to what is called
de-perimeterisation, such boundaries, for example in the form of clearly
separated company networks, disappear. This paper argues that in a de-
perimeterised situation a focus on containment in security modelling is
ineffective. Most importantly, the tree structure induced by the notion
of containment is insufficient to model the interactions between digital,
physical and social aspects of security. We use the sociological frame-
work of actor-network theory to model information security starting from
group membership instead of containment. The model is based on hyper-
graphs, and is also applicable to physical and social security measures.
We provide algorithms for threat finding as well as examples.
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1 Introduction

Traditionally, protection of information has been directed at securing an organ-
isation at the perimeter of its network, typically in the form of a firewall. Due
to changes in technologies, business processes and their legal environments this
approach has become problematic. Many organisations are outsourcing part of
their IT processes, and employees demand that they can work from home. Mo-
bile devices can access data from anywhere, smart buildings are equipped with
small microchips, and with cloud computing, organisations can rent virtual PCs
by the hour. Such systems cross the security perimeters that parties have put
in place for themselves. Following the Jericho Forum [1], we call this process
de-perimeterisation.

The Forum provides many ideas about how de-perimeterisation will require
fundamentally different security architectures in the future. Instead of focusing
on maintaining the boundary between inside and outside, the focus will be on
collaborating securely over a potentially insecure infrastructure. In such an ar-
chitecture, the digital processes increasingly deviate from traditional physical
forms of security, such as buildings and safes. Although firewalls could still be
thought of in a similar fashion – as building perimeters around the assets – this
does not work in a virtualised infrastructure.



Rather than proposing new security mechanisms for a de-perimeterised situation,
this paper addresses the question how to model security and security threats in
the world without boundaries. Interestingly, techniques for modelling informa-
tion security in organisations often focus precisely on the physical metaphor of
containment as the basic principle. This may be explained by their derivation
from the traditional (physical) security paradigm. It is precisely this notion of
containment that is challenged by de-perimeterisation. In this paper, we will de-
velop an approach to modelling security that radically discards containment and
focuses on collaboration instead. The framework is inspired by the sociological
approach of actor-network theory [2] and uses hypergraphs as a mathematical
representation. Instead of focusing on the perimeters, this framework focuses
on the connections between entities. Using this model, we can systematically
generate attack scenarios in situations that transcend containment.

The paper is structured as follows. In Section 2, we give a more detailed
motivation of the research approach and discuss related work. In Section 3, we
introduce the sociological framework of actor-network theory. In Section 4, we
investigate how this theory can be applied as an alternative for a containment-
based view on information security. In Section 5, we present a model for de-
scribing security properties, based on an actor-network perspective and using
hypergraphs as mathematical representation. Section 6 presents an example,
and Section 7 discusses the implementation of the analysis. The paper ends with
conclusions and future work.

2 Motivation

2.1 Limitations of Containment-Based Models

Containment-based modelling of information security (see e.g. [3–7]) has its basis
in physical security measures such as buildings and safes. The model of physi-
cal world properties is then extended to include new information technologies.
We will show later which problems this causes in a de-perimeterised situation.
However, even for physical access containment may not be sufficient.

For the latter claim, we take as an example access to a building and the
enclosed rooms. Assume that the building consists of a hallway and two rooms,
where both rooms are connected to the hallway and to each other by doors (Fig.
1). Following the containment-based approach to security modelling, the rooms
are clearly contained within the building. A suitable tree structure would there-
fore be a top node that represents the building and two children that represent
the rooms. Entering the building would then be the same as entering the hall,
and from there one would be able to enter one of the rooms. But how do we
express the door in between the two rooms? There is no connection between
these rooms in the tree. We may wish to say that any two rooms within any
building are connected, but that is generally not the case. Thus, even when
modelling physical aspects of security, the tree structure induced by the notion
of containment may be too limiting.



Fig. 1. The traditional floor plan and its tree representation.

These problems quickly multiply when virtual assets have connections around
the globe. Similar to the floor plan example, we can also think of two networks
separated by a firewall. The choice to represent one network as “inside” and the
other as “outside”, as in [4], will depend on the location of the assets, but cannot
be meaningfully deduced from the structure of the world only. If the asset were
on the other side of the firewall, the containment would be reversed. The repre-
sentation of the structure of the world is then dependent on the value assigned
to the entities, which is not only confusing, but may also have consequences for
the threats that can be found. We may also wish to combine digital and physical
assets, creating new containment issues. How, for example, do we draw a con-
tainment tree when a computer is both in a room and in a network? In that case
the computer is contained in multiple other entities as well. When combining
the digital, physical and social world, such connections emerge everywhere.

The simple solutions (assuming that any two rooms in a building are con-
nected [3]; or adding additional edges to the tree [4]) are quite ad-hoc: they aim at
solving the problem without challenging the assumptions of the framework. We
rather choose to take these problems as the foundations of a new approach, not
based on physical analogies. Still, the issue is not only using the wrong physical
topology in security modelling, but using the wrong kind of topology. Security
is not primarily a physical or even digital problem. The prevalent mistake in
security modelling is that we try to understand a primarily social problem with
physical (or digital) topologies. After all, the possession of information is pri-
marily a social phenomenon, and it contributes to the way in which social beings
will act. We therefore develop an approach that starts from social topology. In
summary, we aim at addressing:

– the problem of combining digital, physical and social aspects of information
security in a single model;

– the limitations of the notion of containment as the basis of information
security modelling;

– the limitations of physical topologies for information security modelling.



2.2 Related Work

Several modelling approaches employ the notion of containment. In the ambi-
ent calculus [3], ambients can contain other ambients, ambients within the same
ambient can interact and an ambient can specify conditions on the entering and
leaving of other ambients. Scott [5] also developed a tree-based model for rep-
resenting physical location and mobility of entities, limiting the possibility to
express multiple paths between entities. Moreover, in Scott’s model it is possible
to “teleport” an entity from one location to another, ignoring layers of protection
that may reside in between [8]. Dragovic and Crowcroft [6, 7] address the pro-
tection given by the containment and the associated exposure of the data, but
still rely on a containment tree to model paths to the assets. Franqueira et al. [4]
use ambient calculus to perform threat analysis, but they add extra connections
to allow more than just containment. Probst and Hansen [9] propose a more
flexible system model, but still rely on a strict separation between locations and
actors. The same holds for the bigraph system model [10, 11].

A quite different approach is taken by Mobadtl [12]. Here, the world is divided
into one-level neighbourhoods, with each neighbourhood having a guardian that
moderates access from and to the outside world. In this approach, the protection
given by containment is transferred to the guardians. The Mobadtl solution fur-
ther has the advantage that the resulting structure is flat, but again membership
of entities is confined to a single neighbourhood. Since it is required to model
multiple levels of access control via different paths, this is again too limiting.

Our ontology is based on hypergraphs, which have been used before in se-
curity. Morin et al. [13] model a network as a hypergraph for alert correlation
in intrusion detection. Modelling quality of protection for outsourced business
processes is discussed by Massacci and Yautsiukhin [14]. Baiardi et al. [15] use
hypergraphs to model security dependencies in the context of risk analysis. We
believe we are the first to model the world as a hypergraph for threat finding.

Our earlier work in security modelling focused on integrating digital, physical
and social aspects of security in a single model [16], based on the Klaim family of
languages [17]. In this paper, we radicalise these ideas by proposing a completely
new basis for the model in terms of a social topology.

3 Actor-Network Theory

In this section, we present our sociological point of departure for security mod-
elling. In sociology, starting from the field of science and technology studies,
a theory has been developed that focuses on low-level interactions rather than
high-level concepts to explain social phenomena. This approach is usually called
actor-network theory (ANT), and its most important advocate is Bruno Latour
[2]. Rather than explaining local phenomena from “social forces”, ANT explains
seemingly high-level changes, such as the emergence of a new scientific theory,
precisely from such local interactions. In doing so, ANT argues that there is
no “substance” that can be called social, but that social refers to associations
between actors, whether these actors are human or something else.



Latour is especially known for including technological artefacts in social analysis,
by granting them the status of actors (or as he prefers: actants). An action
is never performed by a single actant, but always by a complex of associated
entities, without whom the action would have been different. Shooting is not
done by a person alone, nor by a gun alone, but by the composition of both. The
person makes the gun shoot, but the gun also makes the person shoot (she would
not have done so without the gun). To understand why something happens, one
has to trace back these associations to all the actants that had influence.

Many of the examples Latour discusses are related to influencing human
behaviour. For example, he discusses the measures that a hotel manager can take
to make sure that guests return their keys [18]. Latour discusses these measures
in terms of programs of action and antiprograms. In this particular case, the
program of action of the hotel manager involves having the guests return their
keys, whereas the antiprogram consists of the guests that are stubborn enough
not to do so. By including more actants in the program, such as signs asking
the guests to return keys, or – more effectively – bulky key rings attached to the
keys, the program of action becomes stronger, and more guests will join it.

Like many of his other examples, this is essentially a security problem. In
order to make people conform to the policies, measures are introduced that
require specific efforts to circumvent. By increasing the number of measures,
more people are conforming to the policy, as they do not have the required
anti-actants (whether they are physical or mental, such as stubbornness) to
perform the discouraged action anyway. In this sense, security problems can be
understood in terms of which agents can be mobilised to perform a certain action.
Whether the action is successful is then dependent on which agents cooperate.
For example, a human and a key together can open a door, but neither a human
nor a key can open a door by itself. Who initiates the action is irrelevant from
an actor-network point of view, as it is always the combined agents that perform
it: the key may invite the human to open the door or the other way around (or
both), but this does not affect the analysis.

Characteristic of actor-network theory is the completely flat social topol-
ogy. Instead of having small structures contained in larger ones, the focus is on
the connecting elements. Actors connect networks and networks connect actors.
Thus, an organisation would not be described as a big entity containing smaller
ones, but as a complex of connections of actants, in which the CEO is the most
important, as he will have the majority of connections (cf. PageRank [19]).

Information security faces a similar paradigm change with de-perimeterisation
and the problems in containment-based modelling. Where traditionally a door
would be represented as a perimeter around a room, it may also be seen as a
connecting entity between the room and the hallway. From this point of view,
actor-network theory may be the basis for a theory of information security that
does not focus on containment. The question is how to translate actor-network
theory from a sociological theory to a theory in the field of information science.
We answer this question from a pragmatic point of view, rather than with the
intention to be true to Latour’s interpretation.



4 Actor-Network Security

Actor-network theory has been used for various purposes in the analysis of in-
formation systems, notably in describing stakeholder interactions in the design
process [20]. Here, we use it differently, namely as the basis for a formal model of
interactions within information systems, in the broader sense including the phys-
ical and social environment of devices. Connections between actors and networks
are the central theme.

In essence, the connections we are interested in from an information security
point of view are connections between pieces of information. Rather than con-
sidering an extension of the physical space we are familiar with, this requires
thinking in terms of a space filled with connected and disconnected information
entities (i.e. pieces of information). In contrast to many approaches to security
modelling, which take physical space as their starting point, we are interested
in a different kind of space, which has sometimes been termed infosphere [21].
This is the space filled by information entities instead of physical objects, where
physical distance is not the main measure. Instead, it is relevant how information
entities may interact.

If we focus on the infosphere, the spatial arrangements in the physical world
are only relevant as far as they enable or limit interaction between entities.
For example, the situation where different entities are in the same room is only
relevant for the consequence that this allows these entities to interact. Therefore,
we can abstract from the spatial arrangement and define the ontology in terms
of interaction capabilities instead. This is precisely how actor-network theory
and the domain of information fit together: we use an actor-network view on
interaction in the information domain. The most important characteristic of our
model is that it is flat. Similar to the transformation Bruno Latour proposes in
sociology, containment is discarded as an important notion in the topology.

In such a solution, we focus on the possibilities of collaboration instead of
on the containment separating inside from outside. The general structure of the
model is then represented by which entities can access each other, interact and
collaborate. It is then possible to model a door or a firewall as a connecting
entity rather than a containing perimeter, which is both more elegant and more
general. For the example of the building, this will also yield a quite different
representation (Fig. 2). The doors, quite implicit in the original model, now
show up as key entities. We say that the doors can collaborate with entities of
both rooms that they connect, instead of saying that the door separates inside
from outside.

To simplify the connections between entities, we use groups of entities to
represent the capability of these entities to interact. Thus, entities that are in
the same room will belong to the same group, and can therefore interact. This
prevents having to add separate connections between all of those entities. The
door will belong both to the group of entities in the room and the group of
entities in the hall. This represents the crucial role of the door in the ability of
other entities to move from one group to the other.



Fig. 2. The floor plan from an actor-network point of view. The circles denote hyper-
edges and their contained entities; they have no spatial meaning.

5 An Abstract Model of Access

Based on the inspiration from sociology as well as our own work in security mod-
elling [16], we aim at developing a general framework for modelling information
security threats, based on interaction capabilities of information entities. We
model security in terms of interaction or collaboration based on group member-
ship. In the model, entities belonging to the same group can interact. A group
may consist of all the entities in a room, all the entities in a digital network, or
all the entities that a person is carrying. Entities may be members of more than
one group. The group structure is flat: groups cannot be members of groups. For
convenience, groups may be named, but this is not necessary for the analysis.

5.1 Hypergraph Transformations

The notions of entity and group give rise to a formal representation in terms
of hypergraphs, where these are mapped to nodes and hyperedges, respectively.
We therefore label the model ANKH, for Actor-NetworK Hypergraphs. In a
hypergraph, a hyperedge is an edge connecting any number of vertices, i.e. a
hyperedge is a non-empty subset of the set of nodes. Nodes represent entities
and hyperedges represent groups.

Definition 1. A world is a hypergraph G = (V,E), where V is a set of nodes
and E is a set of hyperedges.

To model threats in the form of step-wise attacks, we need to define how the
world can change over time. The basic assumption is that the world changes
by modifications in group membership, i.e. transformations of the hyperedges of



the graph. To make the complexity manageable, the set of nodes is static; i.e.
no new nodes are created and no nodes disappear.1 The main question to be
answered is then under which conditions hyperedges can change, in particular
when a node can obtain or lose membership of a hyperedge.

A special role is reserved here for nodes that are contained in more than one
hyperedge. For example, a door connecting two rooms will be contained in the
hyperedges representing both rooms. We call such multi-edged nodes guardians.2

Definition 2. A guardian is a node that is a member of more than one hyper-
edge.

Guardians serve as connecting entities between different groups (hyperedges),
and they control the possible transformations of hyperedges. Members of one
group can become a member of another group only through interaction with a
guardian.

An event (change of state) can occur if a guardian g interacts with another
entity e, with H, I ∈ E; g, e ∈ H and g ∈ I. This may result in one of the
following actions:

– move(g, e, H, I): g moves e from group H to I;
– copy(g, e,H, I): g copies e from group H to I;
– remove(g, e,H) g removes e from group H.

The effect of actions are changes in hyperedge (group) membership. The follow-
ing events are examples of what may happen:

– if g is a human and e a bag, and g moves e from the room (H) to her
possessions (I) or vice versa: the bag is picked up or put down;

– if g is a computer and e is a piece of data, and g copies e from the hard-disk
(H) to memory (I): the data is duplicated;

– if g is a USB stick and e a piece of data, and g removes e from the group
representing its contents (H): the data is erased.

In these actions, we call the guardian the active entity and the object being
affected the passive entity. In many situations, these terms may be somewhat
counter-intuitive compared to a physical ontology. For example, when a person
enters a room, the door will be the active entity, and the person will be the passive
one. This is due to the fact that we focus only on interaction possibilities, and
here, the door gives the person access to the room. As mentioned before, which
entity initiates the action is outside the scope of the model, since it is irrelevant
from the point of view of what is possible security-wise.

1 As long as we are interested in confidentiality of existing data, this is justified; this
assumption may need to be changed when modelling for example integrity of data.
In the latter case, modifying a copy is not the same as changing the original.

2 This terminology is also used in Mobadtl [12]. However, the guardians in that ap-
proach are pre-assigned and they monitor pre-defined neighbourhoods. In the present
paper, the only restriction is that a guardian is contained in more than one group.



Note that move is identical to copy followed by remove; however, particularly in
the physical domain, transfer of entities is often restricted to precisely the move
action. We therefore include it as a separate action. Note also that once entities
lose all their group memberships, they can never obtain one again, as there is
no guardian they can interact with. This represents deletion or destruction.

Example 1. Alice is a member of the group of entities in the room that she is in,
but also a member of the group of entities that she is carrying around. Therefore,
she is a guardian. An object in the room may interact with Alice in order to
become a member of the group of objects that she is carrying around (Alice can
pick up an object). The object will lose membership of the group of entities in
the room, and become a member of the group of entities that Alice is carrying.
If Alice then asks the door (also a guardian) to become a member of the hall,
she loses her membership of the room (as the door will only allow move actions,
not copy). She is still a member of the group of objects that she is carrying (in
the physical world one would say she is taking the objects with her). We do
not need to explicitly model the concept of carrying, as this is already implicit
in the possible hypergraph transformations: Alice will keep the possibility of
interacting with the entities that she is carrying. The corresponding actions are:
move(Alice,object,room,Alice’s possessions) and move(door,Alice,room,hall).

5.2 Capabilities

We have already seen that there are constraints on the possible modifications
in group membership. To be able to use these constraints for threat finding,
they need to be included explicitly in the model of the world. The constraints
are centred around the guardians, as these are the only entities that can effect
changes in group memberships. In a positive formulation, we use the notion of
capabilities to describe possible events. Capabilities describe under which condi-
tions an entity will – as a guardian – allow other entities to join or leave groups
that it is a member of.

In the previous example, Alice can pick up an object only if this action
conforms to the capabilities of Alice with respect to this object (for example, if
Alice can lift the object and thereby make it a member of the group of entities she
is carrying). Such capabilities may correspond to “natural” properties of the two
entities, but also to “social” properties, such as whether a person will be inclined
to leave her key. Other restrictions are specified in terms of which other entities
need to be present to enable the action. We call those credentials. For example,
for a human to open a door, the key must also be present. Depending on the
guardian’s capabilities, it may or may not be required to give up membership
of other groups. In the previous example, when Alice tries to exit the room, the
door won’t let her stay in both places at the same time.

We see that capabilities can be either implicit properties of the world (a
person can move into a room, but a room cannot move into a person) or explicit
security measures (a person can only move into this room if she has the right
key).



A capability can thus be expressed in terms of:

– the type of event (move, copy or remove);
– the guardian;
– the entity being affected (the entity that changes group membership);
– the other entities that are required to be accessible (credentials).

Using this structure of capabilities, we can now define states.

Definition 3. A state is a tuple (G, C) consisting of a world (a hypergraph
G = (V,E)) and a set of capabilities C of type A × V × V × P(V ), where
A = (move, copy, remove) is the set of actions.

The capability relation contains credentials: the associated action is only possible
if the entity can access the credentials directly (they are in one of its groups).
(a, g, e, {c}) ∈ C means that entity g will interact with entity e in order to
perform event a, provided g, e and c are in the same group. For example, a door
(g) will let a person (e) into a room if the door, the person and the right key (c)
are in the hall. For now, we assume that the capability function is static (entities
do not change their capabilities).

We can now formally define the hypergraph transformation rules. Given a
world (G, C), where g, e ∈ V ; H, I ∈ E and R ⊆ E, the following rules define
the possible transformations (with preconditions above the line, postconditions
below):

g, e ∈ H g ∈ I (move, g, e, R) ∈ C R ⊆ H
g ∈ H g, e ∈ I e /∈ H (move, g, e, R) ∈ C R ⊆ H

move

g, e ∈ H g ∈ I (copy, g, e, R) ∈ C R ⊆ H
g, e ∈ H g, e ∈ I (copy, g, e, R) ∈ C R ⊆ H

copy

g, e ∈ H (remove, g, e, R) ∈ C R ⊆ H
g, e ∈ H e /∈ H (remove, g, e, R) ∈ C R ⊆ H

remove

Some more examples illustrate the power of the model.

Example 2. Alice enters a room, gets a USB stick from a bag and leaves again.

– move(door,Alice,hall,room): Alice gets access to the room (key required)
– move(bag,Alice,room,bag contents): Alice gets access to the bag contents
– move(Alice,USB stick,bag contents,Alice’s possessions): Alice picks up the

USB stick
– move(bag,Alice,bag contents,room): Alice “leaves” the bag
– move(door,Alice,room,hall): Alice exits the room

Note that reaching into the bag requires that Alice is actually moved “inside”
the bag. This, again, means nothing more than that she gains access to the bag
contents. One might argue that – since Alice can still access objects in the room
– this would be a copy rather than a move event.



Example 3. In case of social interactions, people may accept others into their
group, which means that they can perform actions for them. For example, a
student may ask a janitor to open a room for her. If the janitor accepts her
in his group, the student can go wherever the janitor can go (he will open
the rooms for her). Again, this represents interaction possibilities rather than
physical containment, as the janitor will not literally pick up the student. In this
way, our model is more flexible than a containment-based one.

– move(janitor,student,hall,janitor’s possessions): student is moved into jani-
tor’s “possessions”

– move(door,janitor,hall,room): janitor is moved into room (key required)
– move(cupboard,janitor,room,cupboard contents): janitor reaches (is moved)

into cupboard
– move(janitor,USB stick,cupboard contents,janitor’s possessions): USB stick

is moved into janitor’s possessions
– move(cupboard,janitor,cupboard contents,room): janitor exits cupboard (is

moved into room)
– move(student,USB stick,janitor’s possessions,student’s possessions): USB stick

is moved into student’s possessions

5.3 Goals

A goal is a set of undesirable target states. Goals thus represent which entities
should or should not be in the same group. Goals can be checked by analysing
the reachability of undesirable states, starting from the initial state of the world.

In general, the initial state is specified by the physical arrangement of the
building, the layout of the network, and the group memberships of the attacker
and the asset. Target states are specified by the property that the attacker is in
the same group as the asset.

6 An Extended Example

As an example, we consider the road apple attack. The term road apple refers to
an apple that is found on a road, tempting the finder to take it. In the IT world,
the apple is usually an infected generic dongle, with the logo of the organisation,
left by the adversary in a public place in the organisation’s premises, such as a
canteen. When an employee finds the dongle, she may be tempted to plug the
dongle into her laptop [22]. If the employee does so, the dongle will install a
rootkit on the hard disk drive (hdd) without the employee’s knowledge. Entities
and groups are depicted in Fig. 3. The goal is to have the rootkit in the hdd
contents.

Note that for reasons of simplicity, we have still chosen a world that can be
represented as a tree. To make use of the full power of our approach, we could
add hyperedges representing a wireless LAN, for example, containing both the
target computer and a device controlled by the attacker, giving additional op-
portunities for attack. This would, however, make the example too complicated
for explanation purposes. An attack could use the following actions:



Fig. 3. The initial state of the road apple attack from an actor-network point of view.

1. move(main door,attacker,outside,canteen): attacker is moved from outside
to canteen

2. move(attacker,dongle,attacker possessions,canteen): dongle is moved from
attacker possessions to canteen

3. move(room door,employee,room,canteen): employee is moved from room to
canteen

4. move(employee,dongle,canteen,employee possessions): dongle is moved from
canteen to employee possessions

5. move(room door,employee,canteen,room): employee is moved from canteen
to room (requires key)

6. move(employee,dongle,employee possessions,room): dongle is moved from
employee possessions to room

7. move(computer,dongle,room,computer contents): dongle is moved from room
to computer contents (needs employee)

8. copy(dongle,rootkit,dongle contents,computer contents): rootkit is copied
from dongle contents to computer contents

9. copy(hdd,rootkit,computer contents,hdd contents): rootkit is copied from
computer contents to hdd contents

There is a seemingly special kind of credential that is vital in this example.
The dongle needs a credential to go into a computer: it can enter a computer
because an employee is there. The employee is thus a credential in this case.
This may seem counter-intuitive, but since the employee neither changes group
membership nor acts as a guardian, this is the natural way to express this.



7 Analysis

In this section, we present techniques for generating attack scenarios based on a
goal and an initial state. To allow systematic analysis of the possible interactions,
we make the simplifying assumption that when an entity belongs to a group in
one point in time, this means that the entity can always go back if it wants
to. Entities are thus never moved or removed, but always copied. This is a
monotonicity assumption, and our analysis is similar to the one presented in
[23]. In this way, we can create a table of all possible groups an entity can be in
after a certain number of steps. That is, in each step, we investigate all possible
events, and for each possible event, we add the moved entity to the possible
entities of the group it moved to. It will also remain as a possible entity in its
previous group (Algorithm 1).

In the first phase of the analysis, a table is thus created (Table 1), which
represents for each step and for each group the possibly included entities. For
each entity in the table that was moved or copied in an event, we also administer
the relevant conditions that made the event possible. For example, if a door
moves a human from the hall to a room, we link the event to two conditions
of the previous step, namely the human being in the hall and the key being in
possession of the human. The last row of the table gives the situation when no
more new group memberships are possible.

Algorithm 1 Possibility analysis
Require: initial state

repeat
for each possible transformation do

put moved entity in new group for this step
set links to relevant conditions of previous step

end for
until table unchanged in this step

Outside Attacker poss. Dongle cont. Canteen Room Employee poss. Comp. cont. Hdd cont.
0 a,md a,d d,r md,rd rd,e,c e,k c,h h
1 a,md a,d d,r md,rd,a,e rd,e,c e,k c,h,e h
2 a,md a,d d,r md,rd,a,e,d rd,e,c e,k c,h,e h
3 a,md a,d d,r md,rd,a,e,d rd,e,c e,d,k c,h,e h
4 a,md a,d d,r md,rd,a,e,d rd,e,c e,d,k c,h,e,d h
5 a,md a,d d,r md,rd,a,e,d rd,e,c e,d,k c,h,e,d,r h
6 a,md a,d d,r md,rd,a,e,d rd,e,c e,d,k c,h,e,d,r h,r

Table 1. Analysis of the example: first stage. Rows indicate steps in the algorithm;
columns indicate groups. Entities are denoted by their first letters.



In the second phase of the analysis, we supply a goal. As mentioned before,
a goal expresses undesirable target states. We assume that the goal is simple,
i.e. refers to the condition of an entity being in a group. Otherwise, we first
decompose the goal into simple goals. In the last row of the table, we can find
possible instantiations of the goal. If we find such an instantiation, we track this
situation back through the table by means of the links to the relevant conditions.
In this way, we can recreate the trace of events that led to the undesired situation.
This trace thus constitutes an attack (Algorithm 2).

As shown in the example of a human moved into a room, it is possible that
multiple conditions were necessary for an event to happen (a human AND the
key need to be present). In this case, the trace of the attack branches as an
AND. It is also possible that several different conditions made an event possible.
In this case, the trace branches as an OR. In this way, we obtain an attack tree
as defined in [24]. It might be possible that in several stages of the calculation
of the trace, the same condition emerges. To obtain a better description of the
attack, we may choose to represent this as multiple pointers to the same node
in the attack tree, in which case it becomes a graph rather than a tree.

Algorithm 2 Attack generation (recursive)
Require: simple goal (entity in group)

set simple goal as top node of attack tree T
P ← conditions linked from simple goal by Algorithm 1
if P is disjunction then

make T an OR-node
else

make T an AND-node
end if
for p ∈ P do

add as a child the result of the algorithm for p
end for
return T

For the second stage, we request an attack for the goal of the rootkit being in
the hdd contents. In the last row of the table, we can see that this situation may
indeed be the case. Now we follow backwards the conditions that made this state
possible. For the last step, the movement of the rootkit into the hdd was made
possible by the condition that the rootkit was in the computer. Backtracking
one more step, this was possible because the dongle was in the computer. The
dongle got into the computer because it was in the same room and the employee
was present. Here, the trace splits. We need to find out how the employee got
into the room and how the dongle got into the room. The employee was already
in the room at the start. The dongle got into the room because it was possessed
by the employee. The employee got the dongle because both the employee and
the dongle were in the canteen. Following this method, we can trace the attack
back to the start (Fig. 4).



Fig. 4. The attack graph constructed in the second stage of the analysis of the example.
All splits are AND-splits. The dark grey boxes denote conditions that are already true
in the initial state.

Note that for this attack to work, the employee needs to be both in the canteen
and in the room. The order of events is thus important for the attack to succeed.
The monotonicity assumption leads to an overapproximation, and the resulting
attack tree must be judged from this point of view to determine whether the
attack is possible if the limitations of physical movement are put back in place.

The theoretical complexity of Algorithm 1 can be shown to be O(N2E2),
where N is the number of nodes and E the number of hyperedges. Let N be
the number of nodes and E the number of hyperedges. An attribute represents
whether a particular node is in a particular hyperedge. Consequently, there are
NE attributes (i.e. fields in the incidence matrix). Because of monotonicity, all
possible attributes are satisfied after at most NE steps in the first algorithm.
For each newly satisfied attribute, we can optimise the look-up of newly enabled
actions by pre-computing a table with all actions per attribute. At most NE
actions can be made possible, corresponding to moving an entity to a group.
For these actions, we need to check whether new attributes are satisfied by their
execution. This means that the total worst-case complexity is the number of
attributes times the actions enabled per attribute, giving O(N2E2). In a realistic
scenario, the number of hyperedges (rooms, networks, possessions) will typically
be in the order of the number of nodes. Given this assumption, the complexity
can also be expressed as O(N4). Further optimisation techniques, such as those
in [25], may be applicable.



For Algorithm 2, the number of steps in the algorithm can again be at most NE,
being the maximum number of attributes to be satisfied. Since each step is a
constant look-up, the total complexity is NE. Note that these complexities are
not comparable to those of purely digital threat modelling, as the latter typically
does not address mobility.

For our earlier model [16], we have a running implementation of the algo-
rithms within the Groove tool [26]. We aim at adapting the implementation for
the hypergraph model, and comparing the two approaches.

8 Conclusions

In this paper, we introduced the ANKH framework for modelling threats in in-
formation security based on interaction possibilities. Main source of inspiration
is the sociology of actor-network theory, which argues that analysis of connec-
tions should be based on a flat topology. We translated the idea to the domain
of information, where, in such a flat topology, we defined groups and guardians.
Guardians are able to move or copy other entities between their groups, de-
pending on specified capabilities. We defined states, events and capabilities and
showed how an initial world can be analysed for reachability of undesirable states,
and how an attack graph can be constructed from the analysis. The road apple
attack was presented as the main example.

In our model, we only have first class citizens. People are not the primary
movers; their movement is physical and therefore visible, but from an information
perspective this does not have priority. Instead, any guardian may initiate a
move. From an information point of view, a door moves a human into a room,
because it is the door that guards the group of the room. The door thus admits
the human into the group of the room. This rethinking of security modelling is
our main contribution.

In theory, our model overcomes limitations of existing models by introduc-
ing a new perspective, rather than adding ad-hoc extensions to models that run
into problems when the world defies containment-based descriptions. The model
is very simple, expressive, and reasonably efficient. In future work, we aim at
applying the model in realistic case studies, to identify precisely what can and
cannot be modelled, which extensions are possible or necessary, and how effective
the model is in finding threats in real-world situations. A useful extension could
be the use of dynamic capabilities, where actions may not only affect the con-
nections in the world, but also the capabilities of entities. This would correspond
to for example changing the security settings in a system.
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