
10

Picturing Risk

Analytical Extensions
TREsPASS has developed a number of extensions to the analytical capabilities of attack 
trees. These extensions are described below. 

ADTool is aimed at providing security consultants and academic researchers with a 
rigorous and user-friendly application that supports security analysis based on attack-
defence trees. From a formal perspective, attack trees, protection trees, and defense trees 
are instances of attack–defence trees. Therefore, the ADTool can also be employed to 
automate and facilitate the usage of all aforementioned formalisms.

ATCalc extends classical attack trees with a notion of time; inspired by the fact that there  
is a strong correlation between the amount of resources in which the attacker invests (in this 
case time) and the probability that the attacker succeeds. It uses stochastic model checking 
(SMC) and compositional aggregation as an engine to compute the evolution of attack. 
Moreover, it also takes into account the dependencies between basic attack steps and can 
also evaluate shared subtrees.

ATAnalyzer performs quantitative attack tree analysis. The type of analysis and the 
outcome depends on the chosen model. Currently two models are supported: the failure- 
free model (Buldas, Lenin, 2013) and the parallel model (Lenin, Willemson, Sari, 2014).  
If the failure-free analysis is launched, the outcome is a binary value which gives an answer 
to the question whether the considered infrastructure is a fruitful target for rational profit 
orientated attackers. If the system is analysed by the parallel model, the result is the most 
profitable attack vector (if any). The analysis can be done taking attacker profiles into 
account, as well as without profiling considerations.

ATtop uses priced timed automata and Uppaal SMC as the model checker to obtain 
quantitative values. It performs timed analysis on attack trees. It can answer stochastic 
and optimal questions. Optimal questions determine the optimal attack values (such as 
minimum time to reach the goal, minimum cost to reach the goal, trade-off between attack 
values). Optimal questions are: Given an attacker budget, skill levels, what is the optimal 
cost to reach the goal? Which attack path should an attacker follow, if he/she wants to reach 
the goal in the minimum time? What is the maximum damage in terms of monetary loss 
that is inflicted on an enterprise due to attacker action/ execution of basic attack steps?
 
Output to these questions is a single value that corresponds to minimum time, minimum 
costs for an attacker or maximum damage to an enterprise. The tool can also provide an 
attack trace, a set of basic steps which were involved in computation of metric.

ADTop (ADTool optimizer) is  developed as a transition software tool to bridge the gap 
between the theoretical model of attack-defence trees and concrete risk analysis coming 
from TRICK Service. The high-level process is as follows, ADTop receives an ATree and 
an extract of a risk analysis. It generates an association matrix, which helps to perform 
calculations for the optimal selection of preventive security controls, and produces an 
optimal ADTree. 
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ATAnalyzer presents the attack traces with the highest utility for
 an attacker. In this figure a user hovers over the highest utility.

ATEvaluator calculates Pareto efficient solutions for the attack tree. Standard attack 
trees combine basic actions either conjunctively or disjunctively, thereby limiting their 
expressiveness. Most analyses of attack trees consider attack tree with one parameter and 
optimise one aspect of an attack scenario, such as feasibility or cost of an attack. Moreover, 
in most attack tree models with multiple parameters values, characterising basic attacks, the 
models propagate to the root based on the local decision strategies. In case of incomparable 
values, this approach may yield sup-optimal results. ATEvaluator responds to this weakness 
by calculating Pareto efficient solutions for the attack tree using two values rather than one.
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Professor Debi Ashenden opened the Summer School programme with a talk about the importance  
of bringing together the social and technical perspectives of cyber security risk. Debi cited a number  
of real-world examples, including some from healthcare, when talking about the need to make visible  
the different perspectives at work in a risk scenario. 
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Introduction

Information security threats to organisations have changed immensely over the last decade, 
due to the complexity and dynamic nature of infrastructure and attacks. Successful attacks 
cost society billions a year, impacting vital services and the economy. Examples include 
StuxNet, in which infected USB sticks were used to sabotage nuclear plants, and the 
DigiNotar attack, in which fake digital certificates were used to spy on website traffic.  
New attacks cleverly exploit multiple organisational vulnerabilities, involving physical 
security and human behaviour. Defenders need to make rapid decisions regarding which 
attacks to block, as both infrastructure and attacker knowledge change rapidly.

Current risk management methods provide descriptive tools for assessing threats by 
systematic brainstorming. Attack opportunities will be identified and prevented only if people 
can envisage them. In today’s dynamic attack landscape, this process is too slow and exceeds 
the limits of human imaginative capability. Emerging security risks demand tool support to 
predict, prioritise, and prevent complex attacks systematically.

The TREsPASS project has developed methods and tools to analyse and visualise information 
security risks in dynamic organisations, as well as possible countermeasures. An Attack 
Navigator has been built to help security practitioners model which attack opportunities 
are possible and most pressing, and which countermeasures are most effective. To this end, 
the project combines knowledge from technical sciences (to identify the vulnerabilities of 
technological networks), social sciences (to identify the vulnerabilities of social networks), 
and state-of-the-art industry processes and tools, such as The Open Group’s ArchiMate 
modelling language.

The TREsPASS project included a work stream to explore the visualisation of cyber security 
risk. The goal of this work stream was to extend the state of the art in  cyber security risk tools 
by developing visualisations that combine information visualisations with techniques from 
critical cartography and digital humanities to articulate different socio-technical dimensions  
of risk and provide tools through which to explore these dimensions. 

This work stream produced three types of visualistion: 
• Artistic visualisations, which articulate the cultural dimensions to security risks;
• Journalistic visualisations, which articulate the relationships between risks and the 

data flows within an organisation and the workings of the risk model; and
• Scientific visualisations, which contribute to the quantification of the qualitative risk 

data, articulate the attack and defence interaction (for which attack-defence trees are 
our start point) and enable the user to calculate risk from different perspectives and 
perform root cause analysis on risks to complex information flows. 

This book presents an overview of the outputs of this work stream.

Lizzie Coles-Kemp
Information Security Group
Royal Holloway University of London

   TREsPASS has developed a visual language that extends the expressivity of attack tree analysis
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The InterActor app: each actor has a dedicated page where  further details can be found about their 

place in the overall narrative; and where additional data can be entered, and images uploaded.
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Attack Trees
Attack trees are a tool to capture all possible attacks to reach a specific goal. Attack trees 
are a widely used graphical tool for modelling the security threats of an organisation and 
representing attack scenarios in an intuitive manner. The root of a tree represents the main 
goal of an attacker, and the leaves correspond to an attacker’s basic actions. Standard attack 
trees combine basic actions either conjunctively or disjunctively, thereby limiting their 
expressivity. Most analyses of attack trees consider an attack tree with one parameter  
and optimise one aspect of an attack scenario, such as feasibility or cost of an attack. 

Several analysis methods for attack trees models have been developed over the last  
twenty years but TREsPASS has reinvigorated this form of analysis by developing  
the analytical capabilities of an attack tree and extending its visual expressivity.

In their traditional form, attack trees present a wide variety of important and relevant 
information, but are not easily visualised and oftentimes are shown as an arrangement  
of text in a directed graph. From a visualisation perspective, attack trees have several flaws;  
the tree structure gets very wide rapidly, repeating lots of elements to eventually become 
effectively unreadable even in a medium allowing arbitrary zooming. Also, because attack 
trees consist of conjunctive and disjunctive nodes, it needs to become visually clear  
that in the case of conjunctive nodes, all steps need to be fulfilled in order to proceed.  
We have responded to this complexity challenge by re-imagining the way the tree is laid 
out and labelled, as well as by testing alternative layouts that result in more compact trees, 
while maintaining readability. Next to that, exploring interactivity by allowing the user  
to zoom and pan, and to collapse sub-trees at any level, makes it easier to concentrate  
only on certain parts of the tree.

  TREsPASS has designed attack trees as radials to respond to some of the complexity challenges 
that trees with many nodes present. In this image, two visualisations of the same attack tree  are 

visualised as attack steps on attack traces, both ordered clockwise where the top is the most 
vulnerable attack trace. On the left, only vulnerabilities are highlighted, while on the right a 

differentiation is made between physical nodes and virtual node
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Bringing the Social and the Technical Together

Much of TREsPASS’ work has been focused on bringing together the technical and social 
perspectives of cyber security risk assessment. The need to understand different perspectives 
and bring together those perspectives can be seen in many complex real-world settings, for 
example healthcare. 

TREsPASS conducted many different types of engagements during its four year programme 
to bring together the different communities actively engaged in cyber security risk 
assessment. Engagements ranged from workshops to seminars and case studies. During the 
research programme TREsPASS set up and ran four case studies and in each case, multi-
perspectival views of cyber security risk were important to an effective understanding of  
the risk scenario. 

One key activity in the TREsPASS engagement portfolio was the Summer School on the 
Social Aspects of Cyber Security Risk which was run at Royal Holloway University of 
London in June 2016. In Book 2 of this series we present an overview of the knowledge 
produced during the Summer School. 
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Modelling and Understanding Situated Risk
A socio-technical system is a system consisting of human behaviour, technology and 
the policies that influence human behaviour. The key properties in the socio-technical 
system are entities, interaction possibilities, and quantitative properties associated with 
interactions.  As we have seen in the representations of the attack trees, the quantitative 
properties include difficulty, risk for attacker, rewards, and visibility. The quantitative 
properties, however, need to be complemented with an understanding of the relationships 
and interactions between entities. Such an understanding emerges from the particular risk 
situation and from the data which is fluid and often ephemeral. The visualisation research in 
TREsPASS discovered that for each quantitative property there were qualitative `properties 
associated with interactions’ to be visualised. 

The socio-technical risk model is made up of several types of components:  
Spatial components – the geometric representation of the model’s shape in some coordinate 
space, or it’s `geometry’; Social components – a human as an entity that interacts in the 
model, which can change location, between rooms for example, and can have relations with 
other entities; Locations – entities in the spatial component; Object component – the set of 
all objects; Objects – entities that can be moved around through the spatial component;  
Digital component – this concerns all programs and data that are present in objects 
supporting digital data storage, processing and communication; Action – an action is a 
change to the state of the socio-technical system as represented in the socio-technical 
security model; Actor – an actor is an (in)animate object that executes actions.

In the early stages of TREsPASS we discovered that such models had to be built within 
a particular context or situation and that often it was necessary to brainstorm the 
characteristics of that context or scenario. As a visualisation research team, we found 
LEGO modelling to be one of the most effective ways to conduct a brainstorm exercise to 
establish the context of the socio-technical risk model. 


A group models a `smart home’ scenario with LEGO, while beside them an analyst transfers the actors, 

assets, and attacker goals from their physical model into a TREsPAS socio-technical risk model. 
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Attack Tree Linearisation
In visualisations, it is widely agreed that it is better to have more simple elements than 
fewer, complex elements. A tree works well in situations where the structure is fairly  
simple and small but the scenarios that attack trees model are in fact often highly complex. 
In TREsPASS we have responded to this by turning trees into linear sequences of their 
required children. This will result in more paths, but each path will be easier to follow.  
The simplification and conversion to straight paths benefit readability for the user of the 
attack tree. 

Step 1 :


Input attack tree.


Left: In the first step the algorithm finds all conjunctive intermediate nodes. It traverses the tree 

depth-first, thus processing A and BC before Root, in later iterations.
Right: The conjunctive nodes are eliminated by replacing them with a linearised form of their 

children. Each sibling becomes the child of its right-hand neighbour.  
In this example all siblings are leaf nodes, resulting in a linear chain.

Step 2 :
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Mapping Social Practices in a Risk Scenario
From our LEGO risk scenario participatory sessions with security practitioners, a need 
was identified for a method where data can be captured in a `brainstorming’ setting. It was 
felt by participants that such a method needs to be deployed during and after engagements 
and as a means to extend the modelling process, before insights that are produced are lost. 
Furthermore, a parallel requirement was also identified for practitioners to be able to collate, 
manage and visualise the complex social interactions across any given scenario, and across 
any given organisation. 

In response to this requirement we have designed an app called InterActor. The over-arching 
narrative of the app is to assist security practitioners in finding, mapping, and integrating 
the social practices that support security controls. The tool is designed to provide a more 
refined view of how control strengths in specific areas are supported by (and are also based 
on) specific values and perspectives of actors, in groups or as individuals. The app enables 
security practitioners to systematically analyse the outputs of brainstorming sessions and 
input the analysis output into the TREsPASS socio-technical risk model.


A screenshot from an early prototype of InterActor, which takes data from participatory engagements 

 and maps it according the values given by participants.
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ATCalc displays the likelihood of attack over time, as well as which leaves become more probable at

 a certain point in time. The two small graphs on the left plus the subset of the attack tree on the
 right interact with each other so that a user can quickly explore the results of the analysis tool.
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Step 5 :


Finally we remove all remaining (formerly) intermediate nodes. 
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Attack Cloud
Representing the hierarchical nature of a structure as a tree structure or tree diagram is very 
common, but it also has its disadvantages. Especially in larger structures (200+ nodes) the 
tree form is not always the most optimal way to present a structure in a graphical form, let 
alone make this actionable. In an attempt to provide a better overview for very large attack 
trees (1.000—500.000 nodes) we developed what we refer to as the attack cloud. An attack 
cloud aims to represent all the steps possible in an attack tree. As there is often no sense of 
order in an attack path, linearisation can potentially be misleading. The attack cloud format 
allows the viewer to see which steps are involved in which attacks while still understanding 
the full context. Steps that pose a higher potential as a threat are closer to the root node at 
the centre, which creates a logical hierarchy of information. By removing duplicates, this 
approach could potentially also allow us to view entire attack trees as a threat landscape. 


Verizon contributed a big data set to test with the project’s visualisation tools, resulting

 in a rich set of visualisations  of interrelated and interactive DIBR graphs.
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Step 3 :


Left: In the case of the Root node, the siblings (AB and B) are subtrees, rather than single nodes.
Right: Instead of becoming direct children of the next sibling, each child’s subtree gets attached 

to the leaf nodes of the next sibling’s subtree.

Step 4 :


Left: Since we want to keep the goal of the attack tree, we need to add the root node again.

Right: In the second step, we extract all the individual paths from the transformed tree.


