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Abstract— In this document, the design of communication
within a wireless sensor network is discussed. The resource
limitations of such a network, especially in terms of energy,
require an integrated approach for all (traditional) layers of
communication. We present such an integrated, collaborative
approach which is part of current research in the European
research project EYES on energy-efficient sensor networks. In
particular, energy-efficient solutions for medium access control,
clusterbased routing and multipath routing are discussed. As part
of the ongoing project, these approaches work together and are
designed to support each other.

I. INTRODUCTION

Wireless sensor networks (WSNs) are an emerging field
of research which combines many challenges of modern
computer science, wireless communication and mobile com-
puting. WSNs are one of the prime examples of Ambient
Intelligence, also known as ubiquitous computing. Ambient
systems are networked embed systems intimately integrated
with everyday environment and supporting people in their
activities. These systems are quite different than those of
current computer systems, and will have to be based on
radically new architectures and use novel protocols. The vision
of ubiquitous computing requires the development of devices
and technologies, which can be pervasive without being in-
trusive. The basic components of such a smart environment
will be small nodes with sensing and wireless communications
capabilities, able to organize flexibly into a network for data
collection and delivery. Realising such a network presents
very significant challenges, especially at the architectural and
protocol/software level. Major steps forward are required in
the field of communications protocol, data processing, and
application support.

Recent advances in sensor technology, low power analog
and digital electronics and low-power radio frequency design
have enabled the development of cheap, small, low-power sen-
sor nodes, integrating sensing, processing and wireless com-
munication capabilities. Embedding millions of sensors into
an environment creates a digital skin or wireless network of
sensors. These massively distributed sensor networks, commu-
nicate with one another and summarize the immense amounts
of low-level information to produce data representative of
the overall environment. From collaboration between (large)
groups of sensor nodes, intelligent behaviour can emerge that
surpasses the limited capabilities of individual sensor nodes.

Sensor nodes collaborate to be able to cope with the en-
vironment: sensor nodes operate completely wireless, and are
able to spontaneously create an impromptu network, assemble
the network themselves, dynamically adapt to device failure
and degradation, manage movement of sensor nodes, and react
to changes in task and network requirements. Despite these dy-
namic changes in configuration of the sensor network, critical
real-time information must still be disseminated dynamically
from mobile sensor data sources through the self-organising
network infrastructure to the applications (services).

This paper deals with the networking protocols involved in a
WSN as being developed within the EYES project. We address
traditional layers, but unlike those well-known variants, we use
a more integrated view.

The EYES project (IST-2001-34734, http://eyes.eu.org) is
a three year European research project on self-organizing and
collaborative energy-efficient sensor networks. It addresses the
convergence of distributed information processing, wireless
communications, and mobile computing. The goal of the
project is to develop the architecture and the technology,
which enables the creation of a new generation of sensors that
can effectively network together so as to provide a flexible
platform for the support of a large variety of mobile sensor
network applications.

II. ENERGY EFFICIENT MAC PROTOCOL FOR SENSOR

NETWORKS (EMACS)

A. Goals

The type of applications makes that WSNs differ greatly
from conventional networks like data or telecommunication
networks. WSNs are built of autonomous network nodes that
each have limited processing power, memory and energy
available. The networks have to operate in a self-organizing
adhoc fashion, since none of the nodes is likely to be capable
of delivering the resources to act as basestation or central
manager.

In general two types of network nodes are recognized:
nodes that mainly transmit their own sensor readings (sensor
nodes) and nodes that mainly relay messages from other nodes
(relay nodes). Sensor readings will flow from source node
to sink node in the network via relay nodes. The type of a
network node may change during the lifetime of the network.
The MAC protocol should support the typical communication
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Fig. 1. TDMA based MAC protocol

between sensor nodes and relay nodes, while it minimizes the
overhead necessary to set up connections. Moreover, it should
allow for nodes to turn off their energy consuming transceiver
as often as possible. Latency is in general less important in
WSNs, although the support for mobile node communication
requires a fast connection setup. These characteristics make a
MAC protocol for WSNs fundamentally different from MAC
protocols for mobile adhoc networks.

These limitations and demands form a challenge for design-
ing a power efficient communication protocol.

B. The designed MAC protocol

The main task of the MAC protocol is to organize how the
nodes in the WSN access the radio channel. The MAC protocol
only deals with communications between nodes that are in
radio range of each other. Higher layers, especially routing,
should cope with the fact that the sink of the data is not always
directly reachable. This part of our combined approach will
be presented in the proceeding sections.

For the EYES project, network nodes are designed to
demonstrate the functionality of the designed adhoc network-
ing protocols. Basically the network node design facilitates
a physical layer to the air interface, which is a single radio
channel at 868.35 MHz. The physical layer is capable of
transporting bits at a rate of 115.2 kbps.

In the EYES project we explore a TDMA based MAC
scheme, since code division multiple access (CDMA) or
carrier sense multiple access (CSMA) based protocols imply
constant or very frequent listening to the radio channel. This
listening to the channel consumes a large amount of energy,
which is certainly not available in the network nodes. The
TDMA EMACS protocol also eases the (local) synchroniza-
tion between nodes.

Time is divided into so called frames and each frame is
divided into timeslots (see Figure 1). Each timeslot can be
owned by only one network node. This network node decides
what communication should take place in its timeslot. Other
nodes can ask for data or notify the availability of data for
the owner of the timeslot in the communication request (CR)
section.

The owner of the slot transmits its schedule for its data
section and broadcasts a table in the traffic control (TC)
section, which tells to which other TC sections the node is

listening. After the TC section, the transmission of the actual
data packet follows.

Since transmitting and receiving are both very power con-
suming operations, the network nodes should turn off their
transceivers as often as possible. The EMACS protocol sup-
ports two sleep modes of the network nodes:

1) Standby mode: This sleep mode is used when at a certain
time no transmissions are expected. The node releases
its slot and starts periodically listening to a TC section
of a frame to keep up with the network. When the node
has to transmit some data (event driven sensor node), it
can just fill up a CR section of another network node
and agree on the data transmission, complete it and go
back to sleep.

2) Dormant mode: This sleep mode is agreed on higher
layers. The sensor node goes to low power mode for
an agreed amount of time. Then it wakes, synchronizes
(rediscovers the network) and performs the communica-
tion. This sleep mode is especially useful to exploit the
redundancy in the network.

Not every node in the network has to own a timeslot. It is
clear that a node does not own a timeslot, when it is in one of
the sleep modes, since being in a sleep mode is inherent to not
transmitting a TC section every frame. But event driven nodes
might also not redeem their right to own a timeslot. A draw
back of not owning a timeslot is that the node will only be
able to receive multicast messages and not messages directly
addressed to the node. Transmitting data to nodes that own a
timeslot is no problem. Other protocol layers in the network
may invoke listening to/transmitting in an a priory agreed (and
free or not owned) data section.

Before a node decides, that it does not want to own a times-
lot, it should check that sufficient TC sections are transmitted
by neighbors to keep the network connected and to maintain
synchronization. The fact that nodes do not necessarily need
to own a timeslot, eases the scalability of the network and
reduces the power consumption of the nodes.

The proposed MAC protocol is designed to support the
typical communication patterns of a WSN. It minimizes the
utilization of the transceivers of the nodes to save power.
Latency in the network is reduced by allowing transmissions in
not owned or released data sections. The traffic control section
can be deployed to make wake-up calls for sleeping nodes.

III. CLUSTERBASED ROUTING

When dealing with large scale, ad-hoc sensor networks,
clustering offers some benefits. Grouping nodes into clusters
controlled by a designated node, the clusterhead, offers a
good framework for the development of important features
like routing and coordinated channel access for the EMACS
protocol. In addition, the hierarchical view of the network
achieved by clustering helps to decrease the complexity of
the underlying network. A highly dynamic sensor network
appears more static and thus some effects of mobility can
be mitigated. Clustering is thus one of the services useful in



a WSN and should be offered to upper layers such as the
applications running on top of the networking layer.

A. Clustering Scheme

In the clustering protocol, the set of clusterheads created
and maintained by the protocol forms an independent set. The
advantage of the independent set is that no two clusterheads
are within direct transmission range of one another, thus not in-
terfering directly. Each node is to be within direct transmission
range of at least one clusterhead, i.e. the clusterheads also form
a dominating set. The maintenance part of the protocol ensures
this structure in face of topological changes. With each node,
there is a positive weight associated. This weight corresponds
to a node’s capabilities to perform the additional duties that
come with being the controlling instance of a cluster. The
weight is determined taking into account the residual energy
of a node together with the connectivity, i.e. node degree.

The basic algorithm is derived from the greedy algorithm
for the maximum weight independent set [10]. This centrally
executed algorithm can also be performed equivalently in a
distributed fashion. In order for a node to decide on its status to
become clusterhead, only local information is needed. Basagni
[1] gives a set of distributed procedures for the clustering
protocol. On order to get a connected structure, there are
additional gateway nodes introduced to enable communication
between the clusterheads of two adjacent clusters. The assign-
ment of these roles is impicitly part of the clustering protocol,
so that each node is aware of its role in the clustering structure,
i.e. clusterhead, gateway or ’regular’ node.

Our initial simulation showed, however, that the protocol
has a severe drawback in the sizes of the created clusters.
We therefore extend the general protocol by procedures to
control the clustersizes [8]. Obviously, when the clusterheads
control evenly sized clusters, the overall energy consumption
is distributed more evenly as well. In this set of procedures,
gateways are allowed to change their cluster membership when
the current cluster grows too large and an adjacent clusterhead
is capable of controlling more nodes.

B. Clusterbased DSR

The protocol to create and maintain the clustered structure
of the network comes at the cost of additional control messages
for the protocol, which consumes additional energy. However,
the clustered structure of the network can be used to limit the
number of transmissions of other services. One of the basic
services for an ad-hoc network is multi-hop routing. Using
the clustered structure obtained from the above protocol, the
route discovery process of the dynamic source routing (DSR,
[6]) can be done more efficient than on a flat, non-clustered
network. As every node is in direct transmission range of at
least one clusterhead, and each clusterhead has knowledge
of its members, the route discovery process that reaches all
clusterheads suffices to create a feasible route in the ad hoc
network.

In order to only reach each clusterhead, nodes decide on not
to rebroadcast a route creation message. These decisions can
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be done using only knowledge of the local neighborhood and
the role in the clustered structure. If a node has not determined
its role in the clustering scheme, e.g. when it has recently been
added to the network, it will rebroadcast according to the rules
given by the DSR. This ability to ”fall back” to the DSR on
a flat, non-clustered network shows that the proposed scheme
does not represent backbone routing. The algorithm does not
rely on the clustered scheme. However, our simulations show
that it is advantageous to use the scheme.

C. Results

As a result, simulations of the clustering protocol and the
clusterbased routing scheme on top of it showed that in all
types of scenarios (including varying mobility, node density
and data-rates) the amount of traffic used for the creation and
maintenance of the proposed clustering scheme, together with
the traffic needed for the route creation and data-delivery, is
less than using the flat routing scheme of dynamic source
routing. In Figure 2, the number of needed control messages,
including those for setting up and maintaining the clustered
structure, to successfully send a data packet from a randomly
chosen source to a randomly chosen destination is given. The
reference algorithm, DSR, on the same topology is also given
for comparison. The simulation scenario consists of 50 nodes
moving according to the random waypoint model with fixed
speed in a 800 by 500m rectangle. The transmission range
of each node is 250m. In the nodes, a new messages is
created every 500ms and simulation is run for 200s on various
different topologies.

In Figure 3, the effects of different bounds on the desired
cluster sizes for the same setting as in Figure 2, at a fixed
speed of 11m/s, is given. In almost all simulations performed,
the clusterbased routing outperforms the original DSR. For
the procedures to control the cluster size, the approach taken



remains superior, and using reasonable bounds for the cluster
size a structure with evenly spread out clusterheads that control
evenly sized members can be obtained. A reasonable bound
for the cluster size is given by about half the size of a node’s
neighborhood.

The benefits of a clustered structure can, in terms of energy
consumption, already be harvested in the routing process
alone. However, a clustered structure of the network can help
in other services as well and can be assumed there neglecting
the additional costs of creation and maintenance. Also, the
amount of traffic to be routed through a network by multiple
hops affects the performance of the algorithms. More messages
in the route creation process lead to more congestion in the
network. From this point of view, the clusterbased approach
lessens the network congestions in two ways: the flooding
used for route discovery is limited (i.e. absolute number of
messages), and since part of the maintenance does not occur
during the routing process, the messages that have to be
broadcast are distributed more evenly in time. The presented
scheme can easily be adapted to other algorithms that rely on
flooding.

IV. MULTIPATH ROUTING

The WSN topology is highly dynamic caused by frequent
node mobility. As the network diameter grows, data generated
by one or more sources usually has to be routed through
several intermediate nodes to reach the destination due to the
limited range of each node’s wireless transmissions. Problems
arise when intermediate nodes fail to forward the incoming
messages.

To prevent this, usually, acknowledgements and retrans-
missions are implemented to recover the lost data. However,
this generates large amount of additional traffic and delays
in the network. Without using these schemes, reliability of
the system can also be increased by using multipath routing.
Multipath routing allows the establishment of more than one
paths between source and destination and provides an easy
mechanism to increase the likelihood of reliable data delivery
by sending multiple copies of data along different paths
without acknowledgement schemes.

Several different routing algorithms for sensor networks
have been studied until now. The Temporally Ordered Routing
Algorithm (TORA) [9], Dynamic Source Routing (DSR) [6]
and Directed Diffusion [5] are only some of them. All these
algorithms focus on reliable delivery of data to destinations.
But they are sensitive to a large number of communication
failures and to high average speed of the nodes.

To diminish the effects of node failures (both communica-
tion and hardware failures) multipath routing schemes have
been developed based on these algorithms [7][4]. They are a
solution against failures, but the amount of control and data
traffic usually increases.

A. Description of the Multipath On-Demand Routing

In this section we briefly describe a new multipath routing
algorithm - Multipath On-Demand Routing (MDR). It is a
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viable solution against mobility and failures in wireless sensor
networks and in ad-hoc networks in general.

We have designed MDR with the goal of providing several
disjoint paths between data sources and destinations. It proved
that it is tolerant to failures and more than that, it is almost
immune to topology changes due to mobility. High average
speeds of the nodes produce negligible negative effects.

MDR can be used in combination with a data splitting
method. We have already shown in [3] that data splitting
techniques are a way of reducing the high amount of traffic
associated with multipath routing. The main idea is to split
the original data packet that has to be routed in n subpackets
(n is the number of paths available from the source to the
destination) in such a way that only a k subpackets (k < n)
are necessary to reconstruct the original data packet. Even
if some subpackets are lost on the way, the destination can
reconstruct the information (see Figure 4).

MDR follows the main ideas behind the DSR algorithm. It
is based on an initial flooding of the network with the route
request and then generates route replies from the destination
back to the source. There is no route maintenance phase and
the control messages have fixed length. The description of the
two phases is:

• Route Request Phase
When the source wants to find a destination, it floods
the network with a short message announcing this. The
message contains the source ID, the destination ID and
the ID of the request. Thus, the length of the message
remains constant during the route request.

• Route Reply Phase
The destination will eventually receive one of the route
request messages. It only knows that there exists a path
without knowing the intermediate nodes from the mes-
sage. The destination returns a route reply to the neighbor
from which it received the route request message. Each
node repeats this process until the message is received by
the source. After receiving several different route replies,
the source can start sending the data packet using those.

The main difference, when compared to DSR is moving the
information stored inside the messages to the sensor nodes
themselves. The sensor nodes are responsible to ”remember”
where the route request message came from.

B. Implementation and Results

We have implemented the MDR algorithm in order to
get a better understanding of it. In Figure 5 we show a
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comparison between DSR and MDR. The first observation
is that the algorithms works for mobility rates at which the
DSR algorithm gives an unacceptable amount of errors. The
trade-off lies in the amount of control traffic.

A closer look not just at the number of messages, but the
message sizes, shows that the total amount of MDR traffic
compared to the amount of DSR traffic varies between 4.04:1
for low mobility rates to 1.02:1 for scenarios with highly
mobile nodes.

Our study involved several parameters of the algorithm [2].
We have studied the influence of mobility on the number of
control messages, on the number of paths discovered, on the
data latency , and on the number of cases the data packet does
not reach the destination. Other parameters such as the period
for which the source waits for route replies and different failure
modes were also taken into consideration.

The conclusion of our study is that MDR improves the
reliability of data routing in a wireless mobile network while
maintaining the amount of overhead traffic at a low value.
Another important feature of MDR is that it is very robust
against the average speed of the nodes in the network. Even for
very high mobility rates, the algorithm succeeds in delivering
the data to the destination. By tuning several of its internal
parameters, the algorithm can be adapted to various network
configurations and degrees of mobility.

The future work for multipath routing will focus mainly on
improving MDR by modifying the Route Reply phase to better
deal with failures. The caching of routes will be taken into
consideration as well, and the trade off between the number
of control messages and the reliability has to be investigated.

V. CONCLUSIONS

Sensor networks may be one of the best examples in
which the pervasiveness of energy efficient design criteria
is desirable, due to the inherent resource limitation, which
makes energy the most valuable resource. Sensor nodes should
be able to establish self-assembling networks that are incre-
mentally extensible and dynamically adaptable to mobility
of sensor nodes, changes in task and network requirements,
device failure and degradation of sensor nodes. Therefore, each
sensor node must be autonomous and capable of organising
itself in the overall community of sensors to perform co-
ordinated activities with global objectives.

In order to achieve these common goals, communication
between individual nodes and groups is most important. We
presented energy efficient solutions to an integrated approach
for wireless communication in a sensor network. We have
shown that the development of energy efficient communication
protocols requires a systemwide view of the whole network
protocol stack.

Future work will focus on the integration of these protocols
for medium access control, clustering and multipath routing
in a network of EYES-nodes.
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