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1 Introduction

1.1 General

The purpose of this document is to provide an inventory of suitable technologies that may be used in
the implementation and operation of an Electronic Registration Number, or ERN, for road vehicles.

An ERN is here understood to be “a registration number, acknowledged by the government of the
Netherlands, assigned to a vehicle, suitable for wireless electronic identification of the vehicle for
purposes of the government”, and, as such, a component of an Electronic Vehicle Identification
system. The Dutch word used for the ERN is Electronisch Kenteken, abbreviated by EK.

1.1.1 Context

The primary goal of the ERN includes vehicle registration, tax collection and law enforcement.
Secondary, it may be part of electronic vehicle identification developments now being investigated in
the Netherlands for new user services and standards. Other new developments include the policy to
give priority to billing of mobility, next to better use of the existing road network and building of new
roads, as described in the new Dutch policy document National Traffic & Transport Plan. Congestion
pricing (Rekening Rijden) will be introduced in the near future around the 4 major cities in the
Netherlands. Also the use of pay lanes is considered as well as private financing and operating
infrastructure. All these developments will have their impacts on the final choice of the technology to
be use for the ERN.

Some other terminology frequently used in relation with the ERN includes:

- Electronic Registration Unit, abbreviated by ERU (the physical unit carrying the ERN),
- On Board Equipment, abbreviated by OBE (a device on board or attached to the

vehicle/equipment to perform the functionality of AVI/AEI)
- Automatic Vehicle Identification, abbreviated by AVI (the process of identifying vehicles using

OBE combined with the unambiguous data structure defined in ISO standards)
- Electronic Vehicle Identification, abbreviated by EVI (the wireless electronic identification of a

(motorised) vehicle)
- Vehicle Identification Number, abbreviated by VIN (a structured combination of characters

assigned to a vehicle by the manufacturer for identification purposes)
- and others as Electronic License Plate, Vehicle Licence Plate Number, Vehicles License Number,

etceteras.
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1.1.2 A closer look on ERN

In its simplest breakdown, a system using the ERN may be considered as composed of 3 main
elements, as shown in Figure 1-1.

Figure 1-1 Electronic Registration Number: system decomposition

The left box shown represents the vehicle part. Today the vehicles licence number is readable from
the obligatory Licence Plates (the GAIK or its precursors). In the future, the license identification may
be stored in some kind of miniature electronic device (a tag or chip), considered for this introduction as
proven state-of-the-art technology.

The communication between interrogator (the one who wants to know the EK of the vehicle) and the
vehicle itself is considered to be the key function for the system selection. The physical principles used
in this communication set the boundaries to what information exchange can accomplished. Basically
only two principles are available: electromagnetic waves and sound waves. The communication by
sound waves - using air as the medium between the vehicle and interrogator–- is judged as
inadequate for the intended application: the nature of the environment is too noisy.

Communication by Electro Magnetic waves is the better solution, the characteristics depending
primarily on the selected wave-length (Table 1-1) and on the relative sizes of the sensitive areas of
reader and interrogator.

ERN
system

vehicle
part

 road side
interrogator

back-officecommunication
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EM source wave

lenght

radio frequency 100 khz (low) 3000 m

radio frequency 100 Mhz 3 m

radio frequency 900 MHz 33 centimeter

radio- or microwave frequency
2.5 GHz

12 centimeter

radio- or microwave frequency
5 GHz

  6 centimeter

infrared light 850 nanometer

All Electro Magnetic waves propagate in straight
lines, are stopped by not-transparent media, are
reflected from flat surfaces, and are bent around
sharp edges. Practically, for the here relevant
typical dimensions of magnitude 0.1 to 10 meter,
low radio frequencies bend around most objects.
Strict Line Of Sight (LOS), on the contrary, is
required for the visual reading of a classical
licence plate. Nevertheless, if the license plate
would forward its identity as a visual light code
stream, then line of sight is recommended, but
when the direct line of sight is blocked, multiple
reflections still contain the same readable
information.

visible light 500 nanometer

Table 1-1  Radio Frequency and optical wavelengths

The road side interrogator and the back-office will not be studied in this document.

The document is structured as follows. A pre-selection of all available technologies is made in the next
section of the introduction. The following chapters then present technologies that has relevance to the
area of application, and, to reduce the amount of material that could be presented, ignores the
technologies that are either not suited or non-viable in the context of the ERN. Chapter 2 gives the
overview and the highlights of the various communication techniques; section 2.6 presents the
preliminary suitability assessment. Chapter 3 goes into the details of the selected communication
technologies: RFID, GSM/UMTS, and Bluetooth. Details of the Electronic Registration Unit, the
storage medium for the ERN, usually called tag or TRANSPONDER in the RFID world, is presented in
section 3.1.3, including some relevant mechanical aspects. Chapter 4 concludes the technology
inventory. The appendices present useful collected information.

1.2 Pre-selection of technologies

Technology based on the application of sound waves for communication purposes is judged as non
viable in the noisy traffic situation. Based on electromagnetic waves there are still numerous
possibilities: To mention the most common, the communication can be done by light – visible,
ultraviolet, infrared-, by electromagnetic waves in the radio frequency domain, at television
frequencies, and as microwaves. The latter three categories will all be addressed in this document as
Radio Frequencies. The information may be stored as an image: for example as letters and numbers
on the classical license plate, or converted to a special code as the classical bar-code. Alternatively,
the information may be stored in an electronic memory, and made available as a small sequence of
serial code.

The transmission of coded messages, and the need to be independent from one supplier only for the
necessary equipment, implies the use of established standards. Many standards have been set-up
(see appendix 5.2), the eventual cost of the necessary equipment will be influenced by the scale of
application.

Use of satellites has been mentioned as an option for use in an ERN system. This statement is
ambiguous: satellites may be used to determine position information of a vehicle, or satellites may be
used for communication purposes, or perhaps combined. Positioning systems as the Global
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Positioning System (GPS) have become increasingly interesting for applications since the spring of
the year 2000, when the USA-authority decided to make the accurate position determination available
to all with the right equipment, and not restricted to the military only. The necessary GPS equipment
can be installed in a car, and provides the geographical coordinates of the position at that moment. It
is a one-way communication of several satellites to a vehicle only, without option to communicate from
the car to these satellites: again very interesting, but not suitable to answer a request for a ERN
identity. Satellites may be thought as road-side interrogators: indeed ESA has recently published a
study where Road Traffic is Monitored by Satellite. A fact of life, however, is that stationary positioned
satellites will be more than 36000 km away, at geo-stationary position, as for example the Italsat-2 or
Inmarsat satellites. Dedicated Road Traffic Monitoring (RTM) equipment must be installed on the
vehicles, although it was said that it may be economically combined with personal communications, for
example for fleet management. ESA states that their satellite-based RTM system is viable and
economic approach to monitoring radio traffic; the limited number of car-response that can be handled
simultaneously prevents the use for ERN applications. A closer alternative, circulating satellites at Low
Earth Orbit, still about 800 km away, has been set up and employed by the Iridium company, but failed
to attract sufficient users, and went out-of-business. The large distance to any satellites compared to
the small distances in GSM networks, in relation with the severe power attenuation for larger
distances, makes satellite application for ERN purpose as communication channel in the Netherlands -
where the whole country is covered by GSM networks – unlikely.

The use of light coding for Dedicated Short Range Communications, as has been proposed by e.g. the
EFKON Company, is very similar to that of other Radio Frequency applications based on EM-Wave
propagation, and will be treated simultaneously. An advantage of light coding is its independence on
the use of the radio frequency electromagnetic wave spectrum, where assignments per country and
global agreements restrict specific applications to the specified frequency band-ranges. The recent
UMTS auction showed that large amounts of money are involved in the procurement of the rights to
use parts of these frequency bands. As disadvantage of the technique its sensitivity to adverse
weather conditions can be mentioned: rain, fog and snow may attenuate and scatter the infrared light
beams considerably; which is more serious at the much smaller wavelength of the infrared light than at
the common radio frequency wavelengths.

The use of ultraviolet light instead of visible or infrared light has not led to a substantial communication
technology, as far as we have acknowledged. Two disadvantages play a role: its wavelength is still
shorter than the wavelength of infrared light (with the adverse effects mentioned in he previous
paragraph), and the technology to create a strong light source that can be modulated is considerable
more difficult than for infrared light.
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2 Technologies
The requirements of the system under study dictate that an Interrogator, either fixed or mobile, must
be able to communicate with a moving target. This means that no direct, physical contact is possible
between the two parties. This results in restricting the technologies available to that of either wireless
or optical. Two primary technologies are presently available:

• Optical image recognition

• Radio Frequency IDentification (RFID)

Optical technologies make use of visible or infrared light to collect and/or disseminate information
between two independent parties. Optical technology is related either to photographic or laser
scanning technology, or to pulse coded transmission. The latter, optical pulse coded transmission, is
very similar to the RFID technology, and will be treated there.

RFID technologies make use of the low radiated power in the radio frequency spectrum to provide
short-range communications between the Interrogator and the target vehicle.

Two other technologies, related to the higher communication layers rather than the primary physical
layer according to the Open Systems Interconnection (OSI) model, are of interest:

• Mobile Communications (GSM/UMTS)

• Bluetooth

Mobile Communications uses the local mobile telephone network to communicate between the
Interrogator and the target vehicle via a central database and control system.

Bluetooth is a communication standard, including radio frequency communications specifications, that
have been developed to standardise short-range computer-to-computer communications.

2.1 Optical image recognition

2.1.1 Overview
Optical technologies rely on the use of direct line-of-sight positioning between the pickup system and
the target. This is normally achieved by using fixed point-to-point systems or utilising the medium of
fiber-optic cabling to provide the link between two communication points.

In the Electronic Registration Number environment, it is obvious that cable connections are impossible
and line-of-sight is the only method of communication that may be used.

Identification of targets by optical means fall into two main areas of technology:

• Photographic

• Laser Scanning

Photographic

This technology is predominantly in use already to detect infractions of the vehicle speed and traffic
control laws. The technology used is relatively simple and reliable, although is only usable in a one-
direction transfer of information. Both manual and electronic means are available to interpret the
photograph taken of the target. The manual method, although simple, is time and labor consuming.
The electronic method relies on the use of powerful visual processing and character recognition
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software to obtain a reliable result. This technology is only as good as the initial photograph taken and
that is prone to the problems of the environment, dirt, rain, mist etc.

Laser Scanning

Laser scanning, whether in the visible or infrared spectrums, uses a coherent beam of light that is
moved across the target and the reflected light is used to obtain the information required. This
technology is widely used in the commercial sphere, however it is not without problems due to the line-
of-sight requirements.

The most obvious demonstration of the problems involved with laser scanning techniques may be
found at most large stores and supermarkets. In these places, extensive use is made of barcodes on
products. The barcode is presented to a scanning system at the checkout, which is designed to
optically read and interpret the information contained in the barcode. This system is utilised in what
may be described as a very benign environment where the barcode is deliberately placed in close
proximity to the scanner and held stationary for a moment until the scanner indicates that the code has
been successfully read. Even in this operation, the scanner does not have a perfect success rate and
quite often more than one attempt may be necessary to read the code, or even some cases the code
cannot be read due to the type of packaging on which it is printed. If these problems are projected
forward into the vehicle environment, then the success rate of reliably reading even a simple object,
such as a barcode, on a target moving at speed at a distance from the scanner, is not very high. Add
to this the effects of dirt or even just water droplets on the barcode and the problem of actually reading
anything at all becomes very considerable. Furthermore, any form of visual coding, whether it be a
barcode or even the simple registration number of the vehicle, is open to easy forgery or misuse.

2.1.2 Key Attributes and Limitations
- Growth area of automatic identification and data capture for non-moving or low speed passive

systems.

- Interface technology not progressing, new generation, high complexity and cost software
under development for target recognition and identification.

- Read only electronic storage technology

- Limited range of products at present

- Low data storage capability on passive system. Active bi-directional system could offer high
data capacities but would be technically complex and expensive and is not known to be a high
development area at present.

- High data transfer rates.

- Line-of-site required to effectively operate system. Not easy to automate tracking of targets
and highly prone to environmental interference.

2.2 Radio Frequency IDentification (RIFD)

2.2.1 Overview
Radio frequency identification (RFID) is a relatively new Automatic Identification and Data Collection
(AIDC) technology, first appearing in tracking and access applications during the 1980s. These
wireless AIDC systems allow for non-contact reading and consequently are effective in manufacturing
and other hostile environments where barcode labels could not survive. RFID has established itself in
a wide range of markets including livestock identification and automated vehicle identification (AVI)
systems because of its ability to track moving objects. The technology has become a primary player in
automated data collection, identification, and analysis systems worldwide.
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2.2.2 Key Attributes and Limitations

• Growth area of automatic identification and data capture

• New generation, lower cost transponders offering multi-read capabilities

• Read/write electronic storage technology

• Wide range of products satisfying a range of data storage and data transfer needs

• Low to reasonably high (64Kbits) data storage capability

• Wide range of data transfer rates, depending on device and carrier frequency used.  Generally
speaking, the higher the carrier frequency the higher the data transfer rates achievable

• Close proximity (inductive systems) to tens of meters (radiating systems), without the need for line-of-
sight interrogation, depending upon type of transponders and interrogation hardware

• Robust constructions available, allowing use in reasonably harsh conditions

2.3 Mobile Communications (GSM/UMTS)

The techniques described in this chapter are communication techniques and not in the first place
identification techniques, like RFID and Bluetooth. Identification through the network services are
possible, but very inaccurate (now). If they are used for identification purposes, an application is
needed on top of this communication layer, which could reside on the chipcard. GSM and UMTS are
described here in the first place to explore the possibilities for ERN, with in mind that these techniques
are or will be very common.

2.3.1 Overview
During the early 1980s, analog cellular telephone systems were experiencing rapid growth in Europe,
particularly in Scandinavia and the United Kingdom, but also in France and Germany. Each country
developed its own system, which was incompatible with everyone else’s in equipment and operation.
This was an undesirable situation, because not only was the mobile equipment limited to operation
within national boundaries, which in a unified Europe were increasingly unimportant, but there was
also a very limited market for each type of equipment. This meant economies of scale and the
subsequent savings could not be realized.

The Europeans realized this early on, and in 1982 the Conference of European Posts and Telegraphs
(CEPT) formed a study group called the Groupe Spécial Mobile (GSM) to study and develop a pan-
European public land mobile system. The proposed system, the second generaton mobile system,
had to meet certain criteria:

• Good subjective speech quality

• Low terminal and service cost

• Support for international roaming

• Ability to support handheld terminals

• Support for range of new services and facilities

• Spectral efficiency

• ISDN compatibility
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In 1989, GSM responsibility was transferred to the European Telecommunication Standards Institute
(ETSI), and phase I of the GSM specifications were published in 1990. Commercial service was
started in mid-1991, and by 1993 there were 36 GSM networks in 22 countries .Although standardized
in Europe, GSM is not only a European standard. Over 200 GSM networks (including DCS1800 and
PCS1900) are operational in 110 countries around the world. In the beginning of 1994, there were 1.3
million subscribers worldwide , which had grown to more than 55 million by October 1997. With North
America making a delayed entry into the GSM field with a derivative of GSM called PCS1900, GSM
systems exist on every continent, and the acronym GSM now aptly stands for Global System for
Mobile communications.

The developers of GSM chose an unproven (at the time) digital system, as opposed to the then-
standard analog cellular systems like AMPS in the United States and TACS in the United Kingdom.
They had faith that advancements in compression algorithms and digital signal processors would allow
the fulfillment of the original criteria and the continual improvement of the system in terms of quality
and cost. The over 8000 pages of GSM recommendations try to allow flexibility and competitive
innovation among suppliers, but provide enough standardization to guarantee proper interaction
between the components of the system. This is done by providing functional and interface descriptions
for each of the functional entities defined in the system. The introduction of GSM networks and
compact mobile phones, together with the opening of the European telecom market has lead to an
explosive growth in use of the GSM services. The wish to introduce data services over GSM has lead
to new developments in the direction of General Packet Radio Service (GPRS) and Universal Mobile
Telecommunications System (UMTS).

2.3.2 GSM/GPRS evolution
Existing GSM service providers have already applied to operate third generation (3G) networks
around the globe. While necessary investments in 3G networks are huge and it’s not yet clear what
3G technologies will be adopted, the most likely migration paths is from GSM via General Packet
Radio Service (GPRS) and Enhanced Data rates for GSM Evolution (EDGE) (called 2.5G upgrades)
towards 3G like UMTS.

Now the only 2.5G upgrade close to going live is General Packet Radio Service (GPRS), a packet-
switched upgrade for TDMA-based wireless networks (like GSM).

The GPRS is a new non-voice value added service that allows information to be sent and received
across a mobile telephone network. It supplements today's Circuit Switched Data and Short Message
Service. GPRS is NOT related to GPS (the Global Positioning System), a similar acronym that is often
used in mobile contexts.

GPRS will provide a massive boost to mobile data usage and usefulness. That much seems assured
from its flexible feature set - its latency and efficiency and speed. The only question is how soon it
takes off in earnest and how to ensure that the technical and commercial features do not hinder its
widespread use.

In addition to GPRS, high-speed, circuit-switched data (HSCSD) is another potential upgrade being
considered by some GSM networks. Beyond that, Enhanced Data rates for GSM Evolution (EDGE)
modulation extensions are planned, which will allow service providers to offer even higher
performance, enabling true 3G-like services. EDGE is a new modulation scheme that is more
bandwidth efficient than the modulation scheme used in the GSM standard. It provides a promising
migration strategy for HSCSD and GPRS. The technology defines a new physical layer: 8-phase shift
keying (8-PSK) modulation. 8-PSK enables each pulse to carry 3 bits of information versus GSM’s 1-
bit-per-pulse rate. Thus, EDGE has the potential to increase the data rate of existing GSM systems by
a factor of three.

EDGE retains other existing GSM parameters, allowing the use of existing spectrum bands. This fact
is likely to encourage deployment of EDGE technology on a global scale.
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2.3.3 UMTS
The aim of UMTS (Universal Mobile Telecommunications System) is to provide increased capacity,
data capability and a far greater range of services than possible with GSM. It integrates indoor and
outdoor use of mobile telephone and provides for speech and multimedia services. UMTS is defined
by the ETSI as part of the IMT-2000 framework for third generation mobile systems of the International
Telecommunications Union(ITU). IMT-2000 has been defined as a standard for a high capacity, high
data rate mobile telecommunications system incorporating both terrestrial radio and satellite
components. UMTS is meant for the mass-market and the goals are to minimize cost for
communication and handsets. Data rates for UMTS are 144 kbit/s (outdoor, worst case) to 2 Mbit/s
(indoor). Compared with the 9600 bit/s of GSM a great improvement. The data rate will be adjusted to
the demand of the user, allowing asymmetric bandwidth for uplink and downlink. Data is transferred
using packet switching and Internet Protocol (IP), which allows alternative ways of billing and virtual
connectivity. Furthermore an advanced handover and roaming method enables roaming from private
networks (at home or in the office) to micro cellular public networks, wide area networks or even world
wide satellite networks.

UMTS needs a new cellular network, operating in the 1885-2025 MHz and 2110-2200 MHz bands. At
this moment the high bids are done at auctions of frequency bands in the various countries and
optimistic forecasts say that in 2003 the first services will start. There will be a gradual development
from GSM to UMTS, because of the huge prices paid for the licenses but also because new handsets
are required for UMTS and the installed base of GSM handsets is enormous. The phased introduction
of UMTS will include extension of GSM’s capability to include packet (GPRS) and high speed data
operation (enhanced data rates for GSM evolution or EDGE), pre-UMTS trial phase, during which
UMTS base stations will be tested for instance in GSM-networks, basic deployment and then full
commercial deployment.

2.3.4 Key Attributes and Limitations

• Growth area of world-wide standardised communications.

• Well supported technology by numerous manufacturers.

• Read/write electronic storage technology

• Low to reasonably high (64Kbits) data storage capability

• Medium data transfer rates, typically less than 50 kbs. In the future UMTS will offer high data rates (up to
2 Mbit/s).

• Communications within 'cells' via base stations nominally within 10 kilometres of user.

• Robust constructions available, allowing use in reasonably harsh conditions

• Though there will be an evolution from GSM to UMTS starting in 2003. UMTS will not be fully operational
until 2007 or even later.

2.4 Bluetooth technology

Bluetooth wireless technology is a de facto standard, as well as a specification for small-form factor,
low-cost, short-range radio links between mobile PCs, mobile phones and other portable devices.
Bluetooth is an open specification that companies can adopt on a royalty-free basis. Bluetooth’s
frequency is on the free, universal 2.45-GHz industrial, scientific, and medical (ISM) band, so the
standard is universally portable and interoperable (though Spain and France have other use of this
band).
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The Bluetooth Specification contains the information required to ensure that diverse devices
supporting the Bluetooth wireless technology can communicate with each other worldwide. The
document is divided into two parts –;

• Volume 1, Core,

• Volume 2, Profiles.

The Core part specifies components such as the radio, baseband, link manager, service discovery
protocol, transport layer, and interoperability with different communication protocols.

The Profiles part specifies the protocols and procedures required for different types of Bluetooth
applications.

The Bluetooth Special Interest Group (SIG) is an industry group consisting of leaders in the
telecommunications, computing, and networking industries that are driving development of the
technology and bringing it to market.

The Bluetooth specification has been written specifically to allow low-cost, highly-integrated
implementations. The long-term target is a bill-of-materials cost of less than $5 per Bluetooth endpoint,
which is realistically achievable with a single-chip solution.

With nominal 1 mW transmit power, typical radio range will be from 10 cm to 10 m. It can be extended
to 100 m by increasing the transmit power. For higher-power devices, power control can optimise the
output power, depending on the range, for minimum interference and power consumption. Bluetooth
supports data speeds of up to 721 Kbps, as well as three voice channels.

Bluetooth devices form small, ad hoc networks, referred to as “piconets”. A piconet can have between
two and eight devices actively communicating with each other, but additional devices can be “parked”
and accessed when required. Within a piconet, one Bluetooth device acts as the “master,” determining
the frequency-hopping pattern, packet timing, and co-ordinating transmissions to the other “slave”
devices. Slave devices can also be members of more than one piconet at a time, forming an ad hoc
“scatternet” of multiple piconets.

Security is an essential element of the Bluetooth specification. It provides mechanisms for managing
encryption (for confidentiality, also included on the air interface), authentication (for access control),
and the distribution of keys for encryption. Bluetooth uses software authentication to create a
database of other trusted devices. The user will typically activate a registration procedure on both
Bluetooth devices, and enter a short PIN number on each before the two Bluetooth devices can
communicate.

The key component in Bluetooth security is the security manager, with the following tasks:

• Store security related info on services and devices

• Grant or refuse access requests

• Enforce authentication and/or encryption before connecting to the application

• Initiate or process input from a device user to set up trusted relationships on device level

• Initiate pairing and query PIN entry by the user or by an application.

2.5 Suitability Assessment

Due to the lack of effective technology in the optical area, together with the complexities in operating a
system in this area, as well as the lack of known research in this area that may produce useful
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hardware/software in the near to mid-term timeframes; this technology is not recommended for further
investigation and as such will not be addressed any further in this document.

The remainder of this document will concentrate on both RFID, GSM/UMTS and Bluetooth technology,
and their present and future capabilities and development.
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3 Details of Technologies

3.1 Radio Frequency IDentification

Radio Frequency IDentification (RFID), its application, standardisation, and innovation are constantly
changing. Its adoption is still relatively new and hence there are many features of the technology that
are not well understood by the general populous. Developments in RFID technology continue to yield
larger memory capacities, wider reading ranges, and faster processing. It’s highly unlikely that the
technology will ultimately replace bar code - even with the inevitable reduction in raw materials
coupled with economies of scale, the integrated circuit in an RF tag will never be as cost-effective as a
bar code label. However, RFID will continue to grow in its established niches where bar code or other
optical technologies aren’t effective. If some standards commonality is achieved, whereby RFID
equipment from different manufacturers can be used interchangeably, the market will very likely grow
exponentially.

This section tries to set out the basic information about RFID

A moment’s thought about radio broadcasts or mobile telephones and one can readily appreciate the
benefits of wireless communication. Extend those benefits to communication of data, to and from
portable low cost data carriers, and one is close to appreciating the nature and potential of radio
frequency identification. RFID is an area of automatic identification that has quietly been gaining
momentum in recent years and is now being seen as a radical means of enhancing data handling
processes, complimentary in many ways to other data capture technologies such bar coding. A range
of devices and associated systems are available to satisfy an even broader range of applications.
Despite this diversity, the principles upon which they are based are quite straight forward, even though
the technology and technicalities concerning the way in which they operate can be quite sophisticated.
Just as one need not know the technicalities of a mobile phone or personal computer to use it, it is not
necessary to know the technicalities to understand the principles, considerations and potential for
using RFID. However, a little technical appreciation can provide advantage in determining system
requirements and in talking to consultants and suppliers.

3.1.1 What is RFID?
The object of any RFID system is to carry data in suitable transponders, generally known as tags, and
to retrieve data, by machine-readable means, at a suitable time and place to satisfy particular
application needs. Data within a tag may provide identification for an item in manufacture, goods in
transit, a location, the identity of a vehicle, an animal or individual. By including additional data the
prospect is provided for supporting applications through item specific information or instructions
immediately available on reading the tag. For example, the colour of paint for a car body entering a
paint spray area on the production line, the set-up instructions for a flexible manufacturing cell or the
manifest to accompany a shipment of goods.

A system requires, in addition to tags, a means of reading or interrogating the tags and some means
of communicating the data to a host computer or information management system. A system will also
include a facility for entering or programming data into the tags, if this is not undertaken at source by
the manufacturer. Quite often an antenna is distinguished as if it were a separate part of an RFID
system. While its importance justifies the attention it must be seen as a feature that is present in both
readers and tags, essential for the communication between the two.

To understand and appreciate the capabilities of RFID systems it is necessary to consider their
constituent parts. It is also necessary to consider the data flow requirements that influence the choice
of systems and the practicalities of communicating across the air interface. By considering the system
components and their function within the data flow chain it is possible to grasp most of the important
issues that influence the effective application of RFID. However, it is useful to begin by briefly
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considering the manner in which wireless communication is achieved, as the techniques involved have
an important bearing upon the design of the system components.

3.1.2 Wireless Communication and the Air Interface
Communication of data between tags and a reader is by wireless communication. Two methods
distinguish and categorise RFID systems, one based upon close proximity electromagnetic or
inductive coupling and one based upon propagating electromagnetic waves. Coupling is via ‘antenna’
structures forming an integral feature in both tags and readers. While the term antenna is generally
considered more appropriate for propagating systems it is also loosely applied to inductive systems.

                 Inductive Coupling                                                Propagation Coupling

Figure 3-1  Coupling Mechanisms

Transmitting data is subject to the vagaries and influences of the media or channels through which the
data has to pass, including the air interface. Noise, interference and distortion are the sources of data
corruption that arise in practical communication channels that must be guarded against in seeking to
achieve error free data recovery. Moreover, the nature of the data communication processes, being
asynchronous or unsynchronised in nature, requires attention to the form in which the data is
communicated. Structuring the bit stream to accommodate these needs is often referred to as channel
encoding and although transparent to the user of an RFID system the coding scheme applied appears
in system specifications. Various encoding schemes can be distinguished, each exhibiting different
performance features.

To transfer data efficiently via the air interface or space that separates the two communicating
components requires the data to be superimposed upon a rhythmically varying (sinusoidal) field or
carrier wave. This process of superimposition is referred to as modulation, and various schemes are
available for this purposes, each having particular attributes that favor their use. They are essentially
based upon changing the value of one of the primary features of an alternating sinusoidal source, its
amplitude, frequency or phase in accordance with the data carrying bit stream. On this basis one can
distinguish amplitude shift keying (ASK), frequency shift keying (FSK) and phase shift keying (PSK).

In addition to non-contact data transfer, wireless communication can also allow non-line-of-sight
communication. However, with very high frequency systems more directionality is evident and can be
tailored to needs through appropriate antenna design.

3.1.2.1. Carrier frequencies
In wired communication systems the physical wiring constraints allow communication links and
networks to be effectively isolated from each other. The approach that is generally adopted for radio
frequency communication channels is to separate on the basis of frequency allocation. This requires,
and is generally covered by government legislation, with different parts of the electromagnetic
spectrum being assigned to different purposes. Allocations may differ depending on the governments
concerned, requiring care in considering RFID applications in different countries. Standardisation
efforts are seeking to obviate problems in this respect.
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Three frequency ranges are generally distinguished for RFID systems, low, intermediate (medium) and
high. The following table summarises these three frequency ranges, along with the typical system
characteristics and examples of major areas of application.

Frequency Band Characteristics Typical Applications

Low

100-500 kHz

Short to medium read range

Inexpensive

Low reading speed

Access control

Animal identification

Inventory control

Car immobiliser

Intermediate

10-15 MHz

Short to medium read range

Potentially inexpensive

Medium reading speed

Access control

Smart cards

High

850-950 MHz

2.4-5.8 GHz

Long read range

High reading speed

Line of sight required

Expensive

Railroad car monitoring

Toll collection systems

Table 3-1 Carrier Frequencies

A degree of uniformity is being sought for carrier frequency usage, through three regulatory areas,
Europe and Africa (Region 1), North and South America (Region 2) and Far East and Australia
(Region 3). Each country manages their frequency allocations within the guidelines set out by the
three regions. Unfortunately, there has been little or no consistency over time with the allocation of
frequency, and so there are very few frequencies that are available on a global basis for the
technology. This will change with time, as countries are required to try to achieve some uniformity by
the year 2010.

Three carrier frequencies receiving early attention as representative of the low, intermediate and high
ranges are 125kHz, 13.56 MHz and 2.45 GHz. However, there are eight frequency bands in use
around the world, for RFID applications. The applications using these frequency bands are listed in
Table 3-2.

Frequency Range Applications and Comments

Less than 135kHz A wide range of products available to suit a range of applications,
including animal tagging, access control and track and traceability.
Transponder systems  which operate in this band do not need to be
licensed in many countries.

1.95MHz, 3.25MHz,
4.75MHz, and 8.2MHz

Electronic article surveillance (EAS) systems used in retail stores

Approx. 13 MHz,
13.56MHz

EAS systems and ISM (Industrial, Scientific and Medical)

Approx. 27 MHz ISM applications

430-460 MHz ISM applications specifically in Region 1
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902-916 MHz ISM applications specifically in Region 2. In the USA this band is well
organized with many different types of applications with different levels of
priorities.

This includes Railcar and Toll road applications: Current Dedicated Short
Range Communication (DSRC) technology operates in the 915 ±13 Mhz
band.

The band has been divided into narrow band sources and wide band
(spread spectrum type) sources. In Region 1 the same frequencies are
used by the GSM telephone network.

918-926 MHz RFID in Australia for transmitters with EIRP less than 1 watt

2350 - 2450 MHz A recognized ISM band in most parts of the world. IEEE 802.11
recognizes this band as acceptable for RF communications and both
spread spectrum and narrow band systems are in use.

5400 - 6800 MHz This band is allocated for future use. The FCC have been requested to
provide a spectrum allocation of 75 MHz in the 5.85-5.925 GHz band for
Intelligent Transportation Services use. In France the TIS system is
based on the proposed European pre-standard (preENV) for vehicle to
roadside communications communicating with the roadside via
microwave beacons operating at 5.8 GHz.

Table 3-2 Application Areas

Not all of the countries in the world have access to all of the frequency bands listed above, as some
countries have assigned these bands to other users. Within each country and within each frequency
range there are specific regulations that govern the use of the frequency. These regulations may apply
to power levels and interference as well as frequency tolerances.

3.1.2.2. Data transfer rate and bandwidth
Choice of field or carrier wave frequency is of primary importance in determining data transfer rates. In
practical terms the rate of data transfer is influenced primarily by the frequency of the carrier wave or
varying field used to carry the data between the tag and its reader. Generally speaking the higher the
frequency the higher the data transfer or throughput rates that can be achieved. This is intimately
linked to bandwidth or range available within the frequency spectrum for the communication process.
The channel bandwidth needs to be at least twice the bit rate required for the application in mind.
Where narrow band allocations are involved the limitation on data rate can be an important
consideration. It is clearly less of an issue where wide bandwidths are involved. Using the 2.4 - 2.5
GHz spread spectrum band, for example, 2 megabits per second data rates may be achieved, with
added noise immunity provided by the spread spectrum modulation approach. Spread spectrum apart,
increasing the bandwidth allows an increase noise level and a reduction in signal-to-noise ratio. Since
it is generally necessary to ensure a signal is above the noise floor for a given application, bandwidth
is an important consideration in this respect.

3.1.2.3. Range and Power Levels
The range that can be achieved in an RFID system is essentially determined by:

• The power available at the reader/interrogator to communicate with the tag(s)

• The power available within the tag to respond

• The environmental conditions and structures, the former being more significant at higher frequencies
including signal to noise ratio
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Although the level of available power is the primary determinant of range, the manner and efficiency in
which that power is deployed also influences the range. The field or wave delivered from an antenna
extends into the space surrounding it and its strength diminishes with respect to distance. The
antenna design will determine the shape of the field or propagation wave delivered, so that range will
also be influenced by the angle subtended between the tag and antenna.

In space free of any obstructions or absorption mechanisms the strength of the field reduces in inverse
proportion to the square of the distance. For a wave propagating through a region in which reflections
can arise from the ground and from obstacles, the reduction in strength can vary quite considerable, in
some cases as an inverse fourth power of the distance. Where different paths arise in this way the
phenomenon is known as "multi-path attenuation". At higher frequencies absorption due to the
presence of moisture can further influence range. It is therefore important in many applications to
determine how the environment, internal or external, can influence the range of communication.
Where a number of reflective metal ‘obstacles’ are to encountered within the application to be
considered, and can vary in number from time to time, it may also be necessary to establish the
implications of such changes through an appropriate environmental evaluation.

The power within the tag is generally speaking a lot less than that from the reader, requiring sensitive
detection capability within the reader to handle the return signals. In some systems the reader
constitutes a receiver and is separate from the interrogation source or transmitter, particularly if the
‘up-link’ (from transmitter-to-tag) carrier is different from the ‘down-link’ (from tag-to-reader).

Although it is possible to choose power levels to suit different application needs is not possible to
exercise complete freedom of choice. Like the restrictions on carrier frequencies there are also
legislative constraints on power levels. While 100 - 500mW are values often quoted for RFID systems
actual values should be confirmed with the appropriate regulatory authorities, in the countries where
the technology is to be applied. The authorities will also be able to indicate the form in which the
power is delivered, pulsed or continuous, and the associated allowed values.

Having gained some grasp of the data communication parameters and their associated values it is
appropriate to consider, in a little more detail, the components of an RFID system.

3.1.3 Transponders/Tags

The word transponder, derived from TRANSmitter/resPONDER, reveals the function of the device.
The tag responds to a transmitted or communicated request for the data it carries, the mode of
communication between the reader and the tag being by wireless means across the space or air
interface between the two. The term also suggests the essential components that form an RFID
system – tags and a reader or interrogator. Where interrogator is often used as an alternative to that of
reader, a difference is sometime drawn on the basis of a reader together with a decoder and interface
forming the interrogator.

The basic components of a transponder may be represented as shown below. Generally speaking
they are fabricated as low power integrated circuits suitable for interfacing to external coils, or utilising
"coil-on-chip" technology, for data transfer and power generation (passive mode).
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Figure 3-2  Basic Transponder Components

Basic features of an RFID transponder:  

The transponder memory may comprise read-only (ROM), random access (RAM) and non-volatile
programmable memory for data storage depending upon the type and sophistication of the device.
The ROM-based memory is used to accommodate security data and the transponder operating
system instructions which, in conjunction with the processor or processing logic deals with the internal
"house-keeping" functions such as response delay timing, data flow control and power supply
switching. The RAM-based memory is used to facilitate temporary data storage during transponder
interrogation and response.

The non-volatile programmable memory may take various forms, electrically erasable programmable
read only memory (EEPROM) being typical. It is used to store the transponder data and needs to be
non-volatile to ensure that the data is retained when the device is in its quiescent or power-saving
"sleep" state.

Data buffers are further components of memory, used to temporarily hold incoming data following
demodulation and outgoing data for modulation and interface with the transponder antenna.

The interface circuitry provides the facility to direct and accommodate the interrogation field energy for
powering purposes in passive transponders and triggering of the transponder response. Where
programming is accommodated, facilities must be provided to accept the data modulated signal and
perform the necessary demodulation and data transfer processes.
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Figure 3-3  Tag Components

The transponder antenna is the means by which the device senses the interrogating field and, where
appropriate, the programming field and also serves as the means of transmitting the transponder
response to interrogation.

A number of features, in addition to carrier frequency, characterise RFID transponders and form the
basis of device specifications, including:

• Means by which a transponder is powered

• Data carrying options

• Data read rates

• Programming options

• Physical form

• Costs

Powering tags  

For tags to work they require power, even though the levels are invariably very small (micro to
milliwatts). Tags are either passive or active, the designation being determined entirely by the manner
in which the device derives its power.

Active tags are powered by an internal battery and are typically read/write devices. They usually
contain a cell that exhibits a high power-to-weight ratio and are usually capable of operating over a
temperature range of -50° C to +70° C. The use of a battery means that a sealed active transponder
has a finite lifetime. However, a suitable cell coupled to suitable low power circuitry can ensure
functionality for as long as ten or more years, depending upon the operating temperatures, read/write
cycles and usage. The trade-off is greater size and greater cost compared with passive tags.

In general terms, active transponders allow greater communication range than can be
expected for passive devices, better noise immunity and higher data transmissions rates
when used to power a higher frequency response mode.

Passive tags operate without an internal battery source, deriving the power to operate from the field
generated by the reader. Passive tags are consequently much lighter than active tags, less expensive,
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and offer a virtually unlimited operational lifetime. The trade-off is that they have shorter read ranges
than active tags and require a higher-powered reader. Passive tags are also constrained in their
capacity to store data and the ability to perform well in electromagnetical noisy environments.
Sensitivity and orientation performance may also be constrained by the limitation on available power.
Despite these limitations passive transponders offer advantages in terms of cost and longevity. They
have an almost indefinite lifetime and are generally lower on price than active transponders.

Data carrying options  

Data stored in data carriers invariable require some organisation and additions, such as data
identifiers and error detection bits, to satisfy recovery needs. This process is often referred to as
source encoding. Standard numbering systems, such as UCC/EAN and associated data defining
elements may also be applied to data stored in tags. The amount of data will of course depend on
application and require an appropriate tag to meet the need. Basically, tags may be used to carry:

Identifiers, in which a numeric or alphanumeric string is stored for identification purposes or as an
access key to data stored elsewhere in a computer or information management system, or  Portable
data files, in which information can be organised, for communication or as a means of initiating actions
without recourse to, or in combination with, data stored elsewhere.

In terms of data capacity tags can be obtained that satisfy needs from single bit to kilobits. The single
bit devices are essentially for surveillance purposes. Retail electronic article surveillance (EAS) is the
typical application for such devices, being used to activate an alarm when detected in the interrogating
field. They may also be used in counting applications.

Devices characterised by data storage capacities up to 128 bits are sufficient to hold a serial or
identification number together, possibly, with parity check bits. Such devices may be     manufacturer
or user programmable. Tags with data storage capacities up to 512 bits, are invariably user
programmable, and suitable for accommodating identification and other specific data such as serial
numbers, package content, key process instructions or possibly results of earlier
interrogation/response transactions.

Tags characterised by data storage capacities of around 64 kilobits may be regarded as carriers for
portable data files. With increased capacity the facility can also be provided for organising data into
fields or pages that may be selectively interrogated during the reading process.

Data Read Rate  

It has been mentioned already that data transfer rate is essentially linked to carrier frequency. The
higher the frequency, generally speaking the higher the transfer rates. It should also be appreciated
that reading or transferring the data requires a finite period of time, even if rated in milliseconds, and
can be an important consideration in applications where a tag is passing swiftly through an
interrogation or read zone.
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Data Programming Options  

Depending upon the type of memory a tag contains the data carried may be read-only, write once read
many (WORM) or read/write. Read-only tags are invariably low capacity devices programmed at
source, usually with an identification number. WORM devices are user programmable devices.
Read/write devices are also user-programmable but allowing the user to change data stored in a tag.
Portable programmers may be recognised that also allow in-field programming of the tag while
attached to the item being identified or accompanied.

Physical Form  

RFID tags come in a wide variety of physical forms, shapes sizes and protective housings. Animal
tracking tags, inserted beneath the skin, can be as small as a pencil lead in diameter and ten
millimeters in length. Tags can be screw-shaped to identify trees or wooden items, or credit-card
shaped for use in access applications. The anti-theft hard plastic tags attached to merchandise in
stores are also RFID tags, as are heavy-duty 120 by 100 by 50 millimeter rectangular transponders
used to track inter-modal containers, or heavy machinery, trucks, and railroad cars for maintenance
and tracking applications.

Costs  

The cost of tags obviously depends upon the type and quantities that are purchased. For large
quantities (tens of thousands) the price can range from less than a few tenths of EURO for extremely
simple tags to some tens of EURO for the larger and more sophisticated devices.

Increasing complexity of circuit function, construction and memory capacity will influence cost of both
transponders and reader/programmers.

The manner in which the transponder is packaged to form a unit will also have a bearing on cost.
Some applications where harsh environments may be expected, such as steel mills, mines, and car
body paint shops, will require mechanically robust, chemical and temperature tolerant packaging.
Such packaging will undoubtedly represent a significant proportion of the total transponder cost.

Generally, low frequency transponders are cheaper than high frequency devices, passive
transponders are usually cheaper than active transponders.

Attachment  

Attachment of tags depends largely on the selected shape of the tags and its presumed functions. In
our case of an ERN, the need for a secure attachment of the ERN to the vehicle is assumed: attach-
once without removal. Unfortunately, removal can never be pre prevented totally: it shall lead to the
destruction of the tag, and shall show at dedicated inspections.

A common way to pot, encapsulate, bond and foam RFID tags is encapsulating or potting with
polyurethane, or with epoxy resin. New alternatives include the application of fast curing cyano-
acrylate adhesives. In the case of a tag shaped as a credit cart, or part of a credit card, a solution
could be to bond an ultimate thin plastic card with an cyano-acrylate adhesive, in conjunction with a
prescribed pre-treatment of both bonding surfaces (cleaning and grinding). The mechanical
vulnerability of the electronics in the thin tag would be the key for its destruction at all attempts of
removal.

Antenna  

At low (<135 kHZ) and medium (13.56 MHZ) radio frequencies the common operating principle will be
inductive coupling. The antenna will be a coil with a certain number of windings. At High (2.45 GHZ)
frequencies, EM wave propagation is dominant, and the antenna may be omni-directional or directed.
The preferred length of an semi-omni-directinal (pig-tail) antenna is at least one quarter of the
wavelength, and may thus be smaller at the smaller wavelength, that is the higher frequencies. For the
size of an directed antenna applies the rule that the beam angle  equals the ratio of wavelength 
and effective antenna diameter D. Again. a higher wavelength leads to a smaller required antenna
diameter D for the same directivity. A directed beam, unfortunately, has always side lobes beyond the
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beam angle. The power level of the side lobes compared to that of the main beam can be optimised
by proper antenna design.

3.1.4 The Reader/Interrogator
The reader/interrogators can differ quite considerably in complexity, depending upon the type of tags
being supported and the functions to be fulfilled. However, the overall function is to provide the means
of communicating with the tags and facilitating data transfer. Functions performed by the reader may
include quite sophisticated signal conditioning, parity error checking and correction. Once the signal
from a transponder has been correctly received and decoded, algorithms may be applied to decide
whether the signal is a repeat transmission, and may then instruct the transponder to cease
transmitting. This is known as the "Command Response Protocol" and is used to circumvent the
problem of reading multiple tags in a short space of time.

Using interrogators in this way is sometimes referred to as "Hands Down Polling". An alternative, more
secure, but slower tag polling technique is called "Hands Up Polling" which involves the interrogator
looking for tags with specific identities, and interrogating them in turn. This is contention management,
and a variety of techniques have been developed to improve the process of batch reading. A further
approach may use multiple readers, multiplexed into one interrogator, but with attendant increases in
costs.

3.1.5 Data encryption techniques

3.1.5.1. Two types of cryptosystems

Encryption of data can be done in two ways. The first method is secret-key or symmetric cryptography. With this
method, a message is encoded by a certain key, which is also used for decoding this message. The encoder and
decoder have to share the key, which they keep secret for all others. The most popular secret-key cryptosystem
currently in use is DES (Data Encryption Standard).

The second method is public-key or asymmetric cryptography. With this method the key for encoding is different
than the key for decoding, resulting into the fact that the receiver of an encoded message does not have to share
its decoding key with the sender. The receiver can send a so-called public key to the sender, with which the
message can be encoded. Using its own private key, the receiver can decode this message. The most popular
public-key cryptosystem currently in use is RSA (Rivest, Shamir, and Adleman, the inventors of RSA).

Both DES and RSA will be investigated further in the next sections.

3.1.5.2. DES cryptography

DES uses a 64 bit block size, of which 8 bits are used for parity, and the other 56 bits as a key. The consensus of
the cryptographic community is that these 56 bits are not sufficient to guarantee secure operation of DES. DES is
vulnerable to exhaustive search, which means that by trial-and-error all possible keys are investigated. To make
DES more secure, the used key should be changed frequently. This can be done by a so-called masterkey, which
can decode a list of keys that are used for encryption of the data. This masterkey can be changed frequently
without much effort. In this case, the masterkey will be subject to attack. Therefore, an extra security should be
built in with regard to the master key. This can be done by triple-DES, which is in fact a three times encryption of
the data, either by using equal keys or different keys.

Implementation of DES for the ERN could be done in one of the following ways.

1. The license number is encoded by DES and saved in the tag memory by the authorities. On request of the
interrogator, which can be a single pulse, the encoded number is transmitted, and then decoded by the
interrogator or back office using the same key.

2. By usage of a master key. In practice, this is not easily feasible from a viewpoint of security, because in the
tag memory, at least one key should be saved, which can be used to hack the system.
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3.1.5.3. RSA cryptography

RSA is an assymmetric encoding algorithm. The public key is the pair (n, e), and the private key is the pair (n, d).
The n, which is a common part of the public and the private key, is called the modulus. A message m is encoded
by c = me mod n, and decoded by m = cd mod n. Generation of d, e, and n is performed by a certain algorithm
based on multiplication of two prime numbers. A particular RSA algorithm is usually indicated with RSA-xxx,
where xxx  is a number indicating the number of digits of the modulus n. For example RSA-155 is a 512-bit
modulus. Experts say that the minimum RSA bit length should be 768 bits to get good security. For many banks it
is practice to use even bigger keys such as 1024-bits or 2048-bits.

Execution of the various parts of the RSA algorithm is time consuming. Generation of keys takes O(k4) steps,
private key operations take O(k3) steps, and public key operations take O(k2) steps, where O is the order symbol,
and k is the number of bits of the RSA code.

Implementation of RSA for the ERN could be done in one of the following ways.

1. The license number is encoded by RSA and saved in the tag memory by the authorities. On request of the
interrogator, which can be a single pulse, the encoded number is transmitted, and then decoded by the
interrogator or back office using the private key.

2. The interrogator or back office generates a public key and transmits this to the tag. The tag encodes the
license number and transmits this back to the interrogator. The number is then decoded by the interrogator or
back office using the private key.

3.1.5.4. Advantages and disadvantages of DES and RSA

In summary, the following considerations help to choose for using the most appropriate cryptography.

- The main advantage of DES is the encoding and decoding speed. DES implemented in software is at least
100 times quicker than RSA, and implemented in hardware at least 1000 times. To illustrate the influence of
speed, we compare DES with RSA-155 (512-bits modulus), and RSA-309 (1024-bits modulus), considering
processing by a 100 MHz back office processor, and a 100 MHz tag processor if applicable, and assuming
that every process step requires exactly one clock pulse. For RSA we consider only implementation 1 as
described in the previous section. For DES we consider the software implementation of the algorithm and not
the hardware implementation, assuming that this will be 100 times faster than RSA.

Technology Number of operations Time

[s]

Distance at 250 km/hr

[m]

DES N/A <0.01 <0.7

RSA-155 ~108 ~1 ~70

RSA-309 ~109 ~10 ~700

- The main advantage of RSA is its security. Especially option 2 in the previous section is extremely secure,
because for every transmission another key is used, making it extremely difficult to break the code. This
option will however be even more time consuming than those indicated in the table above.

- DES without masterkey can be broken by for example a joint collection of computers, such as internet
groups. Whenever DES is broken, the ERN will be valueless from viewpoint of security. An extra security can
be built in by encoding the ERN triple-DES in the tag.

3.1.6 RF Transponder Programmers
Transponder programmers are the means by which data is delivered to write once, read many
(WORM) and read/write tags. Programming is generally carried out off-line, at the beginning of a batch
production run, for example.
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For some systems re-programming may be carried out on-line, particularly if it is being used as an
interactive portable data file within a production environment, for example. Data may need to be
recorded during each process. Removing the transponder at the end of each process to read the
previous process data, and to program the new data, would naturally increase process time and would
detract substantially from the intended flexibility of the application. By combining the functions of a
reader/interrogator and a programmer, data may be appended or altered in the transponder as
required, without compromising the production line.

The range over which the programming can be achieved is generally less than the read range and in
some systems near contact positioning is required. Programmers are also generally designed to
handle a single tag at a time. However, developments are now satisfying the need for selective
programming of a number of tags present within the range of the programmer.

3.1.7 RFID System Categories
RFID systems may be roughly grouped into four categories:

1. EAS (Electronic Article Surveillance) Systems

2. Portable Data Capture Systems

3. Networked Systems

4. Positioning Systems

Electronic Article Surveillance Systems are typically a one bit system used to sense the
presence/absence of an item. The large use for this technology is in retail stores where each item is
tagged and large antenna readers are placed at each exit of the store to detect unauthorised removal
of the item (theft).

Portable Data Capture Systems are characterised by the use of portable data terminals with integral
RFID readers and are used in applications where a high degree of variability in sourcing required data
from tagged items may be exhibited. The hand-held readers/portable data terminals capture data
which is then either transmitted directly to a host information management system via a radio
frequency data communication (RFDC) link or held for delivery by line-linkage to the host on a batch
processing basis.

Networked systems applications can generally be characterised by fixed position readers deployed
within a given site and connected directly to a networked information management system. The
transponders are positioned on moving or moveable items, or people, depending upon application.

Positioning systems use transponders to facilitate automated location and navigation support for
guided vehicles. Readers are positioned on the vehicles and linked to an on-board computer and
RFDC link to the host information management system. The transponders are embedded in the floor
of the operating environment and programmed with appropriate identification and location data. The
reader antenna is usually located beneath the vehicle to allow closer proximity to the embedded
transponders.

3.1.8 Areas of Application for RFID
Potential applications for RFID may be identified in virtually every sector of industry, commerce and
services where data is to be collected. The attributes of RFID are complimentary to other data capture
technologies and thus able to satisfy particular application requirements that cannot be adequately
accommodated by alternative technologies. Principal areas of application for RFID that can be
currently identified include:

• Transportation and logistics
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• Manufacturing and Processing

• Security

A range of miscellaneous applications may also be distinguished, some of which are steadily growing
in terms of application numbers. They include:

• Animal tagging

• Waste management

• Time and attendance

• Postal tracking

• Airline baggage reconciliation

• Road toll management

As standards emerge, technology develops still further, and costs reduce considerable growth in terms
of application numbers and new areas of application may be expected.

Some of the more prominent specific applications include:

• Electronic article surveillance - clothing retail outlets being typical.

• Protection of valuable equipment against theft, unauthorised removal or asset management.

• Controlled access to vehicles, parking areas and fuel facilities - depot facilities being typical.

• Automated toll collection for roads and bridges - since the 1980s, electronic Road-Pricing (ERP) systems
have been used in Hong Kong.

• Controlled access of personnel to secure or hazardous locations.

• Time and attendance - to replace conventional "slot card" time keeping systems.

• Animal husbandry - for identification in support of individualised feeding programmes.

• Automatic identification of tools in numerically controlled machines - to facilitate condition monitoring of
tools, for use in managing tool usage and minimising waste due to excessive machine tool wear.

• Identification of product variants and process control in flexible manufacture systems.

• Sport time recording

• Electronic monitoring of offenders at home

• Vehicle anti-theft systems and car immobiliser

A number of factors influence the suitability of RFID for given applications. The application needs must
be carefully determined and examined with respect to the attributes that RFID and other data
collection technologies can offer. Where RFID is identified as a contender further considerations have
to be made in respect of application environment, from an electromagnetic standpoint, standards, and
legislation concerning use of frequencies and power levels.
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3.1.9 Standardisation
If the unique advantages and flexibility of RFID is the good news, then the proliferation of incompatible
RFID standards is the corresponding bad news. All major RFID vendors offer proprietary systems, with
the result that various applications and industries have standardized on different vendors’ competing
frequencies and protocols. The current state of RFID standards is severe disarray - standards based
on incompatible RFID systems exist for rail, truck, air traffic control, and tolling authority usage. The
US Intelligent Transportation System and the US Department of Defense (DOD) Total Asset Visibility
system are among other special-interest applications.

The lack of open systems interchangeability has severely crippled RFID industry growth as a whole,
and the resultant technology price reductions that come with broad-based inter-industry use. However,
a number of organizations have been working to address and hopefully bring about some commonality
among competing RFID systems, both in the U.S. and in Europe where RFID has made greater
market inroads. Meanwhile in the U.S.A., ANSI’s X3T6 group, comprising major RFID manufacturers
and users, is currently developing a draft document based systems’ operation at a carrier frequency of
2.45 GHz, which it is seeking to have adopted by ISO. ISO has already adopted international RFID
standards for animal tracking, ISO 11784 and 11785.

Just as standardisation enabled the tremendous growth and widespread use of bar code, cooperation
among RFID manufacturers will be necessary for promoting the technology developments and
refinements that will enable broad-based application growth.

3.1.10 Automatic Identification Manufacturers - AIM
AIM (Automatic Identification Manufacturers), the trade association for the Automatic Identification and
Data Collection (AIDC) industry, is the source for technically accurate, unbiased, commercial-free, and
up-to-date information on all AIDC technologies including:

• Bar Code including 2-D Symbologies

• Radio Frequency Identification

• Biometrics

• Radio Frequency Data Communications

• Machine Vision

• Smart Cards

• Magnetic Stripe

• Touch Memory

• Optical Character Recognition

• Voice Recognition

• Optical Cards

AIM was created to support and accelerate the growth of the market for AIDC products. The
association serves over 1000 members world-wide through an extensive network of national and
regional AIM affiliates. AIM’s priorities are the development and support of international standards and
the pursuit of common activities at the national and regional level.
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3.2 GSM

3.2.1 Architecture of the GSM network
A GSM network is composed of several functional entities, whose functions and interfaces are
specified. Figure 1 shows the layout of a generic GSM network. The GSM network can be divided into
three broad parts. The subscriber carries the Mobile Station. The Base Station Subsystem controls the
radio link with the Mobile Station. The Network Subsystem, the main part of which is the Mobile
services Switching Center (MSC), performs the switching of calls between the mobile users, and
between mobile and fixed network users. The MSC also handles the mobility management operations.
Not shown is the Operations and Maintenance Center, which oversees the proper operation and setup
of the network. The Mobile Station and the Base Station Subsystem communicate across the Um
interface, also known as the air interface or radio link. The Base Station Subsystem communicates
with the Mobile services Switching Center across the A interface.

Figure 3-4 General Architecture of a GSM Network
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3.2.1.1. Mobile Station
The mobile station (MS) consists of the mobile equipment (the terminal) and a smart card called the
Subscriber Identity Module (SIM). The SIM provides personal mobility, so that the user can have
access to subscribed services irrespective of a specific terminal. By inserting the SIM card into another
GSM terminal, the user is able to receive calls at that terminal, make calls from that terminal, and
receive other subscribed services.

The mobile equipment is uniquely identified by the International Mobile Equipment Identity (IMEI). The
SIM card contains the International Mobile Subscriber Identity (IMSI) used to identify the subscriber to
the system, a secret key for authentication, and other information. The IMEI and the IMSI are
independent, thereby allowing personal mobility. The SIM card may be protected against unauthorized
use by a password or personal identity number.

3.2.1.2. Base Station Subsystem
The Base Station Subsystem is composed of two parts, the Base Transceiver Station (BTS) and the
Base Station Controller (BSC). These communicate across the standardized Abis interface, allowing
(as in the rest of the system) operation between components made by different suppliers.

The Base Transceiver Station houses the radio transceivers that define a cell and handles the radio-
link protocols with the Mobile Station. In a large urban area, there will potentially be a large number of
BTSs deployed, thus the requirements for a BTS are ruggedness, reliability, portability, and minimum
cost.

The Base Station Controller manages the radio resources for one or more BTSs. It handles radio-
channel setup, frequency hopping, and handovers, as described below. The BSC is the connection
between the mobile station and the Mobile service Switching Center (MSC).

3.2.1.3. Network Subsystem
The central component of the Network Subsystem is the Mobile services Switching Center (MSC). It
acts like a normal switching node of the PSTN or ISDN, and additionally provides all the functionality
needed to handle a mobile subscriber, such as registration, authentication, location updating,
handovers, and call routing to a roaming subscriber. These services are provided in conjunction with
several functional entities, which together form the Network Subsystem. The MSC provides the
connection to the fixed networks (such as the PSTN or ISDN). Signalling between functional entities in
the Network Subsystem uses Signalling System Number 7 (SS7), used for trunk signalling in ISDN
and widely used in current public networks.

The Home Location Register (HLR) and Visitor Location Register (VLR), together with the MSC,
provide the call-routing and roaming capabilities of GSM. The HLR contains all the administrative
information of each subscriber registered in the corresponding GSM network, along with the current
location of the mobile. The location of the mobile is typically in the form of the signalling address of the
VLR associated with the mobile station. The actual routing procedure will be described later. There is
logically one HLR per GSM network, although it may be implemented as a distributed database.

The Visitor Location Register (VLR) contains selected administrative information from the HLR,
necessary for call control and provision of the subscribed services, for each mobile currently located in
the geographical area controlled by the VLR. Although each functional entity can be implemented as
an independent unit, all manufacturers of switching equipment to date implement the VLR together
with the MSC, so that the geographical area controlled by the MSC corresponds to that controlled by
the VLR, thus simplifying the signalling required. Note that the MSC contains no information about
particular mobile stations --- this information is stored in the location registers.

The other two registers are used for authentication and security purposes. The Equipment Identity
Register (EIR) is a database that contains a list of all valid mobile equipment on the network, where
each mobile station is identified by its International Mobile Equipment Identity (IMEI). An IMEI is
marked as invalid if it has been reported stolen or is not type approved. The Authentication Center
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(AuC) is a protected database that stores a copy of the secret key stored in each subscriber’s SIM
card, which is used for authentication and encryption over the radio channel.

3.2.2 Radio link aspects
The International Telecommunication Union (ITU), which manages the international allocation of radio
spectrum (among many other functions), allocated the bands 890-915 MHz for the uplink (mobile
station to base station) and 935-960 MHz for the downlink (base station to mobile station) for mobile
networks in Europe. Since this range was already being used in the early 1980s by the analog
systems of the day, the CEPT had the foresight to reserve the top 10 MHz of each band for the GSM
network that was still being developed. Eventually, GSM will be allocated the entire 2x25 MHz
bandwidth.

3.2.2.1. Multiple access and channel structure
Since radio spectrum is a limited resource shared by all users, a method must be devised to divide up
the bandwidth among as many users as possible. The method chosen by GSM is a combination of
Time- and Frequency-Division Multiple Access (TDMA/FDMA). The FDMA part involves the division by
frequency of the (maximum) 25 MHz bandwidth into 124 carrier frequencies spaced 200 kHz apart.
One or more carrier frequencies are assigned to each base station. Each of these carrier frequencies
is then divided in time, using a TDMA scheme. The fundamental unit of time in this TDMA scheme is
called a burst period and it lasts 15/26 ms (or approx. 0.577 ms). Eight burst periods are grouped into
a TDMA frame (120/26 ms, or approx. 4.615 ms), which forms the basic unit for the definition of logical
channels. One physical channel is one burst period per TDMA frame.

Channels are defined by the number and position of their corresponding burst periods. All these
definitions are cyclic, and the entire pattern repeats approximately every 3 hours. Channels can be
divided into dedicated channels, which are allocated to a mobile station, and common channels, which
are used by mobile stations in idle mode.

Traffic channels  

A traffic channel (TCH) is used to carry speech and data traffic. Traffic channels are defined using a
26-frame multiframe, or group of 26 TDMA frames. The length of a 26-frame multiframe is 120 ms,
which is how the length of a burst period is defined (120 ms divided by 26 frames divided by 8 burst
periods per frame). Out of the 26 frames, 24 are used for traffic, 1 is used for the Slow Associated
Control Channel (SACCH) and 1 is currently unused (see Figure 2). TCHs for the uplink and downlink
are separated in time by 3 burst periods, so that the mobile station does not have to transmit and
receive simultaneously, thus simplifying the electronics.

In addition to these full-rate TCHs, there are also half-rate TCHs defined, although they are not yet
implemented. Half-rate TCHs will effectively double the capacity of a system once half-rate speech
coders are specified (i.e., speech coding at around 7 kbps, instead of 13 kbps). Eighth-rate TCHs are
also specified, and are used for signalling. In the recommendations, they are called Stand-alone
Dedicated Control Channels (SDCCH).
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Figure 3-5  Organisation of Bursts, TDMA Fames, and Multiframes

Control channels  

Common channels can be accessed both by idle mode and dedicated mode mobiles. The common
channels are used by idle mode mobiles to exchange the signalling information required to change to
dedicated mode. Mobiles already in dedicated mode monitor the surrounding base stations for
handover and other information. The common channels are defined within a 51-frame multiframe, so
that dedicated mobiles using the 26-frame multiframe TCH structure can still monitor control channels.
The common channels include:

Broadcast Control Channel (BCCH)

Continually broadcasts, on the downlink, information including base station identity, frequency
allocations, and frequency-hopping sequences.

Frequency Correction Channel (FCCH) and Synchronisation Channel (SCH)

Used to synchronise the mobile to the time slot structure of a cell by defining the boundaries of
burst periods, and the time slot numbering. Every cell in a GSM network broadcasts exactly one
FCCH and one SCH, which are by definition on time slot number 0 (within a TDMA frame).

Random Access Channel (RACH)

Slotted Aloha channel used by the mobile to request access to the network.

Paging Channel (PCH)

Used to alert the mobile station of an incoming call.

Access Grant Channel (AGCH)

Used to allocate an SDCCH to a mobile for signalling (in order to obtain a dedicated channel),
following a request on the RACH.
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Burst structure  

There are four different types of bursts used for transmission in GSM [16]. The normal burst is used to
carry data and most signalling. It has a total length of 156.25 bits, made up of two 57 bit information
bits, a 26 bit training sequence used for equalization, 1 stealing bit for each information block (used for
FACCH), 3 tail bits at each end, and an 8.25 bit guard sequence, as shown in Figure 2. The 156.25
bits are transmitted in 0.577 ms, giving a gross bit rate of 270.833 kbps.

The F burst, used on the FCCH, and the S burst, used on the SCH, have the same length as a normal
burst, but a different internal structure, which differentiates them from normal bursts (thus allowing
synchronization). The access burst is shorter than the normal burst, and is used only on the RACH.

Speech coding  

GSM is a digital system, so speech which is inherently analog, has to be digitized. The method
employed by ISDN, and by current telephone systems for multiplexing voice lines over high speed
trunks and optical fiber lines, is Pulse Coded Modulation (PCM). The output stream from PCM is 64
kbps, too high a rate to be feasible over a radio link. The 64 kbps signal, although simple to
implement, contains much redundancy. The GSM group studied several speech coding algorithms on
the basis of subjective speech quality and complexity (which is related to cost, processing delay, and
power consumption once implemented) before arriving at the choice of a Regular Pulse Excited --
Linear Predictive Coder (RPE--LPC) with a Long Term Predictor loop. Basically, information from
previous samples, which does not change very quickly, is used to predict the current sample. The
coefficients of the linear combination of the previous samples, plus an encoded form of the residual,
the difference between the predicted and actual sample, represent the signal. Speech is divided into
20 millisecond samples, each of which is encoded as 260 bits, giving a total bit rate of 13 kbps. This is
the so-called Full-Rate speech coding. Recently, an Enhanced Full-Rate (EFR) speech coding
algorithm has been implemented by some North American GSM1900 operators. This is said to provide
improved speech quality using the existing 13 kbps bit rate.

Channel coding and modulation  

Because of natural and man-made electromagnetic interference, the encoded speech or data signal
transmitted over the radio interface must be protected from errors. GSM uses convolutional encoding
and block interleaving to achieve this protection. The exact algorithms used differ for speech and for
different data rates. The method used for speech blocks will be described below.

Recall that the speech codec produces a 260 bit block for every 20 ms speech sample. From
subjective testing, it was found that some bits of this block were more important for perceived speech
quality than others. The bits are thus divided into three classes:

• Class Ia 50 bits - most sensitive to bit errors

• Class Ib 132 bits - moderately sensitive to bit errors

• Class II 78 bits - least sensitive to bit errors

Class Ia bits have a 3 bit Cyclic Redundancy Code added for error detection. If an error is detected,
the frame is judged too damaged to be comprehensible and it is discarded. It is replaced by a slightly
attenuated version of the previous correctly received frame. These 53 bits, together with the 132 Class
Ib bits and a 4 bit tail sequence (a total of 189 bits), are input into a 1/2 rate convolutional encoder of
constraint length 4. Each input bit is encoded as two output bits, based on a combination of the
previous 4 input bits. The convolutional encoder thus outputs 378 bits, to which are added the 78
remaining Class II bits, which are unprotected. Thus every 20 ms speech sample is encoded as 456
bits, giving a bit rate of 22.8 kbps.

To further protect against the burst errors common to the radio interface, each sample is interleaved.
The 456 bits output by the convolutional encoder are divided into 8 blocks of 57 bits, and these blocks
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are transmitted in eight consecutive time-slot bursts. Since each time-slot burst can carry two 57 bit
blocks, each burst carries traffic from two different speech samples.

Recall that each time-slot burst is transmitted at a gross bit rate of 270.833 kbps. This digital signal is
modulated onto the analog carrier frequency using Gaussian-filtered Minimum Shift Keying (GMSK).
GMSK was selected over other modulation schemes as a compromise between spectral efficiency,
complexity of the transmitter, and limited spurious emissions. The complexity of the transmitter is
related to power consumption, which should be minimized for the mobile station. The spurious radio
emissions, outside of the allotted bandwidth, must be strictly controlled so as to limit adjacent channel
interference, and allow for the co-existence of GSM and the older analog systems (at least for the time
being).

Multipath equalization  

At the 900 MHz range, radio waves bounce off everything - buildings, hills, cars, airplanes, etc. Thus
many reflected signals, each with a different phase, can reach an antenna. Equalization is used to
extract the desired signal from the unwanted reflections. It works by finding out how a known
transmitted signal is modified by multipath fading, and constructing an inverse filter to extract the rest
of the desired signal. This known signal is the 26-bit training sequence transmitted in the middle of
every time-slot burst. The actual implementation of the equalizer is not specified in the GSM
specifications.

Frequency hopping  

The mobile station already has to be frequency agile, meaning it can move between a transmit,
receive, and monitor time slot within one TDMA frame, which normally are on different frequencies.
GSM makes use of this inherent frequency agility to implement slow frequency hopping, where the
mobile and BTS transmit each TDMA frame on a different carrier frequency. The frequency hopping
algorithm is broadcast on the Broadcast Control Channel. Since multipath fading is dependent on
carrier frequency, slow frequency hopping helps alleviate the problem. In addition, co-channel
interference is in effect randomized.

Discontinuous transmission  

Minimizing co-channel interference is a goal in any cellular system, since it allows better service for a
given cell size, or the use of smaller cells, thus increasing the overall capacity of the system.

Discontinuous transmission (DTX) is a method that takes advantage of the fact that a person speaks
less that 40 percent of the time in normal conversation [22], by turning the transmitter off during
silence periods. An added benefit of DTX is that power is conserved at the mobile unit. The most
important component of DTX is, of course, Voice Activity Detection. It must distinguish between voice
and noise inputs, a task that is not as trivial as it appears, considering background noise. If a voice
signal is misinterpreted as noise, the transmitter is turned off and a very annoying effect called clipping
is heard at the receiving end. If, on the other hand, noise is misinterpreted as a voice signal too often,
the efficiency of DTX is dramatically decreased. Another factor to consider is that when the transmitter
is turned off, there is total silence heard at the receiving end, due to the digital nature of GSM. To
assure the receiver that the connection is not dead, comfort noise is created at the receiving end by
trying to match the characteristics of the transmitting end’s background noise.

Discontinuous reception  

Another method used to conserve power at the mobile station is discontinuous reception. The paging
channel, used by the base station to signal an incoming call, is structured into sub-channels. Each
mobile station needs to listen only to its own sub-channel. In the time between successive paging sub-
channels, the mobile can go into sleep mode, when almost no power is used.
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Power control  

There are five classes of mobile stations defined, according to their peak transmitter power, rated at
20, 8, 5, 2, and 0.8 watts. To minimize co-channel interference and to conserve power, both the
mobiles and the Base Transceiver Stations operate at the lowest power level that will maintain an
acceptable signal quality. Power levels can be stepped up or down in steps of 2 dB from the peak
power for the class down to a minimum of 13 dBm (20 milliwatts).

The mobile station measures the signal strength or signal quality (based on the Bit Error Ratio), and
passes the information to the Base Station Controller, which ultimately decides if and when the power
level should be changed. Power control should be handled carefully, since there is the possibility of
instability. This arises from having mobiles in co-channel cells alternatingly increase their power in
response to increased co-channel interference caused by the other mobile increasing its power. This
in unlikely to occur in practice but it is (or was as of 1991) under study.

3.2.3 Network aspects
Ensuring the transmission of voice or data of a given quality over the radio link is only part of the
function of a cellular mobile network. A GSM mobile can seamlessly roam nationally and
internationally, which requires that registration, authentication, call routing and location updating
functions exist and are standardized in GSM networks. In addition, the fact that the geographical area
covered by the network is divided into cells necessitates the implementation of a handover
mechanism. These functions are performed by the Network Subsystem, mainly using the Mobile
Application Part (MAP) built on top of the Signalling System No. 7 protocol.

The signalling protocol in GSM is structured into three general layers [1], [19], depending on the
interface, as shown in Figure 3. Layer 1 is the physical layer, which uses the channel structures
discussed above over the air interface. Layer 2 is the data link layer. Across the Um interface, the data
link layer is a modified version of the LAPD protocol used in ISDN, called LAPDm. Across the A
interface, the Message Transfer Part layer 2 of Signalling System Number 7 is used. Layer 3 of the
GSM signalling protocol is itself divided into 3 sublayers.
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Figure 3-6 Signalling Protocol Structure in GSM

Radio Resources Management

Controls the setup, maintenance, and termination of radio and fixed channels, including
handovers.

Mobility Management

Manages the location updating and registration procedures, as well as security and
authentication.

Connection Management

Handles general call control, similar to CCITT Recommendation Q.931, and manages
Supplementary Services and the Short Message Service.

Signalling between the different entities in the fixed part of the network, such as between the
HLR and VLR, is accomplished throught the Mobile Application Part (MAP). MAP is built on
top of the Transaction Capabilities Application Part (TCAP, the top layer of Signalling System
Number 7. The specification of the MAP is quite complex, and at over 500 pages, it is one of
the longest documents in the GSM recommendations.

3.2.3.1. Radio resources management
The radio resources management (RR) layer oversees the establishment of a link, both radio and
fixed, between the mobile station and the MSC. The main functional components involved are the
mobile station, and the Base Station Subsystem, as well as the MSC. The RR layer is concerned with
the management of an RR-session, which is the time that a mobile is in dedicated mode, as well as
the configuration of radio channels including the allocation of dedicated channels.

An RR-session is always initiated by a mobile station through the access procedure, either for an
outgoing call, or in response to a paging message. The details of the access and paging procedures,
such as when a dedicated channel is actually assigned to the mobile, and the paging sub-channel
structure, are handled in the RR layer. In addition, it handles the management of radio features such
as power control, discontinuous transmission and reception, and timing advance.
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Handover  

In a cellular network, the radio and fixed links required are not permanently allocated for the duration
of a call. Handover, or handoff as it is called in North America, is the switching of an on-going call to a
different channel or cell. The execution and measurements required for handover form one of basic
functions of the RR layer.

There are four different types of handover in the GSM system, which involve transferring a call
between:

• Channels (time slots) in the same cell

• Cells (Base Transceiver Stations) under the control of the same Base Station Controller (BSC),

• Cells under the control of different BSCs, but belonging to the same Mobile services Switching Center (MSC),
and

• Cells under the control of different MSCs.

The first two types of handover, called internal handovers, involve only one Base Station Controller
(BSC). To save signalling bandwidth, they are managed by the BSC without involving the Mobile
services Switching Center (MSC), except to notify it at the completion of the handover. The last two
types of handover, called external handovers, are handled by the MSCs involved. An important aspect
of GSM is that the original MSC, the anchor MSC, remains responsible for most call-related functions,
with the exception of subsequent inter-BSC handovers under the control of the new MSC, called the
relay MSC.

Handovers can be initiated by either the mobile or the MSC (as a means of traffic load balancing).
During its idle time slots, the mobile scans the Broadcast Control Channel of up to 16 neighboring
cells, and forms a list of the six best candidates for possible handover, based on the received signal
strength. This information is passed to the BSC and MSC, at least once per second, and is used by
the handover algorithm.

The algorithm for when a handover decision should be taken is not specified in the GSM
recommendations. There are two basic algorithms used, both closely tied in with power control. This is
because the BSC usually does not know whether the poor signal quality is due to multipath fading or
to the mobile having moved to another cell. This is especially true in small urban cells.

The ’minimum acceptable performance’ algorithm [3] gives precedence to power control over
handover, so that when the signal degrades beyond a certain point, the power level of the mobile is
increased. If further power increases do not improve the signal, then a handover is considered. This is
the simpler and more common method, but it creates ’smeared’ cell boundaries when a mobile
transmitting at peak power goes some distance beyond its original cell boundaries into another cell.

The ’power budget’ method [3] uses handover to try to maintain or improve a certain level of signal
quality at the same or lower power level. It thus gives precedence to handover over power control. It
avoids the ’smeared’ cell boundary problem and reduces co-channel interference, but it is quite
complicated.

Mobility management  

The Mobility Management layer (MM) is built on top of the RR layer, and handles the functions that
arise from the mobility of the subscriber, as well as the authentication and security aspects. Location
management is concerned with the procedures that enable the system to know the current location of
a powered-on mobile station so that incoming call routing can be completed.
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Location updating  

A powered-on mobile is informed of an incoming call by a paging message sent over the PAGCH
channel of a cell. One extreme would be to page every cell in the network for each call, which is
obviously a waste of radio bandwidth. The other extreme would be for the mobile to notify the system,
via location updating messages, of its current location at the individual cell level. This would require
paging messages to be sent to exactly one cell, but would be very wasteful due to the large number of
location updating messages. A compromise solution used in GSM is to group cells into location areas.
Updating messages are required when moving between location areas, and mobile stations are paged
in the cells of their current location area.

The location updating procedures, and subsequent call routing, use the MSC and two location
registers: the Home Location Register (HLR) and the Visitor Location Register (VLR). When a mobile
station is switched on in a new location area, or it moves to a new location area or different operator’s
PLMN, it must register with the network to indicate its current location. In the normal case, a location
update message is sent to the new MSC/VLR, which records the location area information, and then
sends the location information to the subscriber’s HLR. The information sent to the HLR is normally
the SS7 address of the new VLR, although it may be a routing number. The reason a routing number
is not normally assigned, even though it would reduce signalling, is that there is only a limited number
of routing numbers available in the new MSC/VLR and they are allocated on demand for incoming
calls. If the subscriber is entitled to service, the HLR sends a subset of the subscriber information,
needed for call control, to the new MSC/VLR, and sends a message to the old MSC/VLR to cancel the
old registration.

For reliability reasons, GSM also has a periodic location updating procedure. If an HLR or MSC/VLR
fails, to have each mobile register simultaneously to bring the database up to date would cause
overloading. Therefore, the database is updated as location updating events occur. The enabling of
periodic updating, and the time period between periodic updates, is controlled by the operator, and is
a trade-off between signalling traffic and speed of recovery. If a mobile does not register after the
updating time period, it is deregistered.

A procedure related to location updating is the IMSI attach and detach. A detach lets the network
know that the mobile station is unreachable, and avoids having to needlessly allocate channels and
send paging messages. An attach is similar to a location update, and informs the system that the
mobile is reachable again. The activation of IMSI attach/detach is up to the operator on an individual
cell basis.

Authentication and security  

Since the radio medium can be accessed by anyone, authentication of users to prove that they are
who they claim to be, is a very important element of a mobile network. Authentication involves two
functional entities, the SIM card in the mobile, and the Authentication Center (AuC). Each subscriber is
given a secret key, one copy of which is stored in the SIM card and the other in the AuC. During
authentication, the AuC generates a random number that it sends to the mobile. Both the mobile and
the AuC then use the random number, in conjuction with the subscriber’s secret key and a ciphering
algorithm called A3, to generate a signed response (SRES) that is sent back to the AuC. If the number
sent by the mobile is the same as the one calculated by the AuC, the subscriber is authenticated .

The same initial random number and subscriber key are also used to compute the ciphering key using
an algorithm called A8. This ciphering key, together with the TDMA frame number, use the A5
algorithm to create a 114 bit sequence that is XORed with the 114 bits of a burst (the two 57 bit
blocks). Enciphering is an option for the fairly paranoid, since the signal is already coded, interleaved,
and transmitted in a TDMA manner, thus providing protection from all but the most persistent and
dedicated eavesdroppers.

Another level of security is performed on the mobile equipment itself, as opposed to the mobile
subscriber. As mentioned earlier, each GSM terminal is identified by a unique International Mobile
Equipment Identity (IMEI) number. A list of IMEIs in the network is stored in the Equipment Identity
Register (EIR). The status returned in response to an IMEI query to the EIR is one of the following:
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White-listed

The terminal is allowed to connect to the network.

Grey-listed

The terminal is under observation from the network for possible problems.

Black-listed

The terminal has either been reported stolen, or is not type approved (the correct type of
terminal for a GSM network). The terminal is not allowed to connect to the network.

Communication management  

The Communication Management layer (CM) is responsible for Call Control (CC), supplementary
service management, and short message service management. Each of these may be considered as
a separate sublayer within the CM layer. Call control attempts to follow the ISDN procedures specified
in Q.931, although routing to a roaming mobile subscriber is obviously unique to GSM. Other functions
of the CC sublayer include call establishment, selection of the type of service (including alternating
between services during a call), and call release.

3.2.3.2. Call routing
Unlike routing in the fixed network, where a terminal is semi-permanently wired to a central office, a
GSM user can roam nationally and even internationally. The directory number dialed to reach a mobile
subscriber is called the Mobile Subscriber ISDN (MSISDN), which is defined by the E.164 numbering
plan. This number includes a country code and a National Destination Code which identifies the
subscriber’s operator. The first few digits of the remaining subscriber number may identify the
subscriber’s HLR within the home PLMN.

An incoming mobile terminating call is directed to the Gateway MSC (GMSC) function. The GMSC is
basically a switch which is able to interrogate the subscriber’s HLR to obtain routing information, and
thus contains a table linking MSISDNs to their corresponding HLR. A simplification is to have a GSMC
handle one specific PLMN. It should be noted that the GMSC function is distinct from the MSC
function, but is usually implemented in an MSC.

The routing information that is returned to the GMSC is the Mobile Station Roaming Number (MSRN),
which is also defined by the E.164 numbering plan. MSRNs are related to the geographical numbering
plan, and not assigned to subscribers, nor are they visible to subscribers.

The most general routing procedure begins with the GMSC querying the called subscriber’s HLR for
an MSRN. The HLR typically stores only the SS7 address of the subscriber’s current VLR, and does
not have the MSRN (see the location updating section). The HLR must therefore query the
subscriber’s current VLR, which will temporarily allocate an MSRN from its pool for the call. This
MSRN is returned to the HLR and back to the GMSC, which can then route the call to the new MSC.
At the new MSC, the IMSI corresponding to the MSRN is looked up, and the mobile is paged in its
current location area.
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Figure 3-7  Call Routing for a Mobile Terminating Call

3.2.4 Conclusion and comments
As with any overview, and especially one covering a standard 6000 pages long, there are many
details missing. It is believed, however, that the general flavour of GSM and the philosophy behind its
design has been presented here. It was a monumental task that the original GSM committee
undertook, and one that has proven a success, showing that international cooperation on such
projects between academia, industry, and government can succeed. It is a standard that ensures
interoperability without stifling competition and innovation among suppliers, to the benefit of the public
both in terms of cost and service quality. For example, by using Very Large Scale Integration (VLSI)
microprocessor technology, many functions of the mobile station can be built on one chipset, resulting
in lighter, more compact, and more energy-efficient terminals.

Telecommunications are evolving towards personal communication networks, whose objective can be
stated as the availability of all communication services anytime, anywhere, to anyone, by a single
identity number and a pocketable communication terminal. Having a multitude of incompatible
systems throughout the world moves us farther away from this ideal. The economies of scale created
by a unified system are enough to justify its implementation, not to mention the convenience to people
of carrying just one communication terminal anywhere they go, regardless of national boundaries.

The GSM system, and its sibling systems operating at 1.8 GHz (called DCS1800) and 1.9 GHz (called
GSM1900 or PCS1900, and operating in North America), are a first approach at a true personal
communication system. The SIM card is a novel approach that implements personal mobility in
addition to terminal mobility. Together with international roaming, and support for a variety of services
such as telephony, data transfer, fax, Short Message Service, and supplementary services, GSM
comes close to fulfilling the requirements for a personal communication system: close enough that it is
being used as a basis for the next generation of mobile communication technology in Europe, the
Universal Mobile Telecommunication System (UMTS).

Another point where GSM has shown its commitment to openness, standards and interoperability is
the compatibility with the Integrated Services Digital Network (ISDN) that is evolving in most
industrialized countries, and Europe in particular (the so-called Euro-ISDN). GSM is also the first
system to make extensive use of the Intelligent Networking concept, in in which services like 800
numbers are concentrated and handled from a few centralized service centers, instead of being
distributed over every switch in the country. This is the concept behind the use of the various registers
such as the HLR. In addition, the signalling between these functional entities uses Signalling System
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Number 7, an international standard already deployed in many countries and specified as the
backbone signalling network for ISDN.

GSM is a very complex standard, but that is probably the price that must be paid to achieve the level
of integrated service and quality offered while subject to the rather severe restrictions imposed by the
radio environment.

3.3 UMTS

3.3.1 Architecture of the UMTS network
The UMTS architecture is modeled from 2 viewpoints: physical and functional. The physical
architecture use the term ‘domain’ to make a distinction in physical components in the architecture and
the functional architecture use ‘stratum’ as an distinction in functional aspects.

3.3.1.1. Physical UMTS architecture
The basic domains for the UMTS physical architecture are shown in the following figure.

Figure 3-8 The physical architecture of UMTS

The User Equipment Domain is in the mobile terminal and is split in Mobile Equipment Domain,
describing the radio transmission and applications, and the User Services Identity Module (USIM)
Domain, in fact the data and procedures embedded in the smart card we know from GSM as the SIM
card.

The Infrastructure Domain is split into the Access Network Domain, with direct contact with the user
equipment, and the Core Network Domain. The Access Network can be the radio interface UTRAN
(via the base stations) or fixed-line or satelite networks. The Core Network domain consists of the
physical nodes that provide functionality such as the management of user location information, control
of network features and services, the transfer (switching and transmission) mechanisms for signalling
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and for user generated information. The CN domain is sub-divided into the Serving Network domain,
the Home network domain and the Transit Network domain.

• Serving Network (SN) domain: The SN is the part of the Core Network domain to which
the Access Network that provides the user’s access is connected. It represents the Core
Network functions that are local to the user’s access point and thus their location changes
when the user moves. The SN is responsible for routing calls and transport of user
data/information from source to destination. It has the ability to interact with the Home
Network to cater for user specific data/services and with the Transit Network for non user-
specific data/services purposes.

• Home network (HN) domain: The HN represents the Core Network functions that are
conducted at a permanent location regardless of the location of the user’s access point.
The USIM is related by subscription to the HN. The HN therefore contains at least
permanently user-specific data and is responsible for management of subscription
information. It may also handle HN-specific services, potentially not offered by the SN
domain.

• Transit Network (TN) domain: The TN is the part of the Core Network domain located on
the communication path between the SN (or HN) and the remote party. If, for a given call,
the remote party is located in-side the same network as the originating UE, then no
particular instance of the TN domain is activated.

3.3.1.2. Functional UMTS architecture
The basic strata for the UMTS functional architecture is shown in the folowing figure. The functionality
and protocols in UMTS are by the domain-strata model grouped in four to five strata: the Transport
Stratum, with within it the Access Stratum, the Serving Stratum, the Home Stratum and the Application
Stratum.
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Figure 3-9 Functional architecture of UMTS

Transport stratum

This stratum supports the transport of user data and network control signalling from other strata
through UMTS. The transport stratum includes consideration of the physical transmission format used
for transmission and also:

- mechanisms for error correction and recovery,

- mechanisms to encrypt data over the radio interface and in the IE domain if required,

- mechanisms for adaptation of data to use the supported physical format (if required) and

- mechanisms to “transcode” data to make efficient use of, e.g., the radio interface (if required).

It may also include resource allocation and routing local to the different interfaces. Currently no
transport protocols outside the part of the access stratum are planned to be standardized for UMTS.

Access stratum

The access stratum, which is specific to UMTS, is part of the transport stratum. This is the functional
grouping consisting of the parts in the Infrastructure Equipment and in the User Equipment and the
protocols between these parts being specific to the access technique (i.e., the way the specific
physical media between the User Equipment and the Infrastructure Equipment is used to carry
information). It includes all the layers embedded in the Access Network (e.g., the UTRAN for radio
access) and part of the layers in the ME and in an edge-node (i.e., a Core Network node that is
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connected to the Access Network). Its boundary is the frontier between the layers that are
independent of the access technique from the ones that are dependent on it. This frontier is located in
the ME (mobile boundary) and in an edge-node (fixed boundary).

The access stratum includes the following protocols:

- Mobile Termination – Access Network: This protocol supports transfer of detailed radio-related
information to co-ordinate the use of radio resources between the MT and the Access Network.

- Access Network – Serving Network: This protocol supports the access from the serving network to
the resources provided by the Access Network. It is independent of the specific radio structure of the
Access Network.

Serving stratum

This stratum consists of protocols and functions to route and transmit data/information, user or
network generated, from source to destination. The source and destination may be within the same or
different networks. Functions related to telecommunication services and are located in this stratum.
The serving stratum includes the following protocols:

- USIM – Mobile Termination: This protocol supports access to user-specific information for support of
functions in the UE domain.

- Mobile Termination – Serving Network: This protocol supports access from the MT to the services
provided by the serving network domain.

- Terminal Equipment – Mobile Termination: This protocol support exchange of control information
between the TE and the MT.

Home stratum

This stratum contains the protocols and functions related to the handling and storage of subscription
data and possibly Home Network specific services. It also includes functions to allow domains other
than the Home Network domain to act on behalf of the home network. Functions related to
subscription data management, customer care, including billing and charging, mobility management
and authentication are located in this stratum.

The Home stratum includes the following protocols:

- USIM – Home network: This protocol supports co-ordination of user-specific information between the
USIM and the home network.

- USIM – Mobile Termination: This protocol provides the MT with access to user specific data and
resources necessary to perform actions on behalf of the USIM.

- Mobile Termination – Serving Network: This protocol supports user specific data exchanges between
the MT and the Serving Network.

- Serving Network – Home network: This protocol provides the serving network with access to home
network data and resources necessary to perform its actions on behalf of the home network, e.g., to
support the users communications, services and features (including Virtual Home Environment or
VHE).

In UMTS 33.20 a requirement is included that says that the Access Network knows the user’s real
identity for legal intercept. Another requirement reads that the user shall be able to authenticate the
access network identity at any time. These requirements suggest that the Access Network should be
involved in the access stratum too.
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Application stratum

This stratum represents the application process itself, provided to the end-user. It includes end-to-end
protocols and functions that make use of services provided by the home, serving and transport strata
and interfaces to support services and/or value added services.

The functions and protocols within the application stratum may adhere to GSM/UMTS standards such
as MExE or may be outside the scope of the UMTS standards. However, the definition of the services
provided by the other strata, and the interfaces to them, is within the scope of the standards.

End-to-end functions are applications that are consumed by users at the edge of or outside the overall
network. Authenticated users who are authorized to access such applications may access the
applications.

The users may access the applications by using any of the variety of available User Equipment.

3.3.1.3. USIM and smart card
A smart card is a device that is removable from the mobile equipment and is associated with a given
user and as such allows identification of this user regardless of the ME used. This is very much like
the SIM used in a GSM handset. The User Services Identity Module (USIM) is an application used for
accessing UMTS services of a certain Home Network. The application may reside on a removable
smart card. It may also be irremovable from the mobile equipment. Besides the USIM, the smart card
may contain other applications as well (e.g., banking applications).  The USIM contains data and
procedures that allow it to be unambiguously and securely identified, which is an important aspect for
the Electronic Registration Number. It may contain functionality to produce challenges and
subsequently verify the identity of other network elements.  It may also contain user-specific
functionality and information, as well as information on one or more user profiles. User profiles
describe the (personalized) services a user is allowed to use. Each user profile has a subscriber
identity associated for billing and a dial number (IMUN) for terminating calls. Each USIM shall contain
at least one user profile that is associated with at least one user address.

Multiplicity Issues

Mobile equipment may have more than one slot for smart cards; multiple smart cards can be inserted
simultaneously in mobile equipment. A smart card may contain more than one USIM, even from
different Home Networks. UMTS will support the simultaneous use of such USIMs.

It shall be possible for the USIM to contain a number of user profiles for the same user, which the user
can select and activate on a per call basis. It shall be possible for one or more user profiles associated
with the same USIM to be active simultaneously and the user may make or receive calls associated
with different profiles simultaneously. Activation of profiles shall be done in a secure manner, for
example with the use of a PIN. A profile identity will need to be associated with the call for accounting
and billing purposes.

It shall be possible to associate a user profile with several unique USIMs so that the same user can
register simultaneously via multiple IC cards on different terminals. Within one USIM, no two user
profiles will have identical user addresses. However, identical user addresses may be found on user
profiles on different USIMs. In that case, the user shall nominate particular terminals for particular
types of services. This would allow a user to register on one terminal for fax and on another terminal
for telephony but have a single address for both services. Registration of the same user profile (the
same user address) on multiple terminals for the same type of service shall not be allowed.

Presence of the USIM

For access to UMTS services, provided via a HN, a valid USIM shall be required. If the smart card is
re-moved from the ME during a call (except for emergency calls), the call shall be terminated
immediately. In UMTS 22.07 however, a discussion is included and arguments are raised for
scenarios to access services from terminals without a USIM present.
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3.3.2 Mobile equipment
The Mobile Equipment (ME) shall have the following mandatory functionality:

• USIM-ME interface;

• Network registration and deregistration;

• Location update

• Originating or receiving connection oriented and connectionless service;

• An unalterable terminal identity

• Identification of terminal capabilities

• Terminals capable for emergency calls should support emergency calls without the USIM
present

• Support for the execution of algorithms required for authentication and encryption.

The ME might have additional functionality, such as an Application Programming Interface (API)
interface and a mechanism to download service related information (also new parameters and
functions) over the radio interface into the ME to allow service evolution and to support the Virtual
Home Network (VHE).

3.3.3 Radio link aspects
UMTS needs a new cellular network, operating in the 1885-2025 MHz and 2110-2200 MHz bands.
ITU has defined 5 different radio-interfaces for use with terrestrial mobile communication. UMTS uses
the new UMTS Terrestrial Radio Access or UTRA interface in two implementations: for paired (using
Wideband Code Division Multiple Access or W-CDMA) and unpaired bands (using Time Division-
CDMA or TD-CDMA). In The Netherlands the available spectrum is divided in 2x14,6 MHz paired
spectrum and 5,4 MHz unpaired spectrum, 2x14,8 MHz paired spectrum and  5 MHz unpaired
spectrum and three licenses of 2x10 MHz paired spectrum and  5 MHz unpaired spectrum each.

The use of TD-CDMA makes a smooth transition from GSM- to UMTS-services possible and can
provide for a data rate of 348 kbit/s. W-CDMA is necessary for higher bandwidth.

The transmission rate capability of UTRA will provide at least 144 kbit/s for full mobility applications in
all environments; 384 kbit/s for limited mobility applications in the macro and micro cellular
environments and 2.048 Mbit/s for low mobility applications particularly in the micro and pico-cellular
environments. The 2.048 Mbit/s rate may also be available for short range or packet applications in
the macro cellular environment, depending on deployment strategies, radio network planning and
spectrum availability. Fast moving vehicles (120 –500 km/h) can only use the 144 kbit/s capacity,  (see
also Table 3-3). Compared with present-day mobile or even fixed transmissions a huge improvement.
In order to guarantee reliable communication it is wise to drive no faster than 450 km/h while using the
mobile equipment.
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High level description Maximal bit rate Maximal
speed

Test environment Cell coverage

Rural outdoor 144 kbit/s 500 km/h Vehicular Macrocell

Suburban outdoor 384 kbit/s 120 km/h Outdoor to Indoor and Pedestrian Microcell

Vehicular Macrocell

Indoor/ 2048 kbit/s 10 km/h Indoor Picocell

Low range outdoor Outdoor to Indoor and Pedestrian Microcell

Table 3-3 UMTS levels of service

3.3.3.1. Multiple access and channel structure
An efficient switching technique for Internet access must be packet-oriented. Therefore, it is important
to provide a solution other than circuit mode that handles packet data efficiently. This translates into
the ability to dynamically allocate and release resources based on the current needs of each user.

W-CDMA is used for the frequency division duplex (FDD) mode, while TD-CDMA is used for the time
division duplex (TDD) mode of UMTS. The TD-CDMA is very similar to the GSM radio interface.

Transport and physical channels
Transport channels, such as the broadcast control channel (BCCH), the forward access channel
(FACH), the paging channel (PCH), the random access channel (RACH), and the dedicated channels
(DCH), are uni-directional. They are mapped to a physical channel for transmission.

There are two types of physical channels. One type is the common physical channels, which are
broadcast over the whole cell. These channels incorporate the physical random access channel
(PRACH) on the uplink, the primary and secondary common control physical channels (CCPCHs), and
the synchronisation channel (SCH) on the downlink. Another type of physical channel is the dedicated
physical channel (DPCH), which carries information to and from a particular mobile station, and may
be broadcast over part of the cell using, for example, adaptive antenna arrays. DPCHs include the
dedicated physical data channel (DPDCH) and the dedicated physical control channel (DPCCH).

Frame structure
The next figures show the frame structures for the downlink and uplink DPCHs respectively. Each
radio frame includes sixteen slots of 0.625 ms. Data bits are multiplexed with control bits in the time
domain before modulation. The control bits include known pilot bits, transmit power control (TPC) bits,
and transport frame indicator (TFI) bits. The possible values for k are 1 to 6, depending on the
spreading factor.
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Figure 3-10 The frame structures for downlink and uplink channels

Variable-length spreading
One of the key factors in dealing with variable-rate users is the ability to spread data with different
spreading factors. Orthogonal variable spreading factor (OVSF) codes are used in W-CDMA. These
codes maintain mutual orthogonality regardless of which codes are used, provided they are chosen
according to certain rules in the code generation tree. Spreading factors between 4 and 256 are being
considered. The chip rate is 4.096 Mchip/s. Since the data rate (before spreading) is equal to the chip
rate divided by the spreading factor, spreading factors of 4 to 256 imply data rates from 1.024 Mbps
down to 16 kbps. On the downlink, the data is split onto the I and Q channels, so the bit rate
transmitted for a given spreading factor is twice as high (2.048 Mbps down to 32 kbps). Higher bit
rates can be achieved by using multi-code transmission, which is the allocation of two or more codes
to the same user.

Coding and interleaving
For channel coding, the 1 /3-rate convolutional code is used for speech services, while turbo codes are
most likely to be used for services requiring a bit error rate (BER) of 10 -6 .

For interleaving, both inter- and intraframe interleaving is performed to provide a better resistance to
fading and bursty interferences (after decoding).

3.3.4 Network aspects
The main characteristic of UMTS on the network level is the roaming between several networks, not
only geographical, but also logical. UMTS is meant to be functional in both indoor and outdoor
environments. This means an advanced hand-over and roaming method will enables roaming from
private networks (at home or in the office) to micro cellular public networks, wide area networks or
even world wide satellite networks. A personal user will experience a consistent set of services even
when he roams from his home network to other UMTS operators – a “Virtual Home Environment”
(VHE). Users will always “feel” that are they on their home network, even when roaming. VHE will
ensure the delivery of the service provider’s total environment, independent of the user’s location or
mode of access (satellite or terrestrial). UMTS is defined to enable roaming with GSM-networks.

Another characteristic is the compatibility with Internet protocol (IP) networks. UMTS can support both
IP and non-IP traffic in a variety of modes including packet, circuit switched and virtual circuit.
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Figure 3-11 UMTS coverage (source: UMTS-forum)
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3.4 Bluetooth

The Bluetooth specification allows developing interactive services and applications over interoperable radio
modules and data communication modules. In fact, it was created to solve a simple problem: replace the cables
used on mobile devices with radio frequency waves. The technology encompasses a simple low-cost, low-power,
global radio system for integration into mobile devices. Such devices can form a quick ad-hoc secure "piconet"
and communicate among the connected devices. This technology creates many useful mobile usage models
because the connections can occur while mobile devices are being carried in pockets and briefcases (therefore,
there are no line-of-sight restrictions). Today the Bluetooth technology is the only specification targeted at this
new market of cable replacement. Also the IEEE organization has recognized the need for wireless cable
replacement technology and started the development of the 802.15 working group that focuses on this market
(they call it Wireless Personal Area Networks). This specification is based on the Bluetooth technology.

The Bluetooth technology tries to emulate the cost, security, and capabilities of common cables carried by mobile
travelers. The technology must be as secure as a cable (supports application/link-layer authorization,
authentication, and encryption); must be manufactured for about the same cost as a cable (designed for eventual
manufacture as a single-chip CMOS radio giving a long-term cost goal of $5 an end-point radio); must connect to
a variety of devices available to the mobile user (seven simultaneous connections) and support data rates that are
consistent with a mobile traveler’s needs (1 Mega symbol per second data rates per piconet); must support many
simultaneous and private connections (hundreds of private piconets within range of each other); must support the
types of data used by mobile users (voice and data); and must be very low power and compact to support the
small portable devices into which the technology will be integrated. Finally, the technology must be global as the
mobile devices will travel and must work with devices found in other parts of the world.

3.4.1 Architecture

The Bluetooth technology is divided into two specifications: the core and the profile specifications. The core
specification discusses how the technology works, while the profile specification focuses on how to build
interoperating devices using the core technologies. The core technology consists of several existing or new
standards, as illustrated in Figure 3-12.

Applications

TCP/IP HID RFCOMM

Control
Data

L2CAP

Audio

LinkManager

Baseband

Bluetooth radio

Figure 3-12 Bluetooth protocol stack
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3.4.2 The Radio Frequency Layer

The Bluetooth air interface is based on a nominal antenna power of 0dBm (1mW) with extensions for operating at
up to 20dBm (100mW) world-wide. The air interface complies with most countries’ ISM band rules up to 20dBm
(America, Europe, and Japan). The radio uses Frequency Hopping to spread the energy across the ISM spectrum
in 79 hops displaced by 1MHz, starting at 2.402GHz and stopping at 2.480GHz. Currently, the SIG is working to
harmonize this 79-channel radio to work globally and has instigated changes within Japan, Spain, and other
countries.

The nominal link range is 10 centimetres to 10 meters, but can be extended to more than 100 meters by
increasing the transmit power (using the 20dBm option).

The Bluetooth Baseband
As mentioned previously, the basic radio is a hybrid spread spectrum radio. Typically, the radio operates in a
frequency-hopping manner in which the 2.4GHz ISM band is broken into 79 1MHz channels that the radio
randomly hops through while transmitting and receiving data.

A piconet is formed when one Bluetooth radio connects to another Bluetooth radio. Both radios then hop together
through the 79 channels, with typical 1600 hops/s. The Bluetooth radio system supports a large number of
piconets by providing each piconet with its own set of random hopping patterns. Occasionally, piconets will end
up on the same channel. When this occurs, the radios will hop to a free channel and the data are retransmitted (if
lost).

The Bluetooth frame consists of a transmit packet followed by a receive packet. Each packet can be composed of
multiple slots (1, 3, or 5) of 625 µs.

Multi-slot frames allow higher data rates because of the elimination of the turn-around time between packets and
the reduction in header overhead. For example, single-slot packets can achieve a maximum data rate of
172Kbps, while a 5 slot, 1 multi-slot frame will support a 721 Kbps rate (in the 5-slot direction) with a 57.6 Kbps
rate back channel (in the 1-slot direction).

Audio data can be transferred between one or more Bluetooth devices, just by opening an audio link. This link
makes use of synchronous connection-oriented links. The audio model is relatively simple, being routed directly to
and from Baseband.

3.4.3 Network aspects

Bleutooth network topology can be either point to point or multipoint. Any unit in a piconet can establish a
connection to another piconet to form a scatternet as shown in Figure 3-13. This figure diagrams a scatternet in
which piconet A is connected to piconet B. Each small bubble (M, S, P, or Sb) represents a Bluetooth radio.
Bluetooth radios connect to each other in piconets, which are formed by a master radio simultaneously
connecting up to seven slave radios. The Bluetooth radios are symmetric in that any Bluetooth radio can become
a master or slave radio, and the piconet configuration is determined at the time of formation. Typically, the
connecting radio will become the master; however, a "master/slave swap" function allows the roles to be
reversed. (A device can only be a master in one piconet though.)
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Figure 3-13 Bluetooth network topology

To form a piconet, the Bluetooth radio needs to understand two parameters: the hopping pattern of the radio it
wishes to connect to and the phase within that pattern. Bluetooth radios each have a unique "Global ID" that is
used to create a hopping pattern. In forming a piconet, the master radio shares its Global ID with the other radios,
which then become slaves and provide all the radios with the correct hopping pattern. The master also shares its
clock offset (represented by the clock dial) with the slaves in the piconet, providing the offset into the hopping
pattern. This information can easily be exchanged via a so called FHS packet.

E
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IDd

IDb

IDa
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IDe

Figure 3-14 Unconnected Bluetooth

Normally, radios not connected to the piconet exist in "Standby" mode. In this mode, the radios are listening for
other radios to find them ("Inquire") and/or are listening for a request to form a piconet ("Page"). When a radio
issues an Inquire command, listening radios will respond with their FHS packet (Global ID and clock offset),
providing the inquiring radio with a list of Bluetooth radios in the area.

To form a piconet, a Bluetooth radio will page another radio with its Global ID (obtained by a previous inquiry).
The paged radio will respond with its Global ID, and the master radio passes the paged radio an FHS packet. The
paged radio then loads the paging radio’s Global ID and clock offset, thus joining the master’s piconet. Figure 3-
15 illustrates Radio A becoming the master to Radios B and C.
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Once a radio joins a piconet, it is assigned a 3-bit Active Member Address (AMA) allowing other radios on the
piconet to address it. Once the piconet has eight radios active, the master must then take a radio and "park" it on
the piconet. This radio stays co-ordinated with the piconet but releases its AMA for an 8-bit Passive Member
Address (PMA). The freed AMA can now be assigned to another radio wishing to join the piconet. The
combination of AMA and PMA allows over 256 radios to actively reside on a piconet, while only the eight radios
with the AMAs can actively transfer data. This is also illustrated in Figure 9’s Radio D, which has loaded the
master’s Global ID and clock offset and is parked on the piconet (prepared to join the piconet when data are ready
to be transferred).

S
b

S

S

M
P

IDd

IDb

IDa

IDc

IDe

IDa

IDa

IDa

Figure 3-15 Bluetooth radios in a piconet

Parked radios listen at a beacon interval for information addressed to them. This allows a master to perform a
broadcast to all slaves (parked and active).

Radios that are not actively connected to the piconet are in the standby state (e.g., Radio E in Figure 3-15).
These radios listen for inquires or pages from other radios. Every 1.25 seconds they will perform a page scan
and/or an inquiry scan to see if such a request is being made. Other states where no data is transferred are hold,
requested by either master or slave, the connection is preserved, but no data is being transmitted, sniff, a slave
that is only listening in a piconet, or park, the lowest state of activity of a slave in a piconet. In the park state, the
slave does not have a MAC address, but listens just enough to keep synchronized with the master and checks for
broadcast messages.

The inquiry process involves one radio executing a page function on the Inquiry ID (a special global address set
aside for the inquire function), while other radios are performing an inquiry scan. This process is performed on a
unique sequence of 32 channels. The radio doing an inquire scan will listen every 1.25 seconds on one of these
32 channels for 10 ms, then will repeat this scan on the next channel (within this 32-channel sequence). A radio
with inquire scan enabled will continue this process until the inquire scan function is disabled. The inquiring radio
will issue a number of pages on the Inquire channels (twice per single slot) and then listen at the corresponding
response frequency (twice per slot) for 1.25 seconds for 16 of the 32 frequencies. The listening radio’s correlator
will fire if it is doing a Page Inquire on the same inquire channel as the inquiring radio and will respond with an
FHS packet (containing its Global ID and clock offset). The sequence is then repeated for the second set of 16
frequencies after which the inquiring radio will have a list of FHS packets for all radios within range.

Paging follows a similar sequence. Each radio has a unique sequence of 32 paging frequencies and 32 response
frequencies based on its Global ID. A radio in Standby mode doing a Page Scan will listen for a page of its Global
ID on each of these paging frequencies for 10 ms, every 1.25 seconds going to the next paging frequency in the
sequence. The paging radio will continuously page using the paged radios’ Global ID on one of two sets of 16
frequencies within the paging radios’ 32 paging frequencies. The paging radio makes an estimate (based on its
last known clock offset) of where the paged radios should be listening and then creates an "A Train" of page
frequencies around this estimated frequency. The paging radio will then continuously page across these 16
frequencies for 1.25 seconds. If the estimate was wrong (the paging radio received no response), the paging
radio will next try the remaining 16 frequencies for the next 1.25 seconds. Radios that have little clock offset will
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be able to connect very quickly, while radios that have large clock offsets (meaning the radios haven’t connected
recently) could take up to a maximum of 2.5 seconds to connect (a complete A/B Train search).

Once a radio has been found (via Inquiry) and then placed into a piconet (via Page), a piconet is formed and
some useful work can now take place. Figure 3-16, entitled Functional Overview, depicts the different high-level
states of a Bluetooth radio.

Figure 3-16: Functional overview

In the connected state, the Bluetooth radio is assigned a 3-bit Active Member Address (AMA) for which it can then
direct data to different devices on the piconet (master is always referenced as address 0). Broadcasts to other
radios on this piconet can be accomplished by the master sending a packet to address 0. To enable radios to
maintain a connected state with the piconet (maintain the piconets hopping pattern and offset) while maintaining a
very low-power state, radios can be placed in the Park, Hold, and SNIFF states. For the Hold and Sniff states, the
radios are told to wake up at given intervals (go away for x slots); however, in the Sniff state the radio can transfer
data on that interval (for example, a keyboard might be told to send/receive data every 20 slots), while in the Hold
state no data are transferred. In the Park state, the radio is told to go away and is given the PMA address. A
Parked radio will listen on a Beacon interval to see if the master has a) asked the parked device to become an
active member, b) asked if any parked device wishes to become an active member, or c) sent any broadcast
data.

When in the connected state, the Bluetooth radios can issue two types of packets: a Synchronous Connection
Oriented (SCO) type or an Asynchronous Connectionless Type (ACL). The SCO type is associated with
isochronous data, and, to date, this is voice. This is typically a symmetrical packet of 1, 2, or 3 slots, and the
frames are reserved whether they are used or not within the piconet. In order to have an SCO connection, the
radio must have already established an ACL connection. Once an SCO link has been added, a master or slave
unit may send SCO packets without being polled. Currently, the voice data links use a CVSD1 coding that
provides very good noise immunity and a high-quality voice link. The CVSD coding enables damaged SCO
packets to be thrown away (versus retransmitted) while maintaining a high-quality voice link. One baseband
packet type allows both voice and data to be sent in the same packet (DV packet).

The ACL link is packet-oriented and used for data only. It supports both symmetric and asymmetric traffic. As
mentioned previously, ACL packets are created with an odd number of slots such that the frame is always an
even number of slots (1/1, 1/3, or 1/5, for example).

There are three error correction schemes used in the Bluetooth Baseband: 1/3 rate FEC2, 2/3 rate FEC, and
Automatic Repeat Request (ARQ). 1/3 FEC is always applied to the packet header information. To increase the
data rate when the link gets noisy, the radio can start adding FEC to the channel: for SCO links, a 1/3 FEC is
applied while for ACL links, a 2/3 FEC is applied. As mentioned previously, SCO packets are thrown away when
damaged. However, for ACL packets, one packet is directly acknowledged by the recipient in the next packet.

                                                          

1 CVSD = continuously variable slope delta modulation, a compressing/expanding modulation scheme

2 FEC= Forward error correction
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3.4.4 Security

The way that the Bluetooth radio system is used in mobile devices and the type of data carried on these devices
(e.g., a corporate mobile computer) makes security an extremely important factor. While most wireless systems
will claim that being a spread spectrum radio provides security, the volumes projected for Bluetooth radios
eliminate this barrier. As such, link layer and application layer security are part of the basic Bluetooth radio
requirements.

Frequency hopping

Link key

Encryption key

Link key

Encryption key

S

S

S

S

Authentication

Encryption

PINPIN

Figure 3-17 Link layer security architecture

At a link layer, the Bluetooth radio system provides Authentication, Encryption, and Key Management of the
various keys involved. Authentication involves the user providing a Personal Identification Number (PIN) that is
translated into a 128-bit link key that can be authenticated in a one- or two-way direction. Once the radios are
authenticated, the link can be encrypted at various key lengths (up to 128-bits in 8-bit key increments). The link
layer security architecture provides a number of authentication schemes and a flexible encryption scheme that
allows radios to negotiate for key length. This is important, as radios from different countries will be talking to each
other. Security policies in these countries will dictate maximum encryption key lengths. Bluetooth radios will
negotiate to the smallest common key length for the link (for example, if a USA radio is enabled for a 128-bit
encryption key and a Spanish radio is enabled for only a 48-bit encryption key, the radios will negotiate a link with
48-bit encryption key). The Bluetooth architecture also supports authorization of different services to upper
software stacks. For example, when two computers have created a Bluetooth link to exchange business cards,
authorization must be created to extend these services (such that one computer could not examine other services
on that computer unless enabled to do so).

The Bluetooth security architecture relies on PIN codes for establishing trusted relationships between devices.
While not practical to go through all the combinations of uses of PIN codes, it should be noted that once a trusted
pairing is established between devices, these codes can be stored within the device to allow more
automatic/simple connections. The key to Bluetooth simplicity will be establishing the trusted relationship between
commonly used devices. For random ad-hoc connections that require authenticated connections (such as
ensuring you are connecting to who you think you are connecting to, something that is not always obvious with
invisible radio waves), PINs would have to be exchanged (depending on how the devices are configured).
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3.4.5 Conclusion and comments

Bluetooth is a radio system designed for connecting a variety of mobile devices in a secure ad-hoc fashion. Much
thought has gone into developing a radio system that provides interoperability between different device types
while also meeting the requirements of mobile users. The specifications are fit several usage models, but the use
of the current Bluetooth devices in the ERN application, an intelligent design is necessary to meet the criteria on
timing.

One of the most interesting characteristics of Bluetooth is the dynamic creation of local wireless networks and the
emphasis on security related aspects (encryption, authentication and privacy). The ERN can be encrypted in the
memory of the Bluetooth tag, allowing only trusted party’s to read it. The Global ID is public, which could make it
possible to identify the vehicle for other people. For the ERN application a modification of this fixed Global ID
should be feasible. This has to be investigated. Furthermore, the possibility to extend the functions of the
Bluetooth ERN-tag makes other EVI services (e.g. an electronic freight letter, or traffic data collection using
Floating Car Data) easy to implement in a secure way.
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4 Summary of available technologies
Four suitable basic technologies have been described:

- Radio Frequency Identification (RFID)

- GSM

- UMTS

- Bluetooth

RFID includes a wide spectrum of applications, suitable at small distances at the lower
electromagnetic frequencies, to ranges of several tens of meters at the electromagnetic frequencies in
the Giga Herz range.

The relative small amount of data that has to be transmitted for a single Dutch license plate, opens the
door to the recently widespread GSM telephone world and its applications, and the future UMTS
systems for telephone and data.

Bluetooth, having its origin in the world of computer and computer peripherals communications, is a
fourth attractive technology.
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5 Appendices

5.1 References

- Road Traffic Monitoring by Satellite, by E. Kristiansen et al, ESA Bulletin 101, February 2000

- Radio Frequency Identification – RFID,  A basic primer,  AIM, Inc. White Paper, Document Version: 1.11,
1999-09-28

- RSA Laboratories, RSA Laboratories’ Frequently Asked Questions About Today’s Cryptography, Version
4.1, 2000, RSA Security Inc.

- The Path towards UMTS - Technologies for the Information Society, UMTS Forum, report 2, 1998

- Universal Mobile Telecommunications System (UMTS); General UMTS architecture; ETSI Technical
Standard TS 123 101 v3.0.1 (2000-01)

- Designing W-CDMA Mobile Communication Systems; Marc Barberis in Communication Systems Design
Feb. 1999

- Overview of UMTS architecture; USECA (UMTS security architecture) report D12, Bart Vink, Siemens
Atea, July 1998

- The Bluetooth specifications (1500 pages) can be found at
http://www.bluetooth.com/developer/specification/specification.asp

- Specification of the Bluetooth System Version 1.0 B, Doc. No. 1.C.47/1.0 B

- Profiles of the Bluetooth System Version 1.0B, Doc. No. 1.C.47/1.0 B

- A more concise overview of the Bluetooth architecture is Bluetooth Protocol Architecture,
Version 1.0, Riku Mettala, Aug 25, 1999, Doc. No. 1.C.120/1.0, found at the same site

- Other sites which offers an overview of the Bluetooth technology:

- http://www.csdmag.com/main/2000/04/0004stand.htm

- http://www.intel.com/developer/bluetooth/

- http://www.infotooth.com/tutorial.htm

5.2 RFID Standards

This section lists all the RFID standards, or standards of relevance to RFID that exists today. The list is not all
encompassing, as new work is being started every day, but it does give a broad overview of the work at this date.

It is advisable to check the progress of all documents before making any decisions based on this information.

• JTC 1/SC 31 Automatic Identification and Data Capture Techniques

• JTC 1/SC 17 Identification Cards and related devices

• ISO TC 104 / SC 4 Identification and communication

• ISO TC 23 / SC 19 Agricultural electronics

• CEN TC 278 Road Transport and Traffic Telematics

• CEN/TC 23/SC 3/WG 3 Transportable Gas Cylinders - Operational Requirements - Identification of
cylinders and contents

• ISO/TC204 Transport Information and Control Systems
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• ETSI European Telecommunications Standards Institute

• ERO European Radiocommunications Office

• ANSI American National Standards Institute

• Universal Postal Union

• CENELEC

• ASTM
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5.3 Glossary of Radio Frequency Identification (RFID)Terms

Active Tags

Tags which use batteries as a partial or complete source of power. They are further differentiated by
separating them into those with replaceable batteries and those which have the batteries inside a sealed
unit or what may be termed unitized active tags.

Addressability

The ability to address bits, fields, files or other portions of the storage in a tag.

Alignment

The orientation of the tag to the reader in pitch, roll, and yaw.

Antenna

Antennas are the conductive elements which radiate, and/or receive energy in the radio frequency
spectrum, to and from the tag.

Bidirectional

Capable of operating in either of two directions which are the opposite of each other. For example, a tag
which can be read or written from either side is bi-directional.

Capacity

The number of bits or bytes that can be programmed into a tag. This may represent the bits accessible
to the user or the total number including those reserved to the manufacturer e.g. parity or control bits.

Capture Window/Field

Region of the scanner field in which a tag will operate.

Closed Systems

A system in which relevant data regarding the attributes of the object is stored in a common data base,
accessible via data link by referencing the individual ID code. It usually refers to a system under the
control of a single owner or authority.

Code Plate

See Tag

Controller

See Multiplexer

Electromagnetic Coupling

Systems which in use a magnetic field as a means of transferring data or power are said to use a
electromagnetic coupling.

Electronic Label

See Tag

Electrostatic coupling

Systems which use the inducing of a voltage on a plate as a means of transferring data or power are
said to use electrostatic coupling.

Error

Any operation or data which is not in accord with the design or input to the system.

Error Correcting Code (ECC)

Supplemental bits in a data transfer used in conjunction with a polynomial algorithm, in order to compute
the value of missing or erroneous data bits (e.g. for a 32 bit data transmission, 7 additional bits are
required.)
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Error Correcting Mode

Mode of data communication in which missing or erroneous bits are automatically corrected.

Error Correcting Protocol

The rules by which the error correcting mode operates.

Error Management

Techniques used to ensure that only correct information is presented to the user of the system.

Error Rate

The number of errors per number of transactions.

Exciter

The electronics which drive an antenna are called the exciter or transmitter. Together with the antenna
they are called a scanner.

Expansion Port

A plug accessing additional I/0 capability on a computer or peripheral device.

Factory Programming

The programming of information into a tag occurring as part of the manufacturing process resulting in a
read only tag.

Field Programming

Programming information into the tags may occur after the tag has been shipped from the manufacturer
to an OEM customer or end user or in some cases to the manufacturer’s distribution locations. Field
programming usually occurs before the tag is installed on the object to be identified. This approach
enables the introduction of data relevant to the specifics of the application into the tag at any time;
however, the tag would typically have to be removed from its object. In some cases, change or
duplication of all data in the tag is possible. In other cases, some portion is reserved for factory
programming. This might include a unique tag serial number, for example.

Field Protection

The ability to limit the operations which can be performed on portions or fields of the data stored in a tag.

Flat Panel Antenna

Flat, conductive sheet antennas, usually made of metal plate or foil.

Frequency

The number of times a signal executes a complete excursion through its maximum and minimum values
and returns to the same value (e.g. cycles).

I.D. Filter

Software that compares a newly read ID with those in a data base or set.

Inductive Coupling

Systems which use the inducing of a current in a coil as a means of transferring data or power are  said
to use inductive. coupling.

In Use Programming

Many applications require that new data or revisions to data already in the tag, be entered into the tag,
while it remains attached to its object. The ability to read from and write data to the tag while attached to
its object is called in-use programming. Tags and systems with this capability are called read/write tags
and systems.
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Interrogator

See Reader and Programmer

Life

Functional period within which no maintenance, adjustment or repair is to be reasonably expected.

Memory Cards

A read/write or reprogrammable tag in credit card size

Memory Modules

A read/write or reprogrammable tag

Misread

A condition that exists when the data presented by the reader is different from the corresponding data in
the tag.

Mobile Inventory Vehicle

Vehicle equipped with a system for locating tagged vehicles, containers, and other objects for the
purpose of inventory control.

Modulation

The methods of modulating or altering the carriers in order to carry the encoded information are quite
varied. They include amplitude modulation (AM)/ phase modulation (PM), frequency modulation (FM),
frequency shift keyed (FSK), pulse position (PPM), pulse duration (PDM) and continuous wave (CW). In
some cases, different modulating techniques are used in each direction (to and from the tags).

Modulation, Amplitude (AM)

Data is contained in changes in amplitude of the carrier.

Modulation, Phase (PM)

Data is contained in the changes in the phase of the carrier.

Modulation, Frequency (FM)

Data is contained in the changes in the frequency of the carrier.

Modulation, Frequency Shift Keyed (FSK)

Data is contained in the changes between two frequencies of carrier.

Modulation, Pulse Duration (PDM)

Data is contained in the duration of pulses.

Modulation, Pulse Position (PPM)

Data is contained in the position of pulses relative to a reference point.

Modulation, Continuous Wave (CW)

Data is contained in a carrier which is switched on and off.

Multiplexer (multiplexor)

A device which supports multiple scanners or antennas by checking each in accordance with some
scheduling scheme which may be either round robin or priority based. This reduces the total amount of
electronics in the system at the expense of having all scanners being "blind" part of the time. These
devices are called multiplexers or multichannel readers or just controllers.

Nominal

The value at which a system is designed assure optimal operation. Tolerance consider the "normal"
deviation of variable factors.
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Nominal Range

The range at which a systems can assure reliable operation, considering the normal variability of the
environment in which it is used.

Omnidirectional

Capability of a tag to operate in any orientation.

Open Systems

Application in which reader/writers do not have access to a common data base.

Orientation

Alignment of the tag with respect to the scanner, measured in pitch, roll, and yaw.

Orientation Sensitivity

The degree range is decreased by nonoptimal orientation.

Passive Tags

Passive tags contain no internal power source. They are externally powered and typically derive their
power from the carrier signal radiated from the scanner.

Port Concentrator

A device that accepts the output from a number of communication interfaces and introduces them into a
communication network.

Power Levels

Levels of power radiated from a scanner or tag, usually measured in volts/meter.

Programming

Adding or altering data in a tag.

Programmability

In order to be identifiers of specific objects, tags must at some point have their identity and/or other data
entered into them. This capability is called programmability.

Programmer

Some tags which can have their contents changed by a set of electronics in close proximity or in
electrical contact with it. Those electronics and their packaging are called a programmer.

Projected Life

This is defined in terms of number of read and/or write cycles, or in active tags this may include shelf life.

Proximity sensor

A device that detects and signals the presence of a selected object at or near the sensor’s location.

RF/DC

Systems which communicate over a radio link between a host computer and a data source e.g.
keyboards, data terminals, readers for OCR, Bar Codes, Mag Stripes, RF/ID etc. RF/DC enhances the
capabilities of Automatic ID Systems by providing the capabilities of hard wired data communications
without the physical restrictions interconnecting wires.

RFlD

Systems that read or write data to RF tags that are present in a radio frequency field projected from RF
reading/writing equipment. Data may be contained in one (1 ) or more bits for the purpose of providing
identification and other information relevant to the object to which the tag is attached. It incorporates the
use of electromagnetic, or electrostatic coupling in the radio frequency portion of the spectrum to
communicate to or from a tag through a variety of modulation and encodation schemes.
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RF/AIS

Radio Frequency Automatic Identification Systems

Range

The distance at which successful reading and/or writing can be accomplished.

Read

The decoding, extraction and presentation of data from formatting, control and error management bits
sent from a tag.

Read Only

See Factory Programming

Readability

The ability to extract data under less than optimal conditions.

Read Rate

The maximum rate at which data can be read from a tag expressed in bits or bytes per second.

Read/Write

Many applications require that new data or revisions to data already in the Tag, be entered into the Tag,
while it remains attached to its object. Tags with this capability are said to be reprogrammable and are
called read/write tags, memory cards or memory modules.

Reader

The device containing the digital electronics which extract and separate the information from the format
definition and error management bits. The digital electronics perform the actual reading function. These
read electronics may also interface to an integral display and/or provide a parallel or serial
communications interface to a host computer or industrial controller.

Reader/Writer

The set of electronics can change the contents of tags while they remain attached to their object are
called a reader/writer. (See also reader).

Reprogrammable

Many applications require that new data or revisions to data already in the tag, be entered into the tag,
while it remains attached to its object. The ability to read from and write data to the tag while attached to
its object is called in-use programming. Tags with this capability are said to be re-programmable and are
called read/write tags, memory cards or memory modules.

SAW

Surface Acoustic Wave. A technology in which radio frequency signals are converted to acoustic signals
in a piezolectric crystalline material. Variations in phrase shift in the reflected signal can be used to
provide a unique identity.

Scanner

The antenna’s, transmitter (or exciter) and receiver electronics integrated in a single package called the
scanner. They may be combined with additional digital electronics including a microprocessor in a
package called a reader.

Sensor

A device that responds to a physical stimulus and produces an electronic signal. See Scanner.

Separation

Operational distance between two tags.
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Signalling Technique

A complete description of the modulation, encodation, protocol, and sequences required to communicate
between two elements of a system.

Speed

The rate at which an event occurs.

Tag

The transmitter/receiver pair or transceiver plus the information storage mechanism attached to the
object is referred to as the tag, transponder, electronic label, code plate and various other terms.
Although transponder is technically the most accurate, the most common term and the one preferred by
the Automatic Identification Manufacturers is tag.

Transponder

See Tag

Verify

To assure that the intended operation was correctly performed.

Write

The transfer of data to a tag, the tags internal operation of storing the data and it may include reading the
data in order to verify the operation.

Write Rate

The rate at which information is transferred to a tag, written into the tag’s memory and verified as being
correct. It is quantified as the average number of bits or bytes per second in which the complete
transaction can be performed.
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5.4 Vendors - Automatic Vehicle Identification (AVI)

Vendor Contact Product Type Frequencies Standards

Amtech Transportation Systems Group

9111 Dallas Parkway, Suite 300

Dallas, Texas 75287-3106, USA

Phone: +1 214 360 9436

E-Mail: Not Available

http://www.amtech.com

Toll Tag AVI
Transponder

Intellitag AVI
Transponder

Passive Type I
(Read Only)

Passive Type II
(Read/Write)

915 MHz, 2.45 GHz

915 MHz

ISO, AAR, ATA,
ANSI

ISO, AAR, ATA,
ANSI, Title 21

Combitech Traffic Systems

Box 1063

S-551 10 Jonkoping, Sweden

Phone: +46 36 19 43 00

Fax: +46 36 19 43 01

E-Mail:
info@traffic.combitech.se

http://www.combitech.se

PREMID 3000

PREMID 3100

PREMID 3200

Passive Type I
(Read Only)

Passive Type II
(Read/Write)

Passive Type III
(Read/Write
w/Smart Card)

2.45 GHz

 2.45 GHz

5.8 GHz

Not Available

ISO, CEN

 ISO, CEN

CS Route

Jehanne Philippe

8, Avenue du Premier Mai

91873 Palaiseau Cedex, France

Phone: +33 1 69 19 77 00

Fax: +33 1 60 13 07 95

E-Mail:
philippe.jehanne@csroute.cie-
signaux.fr

http://www.csroute.com

Melodhy Passive Type II
(Read/Write)

5.8 GHz CEN

Denso Corporation Phone: +81 3 5478 7873

Fax: +81 3 5478 7898

E-Mail: etc@isd.denso.co.jp

http://www.denso.co.jp/index-
e.html

Various Passive/Active
Read Only

Passive
Read/Write

915 MHz, 2.45
GHz, 5.8 GHz

915 MHz

ISO, AAR, ATA,
ANSI

ISO, AAR, ATA,
ANSI, Title 21

EFKON - Entwicklung, Forschung &
Konstruktion GmbH

Andritzer Reichsstrasse 66

A-8045 Graz, Austria

Phone: +43 316 69 56 75

Fax: +43 316 69 56 75 68

E-Mail: office@efkon.com

http://www.efkon.com

IS-OBU Light

IS-OBU 310

Active Infra-Red
Type II
(Read/Write)

Active Infra-Red
Type III
(Read/Write
w/Contactless
Smart Card)

850 nm

850 nm

CEN TC 278
ITR/IR

CEN TC 278
ITR/IR

Kapsch AG (1)

Traffic Control Systems

Hoffmanplatz 9, 1121

Vienna, Austria

Phone: +43 1 811 11 4241

Fax: +43 1 811 11 8752

E-Mail: wechsela@kapsch.net

www.kapsch.net

MobilPass

MobilPass

MobilPass

Type I (Read
Only)

Type II
(Read/Write)

Type III
(Read/Write
w/Smart Card)

5.8 GHz

5.8 GHz

5.8 GHz

CEN

CEN

CEN

Mark IV IVHS

Paul Manuel

6020 Ambler Drive

Mississauga, Ontario, L4W 2P1, Canada

Phone: +1 905 624 3025

Fax: +1 905 624 4572

E-Mail: pmanuel@ivhs.com

WWW: Not Available

Roadcheck AVI
Transponder

Fusion AVI
Transponder

Active Type II
(Read/Write)

Active Type II
(Read/Write)

915 MHz

915 MHz

IAG

IAG, TDMA

Micro Design ASA

P.O. Box 3974 Leangen

N-7002 Trondheim, Norway

Phone: +47 73 82 65 00

Fax: +47 73 82 65 01

E-Mail: info@microdesign.no

http://www.microdesign.no

Q-FREE MD520,
MD856

Q-FREE
MD5801,
MD5803,
MD5830,
MD5840,
MD5845

Passive Type I
(Read Only)

Active Type II
(Read/Write)

915 MHz

5.8 GHz

Not Available

ISO, CEN

 Mitsubishi Heavy Industries

5-1, Marunouchi 2-chome, Chiyoda-ku

Tokyo, Japan

Phone: +81 3 3212 3111

Fax: +81 3 3212 9800

E-Mail: Not Available

http://www.mhi.co.jp

Various Not Available Not Available Not Available
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SIRIT

250 Shields Court, Unit 12

Markham, Ontario, L3R 9W7, Canada

Phone: +1 905 940 4404

Fax: +1 905 940 4405

E-Mail: mail@siritcorp.com

http://www.sirit.com

TIRIS AVI
Transponder

Passive Type II
(Read/Write)

915 MHz Title 21

      (1) In May of 1999, Kapsch AG purchased the Traffic Control Systems group from Bosch which includes their AVI product line.


