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Abstract—In process industries wired supervisory and control
networks are more and more replaced by wireless systems.
Wireless communication inevitably introduces time delays and
message losses, which may degrade the system reliability and
performance. WirelessHART, as the first international standard
for wireless process supervision and control has received notable
academic attention. This paper models WirelessHART networks
with link failures using Discrete-time Markov chains and eval-
uates the network performance in a typical WirelessHART
environment with respect to delay and reachability.

The evaluation shows that although the performance of Wire-
lessHART is influenced by several factors, it is capable to deliver
reliable service in typical industrial environments. The proposed
model can also be used to predict path performance and to
provide routing suggestions.

I. INTRODUCTION

In traditional process industries, wired systems are deployed
for supervisory and control applications. In recent years, a new
tendency to replace the wired system by wireless networks
emerged. The migration towards wireless technology has sev-
eral advantages for the industrial control system with respect
to flexibility, installation cost and maintenance. However,
wireless communication inevitably introduces time delays and
message losses, which may degrade the system performance.

WirelessHART [1], [2], as the first international standard
for wireless process supervisory and control, became the main
stream of this migration and received notable academic atten-
tion [3],[4]. Even though performance models for Wireless
sensor networks exist [5], there is still little insight into
the performance of WirelessHART. This is due to the fact,
that the protocol WirelessHART is considerably different to
general sensor networks. Related work has shown that in some
cases simple Markov models are sufficient to capture the key
characteristics of observed package delivery in WirelessHART
[6].

This paper generalizes the performance model presented in
[6] by adding an explicit link model that takes into account the
Signal to Noise Ratio (SNR) and the Bit Error Rate (BER) and
by allowing different reporting intervals and inhomogeneous
links.

We present a hierarchical DTMC model that consists of
two parts, i.e., an explicit link model as mentioned above and
a path model that inherits the link availability from the link
model. We show how to derive several measures of interest
in order to evaluate the performance of a typical environment

Fig. 1. WirelessHART network architecture

from different perspectives. In addition, the proposed model
can be used to predict path performance and to provide routing
suggestion. The modeling approach and evaluation results can
be used as reference and suggestion in industrial settings.
Note that, a tool has been developed to automatically derive
the underlying model of a fully specified network to directly
compute measures of interest.

The paper is further organized as follows. Section II pro-
vides the relevant insight into the protocol that is necessary
to model a WirelessHART network. Section III introduces a
detailed link model based on the Binary Symmetric Channel
model. The hierarchical modeling approach is presented in
Section IV and an algorithm is provided to construct the un-
derlying DTMC model of a WirelessHART network. Measures
of interest are introduced in Section V and an example path is
evaluated. The evaluation of a typical WirelessHART network
is presented in Section VI before the paper is concluded in
Section VII.

II. WIRELESS HART

The WirelessHART architecture as shown in Figure 1 is
designed to be user friendly, reliable and inter-operable and
normally consists of the following three main components:

Field Devices are attached to the process equipment. They
can be either wire-powered or battery-powered. These network
nodes encompass sensors, actuators and wireless components.
The sensors are responsible for collecting monitoring data such



as flow speeds, fluid levels, or temperatures. Actuators, e.g.
valves and pumps, perform the control commands they re-
ceive. Gateways, like the network hub, enable communication
between Host Applications and Field Devices in the Wire-
lessHART Network. Each gateway can support one or more
Access Points. The Network Manager is responsible for the
configuration of the network, i.e., scheduling communication
between field devices, management of the routing tables and
monitoring and reporting the health of the network.

WirelessHART uses feedback to control the outputs of
industrial instruments. The control loop is realized through
the components of the WirelessHART network. Field devices,
including sensors and actuators, can be regarded as the source
nodes and relay nodes in a WirelessHART network. The
gateway, as the network routing destination, has a wired
connection to the controller and then to the application host.

WirelessHART supports Pseudo-random frequency channel
hopping to avoid channel overlapping and channel blacklisting
[7] to further reduce interference. Channels that are highly
utilized by other networks and suffer constant interferences
will be put into the blacklist and excluded from the active
channel list.

The data link layer of WirelessHART defines strict 10
millisecond time slots and utilizes Time Division Multiple
Access (TDMA) to provide collision-free and deterministic
communications. Specifically, only one transaction is permit-
ted in each frequency channel at a given time slot across the
entire network.

The network layer determines how the messages are routed
from a source node to the gateway and vise versa, since
field devices do not necessarily have a direct forwarding
path to the network gateway. According to the WirelessHART
data sheet [8], a variety of routing algorithms are supported:
(i) upstream and downstream graph routing for maximum
reliability and managed latency (ii) source routing for ad-
hoc communications and confirmation of path viability (iii)
broadcast, multi-cast and unicast transmissions.

The WirelessHART MAC layer is slotted and synchronized,
taking advantage of TDMA to provide collision-free medium
access. A series of consecutive slots forms a so-called super-
frame. In the following, the size of a super-frame is denoted
Fs.

All field nodes share the same super-frame and slots are
specifically allocated to field devices to transmit messages
uplink/downlink. A super-frame starts with the Analog Input
(AI) blocks, which sample and digitalize the sensory data
and send them in different uplink slots to the gateway. The
gateway runs the PID control function, generates the output
message and sends it back to the field devices in different
downlink slots. The received output messages go through
Analog Output (AO) blocks to close the control loop. In
practice, the execution time of AI, AP and PID control blocks
are very short compared to a transmission slot [9].

A. Reporting interval

Traditional control protocols sample sensory data once and
then execute the control loop once. However, WirelessHART
allows longer reporting intervals, i.e., sensory data is not
measured and forwarded in every control loop.

Without compromising control stability, it is desirable to
reduce the frequency at which measurements are taken and
communicated in order to save wireless communication over-
head and extend the life time of batteries at field devices. In
the following the reporting frequency is denoted Is, which
indicates that the nodes report the measurement back to
the gateway every Is super-frames. Hence, the length of a
reporting interval is Is ∗ Fs.

B. Message life cycle

The sensory messages may suffer an extremely long delay
that exceeds its reporting interval. These out-dated messages
are not useful for real-time monitoring and control applica-
tions, thus the system limits the message life span. When a
message is generated in a sensor node, it is stamped with
a born time Tborn and attached with a Time-to-Live (TTL)
field. With each time slot, the TTL field is decreased by one.
However, uplink messages ‘sleep’ during downlink slots and
do not decrease their TTL and vice versa. As soon as the TTL
reaches zero, the message is discarded from the system to keep
the registers clean.

C. Communication schedule

To guarantee timely and reliable data delivery, the com-
munication schedule is ‘centrally computed at the network
manager, which has global knowledge of the network state,
and then disseminated to all devices in the network [10].
Following the formal description of WirelessHART in [3], the
communication schedule η defines which link is allowed to
transmit per slot. The total length of the schedule is the uplink
size of the super-frame Fup = 1

2Fs.

III. LINK MODELS

In the following, we use the Binary Symmetric Channel
(BSC) model [11] to describe the transmission of a single bit
and a two-state link model to describe the transmission of a
message.

The BSC model is one of the most fundamental channel
models and widely used for the analysis of communication
systems. The transmitted bit is denoted xk ∈ {0, 1}, the re-
ceived bit yk and the transmission error probability is denoted
pk, which is independent of the past and future bits. Formally,
this is referred to as bit error rate (BER) and is an important
channel parameter that varies according to the noise level and
the applied modulation technology.

Consider a dynamic link where the received signal strength
is above an acceptable threshold part of the time, and below
the threshold with strong noises [12]. This can be modeled as
a DTMC with two states, namely UP and DOWN, as shown
in Figure 3. Recall, that WirelessHART uses TDMA with
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Fig. 2. Binary symmetric channel model

synchronized and slotted time, which facilities the modeling
of wireless links as a Discrete-Time Markov Chain (DTMC).

In the UP state, the transmission error probability is negligi-
ble, however in the DOWN state, the received signal strength
is so low that the error probability is very high. In case the
link is UP, the entire message will be transmitted successfully
without any bit error; in case the link is DOWN, the message
transmission fails due to one or more bit errors and the
message needs to be re-send later. The state of the link remains
unchanged during one slot and may change in the next slot
with failure probability pfl and recovery probability pcr.

UP DOWN

pfl

prc

1-pfl 1-prc

Fig. 3. Two-state DTMC link model

WirelessHART radio used the modulation technology
OQPSK (Offset quadrature phase-shift keying). According to
[13], the Bit Error Rate of OQPSK modulation in a AWGN
(Additive white Gaussian noise) channel is given by:

BEROQPSK =
1
2
erfc

(√
Eb
E0

)
, (1)

where erfc() represents the complementary error function,
and Eb/E0 represents the energy per bit to noise power
spectral density ratio, which is a normalized Signal-to-Noise
Ratio (SNR) measure and can be regarded as the ”SNR per
bit”. The received SNR can be measured using pilot packages
that are transmitted from one node to the other via the wireless
link.

The successful transmission of each bit (with probability 1−
BER) then follows a Bernoulli distribution, hence, assuming
the typical WirelessHART message is L bits long, the failure
probability is given by:

pfl = 1− (1−BER)L. (2)

As specified by the standard [14], the 2.4 GHZ frequency
band is divided into 16 non-overlapping frequency channels.
WirelessHART instruments use a pseudo-random channel hop-
ping to reduce the interference with other networks, such
as IEEE802.11b/g (Wi-Fi) which operates in the same ISM
frequency band. In other words, whenever the link suffers
a bad frequency channel, it will hop to a new channel in

the next slot. And this new channel has a high probability
to be up, because the network manager maintains a list of
active channels. All the down channels are banned to the
blacklist after a certain period of time. However, there is still
a small probability that the new channel is not working either.
Therefore, in the corresponding link DTMC, the recovery
transition probability prc is chosen to be very close to 1, but
not equal to 1.

IV. HIERARCHICAL PATH MODEL

This section proposes a hierarchical DTMC model that
describes how messages are forwarded along an uplink path
in WirelessHART networks. A state s in the resulting model
represents the age of the messages at each node on the path.
Hence, for a path with n hops, the state descriptor is a tuple
of size n: (age1, age2, . . . , agen).

The state space then consists of all possible age tuples
on a path during a reporting interval, as defined by the
communication schedule. The resulting DTMC consists of
mainly transient states and the following two categories of
absorbing states: (i) Goal states, indicate that the message
reached the gateway at a certain age ai = a0 + (i− 1) ∗ Fup
for i ≤ Is, where Fup represents the uplink frame-size and a0

represents the transmission slot of the last link connecting to
the gateway in the communication schedule η. For a reporting
interval Is, the path DTMC has Is goal states, since the
transmissions towards the gateway are scheduled always in the
same slot of different super-frame cycles. (ii) Discard states
indicate the drop of a message due to a TTL value that has
reached zero. This is similar to the concept of ‘package loss’
that appears in some literature.

The system starts with empty node registers and a fresh
message is generated at the source node, i.e. the initial state
is s0 = (1,−,−). With each new slot, the age of all messages
on the path is increased by one. The horizontal axis of the
DTMC can hence be seen as time line. If a node is scheduled
to transmit in a certain slot and has a message to forward, it
attempts to send the message to the next hop via the link
between them and keeps a copy of the message. In case
of a successful transmission, the DMTC moves from the
current state (age1,−, . . . ) to state (age1 + 1, age1 + 1, . . . )
with probability ps and otherwise to state (age1 + 1,−, . . . )
with probability pf . Recall, that these probabilities depend
on the state of the link that performs this transmission. If
no transmission is scheduled in a given slot the age of all
messages is increased by one and a transition is included from
state (age1,−, . . . ) to state (age1 + 1,−, . . . ) with transition
probability one. Eventually, the DTMC reaches one of its
absorbing states, i.e., either a goal states that corresponds to
the current age of the message, or the the ’Discard’ state, in
case the TTL reaches 0.

Consider a three-hop path n1 → n2 → n3 → G as an
example. Assume the reporting interval to be Is = 1, so that
the scope of the model is only one super-frame. Take the
uplink frame-size Fup = 7 and the communication schedule
η = (∗, 〈n1, n2〉, ∗, ∗, 〈n2, n3〉, ∗, 〈n3, G〉). The path DTMC is
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Fig. 4. DTMC diagram of the path model of a three-hop path when Is = 1

constructed following the above rules and shown in Figure 4.
The initial state is (1,−,−). In the schedule η, the first slot is
idle, so the DTMC moves to the second state (2,−,−) with
probability 1. In the second slot, the communication schedule
entry 〈n1, n2〉 indicates a transmission on the link between
n1 and n2. Then the DTMC moves from state (2,−,−) to
state (3, 3,−) with probability ps1, and to state (3,−,−) with
probability pf1. After Fup = 7 steps, either the goal state R7
is reached the goal state at the seventh slot or the ‘Discard’
state is reached when TTL = 0 at the end of this cycle.

To show the influence of the reporting interval on the
size of the resulting DTMC, Figure 5 shows the underlying
DTMC for a reporting interval of Is = 2. The size of the
resulting DTMC depends linearly on the size of the reporting
interval, the number of hops on the path and the number of
slots in the communication schedule. In general for an n-
hop path with super-frame size Fs and reporting interval Is,
the computational complexity of the path model is given by
O(Is · Fs · n).

The states of the link DTMC determine the success tran-
sition probability ps and the failure transition probability pf
in the path model. In a WirelessHART network, a message
is transmitted successfully if and only if the wireless link
remains operational in that slot. Therefore, the probability ps
equals the transient probability of the link to be up at the
very transmission slot t, and vice versa. The dependency is
expressed in the following equation:

[ps(t), pf (t)] = p(t) = p(0)
[

1− pfl pfl
prc 1− prc

]t
. (3)

Especially, if the links are in steady-state during transmission,
then

[ps, pf ] = [π(up), π(down)] = [
prc

prc + pfl
,

pfl
prc + pfl

]. (4)

The path model hence relies on the link models to specify
the probability of a successful transmission. For an n-hop path
model with inhomogeneous links, n link models exist that
evolve simultaneously with the path DTMC. The hierarchical
idea allows the DTMC model to describe different initial
situations, like links being up or down initially.

Algorithm 1 presents a recursive function that is able to
derive the underlying DTMC for a given path, communication

Algorithm 1 A recursive function to construct a path model
Require: discard state sd, goal state sg

1: function CONSTRUCTFORWARD(state sc)
2: if sc is able to transmit message then
3: check which link n corresponds
4: if TTL ≤ 0 then
5: add transition sc → sd with p = 1
6: return
7: end if
8: add new state sfail
9: add transition sc → sfail with pf = pn(down)

10: ConstructForward(sfail)
11: if n is the last link that leads to gateway then
12: add transition sc → sgoal with ps = pn(up)

return
13: end if
14: add new state ssuc
15: add transition sc → ssuc with ps = pn(up)
16: ConstructForward(ssuc)
17: else
18: if TTL ≤ 0 then
19: add transition to the ‘discard’ state
20: return
21: end if
22: add new state snext
23: add transition sc → snext with p = 1
24: ConstructForward(snext)
25: end if
26: end function

schedule and reporting interval, according to the rules pre-
sented above. Line 2 checks whether a transmission is possible
according to the communication schedule and the current slot
number. In case a transmission is possible the corresponding
link is derived. In case the TTL of the message has expired the
message is discarded in Line 5. Lines 8-10 model the failure of
the current transmission with transition probability pf , which
is derived from the respective link model. Lines 11-12 check
whether the current transmission takes place on the last hop of
the path. In that case a successful transmission directly leads to
the goal state. Lines 14-16 construct the successor state after a
successful transmission with transition probability ps, which
stems from the link model, as well. Lines 22-24 deal with
slots where no transmission takes place. In case the recursive
function is called for the initial state, it will output the full
underlying DTMC model for a given path.

V. PATH ANALYSIS

In the following R denotes the probability that a message
generated at the source node reaches the gateway before the
end of a given reporting interval (reachability). If a message
fails to reach the gateway, then the input signal I is lost,
possibly causing instability to the control loop.

Given the reachability for a single reporting interval, the
time until the first message loss is geometrically distributed
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Fig. 5. DTMC diagram of the path model of a three-hop path when Is = 2

and the expectation is given by E[N ] = 1/p = 1/(1−R). To
ensure that the WirelessHART system is stable, R is required
to be very close to 1.

The age of a message that reaches the gateway in the ith
cycle of a reporting interval is denoted ai. Probability Pr(ai)
is then given by the transient probability of the goal state that
represents the i-th cycle of the reporting interval at the end of
the reporting interval.

Without loss of generality, we assume in the following
that the initial state of the DTMC corresponds to entry p0

and the Is goal states correspond to entries p1, . . . pIs in the
probability vector p. The initial distribution is then given by
p(0) = [1, 0, . . . , 0]. Recall that the transition probabilities ps
and pf are time-inhomogeneous and change according to the
link model. Hence, the entries of P(t) need to be recalculated
in every step, and the transient probabilities p(t) can only be
obtained iteratively according to

p(t) = p(t− 1)P(t). (5)

Probability R is then given by the sum of all cycle prob-
abilities, i.e. the sum of all the transient probabilities of the
goal states at the end of the reporting interval.

R =
Is∑

i=1

pi(t) for t = Is ∗ Fup . (6)

In WirelessHART excessive delay can lead to a significant
degradation in system performance. Delay is defined as the
time difference between the born time Tborn and the reception
time Trec, which equals the age of a message in the path
model. The delay distribution τ can also be derived from the
transient distribution of the DTMC model.

The age measured in slots has to be converted to the absolute
time in millisecond. Furthermore, the downlink duration Tdown
should be taken into account.

di = (ai + Tdown) ∗ 10. (7)

For each delay di, the delay probability is the percentage of
messages with delay di among all the received messages, i.e.

the averaged transient probability. This is given by:

τ(di) =
pi(t)∑Is

j=1 pj(t)
=
pi(t)
Re

for t = Is ∗ Fup. (8)

Therefore, the expected delay E[τ ] is defined as

E[τ ] =
Is∑
i=1

di ∗ τ(di). (9)

The utilization U indicates the fraction of slots that actually
transmitted a message during a reporting interval, irrespective
of its success. The network communication overhead and
power consumption are directly related to this rate.

Consider an n-hop path, every message that reaches the
gateway in the first cycle must have passed n links (i.e. n
slots); every message that reaches the gateway in the second
cycle must have used n+ 1 slots (n successful transmissions
and one failure), etc. Note that discarded messages (with
probability 1 − R) have to be taken into account, as well.
The utilization of a path p with n hops is then given by:

Up =
∑Is

i=1[Pr(ai) ∗ (n+ i)] + (1− R) ∗ (n + Is)
Is ∗ Fup

. (10)

The utilization of the entire network is obtained by summing
over all possible paths:

U =
∑
p

Up. (11)

This section is further organized as follows. We analyze an
example path in Section V-A, and discuss the influence of link
availability in Section V-B and of the number of hops on a path
in Section V-C. Section V-D discusses the compositionality of
paths.

A. Example Analysis

Consider the following three-hop path n1
1 → n1

2 → n1
3 → G

with uplink frame-size Fup = 7 and communication schedule
(∗, ∗, 〈n1, n2〉, ∗, ∗, 〈n2, n3〉, 〈n3, G〉). The reporting interval
is set to Is = 4. For simplicity, all the links on the path
are considered to be homogeneous, i.e., have the same link
transition probabilities, namely pfl = 0.3 and pcr = 0.9.



Moreover, assume that all links have already reached steady
state at the beginning of the evaluation. The underlying DTMC
of this WirelessHART network is derived as explained in
Section IV and the transient probabilities for all goal states
are derived and plotted in Figure 6, where time (measured
in slots) is plotted on the x-axis. Since Is = 4, the model
has four goal states, denoted R7, R14, R21 and R28, which
represent the four different ages at which messages possibly
reach the controller. The earliest possibility for a message
to reach the controller is at slot 7, because the last entry in
the communication schedule represents a transmission to the
controller. This results in a step shaped probability distribution
in Figure 6.
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Fig. 6. Transient probabilities of goal states when Is = 4

The transient probabilities at time t = Is ∗Fup = 4∗7 = 28
are computed and the reachability is computed according to
Equation (6) as R =

∑Is

i=1 pi(28) = 0.9624. The computed
reachability is close to 1 and a message does not reach the
destination within a control interval with probability 1−R =
0.0376.

Figure 7 shows the delay distribution τ of this example path,
which is directly related to Figure 6. The message delays take
discrete values that are always a multiple of the uplink frame-
size Fup. The expected delay in this example is computed to
be E[τ ] = 190.8 and measured in milliseconds.

The probability for a short delay is higher than the proba-
bility for a long delay, which shows that most of the messages
reach the gateway in the first cycle. Considering this best
case, when the uplink message is transmitted successfully on
all links, it reaches the gateway after 70ms with probability
0.4219. After processing in the PID controller, the output mes-
sage follows a similar downlink path, assuming a symmetric
setup. In that case, the control-loop could be completed in one
cycle with probability 0.42192 = 0.178.

The computed utilization rate of this path Up = 0.14 is very
low because the considered path only occupies 3 slots in the
7-slot schedule.

In the following we investigate the influence of two factors,

namely the link availability and the path hop number on the
quality of service measures of a given path.

B. Link availability

Consider a path that consists of n individual links, where
some of the links are shared with other paths in the network.
We first discuss the case where all links are homogeneous,
i.e., share the same transition probabilities and in steady-state.
The case with heterogeneous links will be investigated later
on.

We choose prc = 0.9, which could be easily adjusted
according to real practice. As a result, the link availability is
determined by only one variable: the link failure probability
pfl. Recall that the correlation between pfl and the bit error
rate is expressed in Equation (2).

According to the WirelessHART standard specification [15],
a typical WirelessHART MAC layer payload length is 127
bytes, i.e. L = 127 ∗ 8 = 1016. In this manner, the
link availability can be determined by the bit error rate in
WirelessHART channels. For instance, if BER = 1 ∗ 10−4,
using the above Equation, we obtain pfl = 0.0966 and the
stationary link availability π(up) = 0.9031. Hence, the lower
the bit error rate, the lower the failure probability, which leads
to a higher link availability.

We compute the reachability and the delay distribution of
the 3-hop path under different link availabilities. This can hap-
pen when the links work in different channels, with different
bit error rates (BER). Figure 8 shows the reachability R of
this path under different stationary link availabilities π(up),
ranging from 0.69 to 0.95, which increases and converges to
1 with the link availability. From the figure it becomes clear
that a link availability of at least 0.75 is necessary to achieve
a reachability that is relatively close to 1. For π(up) ≥ 0.9
a reachability of R ≥ 0.998 follows, indicating excellent
performance and timely delivery.

Figure 9 shows the delay distributions τ with different link
availabilities. The possible delays stay the same, but clearly
their probabilities change with the link availability. A higher
link availability leads to a steeper and more concentrated
delay distribution; while a lower link availability results in
a flatter distribution with a longer tail. Specifically, when
π(up) = 0.948, 98.5% of the messages have a delay that
is shorter than 200ms and those with longer delays can be
neglected. In contrast, when π(up) = 0.774, only 77.8% of
the messages have a delay shorter than 200ms and more than
5.3% of the messages have a delay of 470ms, which may be
unacceptable in some control systems. The expected (mean)
delay E[τ ] for different link availabilities, calculated using
Equation 9, is listed in Table I.

TABLE I
INFLUENCE OF π(up) ON THE REACHABILITY AND EXPECTED DELAY

Link availability 0.774 0.83 0.903 0.948

Reachability (%) 97.37 99.07 99.89 99.99
Expected Delay (ms) 179 151 113 93
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Fig. 10. The influence of path hop count on reachability

Fig. 11. Composition of an exiting path and a peer path

Hence, the link availability is significant for path perfor-
mance. A high link availability is desirable in order to achieve
a high message reachability and short delays.

C. Hop count

During the initialization of a WirelessHART network, field
devices are self-organized. If a node is located far away from
the gateway’s access point, it needs more intermediate hops
to relay. According to the official guideline [9], the maximum
distance from a node to the gateway in WirelessHART should
not exceed 4 hops. This is meant to guarantee that networking
delays do not harm control performance.

Hence, we analyze paths with length varying from one to
four, assuming similar path links with stationary link availabil-
ity π(up) = 0.83. The resulting reachability is shown in Figure
10. Clearly, the one-hop path has the highest reachability of
0.9992. With more hops, the reachability decreases, and for
the four-hop path, it finally drops to 0.9812. This is because a
larger hop-count results in a higher probability of a transmis-
sion failure along the way. This suggests that it is beneficial
to minimize the path hop number in a WirelessHART network
to ensure the stability of the control loop.

D. Path Compositionality

The hierarchical path model describes end-to-end message
delivery. Normally, one end is the gateway. If both ends are
field devices, peer-to-peer communication is performed and
such a path is referred to as peer path in the following.

A new path can be formed by the composition of an existing
path with a peer path if they share one end. An example is
shown in Figure 11. The peer path from node 5 to node 3 is
connected to the existing path from node 3 to the gateway,
thereby forming a new path from node 5 to the gateway.



While it is possible to recompute the DTMC model for
the composed path, this is not necessary, since the cycle
probabilities of the new path can be derived using the old
models, as follows.

Assume that a message reaches the end of the peer path p
in the m-th cycle. In the same cycle, forwarding is continued
along the existing path e towards the gateway. If it takes n
cycles to reach the gateway, then the message reaches the
destination in m+n−1 cycles. Since the cycles of the existing
path and the peer path are independent of each other, the
composed cycle probability function gc(x) is the convolution
of the cycle probability functions ge(x) and gp(x), however
time-shifted by one.

gc(x) =
∞∑
i=0

ge(i)gp(x− 1− i). (12)

With the cycle probability function, the new path reacha-
bility can be derived using Equation 6. This can be useful in
network routing and in dynamic topologies to chose the route
with the highest reachability.

VI. NETWORK PERFORMANCE EVALUATION

This section first evaluates the performance of a typical
WirelessHART network in Section VI-A. After that, we dis-
cuss the influence of the communication schedule in Section
VI-B. System robustness against different kinds of link fail-
ures is assessed in Section VI-C. Section VI-D analyzes the
influence of fast control on the performance of the network
and Section VI-E discusses how the performance of a compo-
sitional path can be predicted.

A. Evaluation of a typical WirelessHART network

According to the HART Communication Foundations, in
real plant settings, on average 30% of the nodes communicate
directly with the gateway access points and about 50% are
two hops away. The remaining 20% may be 3 or 4 hops away.
Using this ratio, a typical WirelessHART network is depicted
in Figure 12, which consists of ten nodes and a gateway with
symmetric up and downlinks. Every node connects to another
node or the gateway with a bi-directional wireless link.

Fig. 12. Connectivity graph of the typical WirelessHART network

According to these paths the uplink frame-size Fup should
be at least 19 slots (3 ∗ 1 + 5 ∗ 2 + 2 ∗ 3). In every reporting
interval, ten distinct messages containing sensory data on the
devices are forwarded to the gateway. We assume a super-
frame of size Fs = 20 and communication schedule:

ηa = (〈n1, G〉, 〈n2, G〉, 〈n3, G〉, 〈n4, n1〉, 〈n1, G〉,
〈n5, n1〉, 〈n1, G〉, 〈n6, n2〉, 〈n2, G〉, 〈n7, n3〉, 〈n3, G〉,
〈n8, n3〉, 〈n3, G〉, 〈n9, n6〉, 〈n6, n2〉, 〈n2, G〉, 〈n10, n7〉,

〈n7, n3〉, 〈n3, G〉).
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Fig. 13. The reachability of all paths in the typical WirelessHART network

Reachability R, as defined for a path can still be used in
a network. Figure 13 shows the reachability probabilities of
all ten paths with different link availabilities. The three one-
hop paths are denoted 1, 2 and 3, the five two-hop paths are
denoted 4 to 8 and the two three-hop paths are denoted 9 and
10.

The reachability of a path decreases with the number of
hops on the path. However, with a very high link availability of
π(up) = 0.9, messages still reach the gateway with probability
R > 0.999 even for three-hop paths. On the opposite, if the
links suffer from a large bit error rate during transmission,
causing a lower availability of π(up) = 0.69, the reachability
drops to 0.93. This results in a message loss of one out of 13
messages. Such a high loss probability threatens the stability
of the corresponding control-loop and possibly compromises
the whole WirelessHART system. In conclusion, the longest
path with the lowest link availability forms the bottleneck of
the network and improving the bottleneck can considerably
improve the network performance.

The delay distribution Γ of the overall network can be
derived by averaging all path delay distributions. The overall
mean delay E[Γ] is defined as the average of all expected
delays:

E[Γ] =
∑j
i=1E[τi]
j

, (13)

where j represents the total number of paths.



Figure 14 shows the overall delay of the example network,
i.e., how messages reach the gateway in the entire network.
The discrete probability distribution reflects the use of strict
TDMA and the delays with zero probability represent the slots
that are used for downlink traffic.

It can be seen that 70.8% of the messages reach the gateway
in the first cycle while only 21.7% of them do so in the
second cycle. Stated differently, 92.6% of the messages have
reached the gateway at the end of the second cycle (600ms)
and approximately 98.3% have reached it by the end of the
third cycle (1000ms).

The expected delay of the ten paths E[τi] are listed in Figure
15, and the overall mean delay E[Γ] is computed to be 235
milliseconds. Figure 15 clearly shows that the mean delay on
the different paths may vary a lot. Consider path 10 with an
expected delay of 421 milliseconds, which is almost twice
the overall mean delay. This bottleneck can be eliminated by
appropriate scheduling as will be discussed later.

The utilization U can be used to approximate the amount
of consumed energy due to transmissions of network nodes.
According to [16], the energy consumption of wireless radio
transmission dominates all the node power consumption since
the energy used for sensing and computations is relatively low.

The utilization U of the example network can be derived
using Equation (10) and Equation (11), Table II lists different
link availabilities together with the resulting utilization. A
lower link availability results in a higher utilization, due
to the transmission overhead that is induced by resending
messages after a link failure. Hence, bad links not only degrade
the control stability but also introduce more communication
overhead and power consumption to the network.

TABLE II
INFLUENCE OF π(up) ON THE UTILIZATION RATE OF THE EXAMPLE

NETWORK

Link availability 0.693 0.774 0.83 0.903 0.948 0.989

Utilization rate 0.313 0.297 0.283 0.263 0.25 0.24

B. Scheduling

Scheduling aims at generating a schedule that leads to a
high network performance. The earliest arrival of a message
at the controller depends on which slot is assigned to the last
transmission. Since the communication schedule η coordinates
the transmission of messages, it influences the expected delays
of subgraphs.

It is possible to grant priority to certain paths by allowing
them to send early in the communication schedule. Commu-
nication schedule ηa, as introduced earlier offers high priority
to those paths with less hops. The opposite scheduling order,
in the following denoted ηb, first transmits messages of long
paths.

We compare the expected delays caused by both scheduling
alternatives in Figure 16 and it can be observed that the
expected delays of schedule ηb are more balanced than than
with ηa. The bottleneck at path 10 has been eliminated (E[τ ]10

drops from 421 to 291). Instead, path 7 forms the new
bottleneck with E[τ7] = 317. Even though the overall mean
delay is slightly higher for schedule b, namely E[Γ] = 272
milliseconds, schedule ηb is considered to be better than ηa as
it better balances the delay over the different paths.

C. Stability and Robustness

Related work [4] distinguishes three types of link failures
in multi-hop control networks, namely transient errors, failures
with a random time span and permanent failure.

When a channel suffers from strong noises or co-exists
with other wireless network such as WiFi, the strong signal
interference results in a large bit error rate, and makes it
impossible to transmit any package correctly. However, due
to frequency hopping, the link probably recovers in the next
slot. Hence, this type of failure can be seen as transient. Figure
17 shows how a link recovers from transient errors for two
different failure rates. Recall that the recovery probability is
w.l.o.g. always assumed to be 0.9. In both cases, the link
returns to its steady-state almost immediately.

The quick recovery implies that transient errors usually have
little effect on the network performance, since they only effect
a transmission if they happen to occur during that transmission.
In that case the message is retransmitted in the next cycle.
Hence, WirelessHART is assumed to be stable and robust
against transient errors.

Unlike frequency interferences, temporary physical obstruc-
tion (losing Line of Sight) may cause link failures for a random
period of time, since frequency hopping does not help in this
case. One possibility of modeling such failures is to assume
that the number of cycles which are affected by the failure is
geometrically distributed.

Consider the example network, as shown in Figure 12,
where different links carry different workloads. Link e3 (con-
necting n3 and the Gateway) for example is shared by four
paths (3, 7, 8, and 10). If it suffers a failure, all four paths
will be affected. When we assume that the failure lasts one
cycle (400 milliseconds), Table III compares the reachability
probabilities with a failure that lasts one cycle with those of
links in steady-state for the affected paths. From the table,
it can be seen that the reachability of longer paths drops
more than the reachability of shorter paths. Moreover, the
reachability of paths that do not pass by the affected link does
not change (and is hence not included in the table). If the
random failure lasts even longer (i.e. 2 or 3 cycles), it will
definitely degrade the performance severely. Hence, random
link failures may impair the system’s robustness and control
loop stability.

When the link failure duration is long compared to the
control loop or reporting interval, it is regarded as permanent.
Under such circumstances, it can not be solved by the current
routing graph. However, the failed link needs to be removed
from the routing graph, and the messages should be routed via
other intermediate nodes to establish new paths to the gateway.
Another alternative countermeasure may be to identify the
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Fig. 17. Link recovery from a transient failure

TABLE III
THE REACHABILITY PROBABILITIES WITH A LINK FAILURE LASTING ONE

CYCLE

Path 3 7 8 10
Hop number N 1 2 2 3
Reachability (%)
without link failure 99.92 99.64 99.64 99.07
with link failure 99.51 98.30 98.30 96.28

cause of the failure and to repair it (e.g. remove the obstacle
physically).

D. Fast control

In the previous evaluation, the reporting interval Is = 4 was
used for all paths. From the delay distribution in Figure 14,
one can identify the longest delay to be 1400ms, which may
be not acceptable in some control scenarios. In this section,
alternative Is values will be discussed to speed up the control
response.

To make it more concrete, take a one hop path as example.
Considering the unique link with π(up) = 0.903, Figure 18
shows the reachability probabilities of all received messages
that are represented by blocks. Observing four consecutive
cycles, when the reporting interval is one, every cycle produces
a message that reaches the gateway with probability 0.903.
When the reporting interval becomes 2, two messages that
are generated at the first and third cycle separately, reach
the gateway with probability 0.99 during the same reporting
interval. Finally, when the reporting interval is four, only the
message that is generated in the first cycle reaches the gateway
with probability 0.999.

Consider a fast control scenario with Is = 2, which means
that a control loop lasts only two cycles and the reporting
frequency is doubled, compared to the regular control as
discussed above. Figure 19 compares the reachability prob-
abilities for all ten paths with two different reporting intervals
for different link availabilities.



Fig. 18. Messages reach situation with different reporting intervals

It can be seen that the reachability probabilities with fast
control (in red) are lower than those with regular control, and
the difference between them also increases with decreasing
link availabilities. Moreover, we can observe that the impact
of fast control is higher for paths with a higher hop-count, like
the 3-hop path number 10.

In conclusion we can state that if the reporting interval
becomes longer, less messages are received by the controller,
but each of them has a higher probability to actually reach
the gateway. Note that, while a shorter reporting interval can
speed up the control loop and provide fresher data for real-
time monitoring, it also introduces more communication and
power overhead, as well. Therefore, it is important to achieve
a good balance by selecting an appropriate Is according to
real application requirements.

E. Performance Prediction

In this section, we consider a scenario where a new node
joins the network and show how to take routing decisions
through performance prediction.

In the WirelessHART network, as shown in Figure 20, node
3 connects to the gateway along path 1, which has m hops;
node 4 connects to the gateway along path 2, which has n
hops. When a new node 5 joins the network topology, it has
to establish a route through the mesh network to the gateway.
This can be done by connecting to an existing path within its
communication range, e.g. path 1 or path 2.

Since the performance of the existing paths can be ei-
ther measured in the real system or analyzed as proposed
in Section V, we are able to predict the performance of
the composition path using Equation (12). However, before
the peer path (e.g. path 3) has been established, the cycle
probabilities of the peer path gp(x) are unknown and need to
be established in the following way:

The performance of a 1-hop path is determined by the
transition probabilities of its link model. Since the recovery
transition probability prc is assumed to be a fixed value, the
performance solely depends on the failure probability. Using
Equation (2) and Equation (1), the probability pfl can be

Fig. 20. A new node joins the network

derived from the received Signal-to-noise ratio. This ratio can
be conveniently measured by transmitting pilot packages via
the link.

Once both link transition probabilities prc and pfl are
known, the cycle probabilities of the peer path can be com-
puted according to Equation (12).

TABLE IV
EXAMPLE OF PERFORMANCE PREDICTION BY PATH COMPOSITIONALITY

Peer Exist Compositional path Reachability
g3(x) g1(x) [0.6274, 0.2694, 0.0784, 0.0193] Rα = 99.46%

g4(x) g2(x) [0.6573, 0.2485, 0.0707, 0.0180] Rβ = 99.45%

Coming back to the example, we assume that path 1 involves
2 hops and path 2 involves 1 hop, and that their links have the
same stationary availability π(up) = 0.83. Assume that the
SNR of the channel between node 3 and node 5 is measured
and normalized to Eb/E03 = 7, while the SNR of the channel
between node 4 and node 5 is measured and normalized to
Eb/E04 = 6. We obtain BER3 = 1

2erfc(
√

7) = 9.14 ∗ 10−5

and pfl3 = 1 − (1 − BER3)1016 = 0.089. and BER4 =
1
2erfc(

√
6) = 2.66∗10−4 and pfl4 = 1− (1−BER4)1016 =

0.237.
With these path parameters, the performance of the two ex-

isting paths and the two peer paths can be analyzed. We denote
the compositional path via node 3 as path α and the other
compositional path via node 4 as path β. The corresponding
cycle probability functions and reachability probabilities can
be derived and are summarized in Table IV for a reporting
interval of Is = 4.

The reachability probabilities of both paths are about the
same, i.e. Reα ≈ Rβ . Hence, we further compare their delay
measures. Since path α consists of 3 hops and path β only
has 2 hops, path α needs one more slot in the communication
schedule. As a consequence, Fαs = F βs + 1, and the expected
delay of path α will be longer than that of path β, i.e. E[τ ]α =
E[τ ]β+10(ms). Hence, to achieve a better performance, path
β is preferred.

VII. CONCLUSIONS

Despite the rapid development of wireless technology in
consumer and public space applications, the deployment of



Fig. 19. Reachability probabilities of paths with Is = 2 and Is = 4

wireless solutions in industry and process automation is still
at the initial phase. In 2007, WirelessHART was approved by
the IEC as the first international standard specifically aimed
at wireless control for factory automation industry.

Most of the recent research focuses on finding routing and
scheduling algorithms or on network simulation, however,
the performance of WirelessHART networks has not received
much attention, yet. This paper presents a general model for
WirelessHART networks and specifically takes into account
the possibly different physical layer of each link. Moreover it
allows to analyze networks with different reporting intervals.
Based on this model, different quality of service measures can
be computed, namely reachability, delay and utilization.

To facilitate the analysis of WirelessHART networks, we
have developed a tool to automatically derive the underlying
DTMC of a network for a specified communication schedule,
routing graph and reporting interval and to directly compute
measures of interest. The tool was developed in Java SE
Runtime Environment version 1.6 using the Eclipse Indigo
platform.

We have evaluated a typical WirelessHART network and
analyzed the influence of link availability, hop count and the
size of the reporting interval and the network stability.

The evaluation shows that although the performance of
WirelessHART network is influenced by these factors, it is
capable to deliver reliable service under typical industrial
environments. As a control system, the stability of control
loops is a critical issue. Future work will strive to include the
computed reachability probabilities directly into the control
loop, in order to analyze the stability of a control loop.
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