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Formalising Java Safety { An overviewPieter H. Hartel �February 14, 2000AbstratWe review the existing literature on Java safety, empha-sizing formal approahes, and the impat of Java safetyon small footprint devies suh as smart ards. The on-lusion is that while a lot of good work has been done,a more onerted e�ort is needed to build a oherent setof mahine readable formal models of the whole of Javaand its implementation. This is a formidable task but webelieve it is essential to building trust in Java safety.We have tried to avoid tehnial detail, and to fouson the bigger issues. The interested reader may wish toonsult some of the many papers that we refer to �ll inthe details.1 IntrodutionJava o�ers interesting possibilities for building exible andportable smart ard systems. However, many design andimplementation problems have been, and are being re-ported in the literature with respet to Java's safety [38℄.Java is a safe programming language in the sense thatJava programs are type safe and memory safe. The twomain features that bring type and memory safety are�rstly that Java does not o�er pointer arithmeti; insteadJava o�ers referenes to objets whih annot be manufa-tured by the user but only by the system. Unused objetsare automatially garbage olleted. The seond featureis that Java is a strongly typed language, like Pasal andAda, and unlike C and C++. Java even performs runtimeheks to avoid array index errors.Java is implemented by ompiling Java programs intoJava Virtual Mahine (JVM) byte odes. The byte odesare stored in lass �les. An interpreter, the JVM, loadsthe lass �les and exeutes byte odes. The JVM ontrolsaess to all mahine resoures. Safety in Java is there-fore onsidered language based, as opposed to operatingsystem based.A simple (and ineÆient) implementation of safetywould arry out all sorts of runtime heks. Examplesinlude making sure that the operands of an integer add�Dept. of Eletronis and Computer Siene, Univ. ofSouthampton, Email: phh�es.soton.a.uk

instrution are indeed integers, to hek that an objet isinitialised before it is used, and to hek that an indexis within the bounds of an array. It is more eÆient forthe ompiler to perform the type heks. However, otherheks, suh as the array index hek annot normallyperformed by the ompiler, and must be delegated to therun time system. We will disuss some proposals also toavoid this kind of runtime hek in Setion 5.Javas' write one, run anywhere philosophy adds aninteresting ompliation by allowing ompiled Java pro-grams (in the form of lass �les) from any soure to beloaded into the runtime environment. This means thatthe heks performed by the ompiler loose their validitybeause it is easy to tamper with lass �les while they arestored, or in transit. Therefore Java implementations nor-mally inlude a lass loader and a byte ode veri�er [36℄.The former takes are of aepting and loading JVM pro-grams into the Java runtime environment. The latter isessentially another type heker operating on the JVMbyte odes. We will not say more about the lass loaderhere as it mainly deals with ontrolling name spaes andproviding the hooks for a third omponent, the seuritymanager to implement a form of Seurity in Java. Insteadwe will onentrate on safety.Both the lass loader and the byte ode veri�er do theirwork before exeution of the ode from a newly loadedlass starts. We would argue that even if all the relevantheks were performed during the exeution of the ode,whih are now performed at load and veri�ation time,Java applets would o�er more safety than they do now.The reason is that many implementation errors [17℄ havebeen, and are being unovered in lass loaders, byte odeveri�ers, and in partiular in the omplex interplay be-tween the lass loader, the byte ode veri�er and the runtime system. Eah single error is a safety loophole. Worseyet, eah error may give rise to a bug �x, and system ad-ministrators will soon grow tired of installing yet anotherbug �x [25℄. Operational proedures are often the weakestelement in seurity [2℄.2 MethodologyIf Java is to be a language used to build appliations thato�er safety, it needs to be well de�ned, so that program-1



mers understand exatly how to use the language, andthat implementors know how to realise the implementa-tion, always maintaining the safety. This requires formalspei�ations of the following omponents:� The semantis of Java.� The semantis of the JVM language.� The Java to JVM ompiler.� The runtime support, that is parts of the Java API,inluding all Java.* lasses. A spei�ation of theAPI is needed beause for example starting and stop-ping threads is e�etuated via the Java API and notvia JVM instrutions.The methodology to build these spei�ations and theirimplementations should be to:� Construt lear and onise formal spei�ations ofthe relevant omponents.� Validate the spei�ations by animating them, andby stating and proving relevant properties of the om-ponents. Examples inlude type soundness (i.e. aprogram that is well typed will not go wrong witha typing error at runtime), and ompiler orretness(i.e. ompiling a Java program to a JVM programshould preserve the meaning of the program).� Re�ne the spei�ations into implementations, oralternatively implement the spei�ation by ad-homethods with an a-posteriori orretness proof.� Create all spei�ations in mahine-readable form, sothat they an be used as input to theorem provers,model hekers, and other tools [55℄.Regardless of Java's laims of being a small and sim-ple language, whih by omparison to C++ it is, Javais too omplex and too large to make it easy for a om-plete formal spei�ation to be built. It also ontainssome novel ombinations of language features that havenot been studied before. The prinipal diÆulties are:� Many di�erent features need to be modelled, suh asmulti-threading, exeption handling, objet orienta-tion and garbage olletion;� Careful onsideration has to be given to the inter-ation of these features. The oÆial SUN refer-enes [28, 37℄ are sometimes ambiguous, inonsistentand inomplete. See for example Bertelsen [4℄, whoprovides a long list of ambiguities in the JVM spei-�ation. Curiously, other authors do �nd the oÆialSUN referenes omplete and unambiguous [22℄.

� The referene implementation is omplex (the SUNJDK), and not always onsistent with the doumen-tation.Attrated by the potential bene�ts, and hallenged bythe diÆulties, many authors have formalised aspets ofJava, and/or its implementation. At the time of writingwe ounted more than 40 teams of researhers from allover the world. Many of those have spei�ed the semantisof subsets of Java. Others have worked on the semantis ofsubsets of the JVM language. Some authors have workedon both, often in an attempt at relating the two, withthe ultimate goal of proving the spei�ation of a Javaompiler orret. To our knowledge, no single attempt hasbeen made at speifying full Java, the full JVM, or thefull ompiler. No attempts have been made at speifyingthe relevant parts of the Java API.The vast majority of the studies that we have found dis-uss abstrations, to make the spei�ations more man-ageable. Popular assumptions inlude:� There is unlimited memory.� Individual storage loations an hold all primitivedata types (i.e. byte as well as double).� Individual JVM program loations an hold all byteode instrutions.While suh abstrations help to redue lutter in thespei�ations, they also make it impossible to model er-tain safety problems, suh as jumping in the middle of aninstrution. It is an art to model systems preisely at theright level of abstration, with just enough detail to beable to disuss the features of interest.2.1 Java and JVM language featuresThe Java and JVM languages have a number of interestingfeatures. Some apply only to Java, some to the JVM andsome to both. The most important aspets are:IM Imperative ore onsisting of basi data, expressionsand statements.OO Objet orientation, i.e. Objets, lasses, interfaes,and arrays.TY The Java type system, or byte ode veri�ation inthe JVMCL Class loading.EH Exeption handling.MT Multi-threading, monitors, synhronisation.GC Garbage olletion.2



Most researhers in the �eld model parts of the imper-ative ore, and many also deal with objet orientation.We will say no more about this ore, as it is well under-stood. Instead, we will onentrate on the remaining is-sues. Some authors model objets and lasses but not thetype system. Type soundness has been studied by quite afew. The JVM implementation of exeption handling usesa diÆult optimisation, whih is the reason why severalauthors have studied this in detail. Multi-threading hasfound favour only with few. We have not been able to�nd any work on modelling garbage olletion in the on-text of studying either Java or the JVM. This is a prob-lem beause garbage olletion is not transparent sinedealloating an objet triggers its �nalizer method. Thisonnetion is atually ignored by some authors [5℄.3 Java SemantisIn this paper we onentrate on the various reports foundin the literature on speifying the semantis of Java. Themost interesting aspet of studying the JVM (the byteode veri�er) is perhaps less relevant to Java implemen-tations on smart ards, mainly beause it is so diÆultto implement a byte ode veri�er within the limited re-soures of a smart ard. However, we will revisit this issuein Setion 6.Our fous is on identifying the methodologial ap-proahes and on the Java subsets being studied. The rea-son is that some spei�ation methods, and in partiularthe aompanying support tools, are perhaps more appro-priate for the task in hand than others. We are also keento identify methods and tools that are able to ope withthe largest amount of omplexity in the Java language,with the most features taken into aount.Table 1 gives a omplete summary, showing whetherthe work is partiularly relevant to small footprint de-vies, the purpose of the ativity, a referene to work onwhih the urrent work is based, the tools used, whetherthe work applies to Java, the JVM or both, a harater-isation of the subset studied, an indiation of the styleof semantis used, and whether any proofs have been re-ported. The styles of semantis used are DenotationalSemantis (DS), Continuation Semantis (CS), AbstratState Mahine Semantis (ASM), Strutured OperationalSemantis (SOS), Natural Semantis (NS), a Higher Or-der Logi (HOL) or a semantis based on that of the toolused. See Nielson and Nielson [43℄ for an introdutioninto programming language semantis.3.1 Objet OrientationAlves-Foss and Lam [1℄ present a denotational semantisof most of Java (exluding multi-threading and garbage

olletion, but inluding lass loading). Their spei�a-tion gives detail on the various basi data types in Java.This ontributes to a better understanding of those as-pets of the language.3.2 The type systemThe Java type system is based on simple sub typing, but ithas one novel feature: Java o�ers interfaes by way of re-ating multiple inheritane. Drossopoulou and Eisenbahwere probably the �rst to model this feature [24℄. Theygive a stati semantis (i.e. a spei�ation of the typesystem) and a dynami semantis (i.e. an interpreter ofJava programs that works with typed data) of a relativelysmall subset of Java. Drossopoulou and Eisenbah thenstate the soundness of their type system. In a separate pa-per, Drossopoulou et al [23℄ extend their subset to inludeexeption handling. Neither paper gives proofs. InsteadSyme [55℄ enodes some of the models of Drossopoulouet al in his DECLARE system, and gives proofs. Themere ativity of enoding hand built spei�ations in amehanised system is reported to unover 40 errors madeduring the translation. More importantly, Syme has alsofound two non-trivial errors in the hand written proofs ofDrossopoulou and Eisenbah.Nipkow and von Oheimb [45℄ prove type soundness ofa similar subset to Drossopoulou et al. However, the for-mer use Isabelle/HOL to mahine-hek the proofs fromthe outset, giving a higher degree of on�dene in theorretness of the spei�ations and the proofs. Whilethe semantis are veri�ed using a proof heker, Nipkowand von Oheimb were not able to validate the spei�a-tions due to the lak of support for generating exeutablesemantis [58℄. One onlusion of their work is that the-orem provers are too sensitive to the preise formulationof a spei�ation, and that more support in the proversis needed to make working with semantis more aessi-ble [58, Page 151℄.Glesner and Zimmermann [26℄ speify the type systemfor a small fragment of Java as an example of their workon many sorted logi in natural semantis.3.3 Class loaderWragg et al [62℄ o�er a model of lass loading for a rel-atively small subset of Java to study one of Java's moreexperimental features, i.e., that of binary ompatibility.In Java it is possible to add methods and �elds to a Javalass, without having to reompile any lasses that importthe lass being modi�ed. The work unovers a serious awin onnetion with interfaes.3



First Author Ref. Small Purpose Base Tool Java/JVM no CL no EH no MT Semantis ProofAlves-Foss [1℄ study semantis Java no MT DSBertelsen [5℄ study semantis Java no EH no MT DSB�orger [10℄ study semantis Java no CL ASMCeniarelli [13℄ study semantis Java no CL SOS proofDemartini [18℄ veri�ation SPIN Java see tool proofDrossopoulou [22℄ prove type soundness Java no CL no EH no MT SOSDrossopoulou [23℄ prove type soundness [24℄ Java no CL no MT SOSDrossopoulou [24℄ prove type soundness [22℄ Java no CL no MT SOSGlesner [26℄ study semantis Java no CL no EH no MT NSHavelund [31℄ veri�ation SPIN Java no EH see tool proofJaobs [32℄ veri�ation PVS Java no MT see tool proofJensen [33℄ veri�ation Java no CL no EH no MT SOSKassab [34℄ study seurity Java no CL no EH HOLNipkow [45℄ prove type soundness Isabelle/HOL Java no CL no EH no MT NS proofRustan [52℄ veri�ation [20℄ ESC/Java Java see tool proofSyme [55℄ prove type soundness [23℄ DECLARE Java no CL no MT SOS proofvan den Berg [57℄ veri�ation [32℄ PVS, Isabelle/HOL Java no MT see tool proofvon Oheimb [58℄ prove type soundness [45℄ Isabelle/HOL Java no CL no MT NS proofWallae [59℄ study semantis Java no CL ASMWragg [62℄ study semantis [24℄ Java no CL no MT SOSB�orger [7℄ prove ompiler orret [11℄,[10℄ Java+JVM ASMB�orger [9℄ prove ompiler orret [11℄,[10℄ ASMGofer Java+JVM no CL no MT ASM proof skethDiehl [21℄ study semantis Java+JVM no CL no EH no MT ASMRose [50℄ small prove ompiler orret Java+JVM no EH no MT NSStaerk [53℄ prove ompiler orret [11℄,[10℄ Java+JVM no CL ASM proofLegend:Small Whether the work is targeted at smart ards or small footprint deviesPurpose Main purpose of the author for writing the paperBase A referene to work on whih the urrent work is basedTools The formal methods or semantis tools usedno CL no model of lass loadingno EH no model of exeption handlingno MT no model of multi-threadingSemantis an indiation of the style of semantis usedProof Whether the paper presents proofs or proof skethes

Table1:Javasemantis4



3.4 Multi-threadingB�orger and Shulte [10℄, and Ceniarelli et al [13℄ modelmulti-threading, at the Java level. The main interest inthese two papers is the study of the issues left open bythe oÆial SUN doumentation. For example, threadsare able to keep loal opies of information, until otherthreads require aess to the information. Various opti-misations are possible to optimise the management of thisinformation, and Ceniarelli et al. prove some optimisa-tions orret.This onludes our survey on formalising the seman-tis of Java. We now onsider work on formalising theompiler in the next setion.4 The ompilerWhile a onsiderable amount of e�ort has been spent onspeifying the semantis of various subsets of Java and/orthe JVM, relatively little work has been done on the om-piler. Table 1 inludes summaries of the e�orts desribedbelow.Diehl [21℄ gives the ompilation shemes for a sub-set of the Java that exludes exeption handling, multi-threading and garbage olletion to the orrespondingsubset of the JVM. He also gives an operational semantisof this JVM subset. No spei�ation of the Java subset isgiven, thus missing the opportunity to prove the ompi-lation shemes orret.Rose [50℄ gives a natural semantis of a subset of Java,the orresponding subset of the JVM, stati type systemsfor both and a spei�ation of the ompiler for the subsets.No proofs are given either of the soundness of the typesystems, or of the orretness of the ompiler.4.1 The Abstrat State Mahine ap-proahTo onlude our disussion of Java language features wemention a numbers of papers and a forthoming book thattake a more integrated approah towards the study of theJava, the JVM and the ompiler. For a number of years,B�orger and Shulte have been working on formal spei�-ations of Java, the JVM and the ompiler. All their workis based on the Abstrat State Mahine formalism, a fullsemanti aount of whih may be found in Gurevih [29℄.Two earlier papers speify a modular semantis of a sub-set of the JVM [11℄, and a subset of Java [10℄. Bothspei�ations follow a modular approah, where eah newfeature is added to the spei�ation as a onservative ex-tension. The two subsets do not entirely oinide; forexample, the Java spei�ation inludes multi-threadingbut the JVM spei�ation does not. This makes the twosubsets somewhat less ideal as a basis for further work

to speify the ompiler and to prove the ompiler orretwith respet to the semantis of Java and the JVM. Yetin a third paper [7℄ this is exatly what is done, by furtherreduing the subsets of Java and the JVM to omit Multi-threading, lass loading and arrays. The main result is aninformal theorem stating the orretness of the ompiler.Two further papers by the same authors revisit exeptionhandling and objet initialisation, again based on the twoinitial papers. The �rst of these further papers [8℄ re-ports on problems with the initialisation of objets, forwhih the oÆial SUN doumentation provides onit-ing information. The problems were identi�ed thanks tothe building of the spei�ation. The seond paper [9℄revisits the exeption handling mehanism of Java, theJVM, and the ompiler. The main result is a formulationof the orretness of ompiling exeption handling, witha full proof. St�ark [53℄ revisits the spei�ation of Javaand the JVM from B�orger and Shulte [11, 10℄. St�arkalso presents a ompiler from the imperative ore of Javaenrihed with method alls and gives a orretness proofof the ompiler with respet to the semantis of Java andthe JVM for the same fragments. A forthoming book [6℄promises a more omplete spei�ation of Java, the JVM,the ompiler, the byte ode veri�er as well as orretnessproofs.As to the methodology deployed, the papers by B�orgerand Shulte do not give details. Most importantly, thespei�ations are all provided in one notation (ASM),whih is essential for a onsistent approah. While me-hanial heking of the spei�ations is mentioned as ahallenge to the ommunity [9℄, mehanial validation ofthe spei�ations is supported by (hand) translating theabstrat mahines into Haskell, using the ASMGofer sys-tem. This allows ASM spei�ations to be exeuted andthus to be validated.Wallae gives a reasonably omplete spei�ation ofJava, also based on the ASM framework, but not loselyrelated to the work of B�orger and Shulte. Wallae's workinludes multi-threading, and exeption handling, but ex-ludes lass loading and garbage olletion [60℄. The workis purely a study of semantis.5 Java extensionsSeveral authors propose to enhane the safety of Java pro-grams by using program veri�ation tehniques. This on-tributes to the safety of Java programs beause they maybe expeted to ontain fewer design and implementationproblems. While some of the work we report on below hasnot been done spei�ally for smart ards, it is relevantfor the pratial reason that programs or applets for smartards are generally intriate but small. This is somethingthat the tools we report on ope well with.5



5.1 Model hekingDemartini et al [18℄, and also Havelund et al [31℄ desribehow ore features of Java an be mapped onto the Promelalanguage of the SPIN model heker. Both model multi-threading and objets, Havelund et al also model exep-tions. Both approahes model the objets using Promela'sarrays, with one array element per instane of the lass.The resulting models quikly grow too large to modelhek e�etively. Both approahes only hek for safetyproperties (e.g. assertions, deadlok), and do not pro-vide support for the heking of liveness properties. Forsmall Java programs this line of researh is useful, it isdiÆult to see how the result might sale up to larger sys-tems. One of the most useful features of the SPIN modelheker is its ability to display senarios leading to prob-lems suh as deadlok. Demartini et al take are to relatethese senarios bak to the original Java soures, makingtheir tool more user friendly than that of Havelund et al.Jensen et al [33℄ also use model heking to verify prop-erties of Java programs, but they use a more abstratapproah than Demartini et al, or Havelund et al. In theproposal by Jensen et al, stati analysis tehniques areused to redue a Java program to a ontrol ow graphwith only three operations: method alls, method returnsand assertions. A simple operational semantis of thethree operations de�nes the state transitions of the ab-strat Java program, and linear temporal logi formulaede�ne the properties of the system. As an example ofuse, Jensen et al show how the system an be used tomodel Java's sandbox, or the stak inspetion introduedby Java 2 [38℄.5.2 Theorem provingDetlefs et al, using Modula 3 [20℄, and more reently alsousing Java [52℄, go beyond what type heking o�ers byrequiring the programmer to annotate programs with pre-and post-onditions. The idea is that programmers do thisinformally anyway, so it is not a big step to ask them toannotate their programs formally. The ompiler is thenable to generate and prove the veri�ation onditions (us-ing a form of Dijkstra's weakest pre-ondition alulus)that need to be satis�ed for the pre- and post-onditionsto hold. The system of Detlefs et al does not require theprogrammer to annotate programs with loop invariantsand variants, whih most programmers would �nd harderthan to write down than just the pre and post onditions.Instead the system derives loop invariants automatially,whih are weaker than those provided by humans. Alter-natively the system may be direted to assume that loopsare exeuted at most one, thus giving rise to onservativeapproximations to the real behaviour of loops. The sys-tem is thus a ompromise between what is ahievable withautomated tehniques to date and what programmers are

able to provide. The system is therefore more powerfulthan a type heker, but less powerful than programmingwith full veri�ation.The aim of the LOOP projet of Jaobs et al is fullveri�ation of Java programs. They use a denotationalsemantis based tool to translate Java into the higherorder logi of widely used theorem provers (PVS [32℄,or Isabelle/HOL [57℄). The user then expresses proper-ties of the translated Java programs in higher order logiand drives the appropriate theorem prover to develop theproofs. Examples of properties inlude termination of amethod, or in-variants on the �elds of a lass. While thetheorem provers provide a degree of automation, user in-tervention is required for example to introdue loop vari-ants and in-variants. The LOOP projet aspires to ahievefull veri�ation of Java programs. While the projet isbuilding tools to assist the Java programmer, it is un-lear how muh Java programmers will be expeted toknow about PVS, or Isabelle/Hol and tool assisted theo-rem proving.Poetzsh-He�ter and M�uller [47℄ give an operationaland an axiomati semantis of a subset set of Java (theimperative ore and method alls). They then prove thesoundness of the axiomati semantis with respet to theoperational semantis. Their axiomati semantis anthus be used to as a basis for the veri�ation of Java pro-grams. Both types of semantis are also embedded inHOL, so that mehanial heking of the soundness proofwould be feasible. This is proposed as future work.Veri�ation is not restrited to Java programs.Moore [39℄ has built a new version of a small subset ofCohen's spei�ation [15℄ of the JVM. Moore shows howthe ACL2 theorem prover is apable not only of animat-ing the semantis of simple byte ode programs, but alsoof proving the orretness of suh programs, against aspei�ation in terms of the models underlying programs.Both Cohen and Moore's ACL2 spei�ations are ratherverbose, as the notation used in ACL2 is Lisp.5.3 Controlling type astsJava extensions an be onduive to better safety. Onepartiular example is Java's lak of polymorphism, whihrequires programmers to insert type asts in their pro-grams. Consider for example to olletion lasses in Java2. The lass of the items being stored and manipulatedby the olletion lasses is objet. So when storing anobjet of some meaningful type, say MyObjet, one mustremember to ast the raw objet bak into the user lassMyObjet when retrieving the information. Erroneoustype asts will eventually ause unexpeted runtime ex-eptions. Java extensions like Pizza [46℄ and GeneriJava [12℄ address these problems by automatially insert-ing the required type asts. Generi Java then guarantees6



that no ast inserted by the ompiler will fail. GeneriJava programs inter-work perfetly with legay ode, theompiler is even able to make legay Java ode availablefor use with generiity without the need to even reompilethe legay ode.5.4 Controlling exeution timeIf Java safety would be able to guarantee that omputa-tions terminate, and within ertain bounds, then the de-nial of servie attak would be prevented, whih is learlya desirable safety goal. However, exeution time is prob-ably one of the most diÆult to ontrol resoures. Whilethere are languages [3℄ and type systems [16℄ that havebeen designed to guarantee termination, we have not beenable to �nd e�orts that apply suh tehnology to Java.5.5 Code erti�ationNeula and Lee introdued the idea of proof arrying ode(PCC) [40℄. This is a partly automati veri�ation teh-nique for assembly level programs designed to allow a odeonsumer to have trust in the produts of a ode produer.One might argue that this would then be not a Java butmore a JVM issue. However we report it here as it relieson automati program veri�ation tehniques, like mostof the other work reported in this setion.PCC works as follows (ignoring the negotiations be-tween produer and onsumer about the safety poliy tobe used). The produer expresses a safety property interms of pre and post onditions on the program. In ad-dition, the produer annotates the program, with loopinvariants et. Then the produer generates a proof ofthe safety property, either by hand, or using a mehanialproof assistant. The onsumer reeives the ode and theproof, and mehanially heks that the proof is onsistentwith the program, and therefore that the program satis�esthe safety property. Sine it is more diÆult to generatea proof than to hek it, separating the two phases has asigni�ant bene�t: The onsumer does not need to trustthe produer, or the means by whih the produer reatesthe ode and the proof. Instead, the onsumer relies onlyon a small trusted infrastruture onsisting of what is es-sentially a type heker. This is reported to be no morethan 5 pages of C ode in size.One of the problems of the PCC approah is that thesize of a proofs may be exponential in the size of theprogram [42℄. A proof may beome large beause of theamount of redundany. Neula and Lee [41℄ show that itis possible to redue a proof of size n to a proof of size pnby avoiding some redundany. They also give pratialexamples of small programs (e.g. quik sort) with aept-able proof sizes. In spite of this improvement, proofs maystill be exponentially large.

We onlude this setion with a autionary note. Pro-gram veri�ation requires speial skills, to formulate prop-erties, to disover appropriate loop invariants, to drivemehanial theorem provers et. Few programmers havethese skills. It is thus essential that tools are automati,or at least require as little programmer intervention aspossible.6 Small footprint deviesJava implementations are resoure hungry. For exampleeven the smallest JVM implementations require at least1 MB of store [61℄. This makes Java aeptable for usein PCs and apaious embedded ontrollers but less thanideal for use in small footprint devies, suh as mobilephones, and PDAs. Even the K Virtual Mahine, whihhas been designed speially to �t into small footprint de-vies requires at least 128KB of RAM [54℄. Please notethat we are side stepping the fat that Java is not suitablefor real time appliations [61℄.The most extreme example of a small devie is probablya smart ard, whih typially o�ers a few hundred bytesof RAM and a dozen or so KB of EEPROM. The urrentsolution for smart ards as liensed by Sun to the smartard industry is to subset Java and the JVM. Only pro-grams written in the Java-Card subset an be run on theJava-Card VM (JCVM). This has three disadvantages:� The full potential and exibility of lient server soft-ware development annot be realised beause devel-opers need to be aware of the platform on whih theirode is going to run (i.e. on or o� ard).� Java applets running on the smallest embedded on-trollers annot be veri�ed appropriately before theyare run beause the full byte ode veri�er is too large.Current stopgap measures inlude digital signing ofpre-veri�ed byte odes.� The freedom of ode migration is restrited beausenot all platforms support full Java.The implementation of Java for smart ards is based onthe Split VM onept, whih pushes part of the byte odeveri�ation from the loading to the ompilation/linkingphase. A onverter from the JVM byte odes to theJCVM format performs the byte ode veri�ation and op-timises and prepares the ode for loading into the devie.6.1 Byte ode ompressionClausen et al [14℄ retain JVM byte odes, but propose toompress them for the bene�t of embedded systems. Theompression tehnique works by disovering ommonly7



ourring sequenes of instrutions, whih are then re-plaed by a new `maro' instrution. This requires mod-i�ations to the JVM. While the tehnique is reportedto save up to 30% spae at the ost of an inrease of up30% loading time, it remains unlear how the ompres-sion tehnique interats with for example the byte odeveri�er.6.2 Class �le onversionHartel et al [30℄ provide a omplete spei�ation of anearly version of the JCVM, the Java Seure Proessor(JSP). The JSP subset exludes multi-threading, garbageolletion and exeption handling, mainly beause the lim-ited resoures on a smart ard would not be able to sup-port these features. The spei�ations have been vali-dated using the letos tool.An interesting methodologial point to note is that theearlier JSP was designed essentially by starting from thefull JVM, and then utting bak unwanted features. Thenewer KVM on the other hand has been designed fromsrath, adding features as required. This latter methodis more likely to yield a oherent result and is thereforereommended [56℄. The developers of the pioPERC ver-sion of the JVM take a di�erent and promising looking ap-proah. They o�er a ore VM (still requiring 64KB) andprovide tools to add further funtionality to the ore VM.Unfortunately, no details are provided in the paper [44℄.Lanet and Requet [35℄ use the B-method (and the asso-iated toolkit `Atelier B') to study one partiular aspet ofthe onversion from JVM to JCVM ode. This is the op-timisation that replaes JVM instrutions with int typearguments by JCVM instrutions that take byte, shortor int as appropriate. Their results inlude:1. A spei�ation of the onstraints imposed by the byteode veri�er for a small subset (the imperative oreand method alls) of the JVM.2. A spei�ation of the semantis of this subset of theJVM byte odes.3. A spei�ation of the semantis of the orrespondingsubset of the JCVM byte odes.4. A proof that the spei�ation of the JCVM subset isa data re�nement of the JVM subset.The subsets are small, and the di�erenes between theJCVM and the JVM are small. However, the work byLanet and Requet shows how the B-method an be usedsuessfully, and suintly to make the proof.Denney and Jensen [19℄ study an aspet that is om-plementary to that studied by Lanet and Requet. Theformer study the onversion of JVM lass �les to JCVMlass �les by a `tokenisation' proess. This replaes names

in the lass �les by more ompat representations, thus re-duing the size of the lass �les as well as speeding up theloading proess. Denney and Jensen take essentially thesame four steps as Lanet and Requet above. However,Denney and Jensen use the Coq theorem prover to me-hanially hek their proofs. They also use an elegantmethod to parameterise their operational semantis overname resolution. Therefore, only one operational seman-tis is required, that is abstrat with respet to the atualname resolution method, and thus ommon to both theJVM and JCVM subsets.6.3 Byte ode veri�ation revisitedAs we said before, a small footprint devie (a smart ard)does not have enough memory to perform byte ode veri-�ation. The split VM onept stipulates o�-line veri�a-tion, and signing the results digitally. When loading theode all that needs to be heked is the signature, not theode itself. This plaes onsiderable trust in digital signa-tures: one the underlying keys are ompromised, veri�edbyte ode beomes worthless.Instead of a veri�er based on type heking, Poseggaand Vogt [49, 48℄ propose to use a model heker to per-form o�-line byte ode veri�ation for smart ards. Theirargument is that a tried and tested model heker (SMV)is easier to trust than a Java byte ode veri�er. They giveno supporting evidene for this laim. In a separate pa-per [27℄, Posegga et al propose to implement a tiny proofheker on a smart ard. The proof heker would thenbe able to reason about trust poliies set by the user. Theresult appear to be somewhat disappointing, as provingtheoremhood of some simple �rst order logi formulaemaytake of the order of minutes.Rose and Rose [51℄ do not wish to rely on digital sig-natures for the safety of byte ode veri�ation on smartards. Instead they use Neula and Lee's proof arryingode method to `split' the byte ode veri�er as follows.The �rst step (the veri�ation) is to reonstrut the typesassoiated with all loal variables and stak loations ofJVM ode. The seond step (the erti�ation) is to hekbased on the reonstruted types, that eah instrutionis orretly typed. The advantages are, �rstly that theerti�ation proess is simple, so that it is feasible to im-plement it on a smart ard; the more omplex veri�ationan be arried out on a host. The seond advantage is thatonly the erti�ation needs to be trusted, not the veri�a-tion. This makes the trusted infrastruture smaller thanin a standard Java implementation. Rose and Rose showthat for a small subset of the JVM, onsisting essentiallyof parts of the imperative ore with method alls, erti�-ation is sound and omplete. This means that the sepa-rated veri�er and heker agree exatly with the originalbyte ode veri�er. The paper ontains some annoying,8



whih ould have been avoided if Rose and Rose had usedtool support. Furthermore, exeption handling has beenomitted, whih as we have seen before does ompliatebyte ode veri�ation onsiderably.7 ConlusionsJava programs o�er type and memory safety beause ofproperties of the Java language. However, it has proveddiÆult to implement the safety features orretly. Themain reason is that building a Java system with aept-able performane requires various optimisations, whihbasially distribute the implementation of safety featuresthroughout the ompiler and di�erent parts of the runtime system. The various omponents responsible forsafety interat in omplex ways, reating sope for de-sign and implementation problems. Yet in spite of all theoptimisations, Java programs today are still slower thanC or C++ programs.New implementation tehniques are needed to makeJava simpler and faster, whilst at the same time makingthe implementations more amenable to formal modelling.Formal models o�er a way of studying the di�erent om-ponents responsible for safety, and for studying the inter-ations between these omponents.Not all formal methods and semantis tools (ACL2, AS-MGofer, Atelier B, Coq, DECLARE, ESC/Java, Haskell,Isabelle/HOL, LETOS, PVS, SMV, SpeWare, SPIN)that have been brought to bear on Java are suÆientlyautomati, or suÆiently equipped with the right math-ematial theories to prove safety properties of Java pro-grams.There is no lear winner amongst the various methodsand tools used. The Abstrat State Mahines has beenused to build the most omprehensive set of spei�ations.Isabelle/HOL is one of the most popular tools, but even itsusers omplain about laking mathematial theories andvalidation failities [58℄. This learly needs improvement.Almost all e�orts that we have disussed, either to for-malise parts of Java, or its implementation have unov-ered ambiguities and inonsistenies in the oÆial SUNdoumentation, and/or problems with the various imple-mentations. This should be onsidered a lear suess ofapplying formal tehniques. However, muh work remainsto be done:� On modelling garbage olletion, and the Java API.� On building more appropriate theories for program-ming language semantis modelling.� On simplifying and modularising the individual om-ponents of Java implementations.

� On reduing the size of the trusted omputing base,so that aws are less likely to ompromise the seurityof the system as a whole.� On onsidering formal spei�ation, validation andprovably orret implementation as a whole, ratherthan in separation.� On presenting lear and onise formalisations of sys-tems, whih are aessible to the designers and im-plementors of these systems.� On using mahine-readable spei�ations.We believe that work in eah of these areas is both in-teresting and will lead to novel results, as the ombinationof features o�ered by Java is rather di�erent from otherlanguages.We have made an e�ort to survey all relevant literatureon Java safety, and in partiular the relation with smartards. We have tried to make the survey as aurate aspossible. However, we welome to hear about work thatwe have not surveyed yet, and about errors and inaura-ies in the survey.AknowledgementsThe help of Egon B�orger and Lu Moreau is gratefullyaknowledged.Referenes[1℄ J. Alves-Foss and F. S. Lam. Dynami denotationsemantis of Java. In J. Alves-Foss, editor, FormalSyntax and Semantis of Java, LNCS 1523, pages201{240. Springer-Verlag, Berlin, 1999.[2℄ R. J. Anderson. Making smart ard systems robust.In V. Cordonnier and J.-J. Quisquater, editors, 1stInt. Conf. Smart ard researh and advaned applia-tion (CARDIS), pages 1{14, Lille Frane, Ot 1994.Univ. de Lille, Frane.[3℄ T. Anderson and R. W. Witty. Safe programming.BIT, 18:1{8, 1978.[4℄ P. Bertelsen. Dynami semantis of Java byte ode.Future Generation Computer Systems, page to ap-pear, 1999.[5℄ P. Bertelsen and S. Anderson. The semantisof a ore language derived from Java. Tehni-al report, Tehnial Univ. of Denmark, Sep 1996.www.dina.kvl.dk/ ~pmb/.9



[6℄ E. B�orger, J. Shmid, W. Shulte, and R. St�ark. Javaand the Java Virtual Mahine: De�nition, Veri�-ation, Validation, LNCS in preparation. Springer-Verlag, Berlin, 2000.[7℄ E. B�orger and W. Shulte. De�ning the Java virtualmahine as platform for provably orret Java om-pilation. In L. Brim, J. Gruska, and J. Zlatuska, ed-itors, 23rd Int. Symp. Mathematial Foundations ofComputer Siene (MFCS) LNCS 1450, pages 17{35,Brno, Czeh Republi, Aug 1998. Springer-Verlag,Berlin.[8℄ E. B�orger and W. Shulte. Initialization problems forJava. Software Conepts and Tools, 20(4), 1999.[9℄ E. B�orger and W. Shulte. A pratial method forspei�ation and analysis of exeption handling { aJava/JVM ase study. IEEE Transations on soft-ware engineering, page to appear, 1999.[10℄ E. B�orger and W. Shulte. A programmer friendlymodule de�nition of the semantis of Java. InJ. Alves-Foss, editor, Formal Syntax and Semantisof Java, LNCS 1523, pages 353{404. Springer-Verlag,Berlin, 1999.[11℄ E. B�orger and W. Shulte. Modular design for theJava virtual mahine arhiteture. In E. B�orger,editor, Arhiteture Design and Validation Methods.Springer-Verlag, Berlin, 2000.[12℄ G. Braha, M. Odersky, D. Stoutamire, andP. Wadler. GJ: Extending the Java programminglanguage with type parameters. Tehnial report,Bell Labs, Luent Tehnologies, Mar 1998. http://m.bell-labs.om/ m/ s/ who/ wadler/ pizza/gj/.[13℄ P. Ceniarelli, A. Knapp, B. reus, and M. Wirsing.An event based strutural operational semantis ofmulti threaded Java. In J. Alves-Foss, editor, FormalSyntax and Semantis of Java, LNCS 1523, pages157{200. Springer-Verlag, Berlin, 1999.[14℄ L. R. Clausen, U. P. Shultz, C. Consel, andG. Muller. Java byteode ompression for embed-ded systems. Rapport de reherhe RR-3578, INRIA,Rennes, De 1998.[15℄ R. M. Cohen. The defensive Java virtual mahinespei�ation version 0.5. Tehnial report, Com-putational Logi In, Austin, Texas, May 1997.www.li.om/.[16℄ K. Crary and S. Weirih. Resoure bound er-ti�ation. In 27th Int. Conf. Priniples of pro-gramming languages (POPL), page to appear,

Boston, Massahusetts, Jan 2000. ACM, New York.www.s.mu.edu/ afs/ s/ user/ rary/ www/papers/.[17℄ D. Dean, E. W. Felten, and D. S. Wallah. Java se-urity: From HotJava to netsape and beyond. InSymp. on Seurity and privay, pages 190{200, Oak-land, California, May 1996. IEEE Computer SoietyPress, Los Alamitos, California.[18℄ C. Demartini, R. Iosif, and R. Sisto. Modeling andvalidation of Java multithreading appliations usingSPIN. In 4th Spin workshop, Paris, Frane, Nov1998. http:// netlib.bell-labs.om/ netlib/spin/ ws98/.[19℄ E. Denney and Th. Jensen. Corretness of Java ardmethod lookup via logial relations. In D. Watt, ed-itor, 9tht European Symp. on programming (ESOP),LNCS, page to appear, Berlin, West Germany, Mar2000. Springer-Verlag, Berlin.[20℄ D. L. Detlefs, K. R. M. Leino, G. Nelson, and J. B.Saxe. Extended stati heking. SRC Researh report159, Compaq Systems Researh Center, Palo Alto,California, De 1998.[21℄ S. Diehl. A formal introdution to the ompilation ofJava. Software|pratie and experiene, 28(3):297{327, Mar 1998.[22℄ S. Drossopoulou and S. Eisenbah. Java is typesafe { probably. In M. Aksit and S. Matsuoka,editors, 11th European Conferene on Objet Ori-ented Programming, ECOOP, LNCS 1241, pages389{418, Jyv�askyl�a, Finland, Jun 1997. Springer Ver-lag, Berlin.[23℄ S. Drossopoulou and S. Eisenbah. Desribing thesemantis of Java and proving type soundness. InJ. Alves-Foss, editor, Formal Syntax and Semantisof Java, LNCS 1523, pages 41{82. Springer-Verlag,Berlin, 1999.[24℄ S. Drossopoulou, S. Eisenbah, and S. Khurshid. Isthe Java type system sound? Theory and pratie ofobjet systems, 1997.[25℄ P. W. L. Fong and R. D. Cameron. Proof linking: Anarhiteture for modular veri�ation of dynamially-linked mobile ode. In 6th SIGSOFT Int. Symposiumon the Foundations of Software Engineering, pages222{230, Orlando, Florida, Nov 1998. ACM press,New York.[26℄ S. Glesner and W. Zimmermann. Using many-sortednatural semantis to speify and generate semanti10



analysis. In TC2 WG2.4 Working Conferene on Sys-tems Implementation 2000: Languages, Methods andTools, pages 249{62. Chapman & Hall, London, 1998.[27℄ R. Gor�e, J. Posegga, A. Slater, and H. Vogt. ardTAP :Automated dedution on a smart ard. In Joint Aus-tralian Arti�ial Intelligene Conf., LNAI, Brisbane,Australia, Jul 1998. Springer Verlag, Berlin.[28℄ J. Gosling, B. Joy, and G. Steele. The Java Lan-guage Spei�ation. Addison Wesley, Reading, Mas-sahusetts, 1996.[29℄ Y. Gurevih. Evolving algebras 1993: Lipari guide. InE. B�orger, editor, Spei�ation and Validation Meth-ods, pages 9{36. Oxford University Press, 1995.[30℄ P. H. Hartel, M. J. Butler, and M. Levy. The op-erational semantis of a Java seure proessor. InJ. Alves-Foss, editor, Formal Syntax and Seman-tis of Java, LNCS 1523, pages 313{352. Springer-Verlag, Berlin, 1999. www.dsse.es.soton.a.uk/tehreports/ 98-1.html.[31℄ K. Havelund and T. Pressburger. Model hek-ing Java programs using path�nder. Software Toolsfor Tehnology Transfer, page to appear, Mar 1999.http:// ase.ar.nasa.gov/ havelund/.[32℄ B. Jaobs, J. van den Berg, M. Huisman, M. vanBerkum, U. Hensel, and H. Tews. Reasoning aboutJava lasses. In Conf. on Objet-Oriented Program-ming Systems, Languages, and Appliations (OOP-SLA), pages 329{340, Vanouver, Canada, Ot 1998.ACM Press, New York.[33℄ T. Jensen, D. Le Metayer, and T. Thorn. Veri�-ation of ontrol ow based seurity properties. InSymposium on Seurity and Privay, pages 89{103,Oakland, California, May 1999. IEEE Comput. So,Los Alamitos, California.[34℄ L. Kassab and S. Greenwald. Towards formaliz-ing the Java seurity arhiteture in JDK 1.2. InJ.-J. Quisquater, Y. Deswarte, C. Meadows, andD. Gollmann, editors, European Symposium on Re-searh in Computer Seurity (ESORICS), LNCS1485, pages 191{207, Leuven-la-Neuve, Belgium, Sep1998. Springer-Verlag, Berlin.[35℄ J.-L. Lanet and A. Requet. Formal proof of smartard applets orretness. In J.-J. Quisquater andB. Shneier, editors, 3rd Int. Conf. Smart ard re-searh and advaned appliation (CARDIS 1998 pre-proeedings), Louvain la Neuve, Belgium, Sep 1998.Univ. Catholique de Louvain la Neuve.

[36℄ S. Liang and G. Braha. Dynami lass loading inthe Java virtual mahine. In SIGPLAN Conf. onObjet-Oriented Programming, Systems, Languages& Appliations (OOPSLA), pages 36{44, Vanouver,Canada, Ot 1998. Sigplan Noties, 33(10).[37℄ T. Lindholm and F. Yellin. The Java Virtual Ma-hine Spei�ation. Addison Wesley, Reading, Mas-sahusetts, 1996.[38℄ G. MGraw and E. W. Felten. Seuring Java: Get-ting down to business with mobile ode. John Wiley& Sons, Chihester, UK, seond edition, 1999.[39℄ J. S. Moore. Proving theorems about Java-like byteode. In E.-R. Olderog and B. Ste�en, editors, Cor-ret System Design { Reent Insights and Advanes,LNCS 1710, pages 139{162. Springer-Verlag, Berlin,1999.[40℄ G. C. Neula. Proof-arrying ode. In 24th Int. Conf.Priniples of programming languages (POPL), pages106{119, Paris, Frane, Jan 1997. ACM, New York.[41℄ G. C. Neula and P. Lee. EÆient representationand validation of proofs. In 13th Logi in ComputerSiene (LICS), Indianapolis, Indiana, Jun 1998.IEEE Computer Soiety Press. www.s.mu.edu/~neula/ lis98.ps.gz.[42℄ G. C. Neula and P. Lee. Safe, untrusted agents usingProof-Carrying ode. In G. Vigna, editor, MobileAgents and Seurity, LNCS 1419. Springer-Verlag,Berlin, Jan 1998.[43℄ H. R. Nielson and F. Nielson. Semantis with appli-ations: A formal introdution. John Wiley & Sons,Chihester, UK, 1991.[44℄ K. Nilsen. pioPERC: a small-footprint dialet ofJava. Dr.-Dobb's Journal, 23(3):50{54, Mar 1998.[45℄ T. Nipkow and D. von Oheimb. Java`ight is Type-Safe | de�nitely. In 25th Int. Conf. Priniples ofprogramming languages (POPL), pages 161{170, SanDiego, California, Jan 1998. ACM, New York.[46℄ M. Odersky and P. Wadler. Pizza into Java : Trans-lating theory into pratie. In 24th Int. Conf. Prini-ples of programming languages (POPL), pages 146{159, Paris, Frane, Jan 1997. ACM, New York.[47℄ A. Poetzsh-He�ter and P. Muller. A programminglogi for sequential Java. In 8th European Symp. onprogramming (ESOP), LNCS 1576, pages 162{176.Springer-Verlag, Berlin, Mar 1999.11



[48℄ J. Posegga and H. Vogt. Byte ode veri�ationfor Java smart ards based on model heking. InJ.-J. Quisquater, Y. Deswarte, C. Meadows, andD. Gollmann, editors, European Symposium on Re-searh in Computer Seurity (ESORICS), LNCS1485, pages 175{190, Leuven-la-Neuve, Belgium, Sep1998. Springer-Verlag, Berlin.[49℄ J. Posegga and H. Vogt. Java byteode veri-�ation using model heking. In OOPSLA'98Workshop on Formal Underpinnings of Java (FUJ),Vanouver, BC, Canada, Nov 1998. http://www-dse.do.i.a.uk/ ~sue/ oopsla/ fp.html.[50℄ E. Rose. Towards seure byteode veri�ation on aJava ard. Master's thesis, DIKU, Univ. of Copen-hagen, Sep 1998.[51℄ E. Rose and K. H. Rose. Lightweight byteode ver-i�ation. In OOPSLA'98 Workshop on Formal Un-derpinnings of Java (FUJ), Vanouver, BC, Canada,Nov 1998. http:// www-dse.do.i.a.uk/ ~sue/oopsla/ fp.html.[52℄ K. Rustan, M. Leino, J. B. Saxe, and R. Stata.Cheking Java programs via guarded ommands.SRC Researh report 1999-002, Compaq Systems Re-searh Center, Palo Alto, California, May 1999.[53℄ R. St�ark. Foundations of Java { Leture Notes forComputer Siene Students. University of Fribourg,Switzerland, 1998. www.inf.ethz.h/ personal/staerk/ java/ index.html.[54℄ Sun. The K Virtual Mahine (KVM) { A white paper.Sun Miro systems In, Mountain View, California,Jun 1999. http:// java.sun.om/ produts/ kvm/.[55℄ D. Syme. Proving Java type soundness. In J. Alves-Foss, editor, Formal Syntax and Semantis of Java,LNCS 1523, pages 83{118. Springer-Verlag, Berlin,1999.[56℄ A. Taivalsaari, B. Bush, and D. Simon. The spot-less system: Implementing a JavaTMSystem for thepalm onneted organizer. Tehnial report TR-99-73, Sun Mirosystems, In., 901 San Antonio Road,Palo Alto, CA 94303 USA, Feb 1999.[57℄ J. van den Berg, M. Huisman, B. Jaobs, and E. Poll.A Type-Theoreti Memory Model for Veri�ation ofSequential Java Programs. Univ. Nijmegen, DeptComp Si, Netherlands, Nov 1999.[58℄ D. von Oheimb and T. Nipkow. Mahine-Chekingthe Java spei�ation: Proving type safety. InJ. Alves-Foss, editor, Formal Syntax and Semantisof Java, LNCS 1523, pages 119{156. Springer-Verlag,Berlin, 1999.

[59℄ C. Wallae. The semantis of the Java program-ming language: Preliminary version. Tehnial Re-port CSE-TR-355-97, University of Mihigan EECSDepartment, 1997.[60℄ D. S. Wallah, D. Balfanz, D. Dean, and E. W. Fel-ten. Extensible seurity arhitetures for Java. Teh-nial report 546-97, Dept. of Comp. Si, PrinetonUniv., Apr 1997.[61℄ W. Webb. Embedded Java: An unertain fu-ture. Eletrial Design News, 44(10):89{96, May1999. http:// 209.67.241.58/reg/ 1999/ 051399/10df2.htm.[62℄ D. Wragg, S. Drossopolou, and S. Eisenbah. Javabinary ompatibility is almost orret. Researh re-port, Dept. of Computing, Imperial College London,Feb 1998.

12


