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ABSTRACT
Telematic awareness of nearby vehicles is a basic foundation
of electronic safety applications in Vehicular Ad hoc Net-
works (VANETs). This awareness is achieved by frequently
broadcasting beacon messages to nearby vehicles that an-
nounce a vehicle’s location and other data like heading and
speed. Such safety-related beacons require strong integrity
protection and high reliability, two properties that are hard
to combine because the communication and computation
overhead introduced by security mechanisms affects reliabil-
ity. This applies especially to the signatures and certificates
needed for authentication.
We propose a mechanism to reduce the communication over-
head of secure safety beacons by adaptively omitting the
inclusion of certificates in messages. In contrast to similar
earlier proposals, we control the omission rate based on es-
timated channel congestion. A simulation study underlines
the advantages of the congestion-based certificate omission
scheme compared to earlier approaches. Moreover, we show
that the benefits of certificate omission outweigh the nega-
tive effect of cryptographically unverifiable beacons.

Categories and Subject Descriptors
C.2.0 [Computer-Communication Networks]: General
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1. INTRODUCTION
In vehicular ad hoc networks (VANETs), vehicles periodi-

cally broadcast beacon messages with a frequency between 1
and 10 Hz. These beacon messages are then either processed
directly by applications to trigger certain effects, e.g. warn-
ing the driver of a potentially imminent collision, or vehicles
use the information to build a so-called Local Dynamic Map
that different applications use for purposes like traffic advise
or collision warnings.

Our main goal is to reduce the loss of beacon messages
due to attached authentication data by adaptively omitting
certificates. In a simulation-based comparison to previously
proposed schemes we show the advantages and greater flex-
ibility of Congestion-based Certificate Omission (CbCO).
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2. CERTIFICATE OMISSION
Omission of certificates in authenticated one-hop broad-

cast beacons is an effective way to reduce load on a com-
munication channel. However, this improvement requires
a trade-off against the immediate verifiability of messages.
Some beacons may become unverifiable due to a missing cer-
tificate at the recipient, and have to be discarded. We call
this cryptographic packet loss (CPL). The more certificate
omissions, the higher this cryptographic packet loss will be.
Other factors that influence CPL are beacon rates and ve-
hicle mobility.

To avoid CPL we can attach certificates to all packets,
thus, going back to the basic scheme. This, however, will
create larger packets, increasing channel load, and effectively
leading to more packet drops because of longer packet queu-
ing or collisions. We call this network packet loss (NPL).

Our ultimate goal is to increase information awareness,
i.e., the actuality of information that a vehicle has about
its neighborhood. Packet loss, no matter whether caused
by CPL or NPL, creates additional latency until updates
are received, thus decreasing information awareness. When
introducing our omission scheme, we therefore have to in-
vestigate whether the induced CPL is out-weighted by the
reduced NPL due to shorter messages. Then, and only then,
it is reasonable to apply these omission strategies.

With respect to this goal, existing schemes have their ad-
vantages and drawbacks. In case of a stable environment,
a protocol based on the Periodic Omission of Certificates
(POoC) [2] might add too many certificates to packets, es-
pecially if n is chosen lower than necessary. On the other
hand, Neighbor-based Certificate Omission (NbCO) [3] has
its limits in case of high vehicle densities and high volatility
in neighborhood, as it then degenerates to the no-omission
case and adds to channel congestion. While the idea to track
neighborhood for omission decisions is intuitively valid, we
note that in practice the behavior of this scheme is not scal-
able. We argue that we need a new scheme that also con-
siders channel load as an additional factor.

Therefore, we combine the advantages of both strategies
and propose Congestion-based Certificate Omission (CbCO).
Our claim is that this scheme can better address the trade-off
between CPL and NPL thereby achieves better information
awareness of vehicles.

3. CONGESTION-BASED CERTIFICATE
OMISSION SCHEME

In Congestion-based Certificate Omission (CbCO), we pro-
pose to optimize omission of certificates not towards maxi-
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Figure 1: Example of CbCO

mizing the number of omissions but instead towards mini-
mizing the overall packet loss and thus optimizing the trade-
offs between communication load and CPL. To achieve this,
CbCO considers the load of the communication channel as
the guiding metric. If the communication channel is free,
there is no need to trade in CPL for less load on the chan-
nel. And if the communication channel is congested we want
to reduce the communication load by aggressively omitting
certificates. While aggressive omission increases the CPL,
our evaluation shows that it will likewise decrease the over-
all NPL due to the reduced size of messages at an even
larger rate, yielding an overall positive effect on packet loss.
Figure 1 shows an example of CbCO where a congestion is
detected on the third beacon. Then, the beacons 4 through
6 are transmitted without certificate.

CbCO is based on POoC and omits certificates on a pe-
riodic schedule. However, the certificate rate n at which
certificates are added is flexible and triggered by the num-
ber of vehicles in communication range (as measured by the
size of our neighbor table). The larger the size of the neigh-
bor table, the larger we choose n. If N is the size of the
neighbor table, then n = bΩ(N)c, where Ω is a weight func-
tion. Considering nmax the size of the neighbor table that
should trigger maximum omission and omax the maximum
omission rate, we investigated the following Ω functions:

Ωlinear : y = min

(
x

nmax
· omax, omax

)
(1)

Ωquad : y = min

((
x

nmax

)2

· omax, omax

)
(2)

Ωtrig : y =

{
− cos

(
π

nmax
· x
)
· omax

2
+ omax

2
, x < nmax

omax, x ≥ nmax
(3)

4. EVALUATION
To evaluate our omission scheme we focus on a city sce-

nario with a varying number of vehicles that allow us to in-
vestigate the effects of the omission schemes especially under
high communication load. While omission might not be crit-
ical at low vehicle densities, as the channel is free and can
easily cope with larger packets, we expect significant effects
in medium to high densities.

The basic parameters for our simulation are in line with
previous works by Schoch et.al [3] and the current draft ver-
sion of IEEE 1609.2 [1]. A summary of relevant parameters
is given in Table 1.

Table 1: Simulation parameters

Parameter Value

Field size 3 km × 3 km
MAC 802.11p, 3 MBit/s
Beaconing frequency 10 Hz
Payload Size 50 Bytes
Number of nodes 100, . . . , 1300
Key Type nistp256, compressed
Cert Size 140 Bytes
Signature Size 65 Bytes

Table 2: Omission Schemes

Name Options Abbreviaion

Periodic Omission [2] α = 10 POoC-10
Periodic Omission [2] α = 3 [3] POoC-3
Neighbor-based [3] - NbCO
Congestion-based Linear CbCO-linear
Congestion-based Quadratic CbCO-quad
Congestion-based Trigonometric CbCO-trig
No omissions - NoOm

The basic percentage of certificates included in messages
is an indicator of the performance of each scheme. In Fig-
ure 2 we see that our congestion based omission schemes
converge to the same 90% omission rate as the POoC-10
scheme. On the other hand, the neighbor-based certificate
omission scheme reduces omissions in densely populated sce-
narios due to the increased amount of neighbor changes in
the network. This of course keeps down the CPL for the
NbCO scheme. But the price for this low amount of CPL
is a much higher amount of regular NPL due to collisions in
the communication channel as can be seen in a comparison
of pure NPL in Figure 3 and the combination of NPL and
CPL in Figure 4. The values in these figures show the in-
crease of packet loss relative to a baseline of not attaching
any certificates at all. We note that all described schemes
induce less packet loss than adding authentication data to
beacons without any omissions (NoOm), even when consid-
ering cryptographic unverifiability as CPL.

The Congestion-based Certificate Omission scheme offers
a balance between minimizing cryptographic packet loss and
network packet loss. The variant of CbCO using the linear
method to compute the number of omissions appears as the
best trade-off between the two types of packet loss. Using
an adaptive mechanism to adjust the omission of certificates
can scale as well as the non-adaptive POoC scheme, while
providing better characteristics to reduce cryptographic la-
tency and cryptographic packet loss. Compared to the NbCO,
CbCO offers clearly superior overall scalability in highly con-
gested scenarios. The idea of using the network context to
define the number of omissions seems useful. Unfortunately,
the event based approach of NbCO to maximize certificate
omission while optimizing cryptographic packet loss does
not scale. Calculating certificate omission on neighborhood
change leads to fewer omissions and consequently enlarged
message sizes in exactly the situations when we want to take
load off of the communication channel.
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Figure 2: Average percentage of certificate omission
in other protocols
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Figure 3: Increase of packet loss due to inclusion of
certificates (NPL only)

5. CONCLUSION AND FUTURE WORK
We investigated the problem of scalability of security mech-

anisms in VANETs, especially with respect to communica-
tion overhead created by attaching certificates to all mes-
sages. Following earlier proposals, we suggest to adaptively
omit certificates when sending beacons to reduce the chan-
nel load based on a Congestion-based Certificate Omission
scheme (CbCO). This scheme uses an estimate of the chan-
nel congestion to decide whether to omit certificates. Using
a simulation study, we investigate if the number of neighbors
can be used to control the omission rate. The use of omission
schemes leads to cryptographic latency due to intermittently
missing certificates or even cryptographic packet loss if we
consider unverifiable packets to be useless. Simulation re-
sults show that CbCO achieves a good balance between this
effect and overall packet loss due to large messages. This
shows that our scheme reduces the overall packet loss com-
pared to the standard security mechanism that does not use
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Figure 4: Increase of packet loss due to inclusion of
certificates (NPL + CPL)

certificate omission. Furthermore, we have shown that our
schemes adapts better to varying vehicle densities than pre-
vious proposals.

As future work, we first envision a cross-layer scheme in
order to use less indirect information about congestion in
communication channels. This could be part of a larger ef-
fort to improve the overall quality of service in secure com-
munication systems. Security components in communica-
tion systems can and should use cross layer information to
make better decisions about security trade-offs while pre-
serving a general separation of concerns. In this context we
secondly propose to analyze the impact of an adaptive bea-
coning rate on the behavior of CbCO. Adaptive beaconing is
essentially a higher level omission scheme for entire beacons
and it is necessary to investigate the effects of using omis-
sion schemes concurrently on multiple layers. While we see
still some room for improvement, our results strongly sug-
gest the consideration and adoption of certificate omission
in IEEE and ETSI standards.
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