
Automati Testing with Formal MethodsJan Tretmans and Axel BelinfanteUniversity of Twente �Department of Computer SieneFormal Methods and Tools groupP.O. Box 217, 7500 AE EnshedeThe Netherlandsftretmans,belinfang�s.utwente.nlAbstratThe use of formal system spei�ations makes it possible to automate the derivation oftest ases from spei�ations. This allows to automate the whole testing proess, not onlythe test exeution part of it. This paper presents the state of the art and future perspetivesin testing based on formal methods. The theory of formal testing is briey outlined, a testtool is presented whih automates both test derivation and test exeution on-the-y, and anappliation ase study is disussed.1 IntrodutionTesting is an important ativity for heking the orretness of system implementations. It isperformed by applying test experiments to an implementation under test, by making observationsduring the exeution of the tests, and by subsequently assigning a verdit about the orret fun-tioning of the implementation. The orretness riterion that is to be tested should be given in thesystem spei�ation. The spei�ation presribes what the system has to do and what not, and,onsequently, onstitutes the basis for any testing ativity.During testing many problems may be enountered. These problems an be organizational, i.e.,onerning the management of the test proess, tehnial, i.e., onerning insuÆient tehniquesand support for test spei�ation or test exeution leading to a laborious, manual and error-pronetesting proess, or �nanial, i.e., testing takes too muh time and too many e�orts { in somesoftware developments projets testing may onsume up to 50% of the projet resoures. Dealingwith these testing problems is not always simple.While analysing these issues it an be observed that many of the problems attributed to testingare atually problems of system spei�ation. Many problems in the testing proess our beausespei�ations are unlear, impreise, inomplete and ambiguous. Without a spei�ation whihlearly, preisely, ompletely and unambiguously presribes how a system implementation shallbehave, any testing will be very diÆult beause it is unlear what to test. A bad system spe-i�ation as starting point for the testing proess usually leads to problems suh as diÆulties of�This work is supported by the Duth Tehnology Foundation STW under projet STW TIF.4111: Côte deResyste { COnformane TEsting of REative SYSTEms. URL: http://fmt.s.utwente.nl/CdR.1



interpretation and required lari�ations of the spei�ation's intentions. This leads to reworkingof the spei�ation during the testing phase of software development.But also with a lear and preise spei�ation the testing proess may take too muh e�ort,both in terms of time and money. Automation of testing ativities then seems a logial solution.Automation may help in making the testing proess faster, in making it less suseptible to humanerror by automating routine or error-prone tasks, and in making it more reproduible by makingit less dependent on human interpretation.There are many test tools available nowadays. Most of these test tools support the test exeutionproess. This inludes the exeution, systemati storage and re-exeution of spei�ed test ases.Test ases have to be written down { manually { in a speial language for test sripts whihis usually tool spei�. These test sripts an then be exeuted automatially. An alternativeapproah is apture & replay : while the tests are exeuted manually, they are reorded so thatlater they an be replayed several times. The advantages of automation of test exeution aremainly ahieved when tests have to be re-exeuted several times, e.g., during regression testing.Test exeution tools do not help in developing the test ases. Test ases have to be developedby lever humans, who, while reading and studying spei�ations, think hard about what to testand about how to write test sripts that test what they want to test. There are not many toolsavailable that an help with, let alone automate, the generation of good tests from spei�ations.Yet, also test generation, i.e., the ativity of systematially and eÆiently developing tests fromspei�ations, is a laborious, manual, and error-prone proess. One of the main bottleneks forautomating the test generation proess is the shape and status of spei�ations. In the �rst plae,many urrent-day spei�ations are unlear, inomplete, impreise and ambiguous, as explainedabove, whih is not a good starting point for systemati development of test ases. In the seondplae, urrent-day spei�ations are written in natural language, e.g., English, German, et. Nat-ural language spei�ations are not easily amenable to tools for automati derivation of the testases.Formal methods Formal methods are onerned with mathematial modelling of software andhardware systems. Due to their mathematial underpinning formal methods allow to speifysystems with more preision, more onsisteny and less ambiguity. Moreover, formal methods allowto formally simulate, validate and reason about system models, i.e., to prove with mathematialpreision the presene or absene of partiular properties in a design or spei�ation. This makesit possible to detet de�ienes earlier in the development proess. An important aspet is thatspei�ations expressed in a formal language are muh easier proessable by tools, hene allowingmore automation in the software development trajetory.Formal methods are more and more used in software engineering, see e.g., [HB95℄. In [CTW99℄ wereported about the use of formal methods in the Bos system whih was developed by CMG DenHaag B.V. In the Bos projet the formal methods Z and Promela were used for spei�ation ofthe design. Promela is a formal language for modelling ommuniation protools, whih is basedon automata theory [Hol91℄. Z is a formal language based on set theory and prediate logi [Spi92℄.In [GWT98℄ we reported about the bene�ts whih were obtained in the testing phase of the Bosprojet by the use of formal methods. One of the main onlusions of that ontribution wasthat using formal methods in the software development trajetory is very bene�ial in the testingphase. These bene�ts are due to the larity, preiseness, onsisteny and ompleteness of formalspei�ations, whih make that test ases an be eÆiently, e�etively and systematially derivedfrom the formal spei�ations. Even if all test generation in the Bos projet was manual and notsupported by tools, an improvement in quality and osts of testing was ahieved. It was noted in[GWT98℄ that further improvements seem possible by automation of the test generation proess,but that more researh and development would be neessary to make suh automati derivation oftest ases from formal spei�ations feasible. 2



Goal The goal of this paper is to explore some developments and the state of the art in the areaof automati derivation of test ases from formal spei�ations. In partiular, this ontributionpresents a glimpse of the sound, underlying formal testing theory, the test derivation tool TorXimplementing this theory, and an appliation of automati test derivation using TorX. Moreover,we disuss how the use of formal methods may improve the testing proess, and how the testingproess an help in introduing formal methods in software development.The test tool TorX is a prototype tool whih integrates automati test derivation and test exeu-tion. TorX is developed within the projet Côte de Resyste, whih is a joint projet of the Univer-sity of Twente, Eindhoven University of Tehnology and Philips Researh Laboratories Eindhoven,and whih is supported by the Duth Tehnology Foundation STW. The goal of Côte de Resysteis to supply methods and tools for the omplete automation of onformane testing of reativesystem implementations based on formal spei�ations. This paper presents the state of the art,skethes the perspetives and disusses some of the hurdles on the road to ompletely automatitesting.2 Testing based on Formal MethodsTesting Testing is an operational way to hek the orretness of a system implementation bymeans of experimenting with it. Tests are applied to the implementation under test in a ontrolledenvironment, and, based on observations made during the exeution of the tests, a verdit aboutthe orret funtioning of the implementation is given. The orretness riterion that is to betested is given by the system spei�ation; the spei�ation is the basis for testing.Conformane testing There are many di�erent kinds of testing. In the �rst plae, di�erentaspets of system behaviour an be tested: Does the system have the intended funtionality anddoes it omply with its funtional spei�ation (funtional tests or onformane tests)? Does thesystem work as fast as required (performane tests)? How does the system reat if its environmentshows unexpeted or strange behaviour (robustness tests)? Can the system ope with heavy loads(stress testing)? How long an we rely on the orret funtioning of the system (reliability tests)?What is the availability of the system (availability tests)?Moreover, testing an be applied at di�erent levels of abstration and for di�erent (sub-)systems:individual funtions, modules, ombinations of modules, subsystems and omplete systems an allbe tested. Another distintion an be made aording to the parties or persons performing (orresponsible for) testing. In this dimension there are, for example, system developer tests, fatoryaeptane tests, user aeptane tests, operational aeptane tests, and third party (independent)tests, e.g., for erti�ation.A very ommon distintion is the one between blak box and white box testing. In blak boxtesting, or funtional testing, only the outside of the system under test is known to the tester. Inwhite box testing, also the internal struture of the system is known and this knowledge an beused by the tester. Naturally, the distintion between blak and white box testing leads to manygradations of grey box testing, e.g., when the module struture of a system is known, but not theode of eah module.In this paper, we onentrate on blak box, funtional testing. We do not are about the level of(sub-)systems or who is performing the testing. Key points are that there is a system implemen-tation exhibiting behaviour and that there is a spei�ation. The spei�ation is a presriptionof what the system should do; the goal of testing is to hek, by means of testing, whether theimplemented system indeed satis�es this presription. We all this kind of testing onformanetesting. 3



Conformane testing with formal methods When using formal methods in onformanetesting we mean that we hek onformane, by means of testing, of a blak-box implementationwith respet to a formal spei�ation, i.e., a spei�ation given in a formal spei�ation language.We will onentrate on formal spei�ation languages that are intended to speify reative sys-tems, i.e., software systems for whih their main behaviour onsists of reating with responses tostimuli from their environment. Conurreny and distribution usually play an important rôle insuh systems. Examples of reative systems are ommuniation protools and servies, embeddedsoftware systems and proess ontrol systems.In this paper, we onentrate on the formal language Promela as our spei�ation language[Hol91℄. Promela is a formal language for modelling ommuniation protools, it is based onautomata theory [Hol91℄, and it is the input language for the model heker Spin [Spi℄. Promelawas used as one of the spei�ation languages in the Bos projet [GWT98℄.Other methods and tools for formal onformane testing have been developed, e.g., for AbstratData Type spei�ations [Gau95℄, for Finite State Mahines [LY96℄, for SDL [SEK+98℄ and forLOTOS [Bri88, BFV+99℄.Testing and veri�ation Formal testing and formal veri�ation are omplementary tehniquesfor analysis and heking of orretness of systems. While formal veri�ation aims at provingproperties about systems by formal manipulation on a mathematial model of the system, testingis performed by exerising the real, exeuting implementation (or an exeutable simulation model).Veri�ation an give ertainty about satisfation of a required property, but this ertainty onlyapplies to the model of the system: any veri�ation is only as good as the validity of the systemmodel. Testing, being based on observing only a small subset of all possible instanes of systembehaviour, an never be omplete: testing an only show the presene of errors, not their absene.But sine testing an be applied to the real implementation, it is useful in those ases when a validand reliable model of the system is diÆult to build due to omplexity, when the omplete system isa ombination of formal parts and parts whih annot be formally modelled (e.g., physial devies),when the model is proprietary (e.g., third party testing), or when the validity of a onstruted modelis to be heked with respet to the physial implementation.The onformane testing proess In the proess of onformane testing there are two mainphases: test generation and test exeution. Test generation involves analysis of the spei�ationand determination of whih funtionalities will be tested, determining how these an be tested,and developing and speifying test sripts. Test exeution involves the development of a testenvironment in whih the test sripts an be exeuted, the atual exeution of the test sripts andanalysis of the exeution results and the assignment of a verdit about the well-funtioning of theimplementation under test.The formal onformane testing proess Also in onformane testing based on formal meth-ods a test generation phase and a test exeution phase an be distinguished. The di�erene is thatnow a formal spei�ation is the starting point for the generation of test ases. This allows to au-tomate the generation phase: test ases an be derived algorithmially from a formal spei�ationfollowing a well-de�ned and preisely spei�ed algorithm. For well-de�nedness of the algorithm itis neessary that it is preisely de�ned what (formal) onformane is. Well-de�ned test derivationalgorithms guarantee that tests are valid, i.e., that tests really test what they should test. Setion 3presents a glimpse on the theoretial bakground of formal onformane testing and algorithmitest derivation.In priniple, test exeution does not depend on how the tests are generated. Existing test exeutiontools an be used. Analysis of results and verdit assignment are easily automated using a formal4



spei�ation. Moreover, automati derivation of tests allows to ombine test derivation and testexeution: tests an be exeuted while they are derived. We all this way of interleaved testderivation and test exeution on-the-y testing. It is the way that the test tool TorX works; itwill be further disussed in setion 4.3 A Glimpse of Formal Testing TheoryThere are di�erent theories of formal testing. In this setion we onentrate on those theorieswhih are important for Promela-based testing, in partiular, the so-alled ioo testing theoryfor labelled transition systems. The intention of this setion is to give an impression of this theoryof formal testing and to show that there is a well-de�ned and sound formal underpinning for thetest derivation algorithms. This setion an be easily skipped by those who are not interestedin the underpinning of formal testing, while those who are really interested in the details shouldnot rely on the presentation given in this setion, but should onsult the literature for full details,algorithms and proofs [Tre96, Hee98, VT98, Tre99℄.Labelled transition systems Labelled transition systems provide a formalism to give a se-mantis to Promela spei�ations. A labelled transition system onsists of states and labelledtransitions between states. The states model the system states; the labelled transitions modelourrenes of interations of the system with its environment, e.g., input or output. We writes a�! s0 if there is a transition labelled a from state s to state s0. This is interpreted as: \whenthe system is in state s it may perform interation a and go to state s0 ". Interations an beonatenated using the following notation: s a�b�===) s00 expresses that the system, when in state smay perform the sequene of ations ab and end in state s00.Figure 1 shows two labelled transition systems r1 and r2 modelling andy mahines, with ationsin f?but ; !ho; !liqg. For example, r1 may produe hoolate !ho after pushing the button ?buttwie: r1 ?but �?but �!ho============)
=iooioo!liq ?but?but ?but!hor1 ?but?but!liq?but

?but ?but?but!liq ?but
r2!ho

?but?but?but ?but?but
Figure 1: Labelled transition systemsInput-output transition systems A speial lass of labelled transition systems is formed byinput-output transition systems. We assume that ations an be partitioned into input ations LIand output ations LU . Moreover, we require that input ations are always enabled. In terms of5



transition systems: for all states s and for all input ation ?a 2 LI : s ?a��! s0 for some state s0. Ininput-output transition systems, inputs of one system ommuniate with the outputs of the othersystem, and vie versa. In partiular, the inputs of a system are the outputs of a tester testingthat system. We denote input ations with ?a and output ations with !x.The example transition systems in �gure 1 are both input-output transition systems when LI =f?butg and LU = f!ho; !liqg: for all states s of r1 and r2 we an always �nd some s0 suh thats ?but����! s0.Conformane The major issue of onformane testing is to deide whether an implementation isorret with respet to a spei�ation. This requires a notion of onformane, whih is overed byde�ning an implementation relation. An implementation relation is a relation between the domainof spei�ations and the domain of models of implementations, suh that (i; s) is in the relation ifand only if implementation i is a onforming implementation of spei�ation s.Our spei�ations are expressed in Promela whih we semantially interpret as labelled transitionsystems. As implementations we onsider input-output transition systems. Now we express on-formane by de�ning the implementation relation ioo between input-output transition systemsand labelled transition systems. Let i be an input-output transition system (the implementation)and let s be a labelled transition system (the (semanti model of the) spei�ation), theni ioo s ()def 8� 2 Straes(s) : out( i after � ) � out( s after � )whereÆ p after � =def fp0 j p �=) p0gp after � is the set of states in whih transition system p an be after having exeuted thesequene of ations �;Æ out(p) =def f x 2 LU j p x��! g [ fÆ j 8x 2 LU : p x��!= gout(p) is the set of possible output ations in state p or it is fÆg if no output ation is possiblein state p; Æ is a speial ation modelling quiesene, i.e., the absene of outputs; it is usuallyimplemented as a time-out;Æ out( p after � ) =def S f out(p0) j p0 2 p after � gout( p after � ) is the set of output ations whih may our in some state of p after � ;Æ Straes(s) =def f� 2 (LI [ LU [ fÆg)� j s �=)gStraes(s) is the set of suspension traes of the spei�ation s, i.e., the sequenes of inputations, output ations and quiesene whih s may exeute.Informally, an implementation i is ioo-orret with respet to the spei�ation s if i an neverprodue an output whih ould not have been produed by s in the same situation, i.e., after thesame sequene of ations (suspension trae). Moreover, i may only be quiesent, i.e., produe nooutput at all, if s an do so.In �gure 1 we have that r2 ioo r1, but not r1 ioo r2; r1 is not a orret implementation ofspei�ation r2 sine r1 may produe hoolate !ho after the trae ?but �Æ�?but while r2 an't.Formally: !ho 2 out( r1 after ?but �Æ�?but ) and !ho 62 out( r2 after ?but �Æ�?but ).More formal de�nitions, proofs, explanations and a rationale for the use of ioo as implementationrelation an be found in [Tre96℄. This paragraph was only intended to give some idea about thestyle of de�nitions and the level of formality used. Note, however, that it is very important to de�nesuh an implementation relation, expressing the notion of onformane, in a formal way. Withoutsuh a de�nition it is impossible to formally reason about validity of test derivation algorithms.
6



Testing An algorithm for the derivation of tests from labelled transition systems or Promelaspei�ations should be devised in suh a way that all and only all ioo-erroneous implementationswill have as the result the verdit fail.
implementation
spei�ation

i
s test

testpass
generationtest suite

exeutionfail
Tsioo

Figure 2: Conformane and test derivationIn �gure 2, the formal testing proess is expressed as follows. Starting with a formal spei�ations, an implementation i has been developed by some programmer; it is, for example, a C program.By means of testing we would like to hek whether i is orret with respet to s, i.e., whetheri ioo s. To this extent, a test suite Ts is generated from the same spei�ation s following atest generation algorithm T . Subsequent exeution of the test suite Ts with the implementation i,denoted by test exe(Ts; i), leads to a verdit, either pass or fail. pass indiates that no evideneof non-onformane was found; fail indiates that an error was found. Now, if we want to draw avalid onlusion about onformane from the resulting verdit, there should be a relation betweenioo and T , in the following sense:8i; s : i ioo s () test exe(Ts; i) = passIf this holds we an onlude from a suessful test ampaign, i.e., a ampaign with verdit pass,that the implementation is orret, and moreover, only from a suessful ampaign this an beonluded.Unfortunately, in pratie we have to do with less: performing suÆiently many tests in order to besure that an implementation is orret is not feasible, beause this usually requires in�nitely manytests. In this ase we have a weaker requirement orresponding to the left-to-right impliation ofthe above equation: if the result of test exeution is fail then we are sure that the implementationis not ioo-orret. This requirement on test suites is alled soundness. It is a minimal, formalrequirement on test suites in order to be able to draw any useful onlusion from any testingampaign.Test derivation We now present, in an informal way, a test derivation algorithm for ioo-test derivation taken from [Tre96℄. The algorithm is reursive, i.e., it repeats itself, and it isnondeterministi, i.e., di�erent hoies in the algorithm an be made whih lead to di�erent validtest ases. The algorithm generates test ases whih are labelled transition systems themselves, but7



with a speial struture: (i) a test ase is a �nite and tree-strutured labelled transition system;and (ii) eah terminal state of a test ase is labelled either pass or fail; and (iii) in eah non-terminal state of a test ase either there is one transition labelled with a system input, or thereare transitions for all possible system outputs and one speial transition labelled �.Exeution of a test ase with an implementation under test orresponds to the simultaneous exe-ution of transitions labelled with the same name. If test exeution terminates in a test-ase statelabelled fail then the verdit fail is assigned. ?but
!ho?but�

fail
!ho��

failfailpassfailfailpass !liq!liq!liq !hoFigure 3: An example test aseFigure 3 gives an example of a test ase, whih spei�es that as the �rst ation the input ?but mustbe supplied to the implementation under test. The speial transitions labelled � model a time-out:this transition will be taken if none of the output responses an be observed; the implementationunder test is quiesent. Test exeution of this test ase with the system r1 from �gure 1 results inthe verdit fail: the sequene of interations ?but ���?but �!liq leads to a terminal state of the testase labelled fail.Test derivation algorithm Let s be a labelled transition system spei�ation with initial states0. Let S be a non-empty set of states, with initially S = fs0g. S represents the set of all possiblestates in whih the implementation an be at the urrent stage of the test ase.A test ase t is obtained from S by a �nite number of reursive appliations of one of the followingthree nondeterministi hoies:1. t := passThe single-state test ase pass is always a valid test ase. It terminates the reursion in thealgorithm.2. t := ?at0 8



where ?a 2 LI , S after ?a 6= ;, and t0 is obtained by reursively applying the algorithmfor S0 = S after ?a .Test ase t supplies the stimulus ?a to the implementation under test and subsequentlybehaves as test ase t0. t0 is obtained by applying the algorithm reursively to S0 whih isthe set of spei�ation states whih an be reahed via an ?a transition from a state in S.3. t := �!x1 !x2 !xj !xnt1 t2 tj t�tnwhere LU = fx1; x2; : : : ; xng, 1 � j � n:if xj 62 out(S) then tj = failif Æ 62 out(S) then t� = failif xj 2 out(S) then tj is obtainedby reursively applying the algorithm for S after xjif Æ 2 out(S) then t� is obtainedby reursively applying the algorithm for fs 2 S j s Æ�!g.Test ase t heks the next output response of the implementation; if it is an unvalid response,i.e., x 62 out(S) then the test ase terminates in fail; if it is a valid response the test aseontinues reursively. The observation of quiesene Æ is treated separately by the time-outation �.This algorithm was proved in [Tre96℄ to produe only sound test ases, i.e., test ases whihnever produe fail while testing an ioo-onforming implementation. Moreover, it was shownthat any non-onforming implementation an always be deteted by a test ase generated withthis algorithm, hene the algorithm is exhaustive. This algorithm is implemented for Promelaspei�ations in the test tool TorX; this is desribed in setion 4.The reader is invited to hek that the example test ase of �gure 3 is obtained by applying thetest derivation algorithm to spei�ation r2 of �gure 1. Test exeution of the test ase with r1will result in assigning the verdit fail as explained above. This is onsistent with the fat thatr1 =ioo r2.4 ToolsThe formal test theory and the ioo-test derivation algorithm, of whih a glimpse was presentedin setion 3, fortunately have a muh wider and more pratial appliability than the testing ofandy mahines. Di�erent test tools have been built using this algorithm. These tools are able toautomatially derive tests from formal system spei�ations. These inlude Tveda [Pha94, Cla96℄,TGV [FJJV97℄ and TorX [BFV+99℄.Tveda is a tool, developed at Frane Teleom CNET, whih is able to generate test ases in TTCNfrom formal spei�ations in the language SDL. The formal language SDL is an ITU-T standardand is often used for spei�ation and design of teleommuniation protools [CCI92℄; TTCN isan ITU-T and ISO standard for the notation of test suites [ISO91, part 3℄. Frane Teleom usesTveda to generate tests for testing of teleom produts, suh as ATM protools.9



The tool TGV generates tests in TTCN from LOTOS or SDL spei�ations. LOTOS is a spei�-ation language for distributed systems standardized by ISO [ISO89℄. TGV allows test purposes tobe spei�ed by means of automata, whih makes it possible to identify the parts of a spei�ationwhih are interesting from a testing point of view. The prototype tools Tveda and TGV areurrently integrated into the SDL tool kit ObjetGeode [KJG99℄.Whereas Tveda and TGV only support the test derivation proess by deriving test suites andexpressing them in TTCN, the tool TorX ombines ioo-test derivation and test exeution in anintegrated manner. This approah, where test derivation and test exeution our simultaneously,is alled on-the-y testing. Instead of deriving a omplete test ase, the test derivation proessonly derives the next test event from the spei�ation and this test event is immediately exeuted.While exeuting a test ase, only the neessary part of the test ase is onsidered: the test aseis derived lazily (f. lazy evaluation of funtional languages; see also [VT98℄). The priniple isdepited in �gure 4. Eah time the Tester deides whether to trigger the IUT (ImplementationUnder Test) with a next stimulus or to observe the output produed by the IUT. This orrespondsto the hoie between 2. and 3. in the test derivation algorithm of setion 3. If a stimulus is givento the IUT (hoie 2.) the Tester looks into the system spei�ation { the spei�ation module{ for a valid stimulus and o�ers this input to the IUT (after suitable translation and enoding).When the Tester observes an output or observes that no output is available from the IUT (alledquiesene in the ioo-theory and usually observed as a time-out), it heks whether this responseis valid aording to the spei�ation (hoie 3.). This proess of giving stimuli to the IUT andobserving responses from the IUT an ontinue until an output is reeived whih is not orretaording the spei�ation resulting in a fail-verdit. For a orret IUT the only limits are theapabilities of the omputers on whih TorX is running. Test ases of length up to 450,000 testevents (stimuli and responses) have been exeuted ompletely automatially.
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or quiescenceFigure 4: On-the-y testingTorX is urrently able to derive test ases from LOTOS and Promela spei�ations, i.e., thespei�ation module in �gure 4 an be instantiated with a LOTOS or a Promela module. TheLOTOS implementation is based on C�sar [Gar98℄; the Promela implementation is based on themodel heker Spin [Hol91, Spi℄. But sine the interfae between the spei�ation module and therest of the tool uses the Open/C�sar interfae [Gar98℄ for traversing through a labelled transitionsystem, the tool an be easily extended to any formalism with transition system semantis for whihthere is an Open/C�sar interfae implementation available.An important aspet in the ommuniation between the Tester and the IUT is the enodingand deoding of test events. Test events in spei�ations are abstrat objets whih have to betranslated into some onrete form of bits and bytes to ommuniate with the IUT, and vie versa.These en-/deoding funtions urrently have to be written manually, still; this is a laborious task,but, fortunately, it needs to be done only one for eah IUT.The Tester an operate in a manual or automati mode. In the manual mode, the next test event{ input or output and, if an input, the seletion of the input { an be hosen interatively bythe TorX user. In the automati mode everything runs automatially and seletions are maderandomly. A seed for random number generation an then be supplied as a parameter. Moreover,a maximum number for the length of the test ases may be supplied. Setion 5 will elaborate ona partiular example system tested with TorX, thus illustrating the onepts presented here.10



5 Conferene Protool ExampleIn the ontext of the Côte de Resyste projet we have done a ase study to test implementationsof a simple hatting protool, the Conferene Protool [FP95, TFPHT96℄. In this ase study animplementation of the onferene protool has been built (in C, based on the informal desriptionof the protool), from whih 27 mutants have been derived by introduing single errors. All these28 implementations have been tested using TorX, by persons who did not know whih errors hadbeen introdued to make the mutants. This ase study is desribed in greater detail in [BFV+99℄.The remainder of this setion is strutured as follows. Setion 5.1 gives an overview of the onfer-ene protool and the implementations we made. Setion 5.2 disusses the test arhiteture thatwe used for our testing ativities, whih are desribed in Setion 5.3.Availability on WWW An elaborate desription of the Conferene Protool, together withthe omplete formal spei�ations and our set of implementations an be found on the web [CdR℄.We hereby heartily invite you to repeat our experiment with your favorite testing tool!5.1 The Conferene ProtoolInformal desription The onferene servie provides a multiast servie, resembling a `hat-box', to users partiipating in a onferene. A onferene is a group of users that an exhangemessages with all onferene partners in that onferene. Messages are exhanged using the servieprimitives datareq and dataind. The partners in a onferene an hange dynamially beause theonferene servie allows its users to join and leave a onferene. Di�erent onferenes an existat the same time, but eah user an only partiipate in at most one onferene at a time.The underlying servie, used by the onferene protool, is the point-to-point, onnetionless andunreliable servie provided by the User Datagram Protool (UDP), i.e. data pakets may get lostor dupliated or be delivered out of sequene but are never orrupted or misdelivered.The objet of our experiments is testing a Conferene Protool Entity (CPE). The CPEs sendand reeive Protool Data Units (PDUs) via the underlying servie at USAP (UDP Servie AessPoint) to provide the onferene servie at CSAP (Conferene Servie Aess Point). The CPE hasfour PDUs: join-PDU, answer-PDU, data-PDU and leave-PDU, whih an be sent and reeivedaording to a number of rules, of whih the details are omitted here. Moreover, every CPE isresponsible for the administration of two sets, the potential onferene partners and the onferenepartners. The �rst is stati and ontains all users who are allowed to partiipate in a onferene,and the seond is dynami and ontains all onferene partners (in the form of names and UDP-addresses) that urrently partiipate in the same onferene.
PDU dataUDPdatadatainduser a PDUdataPDUdataind

UDP (a)
user joinuser a user bjoinPDU answerPDU answerPDU user datarequser b
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Figure 5: The onferene protool11



Figure 5 gives two example instanes of behaviour: in (a) a join servie primitive results in sendinga join-PDU, whih is aknowledged by an answer-PDU ; in (b) a datareq servie primitive leads toa data-PDU being sent to all onferene partners, whih, in turn, invoke a dataind primitive.Formal spei�ation in Promela The protool has been spei�ed in Promela. Instantiatingthis spei�ation with three potential onferene users, a Promela model for testing is generatedwhih onsists of 122 states and 5 proesses. Communiation between onferene partners hasbeen modelled by a set of proesses, one for eah potential reeiver, to `allow' all possible inter-leavings between the several sendings of multiast PDUs. For model heking and simulation ofthe Promela model with spin [Spi℄, the user needs not only the behaviour of the system itself butalso the behaviour of the system environment. For testing this is not required, see [VT98℄. Onlysome Promela hannels have to be marked as observable, viz. the ones where observable ationsmay our.Conferene protool implementations The onferene protool has been implemented onSun Spar workstations using a Unix-like (Solaris) operating system, and it was programmedusing the Ansi-C programming language. Furthermore, we used only standard Unix inter-proessand inter-mahine ommuniation failities, suh as uni-diretional pipes and sokets.A onferene protool implementation onsists of the atual CPE whih implements the protoolbehaviour and a user-interfae on top of it. We require that the user-interfae is separated (looselyoupled) from the CPE to isolate the protool entity; only the CPE is the objet of testing. Thisis realisti beause user interfaes are often implemented using dediated software.The onferene protool implementation has two interfaes: the CSAP and the USAP. The CSAPinterfae allows ommuniation between the two Unix proesses, the user-interfae and the CPE,and is implemented by two uni-diretional pipes. The USAP interfae allows ommuniationbetween the CPE and the underlaying layer UDP, and is implemented by sokets.In order to guarantee that a onferene protool entity has knowledge about the potential on-ferene partners the onferene protool entity reads a on�guration �le during the initializationphase.Error seeding For our experiment with automati testing we developed 28 di�erent onfereneprotool implementations. One of these implementations is orret (at least, to our knowledge),whereas in 27 of them a single error was injeted deliberately. The erroneous implementations anbe ategorized in three di�erent groups: No outputs, No internal heks and No internal updates.The group No outputs ontains implementations that forget to send output when they are requiredto do so. The group No internal heks ontains implementations that do not hek whether theimplementations are allowed to partiipate in the same onferene aording to the set of potentialonferene partners and the set of onferene partners. The group No internal updates ontainsimplementations that do not orretly administrate the set of onferene partners.5.2 Test ArhitetureFor testing a onferene protool entity (CPE) implementation, knowledge about the environmentin whih it is tested, i.e. the test arhiteture, is essential. A test arhiteture an (abstratly) bedesribed in terms of a tester, an Implementation Under Test (IUT) (in our ase the CPE), a testontext, Points of Control and Observation (PCOs), and Implementation Aess Points (IAPs)[ISO96℄. The test ontext is the environment in whih the IUT is embedded and that is presentduring testing, but that is not the aim of onformane testing. The ommuniation interfaesbetween the IUT and the test ontext are de�ned by IAPs, and the ommuniation interfaesbetween the test ontext and TorX are de�ned by PCOs. The SUT (System Under Test) onsistsof the IUT embedded in its test ontext. Figure 6(a) depits an abstrat test arhiteture.12
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SUT test testerontext USAPCSAP CPE testerUDP layer(a) Abstrat test arhiteture (b) Test arhiteture for onferene protool entitiesFigure 6: Test arhitetureIdeally, the tester aesses the CPE diretly at its IAPs, both at the CSAP and the USAP level.In our test arhiteture, whih is the same as in [TFPHT96℄, this is not the ase. The testerommuniates with the CPE at the USAP via the underlying UDP layer; this UDP layer ats asthe test ontext. Sine UDP behaves as an unreliable hannel, this ompliates the testing proess.To avoid this ompliation we make the assumption that ommuniation via UDP is reliable andthat messages are delivered in sequene. This assumption is realisti if we require that the testerand the CPE reside on the same host mahine, so that messages exhanged via UDP do not haveto travel through the protool layers below IP but `boune bak' at IP.With respet to the IAP at the CSAP interfae we already assumed in the previous setion thatthe user interfae an be separated from the ore CPE. Sine the CSAP interfae is implementedby means of pipes the tester therefore has to aess the CSAP interfae via the pipe mehanism.Figure 6(b) depits the onrete test arhiteture. The SUT onsists of the CPE together with thereliable UDP servie provider. The tester aesses the IAPs at the CSAP level diretly, and theIAPs at USAP level via the UDP layer.Formal model of the test arhitetureFor formal test derivation, a realisti model of the behavioural properties of the omplete SUT isrequired, i.e. the CPE and the test ontext, as well as the ommuniation interfaes (IAPs andPCOs). The formal model of the CPE is based on the Promela spei�ation of setion 5.1. Usingour assumption that the tester and the CPE reside on the same host, the test ontext (i.e. the UDPlayer) ats as a reliable hannel that provides in-sequene delivery. This an be modelled by twounbounded �rst-in/�rst-out (FIFO) queues, one for message transfer from tester to CPE, and onevie versa. The CSAP interfae is implemented by means of pipes, whih essentially behave likebounded �rst-in/�rst-out (FIFO) bu�ers. Under the assumption that a pipe is never `overloaded',this an also be modelled as an unbounded FIFO queue. The USAP interfae is implementedby means of sokets. Sokets an also be modelled, just as pipes, by unbounded FIFO queues.Finally, the number of ommuniating peer entities of the CPE, i.e. the set of potential onferenepartners, has been �xed in the test arhiteture to two. Figure 7 visualizes the omplete formalmodel of the SUT.To allow test derivation and test exeution based on Promela, we had to make a model of theomplete SUT in Promela. We might get suh a model by extending the model of the CPE withqueues that model the underlying UDP servie, the pipes and the sokets. In our ase we wereable to make an optimization that allows removal of these queues without hanging the observablebehaviour of the protool.
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Figure 7: Formal model of the SUT5.3 Testing AtivitiesThis setion desribes our testing ativities. After summarizing the overall results we will elaborateon the test ativities. We used the Promela spei�ation for on-the-y test derivation andexeution, using the orretness riterion ioo(f. setion 3). We started with initial experimentsto identify errors in the spei�ation and to test the (spei�ation language spei�) en/deodingfuntions of the tester. One we had suÆient on�dene in the spei�ation and en/deodingfuntions, we tested the (assumed to be) orret implementation, after whih the 27 erroneousmutants were tested by people who did not know whih errors had been introdued in thesemutants.Initial experiments We started by repeatedly running TorX in automati mode, eah timewith a di�erent seed for the random number generator, until either a depth of 500 steps was reahedor an inonsisteny between spei�ation and implementation was deteted (i.e. fail, usually aftersome 30 to 70 steps). This unovered some errors in both the implementation and the spei�ation,whih were repaired. In addition, we have run TorX in user-guided, manual mode to explorespei� senarios and to analyse failures that were found in fully automati mode.Manual guidane Figure 8 shows the graphial user interfae of TorX; this is the user interfaethat we used for user-guided, manual mode testing. From top to bottom, the most importantelements in it are the following. At the top, the Path pane shows the test events that have beenexeuted so far. Below it, the Current state o�ers pane shows the possible inputs and outputs atthe urrent state. Almost at the bottom, the Verdit pane will show us the verdit. Finally, thebottom pane shows diagnosti output from TorX, and diagnosti messages from the SUT.In the Path pane we see the following senario. In test event 1, the onferene user (played byTorX) joins onferene 52 with user-id 101, by issueing a join servie primitive at PCO f1. ofwhih The SUT (at address 1) informs the two other potential onferene partners at PCO udp2(at address 2) and PCO udp0 (at address 0) in test event 2 resp. test event 3 using join-PDUs.The Current state o�ers pane shows the possible inputs and the expeted outputs (output Deltameans: quiesense, f. setion 3). The input ation that we are about to selet is highlighted:we will let a onferene partner join a onferene as well. The tester will hoose values for thevariables shown in the seleted input event, if we don't supply values ourselves.Figure 9 shows the TorX window after seleting the Seleted Input button. Test step 4 in thePath pane shows that now the onferene partner at PCO udp0 has joined onferene 52 as well,using user-id 102, by sending a join-PDU (from address 0) to the SUT (at address 1). The listof outputs now shows that the SUT (at address 1) should respond by sending an answer-PDUontaining its own user-id and onferene-id to address 0, i.e. to PCO udp0. We will now seletthe Output button to ask TorX for an observation.Figure 10 shows the TorX window after seleting the Output button to observe an output. The14



Figure 8: TorX Graphial User Interfae { Seleting Inputpresene of test event 5, Quiesense, shows that the tester did not reeive anything from the SUT,whih is not allowed (there is no Delta in the list of outputs), and therefore TorX issues a failverdit. Indeed, in this example we tested one of the mutants, in partiular, one that does not`remember' that it has joined a onferene, and therefore does not respond to inoming join-PDUs.In a separate window, TorX keeps an up-to-date message sequene hart of the test run. Thismessage sequene hart shows the messages interhanged between the SUT (iut) and eah of thePCO's. A separate line represents the `target' of Quiesense. The message sequene hart for thetest run desribed above is shown in �gure 11.Long-running experiment One we had suÆient on�dene in the quality of the spei�ationand implementation we repeated the previous `automati mode' experiment, but now we tried toexeute as many test steps as possible. The longest trae we were able to exeute onsisted of450,000 steps and took 400 Mb of memory. On average the exeution time was about 1.1 steps perseond.Mutants detetion To test the error-detetion apabilities of our tester we repeatedly ranTorX in automati mode for a depth of 500 steps, eah time with a di�erent seed for the randomnumber generator, on the 27 mutants. The tester was able to detet 25 of them. The number oftest events in the shortest test runs that deteted the mutants ranged from 2 to 38; on average 1815



Figure 9: TorX Graphial User Interfae { Seleting Output

Figure 10: TorX Graphial User Interfae { Final Verdit16



Figure 11: TorX Message Sequene Charttest events were needed. The two mutants that ould not be deteted aept PDUs from any soure{ they do not hek whether an inoming PDU omes from a potential onferene parter. This isnot expliitly modeled in our Promela spei�ation, and therefore these mutants are ioo-orretwith respet to the Promela spei�ation, whih is why we an not detet them.Other formalisms We have repeated the experiments desribed above with spei�ations inLOTOS and SDL, as desribed in [BFV+99℄. In the ase of LOTOS, we used the same fully-automati on-the-y test-derivation and exeution approah, giving us the same results as forPromela, but needing more proessing time and onsuming more memory. The main reason forthis is that the Promela-based tester uses the memory-eÆient internal data representations andhashing tehniques to remember the result of unfoldings from spin. In the ase of SDL, we used auser-guided test-derivation approah, after whih the test-ases were automatially exeuted. Herewe were not able to detet all mutants, but this may be due to the limited number of test-asesthat we derived; by deriving more test-ases we will likely be able to detet more mutants.Charateristis of test ases Whih test ases are generated by TorX only depends onthe seed of the random number generator with whih TorX is started, and the (possibly non-deterministi) outputs of the SUT. From one seed to another, the number of test events neededto trigger an error may vary signi�antly. For the onferene protool, for one seed it took onlytwo test events to detet a mutant, and for another seed it took 10 test events to detet the samemutant. For another mutant the di�erenes were even more extreme: for one seed it ould bedeteted in 24 test events, for another seed it took 498 steps. Still, as e�etively in all test runs allmutants were (�nally) deteted, the results seem to indiate that if we run TorX suÆiently often,with varying seeds, and let it run long enough, then all errors are found. This is, unfortunately,urrently also the only indiation of the overage that we have.Log�le analysis During a test run, a log is kept to allow analysis of the test run. Suh a logontains not only behavioural information to allow analysis of the test run, like tester on�gurationinformation, and the exeuted test events in onrete and in abstrat form, but also informationthat allows analysis of the tester itself, like, for eah test event, a timestamp, the memory usageof the omputation of the test event, and a number of other statistis from the test derivationmodule. In ase of a fail verdit, the expeted outputs are inluded in the log. TorX is able torerun a log reated in a previous test run. The urrent TorX implementation may fail to rerun alog if the SUT behaves nondeterministially, i.e. if the order in whih outputs are observed duringthe rerun di�ers from the order in whih they are present in the log. This limitation may show up,for example, for the join-PDUs in test events 2 and 3 in �gure 8.17



Comparison with traditional testing In traditional testing the number of test events neededto trigger an error will quite likely be smaller than for TorX, thanks to the human guidane thatwill lead to `eÆient' test ases, whereas TorX may `wander' around the error for quite a whileuntil �nally triggering it. On the other hand, to generate a new test ase with TorX it is suÆientto invoke it one more with a so far untried seed, whereas approahes that are based on manualprodution of test ases need onsiderably more manual e�ort to derive more test ases. The maininvestment needed to use TorX lies in making the spei�ation, and onneting TorX to theSUT. One that has been arranged, the testing itself is just a ase of running TorX often andlong enough (and, of ourse, analysing the test logs).6 Evaluation, Perspetives and Conluding RemarksIn setion 5 we showed the feasibility of ompletely automated testing, inluding both test gen-eration and test exeution, based on a formal spei�ation of system behaviour. The ConfereneProtool example, however, is a rather small system, although ontaining some triky details anddistribution of interfaes. In this setion we disuss some of the possibilities and problems inextending the results of the Conferene Protool ase study.A/V Link protool Philips Researh Laboratories in Eindhoven have started a projet forautomati testing of implementations of the A/V Link protool. The A/V Link is a protool forommuniation between T.V. sets and video reorders for downloading of presettings, et. A formalspei�ation of A/V Link in the language Promela has been developed and a test environmentinterating with T.V. sets and video reorders is now being built. Automati testing with TorXwill soon start. Comparison with the urrent Philips test tehnology implemented in the toolPhat is one of the main issues of testing the A/V Link protool [FMMW98℄. More industrialase studies are expeted after onluding the A/V Link ase study.Formal spei�ations One of the issues prohibiting rapid introdution of automati testingbased on formal spei�ations is the lak of formal spei�ations. A formal spei�ation of systembehaviour is neessary to start automati derivation of tests. This issue an be solved one itan be shown that the return on investment for developing a formal spei�ation is very highin terms of a ompletely automated testing proess. We expet that this an soon be the asefor partiular lasses of systems, espeially, sine testing is usually very expensive and laborious.Automated testing will be extra bene�ial if systems are hanging, as they usually do. Keepingmanually generated test suites up to date with hanging spei�ations is one of the big bottleneksof testing. When using automati derivation of test suites, keeping them up to date is for free.A seond point to be made in formal spei�ation development is that a formal spei�ation initself already results in a major inrease in the quality of software, as several projets report, seee.g., [HB95, CTW99℄. Last year we reported an analogous result: even without any tool supportthe development and use of formal spei�ations for testing already turned out to inrease qualityand to redue ost.Open issues There are still some important open issues in formal test theory. In the �rst plaethere is no lear strategy yet on how to derive a restrited set of test ases. Tools like TorX areable, if time would permit, to derive millions of test ases. How to make a reasonable, or even \thebest" seletion is still an open theoretial problem. The urrent brute-fore approah of TorX,however, where simply as many tests as possible are randomly generated and exeuted, turns outto perform reasonably well in the Conferene Protool ase study. The probability of missing an18



error is not larger than with traditional methods. What TorX, in fat, does is replaing human,manual quality of test ases by automati, random quantity of test ases.Related to the above problem is the issue of overage of spei�ations. Current overage toolsonly determine ode overage i.e., implementation overage, whih is to be distinguished fromspei�ation overage. For spei�ation overage there are no standard solutions available.An important issue for test derivation tools is the issue of the so-alled state explosion problem.In partiular, in parallel and distributed systems the number of system states an be enormous,by far exeeding the number of moleules in the universe. Test derivation tools need lever andsophistiated ways to deal with this explosion of the number of states in system spei�ations.Tehniques developed in the area of model heking are urrently used, but the limits of thesetehniques urrently restrit appliation to large systems.Conlusion Sound theories and algorithms exist for automati testing of reative systems basedon formal spei�ations. On-the-y testing tools suh as the prototype tool TorX, whih ombineautomati test derivation with test exeution, are feasible and have large potential for ompletelyautomating the testing proess and thus reduing its urrently high ost. Apart from ost redutionthe use of formal methods improves the testing proess in terms of preiseness, redued ambiguityand improved maintainability of test suites. Moreover, the inentive to develop formal spei�ationsin itself will lead to inreased quality through spei�ations whih are more preise, more omplete,more onsistent, less ambiguous, and whih allow formal validation and veri�ation.This paper has given an overview of urrent developments within researh and development onautomati test derivation, in partiular, as they our within the projet Côte de Resyste. Researhand developments will ontinue aiming at making the formal testing approah better appliableby extending TorX and obviating the open issues identi�ed above. The urrent status is thatsmall-size pilot projets are onsidered. Within a few years we hope to be able to test realisti,industrial, medium-size systems based on their formal spei�ations and to automate this in suha way that people will be eager to develop the neessary formal spei�ations. As a side e�et thismay also promote the use of formal methods.Referenes[BFV+99℄ A. Belinfante, J. Feenstra, R.G. de Vries, J. Tretmans, N. Goga, L. Feijs, S. Mauw, andL. Heerink. Formal test automation: A simple experiment. In G. Csopaki, S. Dibuz,and K. Tarnay, editors, 12th Int. Workshop on Testing of Communiating Systems,pages 179{196. Kluwer Aademi Publishers, 1999.[Bri88℄ E. Brinksma. A theory for the derivation of tests. In S. Aggarwal and K. Sabnani,editors, Protool Spei�ation, Testing, and Veri�ation VIII, pages 63{74. North-Holland, 1988.[CCI92℄ CCITT. Spei�ation and Desription Language (SDL). Reommendation Z.100.ITU-T General Seretariat, Geneve, Switzerland, 1992.[CdR℄ Projet Consortium Côte de Resyste. Conferene Protool Case Study.URL: http://fmt.s.utwente.nl/ConfCase.[Cla96℄ M. Clatin. Manuel d'utilisation de TVEDA V3. Manual LAA/EIA/EVP/109, FraneT�el�eom CNET LAA/EIA/EVP, Lannion, Frane, 1996.[CTW99℄ M. Chaudron, J. Tretmans, and K. Wijbrans. Lessons from the Appliation of FormalMethods to the Design of a Storm Surge Barrier Control System. In FM'99 { World19
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