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Abstract

The major challenge of biometric template protection comes from the intra-
class variations of biometric data. The helper data scheme aims to solve this
problem by employing the Error Correction Codes (ECC). However, many re-
ported biometric binary features from the same user reach bit error rate (BER)
as high as 40%, which exceeds the error correcting capability of most ECC (less
than 25%). Therefore, a novel palmprint binary feature extraction method is
proposed in this paper. The real-valued features are firstly extracted. Then
one-bit quantization and reliable bits selection are processed. For verification
multiple samples are required to be enrolled while training is not necessary. Ex-
periments have been carried out on the HongKong PolyU Palmprint database.
Results show that our method achieves much lower BER, lower verification error
rate and allows a secret key long enough for security.

1 Introduction

It has been widely known that the typical biometrics system encounters some security
and privacy problems such as identity fraud, limited-renewability, cross-matching, and
leaking sensitive personal information [1]. Biometric template protection system, as
a countermeasure to these security and privacy threats, has become an important
issue, which requires that biometric data is firstly quantized into a fixed-length binary
string as template. Aiming to protect the binary template, the Helper Data Scheme
is regarded as a promising way by combing a secret key into the biometric template
during the enrollment phase. To identify a query user during the verification phase,
the secret key has to be recovered without any error. Due to the intra-class variance
of biometric binary templates, Error Correcting Codes (ECC) are employed to correct
the error bits. Assuming two binary templates (length of n) from the same user are
denoted as S and S ′, the variance between them can be measured by Hamming distance
S⊕S′
n

, which we defined as Bit Error Rate (BER). So far, most of the reported biometric
binary templates achieve BER of above 40%, which greatly exceeds the error correcting
capability of most ECC (around 25%) [2]. To apply the system successfully, we have
to extract a biometric binary representation of lower BER, or design ECC of higher
error correcting capability [2, 3]. In addition, in order to be an accurate and secure
system, lower verification error rate should be achieved and longer secure key needs to
be allowed to combine.

In this paper, we aim to propose a novel binary palmprint representation method,
which allows for the combination of palmprint verification and template protection
system. Firstly, the real-valued features are extracted from palmprint images based
on the texture statistical features. Then one-bit quantization and user-specific reliable
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Fig. 1. The considered palmprint verification system under the Helper data scheme. (a) The proposed
binary feature extraction method; (b) Error correct coding and hashing. During the enrollment phase,
multiple samples are acquired from one user. P denotes the relevant parameters for feature extraction
module. For each user, a secret key K is randomly generated and encoded into the codeword C. The
second part of helper data is given by W = C⊕S. The secret key K is hashed into H(K) by a one-way
hash function, which is the third part of the helper data. All of these three parts will be stored in the
database during the enrollment phase. During the verification phase, one noisy image I ′ of a query
palmprint with its claimed identity is firstly captured and processed by the binary string extraction
module to get its binary representation S′. Then C ′ = S′ ⊕W is computed. By correcting the errors
and decoding K ′ is obtained. Finally, by compare H(K ′) with H(K)), a positive or negative decision
for the query palm will be given.

bits selection procedures are carried out to get a fixed-length binary string as the final
palmprint representation. We evaluate the performance of our method by assuming
that it works under the Help Data Scheme as Figure 1 shows [4]. Therefore, the
verification error rate, BER and the allowed maximal secret key length that our method
can provide will be our main concerns.

The main contribution of this paper include: (1) we propose a novel method of
palmprint feature extraction and quantization that gives a solution of combining the
palmprint verification with the template protection system. It does not require a
training phase; (2) The extracted binary string achieves low BER that is within the
range of error correcting capability of ECC; (3) Under the Helper Data Scheme, our
proposed reliable bits selection step makes it possible to achieve a good balance among
the verification error rate, BER and the allowed maximal secret key length.

The paper is organized as follows. Section 2 presents the real-valued palmprint
feature extraction method. In Section 3 we describe the one-bit quantization and user-
specific reliable bits selection algorithms in detail. The experimental results are given
in Section 4. Section 5 concludes the paper.

2 Palmprint feature extraction

So far, there have been many palmprint feature extraction methods reported with high
verification accuracy in the classical verification system. The most promising meth-
ods are coding based, such as PalmCode, Ordinal Code, BOCV and so on [5]. These
methods represent a palmprint image as several binary matrices, and the similarity
measurement is based on the pixel-to-pixel matching by Hamming distance. A reg-
istration stage during matching is required for coding based methods, which is not
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Fig. 2. (a) A typical palmprint image from HongKong PolyU Palmprint Database; (b)-(f) show our
used registration and region-crop method.

(a)
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(e)(d)

Fig. 3. Examples of histogram fitting. (a) The original palmprint image. (b) and (d) hist Gabor
magnitudes from two different Gabor parameters. (c) shows the logarithmic transform of (b). (e) is
the logarithmic transform of (d).

allowed in the template protection system.
Therefore, we propose a new method of real-valued palmprint representation based

on the texture statistical analysis of Gabor filtered responses [6]. Figure 2 shows a typi-
cal palmprint image in HongKong PolyU Palmprint Database and our used registration
method.

The Gabor filter family performs a joint spatial-frequency multi-channel represen-
tation, which provides optimal localization of image details. The generally used Gabor
function can be expressed as follow:

gq,r(x, y) =
1

2πσ2
exp

{−(x2 + y2)

2σ2

}
× exp{2πi(uqx cos θr + uqy sin θr)} (1)

uq is the frequency of sinusoidal wave along directional θr from x-axis, and σ specifies
the Gaussian envelope along x and y axes, which determines the bandwidth of the
Gabor filter. Each Gabor function gq,r(x, y) with the parameters (uq, θr, σ) is com-
monly transformed into a discrete Gabor filter and its direct current is turned to zero,
which can be denoted by g̃q,r(x, y). Given an image I(x, y) size of W ×H, its Gabor-
filtered images are defined as follow: Jq,r(x, y) =

∑
x1

∑
y1

I(x1, y1)g̃q,r(x − x1, y − y1).

Jq,r(x, y) is a complex number. The Gabor magnitude response (GM) can be denoted
by GMq,r(x, y) =‖ Jq,r(x, y) ‖, where ‖ • ‖ denotes the modulus operator of a complex
number. GM will be used to construct the real-valued features of palmprint.
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Fig. 4. The proposed method of real-valued feature extraction.

Fig. 5. The flow chart of palmprint binary string extraction, which include bit quantization, and
reliable bits selection.

By investigating the histogram distribution of each GM, we found that the log-
normal densities fit the GMs very well, and the sub-blocks of each GM are also close
to lognormal distribution. Figure 3 gives an example of GM histogram fitting. After
lognormal transformation of each GM, we obtain some Gaussian distributions, which
can be expressed as LogGMq,r(x, y) = log(GMq,r(x, y)). Since a Gaussian sequence can
be represented specifically by its mean and standard deviation, we construct the palm-
print feature representation by these Gaussian parameters, which can be formulated
as follows:

νq,r =
1

W ×H

∑
x

∑
y

LogGMq,r(x, y) , (2)

ρq,r =

√
1

W ×H

∑
x

∑
y

(LogGMq,r(x, y)− νq,r)2 (3)

Assuming the Gabor filter bank has Q scales and R orientations, and each GM is
partition into A sub-blocks. Then the final real-valued palmprint representation can
be formulated as

V = [νq,r,a, ρq,r,a] q = 1, 2, . . . , Q; r = 1, 2, . . . , R; a = 1, 2, . . . , A. (4)

Following the experimental results in Ref. [6], the best verification performance is
achieved when Q = 5, R = 8, A = 21. Then the length of final real-valued feature
vector is 1680. Figure 4 illustrates our method.

3 Quantization and Bits selection

Feature quantization and reliable bits selection strongly affects the performance of the
template protection scheme. In this section, we introduce the quantization and bits
selection method on the real-valued features presented in section 2, the flow chart of
which is shown in Figure 5.

Our method requires that multiple samples for each subject are captured during
the enrollment phase. Assuming that we get a real-valued feature vector length of L for
each enrollment sample, and there are M different palms and N samples are captured
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for each palm in the enrollment set, then we get a feature set {V c
i,j}c=1...M,i=1...N,j=1...L

after the feature extraction module described in section 2.
For quantization, the mean feature vector {μc

j}j=1...L of palm c and the mean
{μj}j=1...L of all enrollment palms are firstly computed as follows:

μc
j =

1

N

N∑
i=1

V c
i,j, μj =

1

M

M∑
c=1

μc
j, j = 1 . . . L (5)

The quantization rule can be expressed as:

Bc
j = Q{V c

i,j|i = 1 . . . N} =
{

1, if μc
j ≥ μj;

0, if μc
j < μj.

(6)

Where μc
j is an estimation of the real-valued template of user c, and the μj is the

threshold of one-bit quantization.
For the robustness of the system, we require to select some reliable bits from the

achieved binary string as the final palmprint representation. The stability of Bc
j de-

pends heavily on the relative distance between μc
j and μj. Therefore, we can assume

that the larger |μc
j−μj|, the more reliable of its corresponding bit Bc

j . In the palmprint
enrollment phase, we sort the binary string {Bc

j}j=1...L for each class by descending or-
der, and select the first n bits as the final binary representation {Sc

j}j=1...n for each
palm. The number of bits regarded as reliable needs to be determined empirically.

4 Experimental results

The HongKong Polytechnic University (PolyU) palmprint database is used to test our
proposed method [7]. They were captured by a CCD camera from 386 different palms
and collected in two sessions with different illumination conditions. The resolution of
original captured images is 384×284 pixels at 75 dpi.

For the considered template protection system, the verification procedure contains
two steps: enrollment and verification. In the enrollment step, the reference strings
S is constructed and a secret key K is combined. In the verification step, the query
string S ′ is constructed. By error correct decoding, the secret key K ′ is released. By
comparing the hashed K and K ′, the verification result is given. Assuming the length
of S is n, and the employed ECC can correct at most t bits, by varying t different
verification False Rejection Rates (FRR) and False Acceptance Rates (FAR) will be
given. It has the same effect as assigning a threshold t

n
to the Hamming Distance

Classifier (HDC) in the unprotected verification system. The point where FAR equals
to FRR is normally called Equal Error Rate (EER), which determines a corresponding
Bit Error Rate (BER) the binary strings achieves. EER indicates the verification
accuracy and BER shows the robustness of the considered system to some extent, both
of which should be as low as possible. In the following experiments, all the random
splits of data set for the enrollment and verification respectively are repeated for six
rounds, and the averaged results are listed or plotted in the tables or figures shown
below.

In the first experiment, the effect of different binary string length (n) on the EER
and BER performance is evaluated. The images from session one are used. N samples
are randomly selected from each palm for enrollment. The remaining samples are
for test of verification performance. Table 1 lists the performance of the proposed
method when no reliable bit selection procedure is carried out and the enrollment
sample number N for each palm is varying from 3 to 8. As can be seen, both of the
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Table 1
Verification performance when all the bits after the bit quantization, without carrying out the reliable
bits selection procedure, are directly used as the palmprint binary representation. N for each palm
varies from 3 to 8.

N 3 4 5 6 7 8

EER (%) 0.36 0.30 0.22 0.23 0.20 0.22
BER (%) 31.9 31.2 30.8 30.8 30.5 30.6

Fig. 6. Verification performance (EER and BER) when the length of selected reliable bits vary.

EER and BER are almost decreased as N increases. When the achieved binary string
after bit quantization is directly used as the feature template, the EER is about 0.3%,
and BER is around 31%. When the reliable bit selection is processed, the EER and
BER performance is examined by varying n from 100 to 1500. Figure 6 plots the EER
and BER performance as n varies. As can be seen from it, the verification performance
is heavily depended on the selected reliable bits number. As n increases, the BER
increases uniformly while EER decreases when n is larger than 500. The performance
is showed in Figure 6 as well when no bit selection is processed. It can be seen that
the lower BER is achieved at the expense of higher EER by processing the reliable bit
selection step. There is a tradeoff between BER and EER for our system.

The ECC generally used is the BCH code, which is commonly described by (n, k, t)
[8]. where n (an integer of the form 2m − 1 for some integer m > 2) denotes the
binary template length, k (a positive integer less than n) denotes the maximal length

Table 2
Comparisons of the averaged verification performance (EER and BER). Assuming BCH(n, k, t) is
used for error correcting, k can be determined by the values of n and BER. N denotes the number of
enrollment samples for each palm.

N = 3 N = 8

n 127 255 511 1023 127 255 511 1023

EER (%) 0.74 0.77 0.86 0.55 0.59 0.51 0.61 0.25
BER (%) 7.8 11.0 15.8 24.4 6.7 9.2 13.7 21.4
Key length k 64 71 76 11 71 91 76 46
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BCH (n, k, t) BER
(%)

FAR
(%)

FRR
(%)

(255, 123, 19) 7.06 0.27 1.00

(255, 107, 22) 8.24 0.39 0.37

(255, 91, 25) 9.80 0.63 0.25

Fig. 7. Verification performance when n = 255. The table shows three kinds of BCH coding examples
with their corresponding BER, FAR and FRR, which are marked by the green dash lines on the left
figure.

Fig. 8. Verification performance when the sessions for enrollment and test differ in illumination
condition. N denotes the number of enrollment samples for each palm. n is the length of the binary
feature string for each sample.

of the allowed secret key, and t denotes the maximal length of error bits that can be
corrected. In the second experiment, we investigate how the verification EER, BER,
and k depend on the chosen BCH code. The considered n values are set to 127, 255,
511 and 1023 respectively. Table 2 lists the resulting EER, BER, and k values when
the number of enrollment samples per palm (N) is set to 3 and 8 respectively. As we
know there is a tradeoff between EER and BER. When the binary feature string is of
length 511, the system achieves the worst verification EER. When n = 1023, EER is
the best while the BER is the worst and the length of secret key (k) is not enough long
to be secure. Therefore, for the proposed method, the system performs best when 255
bits are selected to construct the feature template. When N = 8, the EER is about
0.51%, and the corresponding maximal length of secret key that can be combined is
up to 91. Figure 7 plots the curves of the verification FAR and FRR versus the BER
when n = 255, on which three groups of FAR, FRR, and BER performances are marked
resulted from employing there kinds of BCH codes.

In the last experiment, the images from two sessions are used. N samples of each
palm are randomly selected from session one for enrollment. All the samples in session
two (in total 3863 images) are for test. It must be denoted that the samples captured
from different sessions differ significantly in illumination conditions. Figure 8 plots the
verification EER and BER performance as N varies from 3 to 8. As it shows, when
no bit selection is processed (n = L = 1680), the EER is about 7.8%, and the BER
is close to 40%. When 255 reliable bits are selected to construct the feature template,
the EER is around 8.7%, while the BER is decreased to less than 24%.
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5 Conclusion

In this paper, we introduce a new palmprint feature extraction and quantization
method for template protection system. The extracted binary strings from same subject
achieves lower BER that within the error correction capability of ECC (less than 25%).
The real-valued features are firstly extracted from each sample. For quantization, mul-
tiple samples from the same subject are required to enroll. More samples per palm
are enrolled, better performance will be achieved. The number of reliable bits selected
influences the system performance, which is determined empirically in this paper con-
sidering a good balance among verification EER, BER and the allowed maximal secret
key length. Furthermore, our method does not involve a training procedure, which is
realistic for template protection system. However, when some distinctive illumination
changes exist among the samples captured in different sessions, the proposed method
does not obtain desirable performance. Therefore, binary palmprint representation,
which is robust to illumination variance, is the point of our further research.
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