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Abstract: The semiconductor industry for automotive 
applications is growing rapidly. This is because advanced 
electronics is now being developed to monitor and control 
many vital functions previously handled purely 
mechanical. In addition hybrid and pure electrical cars are 
emerging. Parts of these electronic systems have strict 
safety-critical requirements, while operating in a harsh 
environment. Although functional diagnosis is currently 
the norm, many occurring faults during lifetime, e.g. due 
to aging, cannot be diagnosed. It poses serious threats 
during operation as correction for dependability is not 
possible in this case. This suggests the introduction of 
structural diagnosis techniques. Major problem is that a 
number of different hierarchies have to be considered and 
reuse of reliability data at different hierarchies should be 
possible. This paper1 investigates a new approach for the 
development of dependable analogue/mixed-signal car 
front-ends, by interfacing aging models between different 
hierarchies enabling structural diagnosis, and explicitly 
using simultaneously design and simulation data as well as 
built-in observation measurements at all hierarchies. 

Keywords: (structural) diagnosis, dependability, reliability, 
aging models, hierarchical interfacing, analogue automotive 
front-ends. 
   

I. INTRODUCTION 
 Last year, around 75 million cars where produced 
globally, of which a growing percentage are hybrid and 
electrical cars. The automotive semiconductor elec-
tronics market amounted to 19.5 billion dollars, with a 
healthy annual growth rate of 12%. A similar trend is 
seen in automotive sensors. This year, already 2.5 
billion dollar worth in MEMS sensors only was sold [1]. 
 Part of these sensors, actuators and associated micro-
electronics are being used in safety-critical applications 
in a car. Examples are air-bags, throttle control, 
electronic steering, anti-collusion systems, and efforts 
towards the “drive-by-wire” concept. The dependability 
requirements on these automotive front/back-ends are 
very high, and moreover they operate under a harsh 
mission  profile.  Temperatures can  go up  to 1750C,  
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TOETS (CT-302) and the FES project STARS which are both 
financially supported by Agentschap NL 

 

 
occasional strong mechanical stress and vibration will 
occur; nasty ESD issues can pop up, as are transients as 
well as RF-related interference, and line conducted and 
radiated interferences. Also a high humidity and 
pollution level should not jeopardize a correct operation 
during at least 15 years. Normally, many precautions are 
taken during the design phase to avoid the influence of 
some of them, e.g. via RC (filter) networks, diodes and 
zener diodes. After manufacturing, permanent faults are 
detected by ATE and result in chip rejection, while 
parametric faults can be subject to calibration 
procedures. As a result, only faults during the chip 
lifetime due to aging remain, assuming a correct 
operation of the precautions discussed before and no 
mishandling actions. 
 Research at Audi has shown [2] that 41% of failures in 
automotive electronics could not be identified by 
functional diagnosis afterwards. This category of 
failures is often referred to as “No Trouble Found” 
(NTF). It resembles somewhat the percentage of faults 
that cannot be found by using functional test-pattern 
generation only, as in contrast to structural test 
generation. In functional diagnosis, basically the 
function but not the complete topology of the system is 
known or used. 
 It is obvious that if such a large portion of NTF 
failures exists, also no effective proper counter 
measures, like self-repair, can be started. Hence, the 
dependability of these systems can hardly be improved, 
unless taking drastic and (too) expensive Multi-Module 
Redundancy (MMR) approaches. However, currently 
self-repair beyond IP-level is also opportunistic. This is 
in contrast to off-line debugging at a car manufacturer 
in the case of serious failures.  
 This triggered our search for a more structural 
diagnosis procedure, eventually aiming to reduce the 
NTF portion close to zero. In structural diagnosis, also 
the topology of the system is known and used. Essential 
is that at all hierarchies dependability-related data (e.g. 
aging data) can be exchanged and used. We propose a 
hierarchical approach at four levels of hierarchy. 
 
 This paper on a diagnosis method during life-time 
(resulting from aging faults) is organised as follows: the 
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example application chip for illustration of our 
diagnostics is briefly discussed in section 2. The 
operation of a magneto resistor sensor is discussed in 3, 
only because it is used in our chip example. The basic 
idea on hierarchical modelling for diagnosis is 
explained in section 4. Crucial is the concept of 
bidirectional interfacing between the different 
hierarchical levels. The inherent four hierarchical levels 
in a chip subsequently determine the three required 
interfaces. In section 5, the physics-component interface 
is discussed, the component-IP interface in 6 and finally 
the IP-SoC interface in section 7. Conclusions are 
provided in section 8. 
 

II. EXAMPLE OF  AUTOMOTIVE SENSOR FRONT-END 
 A magneto-resistive sensor system was chosen as an 
example for an automotive sensor front-end application 
(Figure 1). It is however stressed that our following 
diagnosis approach is generic and not linked to this 
application besides being a nice practical illustration of 
principles. 

 
Figure 1. Example of an AMR sensor set-up, including signal 

conditioning hardware, used in e.g. electronic throttle control (ETC).  

 Kernel of this system is a Wheatstone bridge, 
incorporating anisotropic magneto-resistor (AMR) 
sensors. A magnetic H field, from e.g. a magnet under a 
pedal, will generate a voltage difference, which is 
subsequently applied to an operational amplifier. As this 
voltage difference is sensitive to the internal Vdd 
variations, the latter voltage is stabilized via a buffer, 
and temperature compensated via a temperature 
stabilizer. The amplified output is applied to a 12-bit 
SAR-ADC. Different digital outputs, e.g. SPI, are 
available for further processing. 
 

III. THE AMR SENSOR IN AUTOMOTIVE APPLICATIONS 
 Magnetic sensors are very often used in automotive 
electronics. Safety-critical applications are e.g. throttle 
control (ETC) and electronic power steering (EPS). This 
paper deals with magneto-resistive sensors. In generic 
form, the resistivity RH of an AMR sensor (Figure 1) 
can be written as: 
                          �� =  �� +  ∆�� ���	
                 (1) 

 

where �� is the resistivity if the magnetic field H 
component is perpendicular to the current direction; 
∆�� is the magnetic sensitivity factor, and around two to 
three percent of ��. The variable 
 is the angle between 
the current direction in the resistor and the magnetic 
field. An example of a real magneto-resistive sensor 
transfer curve is shown in Figure 2 [3]. This particular 
AMR resistance is around 1.8kΩ and its maximum 
change under an H field is about 5Ω. Wheatstone bridge 
constructions are used for AMR sensors to eliminate 
common-mode disturbing effects. 

 
Figure 2. Change in resistivity RH (vertical axis) versus magnetic field 

(horizontal axis) (units to be multiplied by 79.5 A/m) [3]. 

  
IV. DIAGNOSIS FLOW & INTERFACING 

 The basic concept is to introduce as much structural 
diagnosis as possible to reduce the number of NTF 
faults during real-life operation of chips.  This 
inherently implies that knowledge on the dominant 
failure modes of aged components should be known, 
and how they relate to parameters of the components 
used.
 

 
Figure 3. Basic multi-hierarchy interfacing for design and structural 

diagnosis in (mixed-signal) chips. 

 Aging mechanisms are directly related to the mission 
profile (e.g. temperature 175oC, 20 years of operation, 
20% voltage overstress, and known in advance from 
specifications or being monitored) under which the 
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sensors and electronics operate and of course the 
(CMOS) process node. Components can be sensors, like 
an AMR, but also transistors, chip interconnect, 
resistors, capacitors etc. This part is illustrated on the 
left side of Figure 3. The second idea is the extensive 
use of the design database (arrows to the right) in 
combination with dedicated observation health monitors 
(arrows to the left). (Structural) diagnosis steps are 
represented by the thick black arrows to the left. The 
only potential processing monitors are represented by 
the block observation 4. It can be NBTI (Negative Bias 
Temperature Instability), HCI (High Current Injection) 
or e.g. TDDB (Time Dependent Dielectric Breakdown) 
monitors; for more details on these failure mechanisms 
is referred to [4]. 
 The basic set-up, around aging physics level, is 
repeated for the different hierarchies. For instance, the 
mission profile is known and can if required be 
monitored (on-chip, e.g. odometer). The dominant aging 
factor model(s) are subsequently used, e.g. NBTI for 
PMOSTs and HCI (Figure 3), as function of the mission 
profile. In the first case, these translate to threshold 
shifts  ∆��. This information can be reused for other 
products in the same manufacturing process. 
 If now from the component level, a certain 
transistor(s) is problem flagged, via observation 3 and 
net-list, one can determine from which aging process 
this could result. For instance, a threshold shift (or ∆���) 
could point at NBTI problems, while a decreased driver 
current ∆��� can point to HCI issues of a MOS 
component. Observation 4 can help to confirm which. 
 A similar strategy is being followed for the other 
hierarchies. In these cases, of course other parameters 
will be observed (e.g. ∆�� , voutanalog) and other 
monitors used (invasive/non-invasive voltage, current, 
power, delay monitors etc.). As these monitors are 
mostly generic, they can also be reused for other 
products. As we deal with safety-critical applications, it 
was chosen not to use any signal injection in the path 
for diagnosis as it could enhance endangering a correct 
circuit. It is stressed that in diagnosing a SoC the 
complete set of simulations and monitors at all levels 
have to be considered, not just at a single level. 
However, a guarantee for complete diagnosis cannot be 
given. 
 In the remainder of this paper, the principles used in 
Figure 3 will be illustrated in more detail by examples 
at the different hierarchies. It can provide a high degree 
of structural diagnostics. As only the used models, 
observation monitors and database information are 
employed, there is hence no guarantee for zero NTFs. 

  
V. THE PHYSICS-COMPONENT INTERFACE 1 

 The lowest level of hierarchy in our system is at the 
technological/physics level. Hence, the first interface is 

the one between the physics and component level 
(Figure 3, interface 1). In an automotive environment, 
for example, conditions can be very harsh for sensors 
and conditioning electronic hardware. As a result 
thermal, electrical and mechanical stresses will change 
the behaviour of the AMR sensors over time (aging).  

 Figure 4 shows an example of how the resistance RH 
of our original unstressed MR sensor changes under 
high-temperature conditions, while in the power-on 
state and over an extended period of time. It shows a 
significant shift of over 5 % [5]. In addition, if two 
identical sensors undergo the same stress conditions, 
also a difference in RH of around 1% occurs between 
both devices [5]. As a result, an error is introduced in 
the case multiple AMR sensors are being used, like in a 
Wheatstone bridge. 

 
Figure 4.  Measured magneto resistive sensor resistance shift under 

stress aging versus the magnetic field H [5]. 

 Based on the previous measurements, like accelerated 
stress testing, an experimental model can be derived for 
RH (T, t, F, V, H), where T denotes the temperature, 
parameter t the time, F the mechanical stress, V the 
operational conditions (voltage or current) and H the 
magnetic field. It is also possible to carry out e.g. FEM 
simulations in ANSYS using formulas, instead of 
measurements. However, the development of these 
aging models is not the subject of this paper.  

 The charm of our approach in Figure 3, is that it is 
generic and can also be used for any other sensor, on-
chip passive components (resistors, wires etc.), as well 
as active devices like transistors. Of course each 
component has its own dominant aging mechanisms 
under certain circumstances. For instance electro 
migration (EM) for interconnection on a chip and e.g. 
Negative Bias Temperature Instability (NBTI) or/and 
Hot Carrier Injection (HCI) for PMOS transistors. 
 Figure 5, for example, shows our own model [6] of 
NBTI aging at maximum temperature for analogue 
CMOS circuits with stress time on the horizontal axis 
and the threshold shift ∆�� on the vertical axis. The 
stress voltages of a square wave and sine wave signal 
are the parameters in this case. 
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Figure 5.  Change of VTH in a PMOS transistor as result of NBTI. This 

information can be used in circuit simulations [6]. 

 Although HCI can also influence the threshold, the 
degree and conditions are different; tools like RelXpert 
and RelLink can help in this aspect in terms of aging-
mechanism dominance. Monitoring at the physics and 
component level (Figure 3, observations 3 & 4) can be 
carried out by e.g. combined NBTI/HCI monitors [4] if 
simulations (RelXpert) indicate potential problems, or 
an increase in diagnostic detail (NBTI or HCI cause) is 
required.  
 The structural diagnostic part has already been 
described in section 4. 
 

VI. THE COMPONENT-IP INTERFACE 2 
 The next level of hierarchy is the IP level. The 
interface from a component, e.g. the AMR sensor, 
(∆��) into an IP (∆��) is via a net list / layout link 
(Figure 3). A first example is shown for the AMR 
component, which is now used in a very simple net list, 
the well-known Wheatstone bridge (Figure 1). 

  
Figure 6.  Voltage change (∆��) in Wheatstone bridge resulting from 

two AMRs (∆��). Conditions are Vdd = 10V, a fixed field H 
(8kA/m), and aging (high temperature, voltage and time). 

 Figure 6 shows the change in output voltage of the 
Wheatstone bridge under the conditions that a 
continuous H field is applied and all aging conditions. It 
includes the AMR aging effect, as well as the difference 
in aging of identical sensors. Initial resistor variability 
of all resistors has not been taken into account. It 

amounts to roughly 1%, and is partly reduced by the 
Wheatstone construction and self-calibration procedure. 
 
 A similar exercise can be carried out for other 
components, e.g. PMOSTs and NMOSTs. As a second 
example PMOST components under NBTI stress are 
taken, which results in a change in threshold voltage 
∆�� of these components. Again the topology (net list / 
layout) of the IP, in this example an OpAmp (Figures 7 
and 1) [7], is used to transfer this component aging 
behaviour into Vout at IP level (Figure 8). In our real 
model, also offset aging has been incorporated as will 
be shown. The open-loop gain of this OpAmp changes 
around 0.3 dB (from 84 dB to 83.7dB) over a long stress 
period (Figure 8). 

 

 
 

Figure 7.  Net list of an OpAmp, using MOS components; PMOSTs 
are subjective to NBTI aging (TSMC 65nm). 

 
 The closed loop gain hardly changes which is to be 
expected from the feedback principle. Actually, the 
aging mismatch of the feedback resistors (few percent) 
will dominate the final error. Further aging simulations 
have indicated that the offset at the output as result of 
aging is more important, which is shown in Figure 9. 
 

   
Figure 8.   Open-loop gain shift of OpAmp in the case of aging.  

 
 Although the input offset change is around 11 mV, the 
amplification factor will increase it to around 0.11V. 
The conclusion is that some effects of component aging 
are reduced in the IP stage (e.g. via feedback 
mechanism), while others can become dominant (via 
gain). The choice which monitors are to be used (Figure 
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3, observation 2) obviously depends on the type of IP, 
which performance parameter is of importance for 
dependability obtained via simulations, and which 
lower-level monitors have already been incorporated. In 
our OpAmp case, simulations indicated an invasive 
(measuring its output voltage) or a non-invasive (copy 
input stage) monitor are both possible. These two basic 
options can be used for any IP, but in that case of course 
also currents and other parts of an IP can be used. 

 
Figure 9. Input offset change open-loop of the OpAmp in the case of 

long-term aging  (TSMC 65nm). 
 

 In the next part of this section, the reverse structural 
diagnosis path will be discussed, from IP level to 
component (transistor) level. Figure 10 shows the 
scheme (topology / net list) of a critical part of a CAN 
interface as used in many cars, e.g. employed after the 
ADC (Figure 1) [8]. This circuit converts the digital 
signal from a digital electronic control unit (ECU) into 
an analog output signal on the hardwired CAN bus. Its 
analogue output signal “TX output” is shown in Figure 
11 for the case of a fresh and aged circuit; it was 
obtained with the NXP proprietary Presto reliability 
simulator. This signal can be monitored with a special 
voltage monitor. 

 
Figure 10.  CAN IP topology; scheme / net list as used for structural 

diagnosis at IP level. 
  
 Together with the net list (Figure 10), the transistors 
that cause this behaviour (Figure 11) as well as the 
stress conditions, can be found. It uses the principle of 
the inverse reliability model, in this case for PBTI of 
PMOS transistors. It has been shown that in this 

particular case the transistors M3 and M6 cause the 
problem in Figure 11 [8]. 

 

 
Figure 11.  Output voltage of a CAN interface IP under fresh and 

stressed aged conditions. Guaranteed major system failure. 
 

 Hence, the generic set-up of the design and diagnosis 
part of the component-IP level in Figure 3 has been 
validated by these examples. 

 
VII. THE IP - SOC INTERFACE 3 

 The total scheme of our example target function has 
been shown in Figure 1. Although the actual CMOS 
OpAmp used is of average complexity (278 transistors), 
it was simulated at transistor level; this includes all 
aging simulations employing Cadence RelXpert, as well 
different health monitors. 
 This is not the case for the SAR-ADC complexity. 
Hence, the latter design was split (sub-hierarchies) into 
an amplifier (used as comparator), a digital part, and a 
DAC. From an aging perspective, the digital part does 
not matter much, as its resulting delay degradation is 
negligible with respect to the sensor sampling 
frequency. Basically, the comparator (OpAmp) and 
DAC, and more specifically its weighing current 
sources, will contribute to its aging.  
 

 
Figure 12.  Simulation of the complete AMR front-end under no-aging 

and aging conditions. The used electrical field H is 8kA\m. 
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 MATLAB and Simulink were used for the models, 
calculations and simulations at this level. Figure 12 
shows the aging behaviour of the complete automotive 
AMR front-end in comparison with its non-aged 
counterpart. Conditions are a magnetic field of 8kA/m, 
175oC, full voltage stress and over a 20 years period.  
To visualize the digital output of the AMR system in an 
analogue manner, an ideal digital-to-analogue 
calculation was used. The application of an H field or 
not makes no difference in the case of the magnetic 
sensors. That the permanent magnet in the pedal may 
lower its H field in due time is another issue. The graph 
shows that roughly in the first 4 years, the biggest 
changes in output (blue and green lines) occur. More 
disturbing is the fact that the output in the case of 
absence of H field and maximum H field is the same 
within less than a year aging duration. The system 
obviously requires active gain and offset control during 
its life time (Figure 1). 
 SoC observation points are obviously the output 
voltage of the OpAmp, e.g. via a P1687 compatible 
analog buffer, and the digital outputs of the SAR. 
(None)-invasive internal SAR-ADC IP points of interest 
are the comparator output and the DAC output. Optimal 
observation points (type and location) are determined 
during the extensive simulations in the design phase. 
Obvious is the usage of all SoC output (e.g. outana) and 
input pins (Figure 3, observation 1) [9-11]. Diagnostic 
signal injection has not been considered for safety 
reasons.   
 As Figure 3 shows, the interface between the IP and 
SoC part is basically the link between output voltages / 
currents of IPs and digital / analog SoC output, via their 
interconnections. This is similar to existing diagnostic 
approaches [e.g. 10]. At the SoC level there is no direct 
connection to low-level components and their 
interconnections (hence no structural diagnosis in its 
strict definition here). First objective at this point is to 
localize the deviated IPs and/or their interconnections. 
Be reminded we deal with aging behaviour only, and 
the aging behaviour of all IPs has been extensively 
examined by simulation (or measurements), as their 
required observation points. Masking of aging faults 
could occur at this level, but the next hierarchical level 
observation data will reduce this possibility 
significantly. Repair at IP level could be used in this 
case. 
 

VIII. CONCLUSIONS 
 In this paper, a first step has been made to enable 
structural diagnosis schemes which are able to identify 
aging (reliability) problems at different levels of 
hierarchy. At a later stage, our approach can help to 
increase the dependability of analogue/mixed-signal 
chips via self-repair. However, also later for off-line 

inspection/debugging this information is of crucial 
importance.  
 The different hierarchical levels have been categorized 
as technological level (physics to component 
interfacing), IP level (component to IP interfacing) and 
system level (IP to SoC interfacing). Essential is the 
(parallel) usage of massive design, simulation and 
measurement data, and reuse of models. Different 
approaches at different hierarchies have been illustrated, 
as well as their suggested bidirectional interfacing.  It is 
important to establish the dominant failure mechanisms 
and their interactions to limit the endless options and 
assure their accuracy. This is obviously a function of the 
used manufacturing process, mission profile and design 
at transistor, circuit (IP) and system level. Also specific 
monitoring at specific locations at the different levels is 
required, which are obtained via simulations. As 
vehicle, an AMR-based automotive front-end has been 
used as an example.  
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