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Abstract—Vehicular communication technology is nearing de-
ployment in the market. We see initial plug tests in 2013 to con-
firm interoperability of multiple independent implementations.
As the entrance into the market is coming closer it is time to
consider the privacy expectations of the relevant standards. These
expectations are built upon location privacy through unlinkable
pseudonyms. In this paper we focus on the real world privacy
expectations that can be fulfilled in the first generation of
vehicular communication technology using pseudonymity. What
level of privacy is really achievable and does the effort to achieve
this level privacy justify the cost and complexity of introducing
pseudonymity into vehicular communication?

I. INTRODUCTION AND RELATED WORK

Privacy for passengers of cooperative vehicles was iden-
tified as a requirement for market acceptance quite early
in the process of developing vehicular communication in-
frastructure. The SEcure VEhicular COMmunication project
(SeVeCom) [1] collected relevant attacker scenarios and pro-
posed pseudonyms as a useful approach to provide privacy
in vehicular contexts. The use of pseudonyms does not imply
anonymity, because short-term identities are still attached to
vehicles to ensure accountability and non-repudiation. The
key requirement for the effectiveness of pseudonyms is their
unlinkability for attackers, while authorities may have the
ability to resolve pseudonymous identities to the owner of a
vehicle.

Major standardization efforts for vehicular communication
systems at ETSI [2] and IEEE [3] consider pseudonymity in
their security architectures. However, important details remain
underspecified and subject to research. The biggest open
question concerns the strategy for pseudonym changes, which
has a large influence on the effectiveness of pseudonyms.
Previous research efforts have already highlighted challenges
of performing effective pseudonym changes. According to
these efforts it requires drastic measures, such as silent pe-
riods [4], [5] or context sensitive collaborative operations in
mix-zones [6], [7] to ensure meaningful k-anonymity. Only
recently have researchers started to investigate the impact of
pseudonym change strategies on service quality [8]. Never-
theless the full consequences and practicability of pseudonym
change strategies in realistic environments are still not well
understood.

The implications of these issues raise concerns about
the practicability of meaningful privacy guarantees through
pseudonym changes. Is effective location privacy attainable
without severe penalties for service quality? Is it attainable if a
significant amount of collaborative vehicles is simply unwilling

or unable to participate in adequate pseudonym change proto-
cols? What kind of attacker can pseudonym change protocols
even protect against?

II. ASSUMPTIONS AND ATTACKER MODELS

A. Service quality assumptions

The potential for Sybil attacks has been identified in
previous works related to security and privacy in vehicular net-
works [9], [10], which is a reason to strictly limit the validity of
pseudonymous certificates. Recommendations for deployments
of pseudonymous certificates suggest lifetimes of around five
minutes [11]. However such configurations would prevent
pseudonym change strategies that rely on unpredictable context
sensitive and/or collaborative pseudonym change strategies.
Any unpredictable pseudonym change strategy requires the
availability of multiple valid pseudonyms. Proof-of-work sys-
tems might counter simple sybil attack scenarios, though
fundamentally the risk of sybil attacks remains.

Recent research by Lefevre and Petit [8] has highlighted the
severe impact of silent periods [4], [5] as part of a pseudonym
change strategy on service quality of Intersection Collision
Avoidance (ICA) applications. This observation is unlikely
to be limited to ICA applications. Cooperative awareness is
the fundamental building block of many safety applications
in vehicular networks, such as ICA. An unfortunately timed
pseudonym change could break the stability of cooperative
awareness. The basic position beacons that all vehicles are
expected to broadcast to announce their position and trajectory
are sometimes even called Cooperative Awareness Messages
(CAM) [12]. These are mandatory messages and the awareness
of the exact position of surrounding vehicles is a key enabler
for most safety applications. The need for awareness of sur-
rounding entities is a fundamental requirement. Privacy preser-
vation efforts must not interfere with this requirement. If a fully
anonymous communication protocol was available, it would
not be an applicable solution for vehicular communication
networks. This is because it would make entities untrackable
even in close proximity, thus breaking the correctness of the
awareness of surrounding vehicles. Local trackability is the
foundation of cooperative safety.

As pointed out by Lefevre and Petit [8], if pseudonym
changes include long silent periods, it would become untenable
to build services that provide safety critical services. It appears
reasonable to only allow silent periods in situations without
any safety relevant interactions with other vehicles. However,
it is not predictable if and how frequently such situations
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will occur. Furthermore due to hidden station effects even the
detection of such situations is unlikely to be reliable enough for
consideration in combination with safety critical applications.

Mix Zones [6] have been proposed as a way to collabo-
ratively perform pseudonym changes. This technique can give
a reasonable amount of expected k-anonymity even under the
assumption that an attacker can observe the entire pseudonym
change process. The Mix Zones concept achieves a consid-
erable effectiveness in this scenario, however the attacker is
considered to be a passive observer. The synchronization of
pseudonym changes with other entities implies that privacy
decisions depend on external input. Unavailability, inability or
even malicious unwillingness to participate in a pseudonym
change process might prevent vehicles from ever changing
their pseudonyms. Additionally the adherence to as combined
silent period would be problematic for the above mentioned
reasons. This also applies to encrypting messages instead
of stopping to send messages, as proposed by Freudiger
(CMIX) [7]. The potential inability of nearby vehicles to
process messages would have a similarly negative effect on
service quality, while high resolution tracking would still allow
for tracking of even encrypted beacons.

B. Attacker models

The natural upper bound for an attacker is an all seeing
observer with the ability to perform active attacks. A combina-
tion of mix zones and silent periods could thwart an all seeing
passive attacker, but as discussed previously, silent periods and
reliance on cooperative pseudonym change protocols may not
be realistic options in practice. A study about the effectiveness
of an all seeing attacker using Multi Hypothesis Tracking
(MHT) was performed by Wiedersheim et.al. [13] and shows
high levels of success for the attacker, even under noisy data
and extremely frequent pseudonym changes. We are not aware
of effective countermeasures against an all seeing passive or
active observer under realistic service quality requirements.

Even with gaps in the coverage of the attacker it is highly
likely that an attacker can simply watch and match vehicles
across pseudonym changes. Advanced tracking algorithms are
very effective at tracking and predicting vehicle mobility.
A set of studies examining plausibility checks of location
claims reveals high success rates of vehicle tracking using
Kalman filters [14], [15] and Particle filters [16]. Such local
tracking of nearby vehicles also reveals an interesting lower
bound on attacker capabilities. There is no effective way of
defending location privacy against a single mobile attacker,
which simply follows a vehicle. Such following can be based
on the position beacons or alternatively on sensor readings
that work in close proximity to the surveilled vehicle. The
mobile attacker can then watch the surveilled vehicle, trivially
observing and linking any pseudonym change in the vehicular
communication channel.

III. FUTURE WORK

We see that the pseudonym changes are ineffective against
powerful all seeing observers and ineffective against small but
mobile observers. The protection level against medium sized
attackers is subject to further research. It is likely dependent
on attacker mobility and the coverage of the relevant area.

Covering for example intersections and considering knowledge
of pseudonym change strategies should enable very effec-
tive tracking. Reliably privacy protection within the existing
pseudonymity framework is only provided against small im-
mobile attackers. We see that that pseudonym changes under
realistic assumptions can only protect effectively against this
kind of weak attacker. It becomes reasonable to wonder if
pseudonym changes at the beginning and at the end of a trip
might suffice.

Ultimately, it might be worth questioning if the cost and the
complexity of implementing pseudonymous communication is
justified by the limited level of attainable privacy. It might
also be worth considering whether the concealment of vehicle
identification is necessary to protect the privacy of passengers.
Car sharing models might make it questionable to directly
link vehicle ownership to the identity of the human driver.
Moreover, what if an autonomous vehicle does not even carry
a passenger? Meanwhile, passengers do expect privacy in the
sense of being anonymous, while pseudonym change strategies
can only offer unlinkability against small and medium sized
immobile attackers.
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