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Abstract

In this paper, we propose a method of fixed-length bi-
nary string extraction (denoted by LogGM DROBA) from
low-resolution palmprint image for developing palmprint
template protection technology. In order to extract reliable
(stable and discriminative) bits, multi-bit equal-probability-
interval quantization and detection rate optimized bit allo-
cation (DROBA) are operated on the real-valued features,
which are resulted from representing the palmprint image
by simple statistics on logarithmic transform of Gabor mag-
nitude (LogGM). Assuming the Helper Data Scheme with a
BCH error correction coding is adopted for template pro-
tection, the performance is evaluated on the Hong Kong
PolyU palmprint database. The experimental results show
that our method can achieve low Bit Error Rate (BER) re-
sulted from genuine binary strings so that a long secret key
(around 100 bits) is allowed to be combined for security,
and low False Rejection Rate and low False Acceptance
Rate (FRR/FAR) when the key retrial process is considered
as a Hamming distance classifier, which verify the high sta-
bility and strong distinctive ability of our extracted palm-
print binary string.

1. Introduction
Biometric authentication technique, based on the natural

linkage of biometric traits and individual identity, has re-
ceived world-wide attention and gained significant develop-
ment in the last decades. Varieties of biometric recognition
systems are being used in the kinds of government and com-
mercial applications around the world. Although most of
them are successful, it raises concerns about system security
and potential user privacy [1]. For higher levels of security,
two main approaches have been developed to secure bio-
metric template including biometric feature transformation

by a one-way function, and binding the biometric template
with a cryptographic key. As to the latter, the key-retrieval
rate and allowed key length are the most important factors
which can often be trade-off against each other to meet op-
erational constrains. In this paper, our study is based on
the Helper Data Scheme (HDS) for binding the palmprint
template with a cryptographic key [2]. For its successful
application of HDS, the biometrical traits are required to
be presented as fixed-length binary strings, which are usu-
ally noisy due to the intra-class varieties. To bridge the gap
between fuzziness of genuine biometric strings and exacti-
tude of cryptographic key, Error Correction Code (ECC) is
designed to overcome the biometric variance. So far, most
of template protection attempts, based on sorts of biometric
modalities including iris, fingerprint, face, voice, and hand-
writing signatures, suffer from an excessive False Rejec-
tion Rate (FRR) - usually over 20%, or a small allowed key
length - smaller than 70, which is unacceptable for practical
applications [3]. The well-known difficulty is how to rep-
resent the biometrical traits as fixed-length binary strings,
which can be of low Bit Error Rate (BER) for genuine sam-
ples, and of strong distinctive ability. The main obstacle is
that most of genuine biometric strings provide BER as high
as 40%, which is far beyond the error-correcting capability
of the currently existed ECC module (less than 25%).

In this paper, a framework of binary feature extraction
for palmprint template protection is surveyed, which in-
cludes real-valued feature extraction, binary quantization on
single feature component and reliable bit selection. Empha-
sis is put on extracting reliable (i.e. stable and discrimina-
tive) bits as a binary palmprint representation, which is ex-
pected to achieve low key-retrieval error rate (i.e. FRR and
FAR), and provide low BER for genuine samples so that a
secret key length of more than 70 is allowed to be bound,
given the system works under the Helper Data Scheme with
BCH codes for error correcting. The following issues are
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Figure 1: The flow chart of our proposed binary feature extraction method for palmprint template protection.

mainly considered:
(1) For the real-valued feature extraction from palm-

print image, Gabor filtering is exploited in this study. For
the typical palmprint recognition system (unprotected), the
coding-based methods are considered to be most promis-
ing, which are generally based on the pixel-to-pixel quan-
tization of wavelet filtered responses and can achieve high
recognition accuracy [4]. However, for palmprint template
protection system, those pixel-to-pixel encoded bits are too
noisy to bind a secret key. Therefore, we resort to the sub-
block partition based Gabor magnitude statistical features
(denoted by LogGM) [5], which are expected to be more
stable. In addition, for achieving bits of statistically inde-
pendent and identically distributed bits so as to maximize
the attacker’s efforts in guessing the target template, we
consider to perform PCA and LDA process respectively on
LogGM before quantization [6]. Experimental results show
that PCA/LDA transform causes that the discriminability
of binary string improves while the bit stability heavily de-
clines.
(2) For fixed-length binary string generating, we take the

one-bit and multi-bit quantization into consideration which
are both based on the fixed equal-probability intervals so as
to ensure the bits are identically distributed. After quan-
tizing all the feature components into bits, we select the
steady ones by some principle and then concatenate them
into a string. Given the same binary string length, multi-bit
quantizer could achieve more stable bits of lower BER than
one-bit quantizer. While for better FRR/FAR performance,
the selected bit number needs to be investigated. Here we
resort to the detection rate optimized bit allocation principle
(DROBA) for reliable bit selection [6]. The performance
comparison with one-bit quantization will be presented in
experiments.
(3) With regards to the performance evaluation, the se-

cret key retrieval rate and the allowed maximum key size
are considered as the most important factors in this study.
Because the secure key retrieval process with an error-
correcting operation can be modeled as a threshold clas-
sifier based on matching scores by the Hamming distance,
we indicate the key retrieval performance by FRR and FAR,
which is depended on the distinctive ability of the extracted
bits . Given the enrolled and the genuine query palmprint
binary strings are denoted byB and B′ respectively (B and
B′ = {0, 1}n, and generally B �= B′ due to the inevitable

noisiness), the system will retrieve the secret key success-
fully in case ‖B − B′‖ � t, under the assumption that the
BCH (n, k, t) code is used for ECC, where n is binary tem-
plate size, k is the allowed key length, and t indicates the er-
ror correction capacity. Otherwise, a failure message is re-
turned. The stability of binary strings is indicated by BER,
which can be formulated as

∑
(B⊕ B′)

n
× 100%. In order

to prevent the secret key from being guessed by exhaustive
searching, k is expected to be more than 70 (Having a key of
k bits on average will take 2k−1 guesses in order to obtain
the correct one, hence adding a single bit to the key doubles
the adversary’s effort).

Taking all these factors into consideration, a novel bi-
nary palmprint feature extraction method based on Gabor
statistical features and multi-bit fixed-interval quantization
on DROBA (denoted by LogGM DROBA) is proposed for
template protection in this paper, whose flow chart is de-
picted in Fig. 1. Experimental results verify its high ef-
ficiency in terms of FAR, RRR, BER, and allowed se-
cret key size given BCH codes are adopted, when com-
pared with methods of the one-bit quantization on LogGM,
LogGM and PCA/LDA based quantization, and the promis-
ing coding-based methods reported for unprotected palm-
print recognition.

The remainder of this paper is organized as follows: in
Section 2 the real-valued LogGM feature extraction algo-
rithm is reviewed. Section 3 illustrates the proposedmethod
(denoted by LogGM DROBA) in detail. Section 4 presents
experiments including the performance evaluation and con-
trast results on the HongKong PolyU palmprint database.
Finally, conclusions and outlook are given in Section 5.

2. Brief review of LogGM feature

Gabor filter bank is a powerful tool for characterizing
texture image features. Aiming to achieve the rotation and
scale invariant image representation, the mean and standard
deviation statistics resulted from Gabor responses are re-
ported to be efficient. Inspired by those work, a method
denoted by LogGM is presented for palmprint recognition
based on the fact that the Gabor magnitude within each fil-
tered subband uniformly approximates the Lognormal dis-
tribution [5]. The applied Gabor function is expressed as



following:

gr,s(x, y) =
1

2πσ2
exp

{
−(x2 + y2)

2σ2

}

× exp{2πi(urx cos θs + ury sin θs)}.

(1)

ur is the frequency of sinusoidal wave along directional θs
from x-axis, and σ specifies the Gaussian envelope along
x and y axes, which determines the bandwidth of the Ga-
bor filter. Each Gabor function gr,s(x, y) with the pa-
rameters (ur, θs, σ) is commonly transformed into a dis-
crete Gabor filter and its direct current is turned to zero,
which can be denoted by g̃r,s(x, y). Given an image
I(x, y), The Gabor magnitude (GM) can be expressed by
GMr,s(x, y) =‖ g̃r,s(x, y) ∗ I(x, y) ‖. It has been empir-
ically found that the lognormal densities fit the GMs very
well, and the sub-blocks of each GM are also close to log-
normal distribution. Accordingly, a group of Gaussian den-
sities (LogGMs) can be obtained by LogGMr,s(x, y) =
log(GMr,s(x, y)), the mean and standard deviation from
which are exploited to construct the real-valued palmprint
features V = [v1, v2, ..., vm]. Following the experimental
results in Ref. [5], five-scale and eight-frequency Gabor fil-
ters are carried out, and the mean and standard deviation
are calculated from 21 sub-blocks. Therefore the number of
feature components ism = 5× 8× 21× 2 = 1680.

3. Binary LogGM DROBA feature extraction
With regard to reliable bits extraction from LogGM fea-

ture V = [v1, v2, ..., vm], we resort to multi-bit quantization
with equal-probability intervals and reliable bit selection on
detection rate optimized bit allocation (DROBA) principle
[6].
For a single feature component vi, due to its inter- and

intra-class variation, it can be modeled by a background
probability density function (PDF) pb, and a genuine user
PDF pg to indicate the probability density of the whole pop-
ulation and the genuine user, respectively. Assuming pb
and pg both approximate Gaussian distributions, we have
pb � G(vi, μb, σb) and pg � G(vi, μw, σw) as the back-
ground PDF and the genuine user PDF respectively. As to
the bi-bit quantization for each vi, 2bi intervals are symmet-
rically constructed around the mean of the background PDF
(usually μb and σb are normalized into μb = 0, σb = 1),
with equally 2−bi background probability mass, which is
independent of the genuine user PDF. Gray codes are al-
located for each interval so that the Hamming distance be-
tween two adjacent quantization intervals is limited to one
which results in a better performance of a Hamming dis-
tance classifier. The feature component vi derived from
genuine user is expected to fall into one interval which is re-
ferred to as the genuine interval. Figure 2 gives an illustra-
tion of bi-bit equal-probability-interval quantization as we
described when bi = 2.
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Figure 2: Illustration of the two-bit equal-probability-
interval quantization for one feature component vi. Gray
codes are used for coding each interval. The back-
ground PDF pb(vi, 0, 1) (solid line); the genuine user PDF
pg(vi, μw, σw) (dot line, μw = 0.9, σw = 0.1 is taken as an
example here); the quantization intervals (dash line).

Empirically we know that the stability and discriminabil-
ity differ for different feature components, i.e. pg differs
in (μw, σw) as vi varies. Therefore, we choose to allo-
cate more bits for the more stable and discriminative com-
ponents and less for the others, in case the binary string
length is fixed. The quantization performance of vi with bi-
bit quantization can be defined as the theoretical FAR αi,
FRR βi and the corresponding detection rate δi by the fol-
lowing expressions:

αi(bi) =

∫
Qgenuine,i(bi)

pb(vi)dvi (2)

δi(bi) =

∫
Qgenuine,i(bi)

pg(vi)dvi (3)

βi(bi) = 1− δi(bi) (4)

where Qgenuine,i(bi) represents the genuine user interval
when bi-bit quantization is carried out.
In this paper, about the LogGM feature V , we have

m feature components. For bi-bit quantization, bi ∈
{0, 1, 2, 3} is considered. Let n denote the number of se-
lected reliable bits, n ∈ {127, 255, 511, 1023} is investi-
gated complying with the string form of BCH error correct-
ing code, and 70 < n < 1680 is expected. In this paper, 269
security is sought, e.g. the secret key k size is expected to be
larger than 70. That is why n > 70 is expected. According
to the DROBA principle, the optimal bit assignment {b∗i },
which indicates the number of quantization bits for every
single feature {vi}, i = 1, ...,m, can be expressed as:

{b∗i } = arg max∑
m
i=1

bi=1
δ(b1, ..., bm) (5)

Assuming that all the m feature components are indepen-
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Figure 3: (a) A typical palmprint image from HongKong
PolyU Palmprint Database; (b)-(f) illustrate the registration
and region-crop processes we carried out.

Table 1: Examples of the BCH codes and their correspond-
ing error correcting capability. Codeword size (n), secret
key length (k), and the correctable bits (t).

BCH (n, k, t) [bits] Error correcting capability ( t
n
)

(127, 71, 9) 7.09 %
(255, 71, 29) 11.37 %
(511, 76, 85) 16.63 %
(1023, 76, 187) 18.28 %

dent, Eq. 5 can be rewritten as:

{b∗i } = arg max∑
m
i=1

bi=1

m∏
i=1

δi(bi) (6)

To solve this optimization problem, we applied the
Greedy Search approach presented in Ref. [6]. With regards
to the calculation of detection rate δi(bi), we firstly subtract
the mean and normalize the standard deviation on the entire
enrolled samples so that pb approximateG(vi, 0, 1) density.
Then the mean μw and the standard deviation σw are esti-
mated from the enrolled samples for each palm respectively.
Finally, following the knowledge of {b∗i }, for each fea-

ture component, we carry out the bi-bit (bi ∈ {0, 1, 2, 3})
equal-probability-interval quantization by coding interval
with the Gray code, and then concatenate them to gener-
ate a binary stringB = {0, 1}n of length n as our proposed
binary palmprint representation.

4. Experiments
4.1. Experimental setup
The HongKong Polytechnic University (PolyU) palm-

print database is used to test our proposed method [7]. They
were captured by a CCD sensor from 386 different palms
and collected in two sessions with two different illumina-
tion conditions. There are 3889 images in session one and
3863 samples in session two respectively. There is one palm
which has only one sample captured in session two. So
we take it out. The other 385 palms are used for our ex-
periments. The resolution of original captured images is
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Figure 4: The ROC performances of the proposed binary
string extraction method when the string length n is set to
127, 255, 511, and 1023 respectively.
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Figure 5: The FAR and FRR performances of the proposed
binary string extraction method when the string length n is
set to 127, 255, 511, and 1023 respectively.

384×284 pixels at 75 dpi. By preprocessing each image
(as shown in Fig. 3), the central region size of 128×128 is
cropped for feature extraction.

For the training-evaluation-set split in all the experi-
ments, 185 palms are randomly chosen for training and the
remaining 200 palms for evaluation, which is repeated six
times. For training, all the samples (around ten) from the
same palm in session one are used. For evaluation, all the
samples are from session two. About the enrollment-test
split on the samples from one palm, five samples are ran-
domly selected for enrollment and the remaining ones for
test. All the test samples in the test set are matched with the
enrolled samples by Hamming distance so that totally we
get 6043 genuine scores and 1,202,557 imposter scores.



Table 2: Performance of the proposed method when the string length n varies. Key size (k). Correctable bits (n).

Figure 6: Performance comparison between one-bit quantization and DROBA based multi-bit quantization (our proposed
method) on the same LogGM features. The binary string length n is set to 63, 255 and 1023 respectively.

4.2. Performance evaluation

To evaluate the key-retrieval capability of our pro
posed binary palmprint representation (denoted by
LogGM-DROBA) when utilized for template protection
system, we assume the Helper Data Scheme with the BCH
code for error correcting is carried out. Table 1 shows some
examples of (n, k, t) settings for BCH code. n is an integer
of the form 2N - 1 for some integer N > 2. To ensure
higher security of the key, the BCH codes with k > 70
are considered in our experiments. Note, t increases as
n grows but lies lower than 20% of the binary vector.
The stability and discriminability of the LogGM-DROBA
string are dependent on the number of selected reliable
bits. To investigate the impact of the binary string length
on the FAR, FRR, and k size, we evaluated the verification
performances at various binary string lengths.

The ROC curves are shown in Fig. 4 for the proposed bi
nary representation method, given n is set to 127, 255, 511,

and 1023 respectively. As can be seen from it, the perfor
mance ofbit discriminative ability firstly improves and then
starts to degrade as n increases from 127 to 1023. The im
provement could be because more discriminant information
is exploited when more real-valued LogGM feature com
ponents are selected for extracting bits. However, as the
number of selected feature components for bit extraction
increases, the discriminability of binary string decreases. It
could be explained that the computed detection rate follow
ing Eq. 3 is less accurate when the selected feature compo
nent for bit extraction is less reliable, l.e, its statistical den
sity is more far away from the Gaussian model assumption.
The results shown in Fig. 4 suggest that the moderate string
length n can be 255 or 511. Besides the discriminability,
the stability ofbit string is the other important factor, which
can be indicated by BER of the genuine matching. Given
the string length n, the smaller the BER is, l.e, the less er
ror bits, the larger the allowed key size is. Figure 5 plots
the FAR and FRR performances versus the BER threshold
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Figure 7: Performance comparison of FAR/FRR and BER.
Here, the binary string length n is set to 127 for all of the
compared methods.

which is depended on the ECC module and bounded by
the applied BCH codes. As can be seen from it, the BER
threshold increases as n grows from 127 to 1023 at their
corresponding equal error rate (EER) points, where FAR is
equal to FRR. However, the error correcting capability also
increases as n grows. Corresponding to the results shown
in Fig. 5, we tabulate the performance comparison in Ta-
ble 2. As it shows, the proposed method achieves the best
performance at n = 255, where the EER is 0.45% corre-
sponding to 9.41% of the BER threshold. By consulting the
BCH code dictionary, it is figured out that the allowed max-
imum key size is k = 99. In reality, FAR is required to be
much lower for security. Here, the performance at the point
of FAR=0.1% is also listed in Table 2. As it shows, our
method can achieve the lowest FRR (3.97%) at n = 255,
where the maximum k = 163 according to the BCH codes.

4.3. Compared with other methods
In this section, the results of contrast experiments are

presented.
(1) First, we consider the one-bit quantization on the

LogGM feature components, for which the reliable bit se-
lection is based on the mean μw of genuine PDF after the
background PDF is normalized to zero mean and unit stan-
dard deviation (μb = 0, σb = 1). Figure 6 shows the
comparison of performances between the one-bit quanti-
zation and our proposed DROBA based multi-bit quanti-
zation when the binary string length n is set to 63, 255,
and 1023 respectively. As can be seen from Fig. 6 (a)-
(c), given n = 255, DROBA based multi-bit quantization
outperforms one-bit quantization. But when n = 63 and
1023, one-bit quantization achieves better verification per-
formance. From Fig. 6 (d)-(f) we can know that DROBA
based multi-bit quantization can achieve better BER perfor-
mance than one-bit quantization at the same string length
n. Accordingly, we can conclude that the proposed method
can achieve more steady binary strings than LogGM based
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Figure 8: Performance comparison of FAR/FRR and BER
between the proposed method and there coding based meth-
ods. Here, the binary string length n is set to 255 for the
proposed method (denoted by DROBA 255). For others,
n = 32× 32 = 1024.

one-bit quantization method, given the same n. However,
with regards to the discriminability of string, our method
performs better only when n is a moderate value.
(2) For our proposed method, the stability and discrim-

inability of binary string are given the top priority. However,
dependency of bits is another main concern for security. To
obtain independent bits, PCA/LDA projection is widely op-
erated on the real-valued features before quantization [6].
Here, for comparison we carry out PCA and LDA respec-
tively on the LogGM features and then process the one-bit
quantization. Due to the LDA process, the number of ob-
tained real-valued feature components is 184 (185 palms
for training). Therefore, n (70 < n < 184) is set to 127
for all the compared methods in this experiment. As Fig. 7
shows, PCA/LDA process leads to better FAR and FRR per-
formance but worse BER. According to Table 2, we know
that BER threshold should be lower than about 7% so that
a key could be combined into the binary string. But the
PCA/LDA results in a BER of more than 30% at the EER
point, which is far beyond the error correcting capability.
When the BCH code is operated on the binary string re-
sulted from the features with a PCA/LDA process, the sys-
tem will derive a large FRR, which is beyond the level ac-
ceptable for practical use.
(3) For the unprotected palmprint verification system,

many coding based methods have been reported with great
FAR/FRR performance such as CompCode [8], Ordinal
code [9], BOCV [10] and so on, which represent palmprint
by several binary matrices. In order to get the matching
score, it is required to shift the whole code matrix by several
pixel horizontally and vertically, and match multiple times.
In this experiment, each bit matrix is down-sampled by ra-



tio of4:1 into a plane size of 32 x 32. The shift range is set
to [-2, 2]. Figure 8 shows the comparison ofFRRlFAR and
BER performance between them and our proposed method.
As can be seen from it, in contrast to our proposed method,
the coding based methods can achieve lower FRRlFAR but
much higher BER (up to 40%). Therefore, although the
binary features from coding based methods is highly dis
criminative, they are not steady enough to be used for tem
plate protection system. In addition, the coding based meth
ods require code matrix to shift multiple times for match
ing score calculation, which challenges the combination of
palmprint verification and the template protection.

5. Conclusions and outlook

In this paper a novel binary palmprint feature (bits) ex
traction method for improving template protection technol
ogy is presented. Experimental results demonstrate that the
proposed method can achieve high key-retrieval accuracy
(Le. low FRRlFAR) and a long secret key (more than 70
bits) is allowed to be bound for higher security due to its
low BER of genuine strings, given a moderate binary string
length.

From the contrast experiments, we can conclude that
multi-bit quantization on DROBA uniformly achieves lower
BER than one-bit quantization in case that both of them are
based on LogGM features and the selected reliable bit num
ber is set to the same. However, for the better FRRlFAR
performance, the string length n needs to be moderate. A
small n leads to weak discriminative ability because many
real feature components are not used for bits generation so
that some discriminative information is lost. However, a
large n also results in poor FRRlFAR performance because
some real feature components of less reliable are exploited,
whose statistical density might be far away from the Gaus
sian model assumption so that the computation of detection
rate is less correct. LDAIPCA process can provide bits of
more independent and better verification accuracy, but leads
to worse BER so that a secret key of long length can not
be bound. In addition, the well-known coding based meth
ods for unprotected palmprint recognition system have great
power to distinguish individuals. But it is challenging to ap
ply them for template protection system because the binary
strings from genuine samples they generate provide a high
BER which is far beyond the error correcting capability of
currently existing ECC technology.

In this paper, emphasis is put on the stability and distinc-

tive ability of extracted bits for template protection system.
However, for higher security, the bits independence or cor
relation issue, the bits error pattern and their corresponding
suitable error-correcting codes could be concerned in our
future work.
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