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Abstract 
 
Since the idea of ubiquitous computing kicked off, service discovery has been found essential in implementing 
automatic discovery of networked devices, and remote control of one device from another. In the At Home Anywhere 
(@HA) project, service discovery ensures seamless communication between home appliances with varying resources 
and capabilities. This paper presents issues for the At Home Anywhere (@HA) service discovery protocol, classifies 
them into several layers and identifies the weakness in existing technologies.  
 
1 Introduction 
 

In the At Home Anywhere (@HA) project, the concept of the home computer is being restructured to the 
computer home, which means turning a home into a computer.  Instead of having the average peripherals for the 
average home PC, this new “computer” would consists of everything a homeowner could imagine, from heavyweight 
equipment such as the fridge, microwave, audio-visual equipment to the lightweight temperature and smoke sensors 
and even the featherweight smart cards, bar codes in grocery packages and little chips in clothing and accessories.  

The implementation of the @HA network layer has been addressed in [1], which proposes a new dynamic-
scheduling token protocol in a real-time Ethernet network. This paper addresses the challenging area of service 
discovery protocols - on how devices could share information among each other and be able to provide the user with 
remote control of one device from another - when there is a group of devices that have myriad differences in terms of 
capabilities and resources such as memory size, processor speed, and energy consumption levels.  The issues and 
considerations presented in this paper will lead towards the development of the appropriate design rationale of such a 
service discovery protocol in the computer home.  
 
2 Service Discovery  
 
2.1 The Vision 

Imagine lying on your couch in the second floor of your house and watching the television when the doorbell 
rings. You switch a button in the remote, and the camera at the door downloads the image of your visitor to your TV 
screen. If it is the salesman, you pick up the nearest microphone – that could be your mobile – and tell him you are not 
interested. If it is someone you know, you press a button that downloads a user interface of your door in your mobile 
or TV that allows you to open and close the door. And imagine your digital camera downloading the images of your 
latest vacation into your TV, your PDA, or anything that has display functionalities – even a photo frame. Imagine 
listening to your favourite song that you had saved in your PC from your stereo or your car radio or anything that has 
audio capabilities. Imagine your security system or fire alarm sending SMS messages to your mobile and calling the 
nearest police or fire station. Imagine letting your plumber into your home and monitoring his activities from your 
office workstation. Imagine the bar codes in your sugar container sending an email to your favourite grocery store to 
keep it well stocked.  This is the @HA vision, where services live outside a device, and can be shared by the network. 
 
2.2 Objectives of the @HA service discovery protocol 

The distinction between @HA and other home networking technologies is that the project takes into consideration 
all types of devices that a home contains, and not limiting the imagination of what the future home may contain. Thus 
the emphasis of this project is to develop a service discovery protocol that is applicable across a range of device 
constraints including memory, energy consumption, user interface capabilities and vendor differences.  

It is pertinent to explain to the reader before going into deeper aspects of service discovery the definition of 
service itself. A service is an entity that is ready to be used. E.g., a printer could provide the following features: 

• choice of paper size: Letter, A4, A5 etc 
• black and white or color printing 
• media type: transparency, letterhead etc 
Every one of the features is considered a service. Thus a camera needing a print facility would search for a printer 

service, and choose from available printers one that matches the attributes that it is looking for.  
Research activities in the @HA Service Discovery will focus on developing a service discovery protocol that has 

to satisfy the following user requirements: 



• Ad-hoc configuration– Setup and configuration of the system has to be done automatically. The untrained 
user just needs to connect the @HA compliant appliance to the network for the device and its services to be 
discovered by the other members of the network, i.e. plug and play. Furthermore, the configuration of the 
system should be dynamic, i.e. the setup, relocation and the removal of a device should not disrupt the 
network 

• Reliable – The user needs to know whether a device/service is online, and if so, the delivery of the service 
needs to be guaranteed 

• Remote control – The user should be able to access a device from manipulating another. This also includes 
controlling the home through the World Wide Web 

• Secure – Safety from intruder devices/services – which is another story altogether! 
 

3 The Challenges in @HA environment 
 

Depending on the type of appliance, a balance must be found between hardware and software so the hardware 
constraints due to resource limitations could be complemented by the delegation ability in its software. Hardware can 
range from simple PIC to full-fledged processor system, while software can range from a simple runtime system 
executing a state machine to an operating system executing a complex program. In our case we distinguish three 
classes of appliances as the following below, while Figure 1 gives the overview of the classification. 

• 3C (3+ cent) appliance: simple devices that implement only a network stack to connect to the system. There 
is even not enough processing power to implement the delegation protocol. Network handling is done by a 
PIC executing a state machine. Memory requirements for this class of devices are low (<1kB). Other devices 
can scan these devices to get their readings. A bar code could be an example of such a device. 

• 3D (3+ dollar) appliance: medium complex devices that implement a network stack and delegation protocols 
on a small smart card-like embedded processor. Memory requirements are medium, between 8 and 64 kB. 
Examples are PC peripherals, like printers and scanners. 

• 300D (300+ dollar) appliance: powerful devices, controlled by a complex embedded computer. These 
devices can scan 3C devices and are used for delegation by 3D devices. The embedded computer can be used 
for other functions as well, e.g. it can get an electronic program guide (EPG) from the satellite video stream, 
interpret the EPG and switch on and off the digital video recorder according to the preferences of members of 
the household. 300D devices have a full-fledged operating system (e.g. Linux) and contain peripheral 
devices, like disks. Their memory requirements are high (>1MB). Examples are TV and PDA. 

  

 
Fig. 1. @HA classification of devices 

 
For the @HA network, the following two factors take precedence and given more prominence in the service 

discovery area: 
1. The protocol for the @HA network needs to be more device-aware – the current protocols available are more 

suited for devices in the 300D category. This is fine for the present home, but the agenda of the @HA project 
is to provide complete solutions, from the cheapest to the most expensive appliance/product in the home, and 
that means every feature of the service discovery protocol must be questioned whether it would be suitable 
for 3C, 3D and the 300D devices. Each question should have a “yes” or a work-around answer, which leads 
to the next point. 

2. Delegation – since the 3C and 3D devices have resource problems, they need help. Thus, there will be 
scenarios where the 300D devices could act as servers to the 3C and 3D devices.   

The issues that need to be solved to develop the design rationale of the @HA service discovery protocol 
encompass several levels – architecture, network initialization, location management, network update, advertisement 
of services, search, subscription and eventing, remote device controlling, network reliability and security.  

Figure 2 shows the research levels currently proposed in building the @HA service discovery protocol. 
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Fig. 2. @HA service discovery levels 
 
Note that there are as yet no definite answers in this paper for the questions put forward. They are presented as 

issues that need resolving before the satisfactory service discovery protocol could be built. 
 
3.1 Architecture 

First, we have to determine the suitable architecture for the devices at home to communicate with each other. 
• Should the architecture of the service discovery protocol be based on a client-server like environment or 

should it be peer-to-peer or a hybrid of both? 
A hybrid architecture would be the most suitable for the @HA network. The 3C/3D devices could act as clients to 

the 300D devices. A 300D device that acts as their server would delegate the actions that need to be implemented by 
the 3C/3D devices. To implement this, a discovery method needs to be implemented so the simpler devices could 
search for the nearest heavyweight device. Meanwhile a peer-to-peer method could be implemented between 300D 
devices.  
 
3.2 Network Initialization 

An addressing method for the members in the @HA network is needed when the network first initializes. 
Currently, most of the available service discovery protocols rely on IP addressing.  This raises several questions: 

• Is IP addressing suitable for the devices in the 3C/3D category? 
• Should there be a DHCP server for the network to allocate addresses? 
• Could AutoIP be used as in UPnP [2]?  
IP could be unsuitable for the resource lean devices that may enter the home. Thus a simpler form of addressing 

may be needed. Further considerations will be: 
• Should there be a unique alias for the addressing of a device, similar to the DNS implementation where 

whenever the IP address of the device changes (due to some network reset, etc.) it is still recognized by the 
network through the DNS name.  

 
3.3 Location Management 

Location management is an important issue in the service discovery protocol. It is expected that the devices in the 
home are not always in static locations. Thus, the discovery of the location of a device that has an appropriate service 
that another needs should be defined. 

• How can a mobile device such as a PDA, mobile phone, smart cards or a device that has been moved be 
traced?  

• How to ensure the service offered by a moving device is not affected? 
Solutions could be found through a scaled down ad-hoc network implementation, or by putting a mini base-station 

or beacons to trace the devices. But then, we have to decide whether we need to implement the @HA network in an 
infrastructure-dependent environment, or a totally ad-hoc implementation.  
 
3.4 Advertisement/Description of Services 

Advertisement of services would allow members of the network to know each other’s capabilities, and further            
description of a service allows its attributes to be published. A multicast discovery message could be sent throughout 
the whole network to discover who else is online. This discovery message also could advertise its existence and the 
available services it offers to the other devices. 

• What should the basic contents of the discovery message be? 
a. Service type - A device could perhaps advertise the types of services it offer, e.g. the TV could 

advertise that it supports audio and display service types.  
b. Attribute list -The message should also have a list of attributes for each service offered.  



c. Search target – the types of device/services that the sender needs so only the devices configured 
with the corresponding types should respond. 

d. Expiry time – One for the discovery message (so the message is only valid during that period stated) 
and for every corresponding service that this message advertises. This is implemented if leasing 
concept (refer 3.7) is used to manage the device’s online and offline status. 

e. A pointer to the device’s user interface – To allow remote controlling. 
• How does the receiver recognize a discovery message that it has previously received (when sender multicast 

the same message repeatedly) 
A method for identifying if the same message had been seen before by the receiver and had been responded to (or 

discarded) needs to be implemented. This could be achieved by including the IDs of the previous responders in the 
multicast discovery messages as was done in SLP [7] with the PR (Previous Responder) List or in Jini’s “Heard From” 
list [5]. 

• How does the user of a preferred service that has gone offline recognize the same service when it comes back 
online? 

A unique id for each device and each of its services might allow a user to differentiate services and recognize if a 
preferred service that has gone offline has come back online. E.g., printer A with better resolution then printer B might 
have been taken out of the network for repairs. When it comes back online, the user might want to re-use the service 
without performing any comparison with the services of printer B thus saving time, and processing cost.    

Further issues in this section concern the implementation of the hybrid architecture (refer 3.1): 
• If the hybrid architecture is used, how to implement so that the 3C/3D devices search for the nearest 300D 

device and register its services/attributes? 
• In hybrid architecture, how to implement so that the 300D device advertises the services of its clients also? 

 
3.5 Network Update 

There will be scenarios in the home where sometimes it will become necessary to add a new device into the 
network, or a new service that has been downloaded from its manufacturer becomes available.  

• How should a new device or new service be introduced to an already up and running network? 
• Should a device keep querying the network for updates? 
 A new device or the device which has been upgraded needs to send a discovery message to acquire knowledge of 

the network, at the same time make available its own services to others. This could lessen the cost on the wire 
compared to making elements to periodically keep querying the network for updates. 

Besides updating the network with new devices, it is also essential to update the network for a device that has 
been cancelled (or gone offline). There would be two scenarios for a device removal from the network: an appliance 
would probably be taken offline abruptly by the user or meets with sudden failure or a device such as the mobile 
phone could gradually be dying off according to its power level.   The first scenario could be handled by the Expiry 
time parameter in the subscription request messages from the subscriber to the service provider (refer 3.7) that once 
not renewed, is considered by the service provider that the device has gone offline. The second scenario leads to the 
following point: 

• Could the device that is going out of service send a cancellation message to the network/subscriber? 
The next issue in this section would be if a 300D device is moved to another location in the home, it would mean 

loss of subscription data for the devices registered to it. Thus the immediate question would be: 
• What is the backup mechanism available to ensure the clients get registered with another server?  

A reasonable solution would probably be to allow 3C/3D devices to register with more than one 300D device at a 
time. 

 
3.6 Search  

Searching for applicable services throughout the network is the core activity of a service discovery protocol. The 
following lists the issues to be taken into consideration in this area for implementing search functions: 

• What should the scope of search be? E.g. device type, service type, attribute list.  
• Should there be a Lookup Table that lists the available services and their sources in the 300D devices 

(through the collection of data from the discovery messages it receives) to enable scalability of search? 
• If there is a Lookup Table, should each Lookup Table be linked to other Lookup Tables in the network? 
• How does a device match a service request to one of its own and respond?  
• What are the real semantics of the services on offer? 
• How does the client/user choose the best service in a multiple response scenario? 
• Should there be allocation for search for all available services in the network to allow data collection and 

network administration activities? 
 
 



3.7 Subscription and Eventing 
Subscription of services would allow devices to use services easily, which are well known to suit the attributes 

that it needs. E.g. a camera subscribes to a color printer that has better resolution over another printer. This allows the 
camera to use the same printer every time it needs to print without doing a search again and again to the network. 
Furthermore, any changes in the services such as parameter values need to be messaged only to the subscribers. 

• What should the contents of a subscription request be?  
• Should the subscription of a service to the device that offers them be based on a leasing concept to allow for 

device mobility and removal of the device from network? 
A leasing concept here means a service or device is valid only for the period of time stated in its subscription 

request. The Expiry time (refer 3.4) is used as a measurement of a service’s lifetime. Hence the subscriber needs to 
update its subscription request before the expiry time is reached to inform the service provider of its online status. Else 
it would be considered not available and thus dropped from the subscription list. This allows a graceful dropout of a 
device from the network, or a service.  

• How to implement event messaging by service providers to subscribers (to update information of the 
service)? 

Event messaging are needed to allow subscribers to get updates on the state of the device or service they 
subscribed to so they would always have the latest view of  the remote device or service. 

Also to be taken into consideration, is how the 3C/3D devices are able to participate in such a resource consuming 
activity, which leads to the next point: 

• Should a 300D device become the service provider for the services of the 3C/3D devices, and also act on 
behalf of these devices as a subscriber of any services they might need? 

 
3.8 Remote Device Controlling 

Remote control involves control of a device from another device on the local network or through the Internet.  
The following are some of the issues that have to be addressed in this area: 

• How does a user access the user interface of a remote device from another? Should the URL to the service 
provider be included in discovery messages? 

• How does the user interface communicate to the service provider? 
• How should the control of the home be done through the Internet? 

 
3.9    Network Reliability through Acknowledgement 

A sender or service requester should have the confidence that the receiver has received its messages. Thus 
Acknowledgement messages could play a role in providing that confidence. But such a response should be done 
discriminately as this activity could be costly on the wire especially when the sender sends certain messages too 
frequently (such as event messages).   

• How to ensure that the messages that are sent are received on the other end?  
• When should the responder send Acknowledgement of a received message? 
The sender should also repeat its messages if it receives no acknowledgement after waiting for a certain period of 

time.   
 

3.10  Security 
Security is the major attribute that will ensure whether a service discovery protocol designed is feasible to be 

implemented. Without security, we might as well leave the front door wide open! The following issues speak for 
themselves: 

• What are the security features in remote controlling the home through the Internet? 
• How to detect intruder messages that came from outside the home network? 
• How to allow visitors access to certain services in your home? 
• How to authorize the homeowner and certain other people (like family) to access the home and its 

appliances? 
 
4 Summary of current existing technologies 
 

In recent years, there has been a boom of various service discovery protocols - Microsoft’s Universal Plug & Play 
(UPnP) [2], Sun’s JINI [3] and IETF’s SLP [4, 5]  – among some of them. In short, the following table specifies some 
of the attributes and differences between these technologies: 

 
Feature SLP UPnP Jini 
Architecture Client-Server/Peer-to 

Peer 
Peer-to-Peer Client-Server 



Programming Language Independent Independent Java 
OS & Platform Dependent  Dependent Independent 
License Open source Open for members Open license with fee 

for commercial use 
Directory presence Yes - Lookup Table 
Leasing concept Yes Yes Yes 
Security IP dependant IP dependant Java dependant 
Remote control method Only knowledge of the 

location and configuration 
of the available service 
are provided 

URL for UI Service Proxy 
download from 
Lookup Service to 
client (code mobility) 

Scope of Search Service type 
Scope list 
Attribute List 

Device Type 
Service Type 

Service ID 
Service Type 
Attributes 

Recognition of a relocated 
device 

          -  Same Universal Service 
Name and Universal 
Device Name used to 
represent a device / 
service, even after a 
reboot 

Same Service ID for a 
Lookup Service, even 
after failure recovery 

Search attributes facility Yes Yes Yes 
Category of devices 
supported 

300D 300D 300D 

 
The following areas are lacking in current state of the art, and here is where the @HA service discovery protocol 

aims to improve: 
• They do not provision for devices in the lower 3D and 3C categories.   
• IP dependant 
• Security issues are not addressed explicitly 
• Location management for devices on the move, so their services do not become affected 
• Lack of geographical data, so a user could be provided with the information on the distance of the 

devices/services that he could use 
• Lack of historical data, so user would be able to make a choice on a service with better reliability, or faster 

response 
 

5 Conclusion 
 

Service discovery is an important research area that had found sudden prominence since the era of ubiquitous 
computing was embraced. It allows user convenience, as it aims to make life easier, eliminates data storage 
redundancy by allowing information sharing across different types of devices provides security for the home and 
allows you to control your home and its contents from wherever you are. This paper presents the design rationale for 
the @HA service discovery area in the form of issues, classifies them into several layers and identifies the weakness in 
existing technologies. Future work in this area will include developing the framework of a suitable service discovery 
protocol that improves on the existing state of the art, simulating the @HA home environment with a variety of 
devices from the 3C to 300D categories and finally the implementation on top of the Ethernet network with dynamic-
scheduling token protocol built by the @HA network team [1]. The end result is an intelligent home so seamlessly 
connected, it makes your life more efficient. 
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