
We are intuitively aware of 

the privacy issues involved in 

telemonitoring and telemedicine. 

The actual details, however, 

can only be determined by 

investigating the socio-legal 

aspects involved and the 

manner in which patients adopt 

the new technology. 

For Lynsey Dubbeld, it is vital 

to establish a link between the 

results of this socio-academic 

research and the technological 

possibilities.

‘You may wonder what transmitting ECG recordings via 

telephone lines has to do with privacy and security. Even 

if you were able to intercept them, you would not be 

able to do much with the information. Despite this fact, 

more privacy issues are involved than you would expect. 

These challenges, however, are not centred on the 

potential interception of this information, but rather on 

the management of the additional medical information 

produced and the additional information fl ows resulting 

from the application of this type of technology. The ECG 

is sent to a medical service centre, where someone 

is always on hand to assist the patient. This process 

also involves a physician, perhaps a cardiologist at the 

hospital. I have investigated which information fl ows can 

be distinguished. There are a lot more than you would 

expect. Moreover, they criss-cross each other. Regardless, 

you want to avoid situations in which, for instance, the you want to avoid situations in which, for instance, the 

health insurer also receives information health insurer also receives information prematurely. 

In addition, there are indications that telemonitoring 

involves the creation of a number of intermediaries, the 

legislation for which is not entirely clear.’

‘Unlike many other telemonitoring projects, ECG 

monitoring is no longer in the pilot phase. The technology 

has become fairly common and is covered by several 

insurers. This makes it all the more interesting to look at 

how the patient uses the technology in actual practice. 

The system is not continuously connected to a hospital 

or service centre. If necessary, the patient makes an ECG or service centre. If necessary, the patient makes an ECG 

recording from time to time, using a small device worn by recording from time to time, using a small device worn by 

him or her. The information from one or more ECG recordings him or her. The information from one or more ECG recordings 

can then be transmitted to the service centre immediately can then be transmitted to the service centre immediately 

after recording using a mobile phone, or later from home.’after recording using a mobile phone, or later from home.’

‘Our empirical research has shown that patients do not 

use the device in the manner intended by the engineers or 

suppliers. People often said, “I won’t walk outside with it 

on.” In addition, the device must not sound an alarm during, 

say, a birthday party. These are some of the reasons put 

forward for not wearing it. While telemonitoring can offer 

some patients a feeling of security, others have the opposite 

reaction. They are left wondering whether they need to make 

an ECG recording immediately after each ache and pain. 

These are the types of social implications that can only be 

observed when investigating use in actual practice. This also 

holds true for health providers. The system is currently set up 

to ensure that someone is available 24 hours a day to analyse 

the ECGs and to contact the patient. If telemonitoring takes 

root, I would expect this process to be largely computerised. 

Is this something the patients want? How will this change 

health care? The introduction of a new protocol or of a 

computerised system in the health care system is not a 

matter of course. The resistance is too great. The challenges 

to the introduction of electronic medical records are not 

solely based on the privacy issues involved, even though that 

is often given as the primary reason.’

‘Technology in neonatology is another area to be investigated. 

More and more people are able to view video images of their 

baby in the hospital while they themselves are at home. You 

may wonder whether this application serves any real medical 

purpose and whether it is nothing more than a toy. 

After all, this does not qualify as remote health care in the After all, this does not qualify as remote health care in the 

true sense, as no interaction is involved. Regardless, it 

does come paired with several (unexpected) privacy issues. does come paired with several (unexpected) privacy issues. 

To start off, you can ask yourself whether a baby has a right 

to privacy. This is a fairly diffi cult question to answer. In 

addition, some of the nurses recorded object to being fi lmed. 

It is fairly unusual for images to be broadcast from within the 

closed hospital environment. I came across similar issues 

in my doctoral research into crime reduction using CCTV 

systems. Being fi lmed without your knowledge or consent 

and not knowing what will be done with the images are often 

considered an invasion of privacy.’

‘In addition to the social aspects, I’m also investigating 

the legal issues. The Personal Data Protection Act offers a 

greater foothold on issues relevant to the digital age than you 

would expect. Patients, however, are not always aware of the 

process set in motion by using the ECG device. This gives rise 

to questions regarding informed consent. The service centre 

receiving the ECG is comparable to a call centre. The “new 

intermediaries” are not health professionals. Finally, it is not 

exactly clear how professional confi dentiality is addressed.’

‘The privacy solutions pursued are often quite simple. 

If emailing medical information is not secure, we send the 

information by fax. Of course, this is not a long-term solution. 

The means already exist to build privacy and security into 

technology in a more effective manner. This is what I would 

like to investigate together with the engineers. This is 

where things get exciting: Can we incorporate these social 

implications into technology? I have high expectations for 

this research and hope we can learn a great deal from each 

other. This is what makes it such a typical CTIT project. 

We are not social scientists who simply call for change from the 

sidelines while technology is allowed to take its own course.’

Lynsey Dubbeld
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Building social 

implications 

into technology

                                                                               ‘Our empirical research has shown 
     that patients do not use the device in 

 the manner intended by the engineers or suppliers.’


