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Chapter 1
Introduction

Abstract. This chapter provides a general introduction to this thesis. First,
the background of this research will be presented. Next, we will discuss
motivation of the research, basic working principle and requirements of the
system, our research questions, comparison to the work done by others, and
previous work done for this research. Then, the context of this research,
the Secure Grip project, will be briefly described. Finally, the research ap-
proaches and outline of this thesis will be presented.

1.1 Smart guns in general

The operation of guns by others than the rightful users may pose a severe
safety problem. In particular, casualties occur among the police officers,
whose guns are taken during a struggle and used against themselves. Re-
search in the United States, for example, has shown that approximately
8% of police officers killed in the line of duty, were shot with their own
guns [1]. One of the solutions to this problem is the application of a smart
gun. “Smart gun” is a phrase used throughout this thesis for the concept of
weapons that have some level of user authorization capability. Today, there
are a number of smart guns under research and available on the market.
According to the technologies used in the recognition system, the smart
guns can be categorized into three types - lockable guns, self-locking guns,
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1. Introduction

and personalized guns. They will be described briefly below.

Lockable guns

Most of the lockable guns rely on a simple trigger lock and only the rightful
user has the key to activate it [2]. This ensures that the others, who do
not have access to the key, are not able to fire the gun if it is deactivated.
See Figure 1.1(a) for an example of a lockable gun. It is recommended
that while on-duty the officer should carry an activated weapon, because
otherwise there is high probability of not being able to handle the key
during a life or death engagement. Therefore, the primary value of these
systems is the safe storage of a weapon in an off-duty environment, for
example, the home of the officer or at the police station [3].

An improvement has been made by some firearm companies that utilize
a radio frequency (RF) transmitter to activate and deactivate the weapon
[3]. This makes it possible for an officer to deactivate his gun if it is taken
away from him. However, use of the gun can still not be secured, especially if
the rightful user is disabled prior to being disarmed. For example, an officer
activates the weapon at the beginning of the shift, and thus anyone getting
control of the weapon can fire it unless the officer deactivates the weapon. In
this scenario it is highly likely that during a struggle and attempt to retain
the weapon, the officer will not be able to deactivate the weapon, and may
even forget to attempt deactivation [3]. Besides, communication between
the RF transmitter and the gun could be vulnerable to radio jamming or
interference.

Self-locking guns

Compared to lockable guns, the self-locking guns are more secure because
of their self-locking feature. These weapons are able to fire, only when the
internal locking mechanism is released by placing a token close to a spot
on the weapon [4], [5]. There are currently several examples of self-locking
guns on the market. Figure 1.1(b), for example, shows a self-locking gun
that can only be fired when a magnetic ring is held close to activate it. The
ring is usually worn on a finger of the police officer. The gun is enabled
and ready to fire if the police officer holds it; while it is deactivated if it has
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1.1. Smart guns in general

(a)

(b)

Figure 1.1: (a) A lockable gun with a secured trigger by lock. (b) A self-locking
gun with a magnetically secured trigger.

been taken away from the police officer. Compared to a lockable gun a self-
locking gun is more advanced, particularly because no additional action
is needed from the police officer to deactivate it. However, since these
systems are controlled by a magnetic or electronic key, they are in general
not personalized. Therefore, they may be vulnerable to illegal access with
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1. Introduction

forged or stolen keys [3]. Besides, when such a token is used the officer may
be tempted to keep a distance to the attacker when the gun has been taken
away, thus not be able to operate effectively.

Another type of self-locking gun utilizes the technology of Radio Fre-
quency Identification (RFID), by implanting a RFID tag in one’s arm, for
example. In this way the weapon is personalized. However, since the sys-
tem operates on radio frequencies, communication between the RFID tag
and the gun could be disrupted by radio jamming or interference [6].

Personalized guns

An attractive solution to making the recognition system of a smart gun
personalized, is biometric recognition. Biometrics measures and analyzes
the physiological or behavioral characteristics of a person for identification
and verification purposes. It associates an individual with a previously de-
termined identity based on who one is or what one does [7]. Since many
physiological or behavioral characteristics are distinctive to each person,
the biometric identifiers based on these characteristics are personal. Also,
many biometric recognition system have the advantage, that only mini-
mal or even no additional action of the user is required. That is, in many
applications the biometric recognition can be transparent. Here, the trans-
parency contributes to not only convenience but also safety of the user, since
explicit actions may be forgotten in stressful situations. This approach has
been taken up by a small number of parties, both industrial and academic,
who proposed a number of solutions.

The most well known biometric technology is probably fingerprint recog-
nition. A fingerprint consists of a series of ridges and valleys on the surface
of a finger tip. The uniqueness of a fingerprint can be determined by the
pattern of ridges and valleys as well as the minutia points [8]. Personal
recognition based on fingerprint has been investigated for centuries and the
validity of this technology has been well established. Fingerprint recogni-
tion can be applied for the design of a smart gun, as described in [9], for
example. Also, the biometric recognition in this application can be made
transparent. A person implicitly claims that he or she is authorized to
use a gun by holding it and putting a finger on a sensor for recognition.
When the gun is released it is deactivated automatically. However, finger-
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1.2. Smart gun based on grip-pattern recognition

print recognition requires a clear scanned image of the fingerprint, and this
is not practical in some cases because a gun can be used in all types of
weather and various situations. If the user has dirty hands or is wearing
gloves, for example, fingerprint recognition will be impossible. Also, the
position of the fingerprint sensor must be personalized, otherwise the user
would feel uncomfortable when holding the gun, due to the hard surface
of the sensor. Additionally, since ambidextrous use of a gun should be al-
lowed, it would be required that the sensors be installed on both sides of
the grip of the gun, which would lead to an uncomfortable holding of the
gun in any case.

Another example of a smart gun, based on a biometric recognition sys-
tem, is the one based on voice recognition [10]. Such a recognition system
has the following drawbacks. First, it is not reliable in noisy environments.
Second, it is not practical in many situations, where a police officer is re-
quired to perform a task without being noticed. This will certainly increase
risk to the life of the police officer. Third, since a user needs to speak to
activate the gun, the recognition is not transparent. Besides, one may even
forget to speak in a stressful situation.

1.2 Smart gun based on grip-pattern recognition

Motivation of the research

In this thesis we propose and analyze a biometric recognition system as part
of a smart gun. The biometric features used in this system are extracted
from a two-dimensional pattern of the pressure, exerted on the grip of a
gun by the hand of a person holding it. This pressure pattern will be
referred to as the grip pattern. We chose to use the grip patterns for the
recognition system of a smart gun mainly for the following reasons. First,
the grip-pattern recognition in our system can be made transparent, as in
the case of fingerprint recognition. By holding the gun, the user implicitly
claims that he or she is authorized to fire it. The biometric data are also
presented implicitly, when the grip is settled. Second, we expected that
a trained user, such as a police officer will have a grip pattern that is
constant in time when holding the gun. This expectation was based on
both discussions with experts, and the results from investigations done by
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1. Introduction

the New Jersey Institute of Technology. Figure 1.2, for example, shows
that an experienced user holds the gun with the fingers always placed in
the same positions [11]. Third, hand geometry is a factor that contributes
to the grip pattern. This is an accepted biometric modality, which performs
reasonably well. The feasibility of hand geometry recognition based on the
contour of a hand has been demonstrated, for example, in [12], [13], [14],
[15] and [16].

Also, a smart gun based on grip-pattern recognition does not have the
drawbacks of a smart gun based on fingerprint or voice recognition. First,
compared to the one based on fingerprint recognition, the performance of
our system based on grip-pattern recognition is less sensitive to dirt and
weather conditions, and the system can be made to work when a person
wears gloves. In addition, the user will not feel uncomfortable when hold-
ing the gun with either hand. This is because the pressure sensor can be
fully embedded in the grip of the gun, where it is appropriately protected
against wear and tear. Second, compared to voice recognition the grip-
pattern recognition in our system is transparent, as described above, and
the performance of our system will not be affected by a noisy environment.

Basic working principle and requirements of the recognition
system

Figure 1.3(a) shows the prototype of the smart gun. The grip of the gun
is covered with a sensor sheet, capable of measuring the static pressure
pattern as a function of position when the gun is being held. The sensor,
used for measuring the hand-grip patterns, was a 44 by 44 piezo-resistive
pressure sensor made by Tekscan Inc. [17]. Figure 1.3(b) shows an example
of a grip-pattern image used in our system. Note that in a final version the
sensor sheet will have to be appropriately protected against wear and tear.

During an enrollment phase a template, which is a representation of
the grip pattern of the rightful user, is securely stored in the gun. As in
the case of the recognition system using a fingerprint, by holding the gun
a person implicitly claims that he or she is authorized to fire it. Then,
the grip pattern of this person is measured and compared to the template
stored in the gun. Only if they are sufficiently similar may the gun be fired
by this person. Otherwise, it remains deactivated. This ensures that only
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1.2. Smart gun based on grip-pattern recognition

the rightful user may fire the gun, and not someone else who takes the gun
away from the rightful user.

In our work, the type of biometric recognition is verification. Verifi-
cation is a type of one-to-one comparison, in which the biometric system
attempts to verify the identity of an individual by comparing a new biomet-
ric sample with an earlier stored template. If the two samples match, the
biometric system confirms that the person is who he or she claims to be.
The probability of falsely accepted patterns of impostors is called the false-
acceptance rate. Its value is one if all impostor patterns are falsely accepted;
and zero if none of the impostor patterns is accepted. The probability of
falsely rejected patterns of the genuine users is called the false-rejection
rate. The verification performance is quantified by the false-acceptance
rate and the false-rejection rate.

To our grip-pattern recognition system, an important requirement is a
very low false-rejection rate, rendering it highly unlikely that the rightful
user is not able to fire the gun. As one can imagine it would be unacceptable
if a police officer would not be able to fire his or her own gun. Currently, in
The Netherlands the official requirement is that the probability of failure
of a police gun be lower than 10−4. Therefore, in our work the false-
rejection rate for verification must remain below this value. Under this
precondition, the false-acceptance rate should be minimized. We think
that the acceptable false-acceptance rate should be lower than 20%. Please
note that this requirement is fairly special since most biometric systems, in
contrast, aim for a certain value of the false-acceptance rate and minimize
the false-rejection rate.

Another requirement is that the recognition system has to be able to
cope with all variations in grip patterns that may occur in practice. First,
modern weapons are ambidextrous and, therefore, both the right-handed
and left-handed use of the gun should be allowed. Also, wearing gloves
should not hamper the operation. One possible solution to these prob-
lems might be to store multiple templates for a single user. In this case
the recognition procedure is actually identification, where a one-to-many
comparison is performed. Finally, the system should be robust to different
grip patterns in stressful situations. Therefore, it should also be tested
extensively in realistic situations. However, as preliminary research of this
application and also due to the large number of topics to investigate, our
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1. Introduction

work mainly focuses on the feasibility of the grip pattern as a biometric
and the development of a prototype verification system. Particularly, no
research has been done so far on performance of the system in stressful
situations, mainly because such realistic situations are difficult to create in
an experimental setting.

Research questions

Through our research we would like to answer the following questions.

• Whether and to what extent the grip patterns are useful for identity
verification?

• Whether the grip patterns of police officers are, as expected, more
stable than those of untrained subjects?

• Whether grip-pattern recognition can be used for a police gun? Here
we set the acceptable false-acceptance rate, at the false-rejection rate
at 10−4, to be lower than 20%.

Comparison to other work

Grip-pattern recognition has been investigated by the New Jersey Institute
of Technology [18], [19], by Belgian weapon manufacturer FN Herstal, and
by us [20], [21], [22], [23], [24], [25], [26], [27], [28]. The only results reported
on this topic, besides ours and those in the patent [18], were published in
[19], which method differs from the one reported by us in various aspects.
First, in [19] the dynamics of the grip-pattern prior to firing are used,
while in our approach recognition is based on a static grip pattern at the
moment when one is just ready to fire. Second, in [19] only 16 pressure
sensors are used: one on the trigger, 15 on the grip of the gun. These
sensors are piezo-electric sensors, producing 16 time signals. We apply a
much larger resistive sensor array, which produces a pressure image. Third,
the recognition methods of both systems differ. In [19] a method based
on neural networks analyzing the time signals is presented, which seems
to be trained for identification, whereas we apply likelihood-ratio based
verification [29], [30].
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1.3. Context of this research: the Secure Grip project

Another difference is the way that both systems have been evaluated.
In [19] the data were collected from 4 shooters, while we used data from
39 trained police officers and 27 untrained users. The recognition results
are, unfortunately, difficult to compare because in [19] the recognition rates
obtained in an identification experiment were presented, while we present
the equal-error rates in a verification experiment, which are more relevant
for the final application. The equal-error rate is the value of the false-
acceptance rate, when the verification system is tuned in such a way that
the false-acceptance rate and the false-rejection rate are equal.

Previous work

A first, preliminary version of a grip-pattern recognition system was de-
scribed in [31] and [21], in terms of its design, implementation and evalu-
ation. An initial collection of grip patterns was gathered from a group of
mostly untrained subjects, with no experience in shooting. The experimen-
tal results indicate that the hand-grip patterns contain useful information
for identity verification. However, this experiment has limitations. First, all
the experimental results were based on grip-pattern data collected in only
one session. That is, there was no time lapse between the data for training
and testing for each subject. Therefore, it brings little insight into the ver-
ification performance in a more realistic situation, where there is usually
a time interval between data enrollment and recognition. Second, no data
were collected from the police officers, who are the target users of the smart
gun. Thirdly, the performance target of a minimized false-acceptance rate
at the false-rejection rate equal to 10−4 was not reached.

1.3 Context of this research: the Secure Grip
project

Our work is part of the Secure Grip project, where the main research ques-
tion addressed is whether the hand pressure exerted while holding an object
can be used to reliably authenticate or identify a person. This project is
sponsored by the Technology Foundation STW, applied science division of
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1. Introduction

NWO and the technology programme of the Ministry of Economic Affairs.
It consists of work by three parties described as follows.

• Recognition algorithm development. Mainly, this includes develop-
ment of the recognition algorithms and collection of the grip-pattern
data that can be used for design, validation, and optimization of
the recognition algorithms. This work has done in Signals and Sys-
tems group of Department of Electrical Engineering at University of
Twente, the Netherlands. It is the main content of this thesis.

• Security architecture design for biometric authentication systems.
This research consists of work in three directions. First, the fea-
sibility of cryptography based on noisy data has been investigated.
The use of noisy data as key material in security protocols has often
been suggested to avoid long passwords or keys. Second, threat mod-
elling for biometric authentication systems has been done, which is
an essential step for requirements modelling of the systems. Third, a
practical solution to the problem of secure device association has been
proposed, where biometric features are used to establish a common
key between the pairing devices. The research has been done in Dis-
tributed and Embedded Security group of Department of Computer
Science at University of Twente, the Netherlands.

• Sensor development. Mainly, this includes design and implementation
of the pressure sensor, which is customized to the grip of the gun.
Twente Solid State Technology (TSST), a Dutch sensor manufacturer
with an interest in a market for pressure sensors, is responsible for
this part of work.

1.4 Research approaches and outline of the
thesis

This thesis proposes and analyzes a biometric recognition system as part of
a smart gun. The remainder of this thesis is organized as follows. Chapter 2
describes the procedure of grip-pattern data collection. Meanwhile the
purpose for each session of collection will be explained.
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1.4. Research approaches and outline of the thesis

The heart of our proposed recognition system is a likelihood-ratio clas-
sifier (LRC). There were mainly two reasons for making this choice. First,
the likelihood-ratio classifier is optimal in the Neyman-Pearson sense, i.e.,
the false-acceptance rate is minimal at a given false-rejection rate or vice
versa, if the data have a known probability density function [29], [30]. Since
our task is to minimize the false-acceptance rate of the system at the false-
rejection rate equal to 10−4, the likelihood-ratio classifier will be well-suited
for this requirement. Second, experiments for grip-pattern recognition were
done earlier with data collected from a group of subjects who were untrained
for shooting. The verification results were compared using a number of clas-
sifiers, respectively. It was shown that the verification results based on the
likelihood-ratio classifier were much better than those based on all the oth-
ers [31]. Initial verification results based on a likelihood-ratio classifier will
be presented and analyzed in Chapter 3, using data collected from the po-
lice officers. A major observation of this chapter is that the verification
performance of the grip-pattern recognition system degrades strongly, if
the data for training and testing have been recorded in different sessions
with a time lapse. Further analysis will show that this is mainly attributed
to the variations of pressure distribution and hand position between the
probe image and the gallery image of a subject. That is, it turned out to
be different from our expectation that the grip patterns of trained users are
constant in time, and in reality data drift occurs in classification. However,
it was also observed that the hand shape remains constant for the same
subject across sessions.

Based on the characteristics of grip-pattern images, the verification per-
formance may be improved by modelling the data variations during training
of the classifier, or reducing the data variations across sessions, or extract-
ing information of the hand shapes from images. As one of the solutions, a
technique called double-trained model (DTM) was applied. Specifically, we
combined the data of two out of three collection sessions for training and
used the data of the remaining session for testing, so that the across-session
data variations were better modelled during training of the classifier.

Next, in Chapter 4, two methods will be described to improve the per-
formance of across-session verification. First, to reduce the data varia-
tion caused by the hand shift, we applied template-matching registration
(TMR) as preprocessing prior to classification. Second, for comparison, the
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maximum-matching-score registration (MMSR) was also implemented. In
MMSR a measured image is aligned to such a position, that the match-
ing score between this image and its template image is maximized. It was
found that TMR is able to effectively improve the across-session verification
results; while MMSR is not. However, the hand shift measured by MMSR
was proved particularly useful in discriminating imposters from the genuine
users. This inspired the application of a fused classifier, based on both the
grip pattern and hand shift obtained after registration.

A novel approach, Local Absolute Binary Patterns (LABP), as image
preprocessing prior to classification will be proposed in Chapter 5. With
respect to a certain pixel in an image, the LABP processing quantifies how
its neighboring pixels fluctuate. This technique can not only reduce the
across-session variation of the pressure distribution in the images, but also
it is capable of extracting information of the hand shape from an image.

Note that the grip-pattern verification in previous chapters are all based
on the mean-template comparison (MTC), where a test image is compared
to the mean value of all the training samples of a subject as the template.
In Chapter 6, the verification results based on this method will be compared
to those based on another method for comparison, the maximum-pairwise
comparison (MPWC), where a test image is compared to each training
sample of a subject and the sample which is the most similar to it is selected
as the template. Particularly, these two methods will be compared in terms
of resulting in a lower false-acceptance rate at the required false-rejection
rate of 10−4 of the system.

During data collection sometimes a couple of lines of pixels in the grip-
pattern images were found missing. It was caused by some damage in
the cable of the prototype. Since in practice there can be various factors
causing missing lines in a grip-pattern image while using a smart gun, such
as damages to the hardware part, restoration of missing lines in the grip
patterns is meaningful and necessary. In Chapter 7 we present an approach
to restoration of the missing lines in a grip-pattern image, based on null-
space error minimization.

The grip-pattern verification in previous chapters are all based on a
likelihood-ratio classifier and low-level features, i.e. the pressure values
measured as the output of the sensor. Next, we investigate the grip-pattern
verification based on a number of alternative approaches. First, in Chap-
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1.4. Research approaches and outline of the thesis

ter 8 experimental results will be presented and analyzed, based on high-
level features extracted from the grip-pattern images, i.e. the physical char-
acteristics of the hand or hand pressure of a subject. Not like the low-level
features which are based on the raw data, the high-level features are based
on an interpretation. Figure 1.4 illustrates the high-level features with an
example. Second, in Chapter 9 verification performance of the system us-
ing the Support Vector Machine (SVM) classifier will be evaluated [32],
[33]. The support vector machine classifier has been proved more capable
of coping with the problem of data drifting, than other pattern-recognition
classifiers [34], [35], [36], [37], [38].

All the experiments for grip-pattern verification described in previous
chapters are done such, that the grip patterns used for training and those
used for enrolment come from the same group of subjects. In Chapter 10
the verification performance of grip-pattern recognition is investigated in a
realistic situation, where the data for training and for enrolment come from
different groups of subjects.

Finally, conclusions of work presented in this thesis will be drawn in
Chapter 11.

For easy comparison of the verification performances of different com-
binations of classifiers and algorithms, Figure 1.5 shows the verification
results in different cases, using the grip patterns recorded from the police
officers. ‘FARref ’ and ‘EER’ represent the false-acceptance rate at the
false-rejection rate equal to 10−4 and the equal-error rate, respectively.
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(a) Markers

(b) Trained user

(c) Whole population

Figure 1.2: (a) Markers on fingertips of a hand holding a gun. (b) Scatter plots of
finger markers for a trained user. (c) Scatter plots of finger markers for the whole
set of subjects.
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(a)

(b)

Figure 1.3: (a) Prototype of the smart gun. (b) An example of grip-pattern image.

15



1. Introduction

Figure 1.4: The marked rectangular subarea shows the tip section of ring finger
on a grip-pattern image.
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Figure 1.5: Verification results using different classifiers and algorithms.
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Chapter 2
Grip-pattern data collection

Abstract. This chapter describes the procedure of grip-pattern data col-
lection. Furthermore, the purpose of each session of collection will be ex-
plained.

2.1 Data collection in the first stage

We collected the grip-pattern data in two stages of the research. In the first
stage, the grip-pattern images were recorded from a group of police officers
in three sessions, with approximately one and four months in between. In
total, 39 subjects participated in both the first and second sessions, with
25 grip-pattern images recorded from each of them. In the third session,
however, the grip-pattern images were collected from 22 subjects out of
the same group, and each subject contributed 50 images. In each session,
a subject was asked to pick up the gun, aim it at a target, hold it, say
“ready” as a signal for the operator to record the grip-pattern image, and
then release the gun after the recording was finished. For each subject, this
procedure was repeated till all the samples of him or her were recorded.
With these data we investigated the characteristic of grip-pattern images
and, based on it, developed the verification system. The experiments of this
stage of research were done such, that the grip-pattern data for training the
classifier were the same as those for verification enrollment.
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2. Grip-pattern data collection

Table 2.1: Summary of collection sessions of grip-pattern data.

Source Name
Police Session 1, 2, 3

Untrained Session 4, 5, 6

2.2 Data collection in the second stage

In order to investigate the verification performance of grip-pattern recogni-
tion in a more realistic situation, where the data for training the classifier
and for verification enrollment came from different groups of subjects, we
needed to collect more data. In the second stage of research, therefore,
the grip-pattern images were recorded from a group of people, who work
or study in the Signals and Systems group of Department of Electrical
Engineering at University of Twente, the Netherlands. These people were
untrained subjects with no experience in shooting. The reason that we
did not collect grip patterns again from the police officers was twofold.
First, the sessions of data collection from the police officers turned out to
be rather hard to arrange, due to administrative difficulties. Second, the
across-session variations of grip patterns collected from untrained subjects
proved similar, to those from the police officers. There were three collec-
tion sessions in a row, with a time lapse of about one week in between. In
every session, each of the same group of 27 subjects contributed about 30
grip-pattern images. With all the grip-pattern data, collected from both
the police officers and untrained subjects, the verification performance of
grip-pattern recognition was investigated.

According to their order of occurrence, in this thesis we name the three
sessions of grip-pattern data collected from the police officers: “Session
1”, “Session 2” and “Session 3”, respectively. And those recorded from
the untrained people of the University of Twente are named: “Session 4”,
“Session 5” and “Session 6”, respectively. See Table 2.1 for a summary
of the collection sessions. The experiments described in Chapter 3 up to
Chapter 9 are based on the data collected from the police officers. In
Chapter 10 the experiments are done using the grip patterns, recorded in
all six sessions.
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Chapter 3
Grip-pattern verification by
likelihood-ratio classifier1

Abstract. In this chapter initial verification results using a likelihood-ratio
classifier are presented and analyzed, with the data collected from a group
of police officers. A major observation is that the verification performance
degrades strongly, if the data for training and testing have been recorded
in different sessions with a time lapse. This is due to the large variations
of pressure distribution and hand position, between the training and test
images of a subject. That is, it turned out to be different from our expec-
tation that the grip patterns of trained users are constant in time, and in
reality data drift occurs in classification. In addition, since the likelihood-
ratio classifier is probability density based, it is not robust to the problem
of data drift. However, it has also been observed that the hand shape of
a subject remains constant, in both the training and test images. Based
on these analyses, solutions have been proposed to improve the verification
performance.

1This chapter is based on [26].
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3. Grip-pattern verification by likelihood-ratio classifier

3.1 Introduction

The main question in our research is whether or not a grip-pattern image
comes from a certain subject. Verification has been done using a likelihood-
ratio classifier, which is also the heart of our proposed recognition sys-
tem. Initially, the reason for making this choice was twofold. First, the
likelihood-ratio classifier is optimal in the Neyman-Pearson sense, i.e., the
resulting false-acceptance rate is minimal at a given false-rejection rate or
vice versa, if the data have a known probability density function [29], [30].
Since our research goal is to minimize the false-acceptance rate for verifica-
tion at the false-rejection rate equal to 10−4, the likelihood-ratio classifier is
well-suited for this task. Second, experiments for grip-pattern recognition
were done earlier with data collected from a group of subjects who were
untrained for shooting, as described in [31]. The verification performance
was compared using a number of classifiers. It was shown that the verifi-
cation performance based on the likelihood-ratio classifier was much better
than that based on the other types of classifiers [31].

This chapter presents and analyzes the performance of grip-pattern ver-
ification, using the likelihood-ratio classifier. Based on the analysis, solu-
tions will be proposed to improve the verification performance. The re-
mainder of this chapter is organized as follows. Section 3.2 describes the
verification algorithm based on the likelihood-ratio classifier. The exper-
imental results will be presented and discussed in Section 3.3. Finally,
conclusions will be given in Section 3.4.

3.2 Verification algorithm based on a
likelihood-ratio classifier2

We arrange the pixel values of a measured grip-pattern image into a (in
this case 44 × 44 = 1936-dimensional) column vector z. The likelihood
ratio L(z) is given by

L(z) =
p(z|c)
p(z|c̄)

, (3.1)

2This section is based on [21].
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3.2. Verification algorithm based on a likelihood-ratio classifier

where p(z|c̄) is the probability of z, given that z is not a member of class
c. Since we assume an infinite number of classes, the exclusion of a single
class does not change the distribution of the feature vector z. That is,
the distribution of z, given that z is not a member of c, equals the prior
distribution of z as

p(z|c̄) = p(z). (3.2)

As a result, the likelihood ratio given in (3.1) can be expressed as

L(z) =
p(z|c)
p(z)

. (3.3)

We further assume that the grip-pattern data are Gaussian. The class c
is thus characterized by its local mean vector µc and local covariance matrix
Σc; while the total data are characterized by the total mean vector µT and
total covariance matrix ΣT. The subscripts ‘c’ and ‘T’ represent ‘class c’
and ‘total’, respectively. Rather than the likelihood ratio, we use a match-
ing score z derived from the log-likelihood ratio, under the assumption that
the grip-pattern data are Gaussian. It is given by

M(z) = −1
2

(z− µc)
′
Σ−1

c (z− µc)

+
1
2

(z− µT)
′
Σ−1

T (z− µT)

− 1
2

log |Σc|+
1
2

log |ΣT|, (3.4)

where ′ denotes vector or matrix transposition. If M(z) is above a preset
threshold, the measurement is accepted as being from the class c. Otherwise
it is rejected. That is, the threshold determines the false-rejection rate and
false-acceptance rate for verification.

In practice the mean vectors and covariance matrices are unknown,
and have to be estimated from the training data. The number of training
samples from each class should be much greater than 1936, the number of
elements in a feature vector in our case. Otherwise, the classifier would
become overtrained, and the estimates of ΣT and Σc would be inaccurate.
However, we cannot acquire this large number of measurements, as training
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3. Grip-pattern verification by likelihood-ratio classifier

of the classifier would become very impractical. Moreover, even if enough
measurements could be recorded, the evaluation of (3.4) would, with 1936-
dimensional feature vectors, still be too high a computational burden.

These problems are solved by whitening the feature space and at the
same time reducing its dimensionality, prior to classification. The first
step is a Principal Component Analysis (PCA) [39], determining the most
important dimensions (with the greatest variances) of the total data. The
principal components are obtained by doing a singular value decomposition
(SVD) on the matrix X, the columns of which are the feature vectors taken
from Nuser subjects in the training set. The data matrix X has Nraw = 1936
rows and Nex columns. Now let us assume that X has zero column mean.
If necessary, the column mean has to be subtracted from the data matrix
prior to the SVD. As a result of the SVD the data matrix X is written as

X = UXSXV
′
X, (3.5)

with UX an Nraw ×Nex orthonormal matrix spanning the column space of
X, SX an Nex ×Nex diagonal matrix of which the (non-negative) diagonal
elements are the singular values of X in descending order, and VX an
Nex×Nex orthonormal matrix spanning the row space of X. The whitening
and the first dimension-reduction step are achieved as follows. Let the
Nraw × NPCA matrix UPCA be the submatrix of U consisting of the first
NPCA < Nex columns. Furthermore, let the NPCA×NPCA matrix SPCA be
the first principal NPCA×NPCA submatrix of S. Finally, let the Nex×NPCA

matrix VPCA be the submatrix of V consisting of the first NPCA columns.
The whitened data matrix with reduced dimensions is now given by

Y =
√
Nex − 1V

′
PCA. (3.6)

The resulting dimension NPCA must be chosen such that only the relevant
dimensions, i.e. with sufficiently high corresponding singular values are
kept. A minimum requirement is that all diagonal element of SPCA are
strictly positive. The corresponding whitening transform is

Fwhite =
√
Nex − 1S−1

PCAU
′
PCA. (3.7)

The total column mean of Y is zero, and the total covariance matrix of Y
is an identity matrix IPCA = 1

Nex−1YY
′
.
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3.2. Verification algorithm based on a likelihood-ratio classifier

The whitened matrix Y can now be used to estimate the within-class co-
variance matrices. Here we make a simplifying assumption that the within-
class variations of all classes are characterized by one within-class covariance
matrix. The reason is that often not enough data from each class are avail-
able to reliably estimate individual within-class covariance matrixes. First,
the subjects’ contributions to the training data can be ordered such that

Y = (Y1, . . . ,YNuser), (3.8)

with Yi the whitened data from class i. The column mean νi from Yi

estimates the mean feature vector of class i after whitening. The matrix

R = (Y1 − ν1, . . . ,YNuser − νNuser) (3.9)

contains all variations around the means.
We now proceed to estimate a diagonalized version of the within-class

covariance matrix after whitening. A second SVD on R results in

R = URSRV
′
R, (3.10)

with UR an NPCA×NPCA orthonormal matrix spanning the column space
of R, SR an NPCA × NPCA diagonal matrix of which the (non-negative)
diagonal elements are the singular values of R in descending order, and
VR an Nex×NPCA orthonormal matrix spanning the row space of R. The
within-class covariance matrix can be diagonalized by pre-multiplying R
by U

′
R. For the resulting, diagonal, within-class covariance matrix, further

denoted by ΛR, we have

ΛR =
1

Nex − 1
S2

R. (3.11)

For the resulting within-class means, further denoted by η̂i, we have

η̂i = U
′
Rνi. (3.12)

It has been proved in [21] that

(ΛR)j,j = 1, j = 1, . . . , NPCA −Nuser + 1, (3.13)
(η̂i)j = 0, j = 1, . . . , NPCA −Nuser + 1. (3.14)

25



3. Grip-pattern verification by likelihood-ratio classifier

This means that only the last Nuser− 1 dimensions of U
′
RR can contribute

to the verification. Therefore, a further dimension reduction is obtained
by discarding the first NPCA − Nuser + 1 dimensions in U

′
RR. This can

be achieved by pre-multiplying R by a transformation matrix ULDA, with
ULDA the submatrix of UR consisting of the last Nuser − 1 columns. The
subscript LDA which stands for Linear Discriminant Analysis is used, as
this operation is in fact a dimension reduction by means of LDA [39].

The sequence of transformations described above can be denoted as an
(Nuser − 1)×Nraw matrix

F =
√
Nex − 1U

′
LDAS−1

PCAU
′
PCA. (3.15)

Let ẑ = Fz denote the transformed feature vector of a measured image z,
then the matching score (3.4) computed for class c becomes

M(ẑ) = −1
2

(ẑ− µ̂c)
′
Λ−1

R (ẑ− µ̂c) +
1
2
ẑ

′
ẑ− 1

2
log |ΛR|. (3.16)

Note that the derivation of (3.16) is based on the assumption that X
has zero column mean. It can be proved that in the general case, whether
or not the column mean of X is zero, the matching score for class c is

M(ẑ) = −1
2

(ẑ− µ̂c)
′
Λ−1

R (ẑ− µ̂c)

+
1
2

(ẑ− µ̂T)
′
(ẑ− µ̂T)

− 1
2

log |ΛR|, (3.17)

where

ẑ = Fz, (3.18)
µ̂c = Fµc, (3.19)
µ̂T = FµT. (3.20)

That is, to compute the matching score a total of four entities have to
be estimated from the training data: µc, the local mean vector of class
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3.3. Experiments, results and discussion

c before transformation; µT, the total mean vector before transformation;
F, the transformation matrix; and ΛR, the total covariance matrix after
transformation.

3.3 Experiments, results and discussion

In this section we present the experimental results of grip-pattern verifica-
tion, using the likelihood-ratio classifier as described in Section 3.2. These
results will then be analyzed in terms of both the characteristics of the
grip-pattern data, and the property of the likelihood-ratio classifier. Based
on the analysis, solutions will be proposed to improve the verification per-
formance.

Experiment set-up

We did two types of experiments: the within-session experiment, where the
grip patterns for training and testing were clearly separated, but came from
the same collection session; and, the across-session experiment, where the
grip patterns collected in two different sessions were used for training and
testing, respectively.

The verification performance was evaluated by the overall equal-error
rate of all the subjects. The equal-error rate is the value of the false-
acceptance rate, when the verification system is tuned in such a way that
the false-acceptance rate and the false-rejection rate are equal. Note that
our research goal is, however, to minimize the false-acceptance rate of the
verification system at the false-rejection rate equal to 10−4, as described in
Section 1.2. The reason that we selected the equal-error rate as a measure of
the verification performance, instead, was twofold. First, for a long period
of our research we mainly focused on improving the verification performance
of the system in general. Second, the equal-error rate is a commonly used
measure of the performance of a biometric recognition system.

In the across-session experiment, the overall equal-error rate was esti-
mated from the matching scores, as expressed in (3.17), of all the genuine
users and impostors. In the within-session experiment, the overall equal-
error rate was estimated based on all the matching scores, obtained from
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3. Grip-pattern verification by likelihood-ratio classifier

20 runs. In each single run, 75% of the grip patterns were randomly chosen
for training, and the remaining 25% for testing.

Prior to classification we processed the grip-pattern data in two steps,
which proved to be beneficial to the verification results. First, each grip-
pattern image was scaled such that the values of all pixels were in the range
[0, 1]. This was to avoid that the features in greater numeric ranges domi-
nated those in smaller numeric ranges [40]. Second, we applied a logarithm
transformation on each scaled image. In this way, the contrast between
a grip pattern and its background in an image was greatly enhanced, as
shown in Figure 3.1.

(a) Before (b) After

Figure 3.1: A grip-pattern image before and after logarithm transformation.

Experimental results

Before the verification performance can be assessed, both the feature di-
mensions kept after PCA and LDA have to be set. It was found that the
verification performance was not sensitive to the feature dimension after
PCA. As a (flat) optimum we selected NPCA = 3Nuser, with Nuser the num-
ber of subjects in the training set. It was described in Section 3.2 that
after LDA, only the last Nuser − 1 dimensions of data can contribute to
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3.3. Experiments, results and discussion

the verification. Yet, as one can imagine, it is possible that the verifica-
tion performance becomes even better if the feature dimension is further
reduced. We found, however, that the verification performance only be-
came worse when further dimension reduction was applied. Figure 3.2, for
example, shows the equal-error rate as a function of feature dimension after
LDA. Here, the grip patterns for training and testing are those recorded
in the first and second collection sessions, respectively. As a result, in our
experiment the feature dimension after LDA was reduced to Nuser − 1.

Figure 3.2: Equal-error rate as a function of feature dimension after LDA.

The experimental results for within-session verification are presented
in Table 3.1. As a reference the verification result based on grip patterns
recorded from a group of untrained subjects previously, as described in Sec-
tion 1.2, is also presented here, denoted as Session 0. Table 3.2 shows the
experimental results for across-session verification. One can see from Fig-
ure 3.3 the false-acceptance and false-rejection rate curves, of both within-
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3. Grip-pattern verification by likelihood-ratio classifier

Table 3.1: Within-session verification results.

Session Equal-error rate (%)
0 1.4
1 0.5
2 0.8
3 0.4

Table 3.2: Across-session verification results.

Train session Test session Equal-error rate (%)
2 1 5.5
3 1 14.7
1 2 7.9
3 2 20.2
1 3 24.1
2 3 19.0

session and across-session verification. As an example, the grip patterns
recorded in the first and second sessions are used for training and testing,
respectively.

The experimental results indicate that when the grip-pattern data for
training and testing came from the same session, the verification perfor-
mance was fairly good. Also, one can see that the verification performance
was much better with the grip patterns recorded from the police officers,
than from the untrained subjects. However, the verification performance
became much worse when the grip patterns for training and testing were
recorded in two different sessions, respectively. Since in practice there is al-
ways a time lapse between the data enrollment and verification, the across-
session verification performance is more relevant and, therefore, has to be
improved.
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3.3. Experiments, results and discussion

Figure 3.3: False-acceptance and false-rejection rate curves of within-session,
across-session and LM-plug-in experiments.

Discussion

Data characteristics

Comparing the grip-pattern images of the same subjects recorded in differ-
ent sessions, we observed large across-session variations. That is, data drift
occurred for grip patterns. Note that this was different from our expecta-
tion that the grip patterns of trained users are very stable. Specifically, two
types of variations were observed. First, the pressure distribution of a sub-
ject’s grip-pattern image recorded in one session was usually very different,
from his or her grip-pattern image recorded in another session. Second, for
some subjects the horizontal or vertical shift of hand position was found
from one session to another. However, we also found that the hand shape
of a subject remained constant across sessions. This is easy to understand,
as the hand shape of a subject is a physical characteristic, which does not
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3. Grip-pattern verification by likelihood-ratio classifier

change so rapidly. The stability of one’s hand shape is also supported by the
fact that hand geometry has proved to perform reasonably well for identity
verification [12], [13], [14], [15] and [16].

The characteristics of grip-pattern images described above can be illus-
trated by Figure 3.4, where the two images are from the same subject yet
recorded in different sessions. On the one hand, one can see that these two
images have very different pressure distributions. And, the grip pattern in
Figure 3.4(b) is located higher than that in Figure 3.4(a). On the other
hand, the hand shape of the subject does not change much from one image
to another.

(a) (b)

Figure 3.4: Grip-pattern images of a subject in different sessions.

As shown in (3.17), four entities have to be estimated from the training
data to compute the matching score between a measurement and a class
c: µc, the local mean vector of class c before transformation; µT, the total
mean vector before transformation; F, the transformation matrix; and ΛR,
the total covariance matrix after transformation. As a result of the across-
session variations of grip patterns, the value of each entity varied from
one session to another. In order to find out the variation of which entity
degraded the verification performance the most, we did the following “plug-
in” experiment. First, we randomly split the test set into two subsets of
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Table 3.3: Across-session verification results in equal-error rate (%) with one entity
estimated from subset D2.

Train session 2 3 1 3 1 2
Test session 1 1 2 2 3 3

RF 5.5 14.7 7.9 20.2 24.1 19.0
µc 1.0 2.2 2.1 2.8 2.7 2.6
ΛR 6.0 13.5 7.3 17.3 24.3 19.9
µT 5.5 14.9 8.0 20.0 24.0 19.2
F 3.8 23.8 3.2 18.4 13.7 14.9

equal size, namely, D1 and D2; then we used one subset, for example, D1

for testing. In computation of (3.17), each time we estimated three out of
the four entities from the training set, yet the fourth one from subset D2.

The verification results for the “plug-in” experiment are presented in
Table 3.3. The last four rows show the equal-error rates, with µc, ΛR, µT,
and F estimated from subset D2, respectively. As a reference, the exper-
imental results in Table 3.2 are also presented, denoted as ‘RF’. One can
see that the verification performance was improved dramatically, when µc

was estimated from subset D2. In this case the verification results even be-
came close to those in the within-session experiment, as shown in Table 3.1.
This indicates, therefore, that the verification performance was degraded
the most by the variation of the mean value of a subject’s grip patterns
across sessions.

The false-acceptance and false-rejection rate curves, after “plugging in”
the mean values, are shown in Figure 3.3. As earlier, the grip patterns
recorded in the first and second sessions are used for training and testing,
respectively. One can see that the false-rejection rate has decreased com-
pared to the case of across-session verification. Yet, the false-acceptance
rate has increased. However, this effect on the equal-error rate is not as
strong as that of the decrease of the false-rejection rate.

Algorithm property

Besides the across-session variations of the grip patterns, the unsatisfactory
verification performance was also due to a property of the likelihood-ratio
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3. Grip-pattern verification by likelihood-ratio classifier

classifier. As described in Section 3.2, this classifier requires estimating the
probability density function of the grip-pattern data, from a set of training
samples. The verification performance, therefore, depends largely on how
similar the estimate from the training data is to the actual situation of the
test data. That is, this type of classifier does not have a good generalization
property, and is not robust enough to the problem of data drift. If large
variations occur between the data for training and testing, the verification
performance will be degraded significantly.

Possible strategies to improve the performance

The verification performance may be improved in three ways, given the
characteristics of the grip-pattern data and the property of the likelihood-
ratio classifier. First, we may model the across-session variations of the grip-
patterns images, during training of the classifier. The method to achieve
this is called double-trained model, and will be described in Section 3.3.
Or, we may reduce the variations by applying some image processing tech-
niques prior to classification. For example, we may apply techniques that
equalize the local pressure values in an image, to reduce the difference in
pressure distribution between two images of the same subject. Also, image
registration methods may help align two grip-pattern images with hand
shifts. These techniques will be described in Chapter 4 and 5 of this thesis.

Second, instead of using the low-level features, i.e. the pressure values
measured as the output of the sensor, we may also investigate the veri-
fication performance using high-level features extracted from grip-pattern
images, i.e. the physical characteristics of a hand or hand pressure. This is
mainly inspired by our observation that the hand shape remains constant
for the same subject across sessions. Grip-pattern verification based on
high-level features will be done and analyzed in Chapter 8.

Third, we may turn to some other type of classifier. The Support Vector
Machine classifier seems a promising choice, attributed to its good general-
ization property [32], [33]. As a contrast to a probability-density-based clas-
sifier, the support vector machine classifier does not estimate the probabil-
ity density function of the data. Instead, it maximizes the margin between
different classes and has been proved to be more robust to the data drift
in many cases [34], [35], [36], [37], [38]. The performance of grip-pattern
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Table 3.4: Across-session verification results with DTM applied.

Train session Test session Equal-error rate (%)
2+3 1 4.0
1+3 2 5.7
1+2 3 13.7

verification using support vector machine classifier will be investigated in
Chapter 9.

Double-trained model

According to the characteristics of grip-pattern data, the verification perfor-
mance may be improved by modelling their across-session variations during
training of the classifier. Therefore, we applied the double-trained model
(DTM). Specifically, we combined the grip patterns recorded in two out
of three collection sessions for training, and used those of the remaining
session for testing. In this way, both the variation of pressure distribution
and that of hand position were modelled much better in the training pro-
cedure, compared to the case where the classifier was trained based on grip
patterns collected in one session alone.

Table 3.4 presents the experimental results. Comparing them to those
shown in Table 3.2, one can see that the verification performance has been
improved greatly with the application of DTM.

3.4 Conclusions

Grip-pattern verification was done using a likelihood-ratio classifier. It has
been shown that the grip patterns contain useful information for identity
verification. However, the verification performance was not good. This
was mainly due to the variations of pressure distribution and hand position
between the training and test images of a subject. Further analysis shows
that it was the variation of the mean value of a subject’s grip patterns, that
degraded the verification performance the most. And, since the likelihood-
ratio classifier is probability density based, it is not robust to the problem
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of data drift. Nonetheless, we also found that the hand shape of a subject
remained constant, in both the training and test images.

Given the analysis, three solutions were proposed to improve the ver-
ification performance. First, we may model the data variations during
training of the classifier, or reduce the data variations with some image
processing techniques. Second, verification may be done with high-level
features, i.e. the physical characteristics of a hand or hand pressure. Third,
we may use some other type of classifier, which is not based on the data
probability density.

In this chapter, we applied the method of double-trained model (DTM),
where the grip patterns collected from two sessions were combined for train-
ing. With DTM the verification performance was greatly improved, since
the across-session variations were modelled much better, than the case
where the classifier was trained based on the data recorded in one col-
lection session alone. The other approaches to improve the verification
performance will be described later in this thesis.
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Chapter 4
Registration of grip-pattern
images1

Abstract. In this chapter two registration methods, template-matching reg-
istration and maximum-matching-score registration, are proposed to reduce
the variations of hand positions between the probe image and the gallery
image of a subject. The experimental results based on these approaches
are compared. Further, a fused classifier is applied, using discriminative
information of the grip-pattern data obtained with the application of both
registration methods, which significantly improves the results.

4.1 Introduction

As described in Chapter 3, after analyzing the images collected in different
sessions, we have found that even though the grip-pattern images from a
certain subject collected in one session look fairly similar, a subject tends
to produce grip-pattern data with larger variations across sessions. First, a
variation of pressure distributions occurs between grip patterns of a subject
across sessions. Second, another type of variation results from the hand
shift of a subject. These variations are illustrated in Figure 4.1. Therefore,

1This chapter is based on [26].
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(a) (b)

Figure 4.1: Grip-pattern images of a subject in different sessions.

the verification results may be improved by reducing the data variations
across sessions.

In order to reduce the variation caused by the hand shift, we have ap-
plied image registration methods for aligning a test image to a registration
template. Rotation or scaling of a measured image with respect to a reg-
istration template has not been observed, and is not very likely to occur
regarding the device at hand. Therefore, in our experiments we only used
shifts for aligning the grip patterns. Specifically, two types of registra-
tion methods were implemented as a preprocessing step prior to classifica-
tion respectively, namely, template-matching registration (TMR) [41] and
maximum-matching-score registration (MMSR) [42], [43]. The reason that
these two techniques were investigated is that TMR is a standard method
for registration, while MMSR is a promising new method.

It has been found that TMR is able to effectively improve the across-
session verification performance, whereas MMSR is not. However, the hand
shift measured by MMSR has proved particularly useful in distinguishing
impostors from genuine users. If two images belong to the same subject,
the hand shift value produced by MMSR is on average much smaller than if
they belong to different subjects. Inspired by both this observation and the
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concept of fusion of classifiers [44], [45], we designed a new, fused, classifier
based on both the grip pattern and the hand shift. This has further reduced
the verification error rates significantly.

This chapter presents and compares the verification results with data
preprocessed by TMR and MMSR prior to classification, respectively. The
remainder of this chapter is organized as follows. Section 4.2 briefly de-
scribes the registration approaches. Next, the experimental results using
the different registration methods will be compared in Section 4.3. Subse-
quently, Section 4.4 presents the verification results by using discriminative
information of the grip-pattern data, obtained with the application of both
registration methods. Finally, conclusions will be given in Section 4.5.

4.2 Registration method description

In TMR, the normalized cross correlation of a measured image and a
registration-template image is computed. The location of the pixel with
the highest value in the output image determines the hand shift value of
the measured image with respect to the template image. If the measured
image is well aligned to the template image, this pixel should be located
precisely at the origin of the output image. In our case, the measured im-
age, the template image, and the output image are all of the same size.
The shifted version of an original image after TMR can be described as

z0 = arg max
z̃

y
′ · z̃

‖y‖‖z̃‖
, (4.1)

where z̃ denotes a shifted version of an original image z, and y denotes
the registration-template image. The symbol ′ denotes vector or matrix
transposition. Among all the training samples of a certain subject, the one
with the minimal Euclidean distance to the mean value of this subject was
used as the registration template of this subject.

In MMSR, a measured image is aligned such that the matching score,
M(z) in (3.4), attains its maximum. Specifically, an image is shifted pixel
by pixel in both the horizontal and vertical directions. After each shift, a
new matching score is computed. This procedure continues until the origi-
nal image has been shifted to all the possible locations within a predefined
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scope of 20 pixels in each direction. In the end, the shifted image with the
maximum matching score is selected as the registration result. It can be
represented as

z0 = arg max
z̃

M(z̃), (4.2)

where z̃ denotes a shifted version of the original image z. Note that in TMR
the “template image” refers to the registration template image, whereas in
MMSR it refers to the recognition template image.

4.3 Experimental results

Across-session experiments were done using the likelihood-ratio classifier.
The verification performance was evaluated by the overall equal-error rate
of all the subjects. It was estimated from the likelihood ratios of all the
genuine users and impostors, as described in Section 3.3.

During training the data registration was done in two steps. First, we
did user-nonspecific registration by TMR to align all the training samples
to their mean image. Second, TMR was applied to the training data to
build up a stable after-registration model with user-specific registration
templates. Specifically, among all the training samples of a certain subject,
the one with the minimal Euclidean distance to the mean value of this
subject was used as the registration template of this subject. All the other
training samples were then aligned to this image. This procedure was
repeated iteratively until no more shift occurred for each image. During
testing prior to classification we applied user-specific registration to the test
data by TMR and MMSR, respectively. We also did the experiment where
MMSR, in stead of TMR, was applied to the training data in order to obtain
a registered training set. The verification performance was, however, much
worse than that in the case where TMR was used.

We only used the lower-left part, of size 33 × 33, of each image, where
the fingers of the subjects are located, for computing the cross correlation.
See Figure 4.2. There are two reasons for this. First, sometimes the posi-
tions of the thumb and fingers do not always change in the same way (see
Figure 4.1). Second, according to our observation, sometimes the pressure
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Table 4.1: Across-session verification results in equal-error rate (%) with and with-
out registration approaches.

Train session 2 3 1 3 1 2
Test session 1 1 2 2 3 3

RF 5.5 14.7 7.9 20.2 24.1 19.0
TMR 3.9 12.9 6.0 17.8 18.4 18.9
MMSR 5.8 17.7 8.0 22.9 27.7 22.8

pattern of one’s thumb is rather unclear or not even present, and therefore,
not reliable enough for the registration.

Figure 4.2: Only the lower-left part of an image, where fingers of a subject are
located, is used for template-matching registration.

Tables 4.1 presents the experimental results. As a reference, the re-
sults without any data registration are also shown, represented as RF. One
can see that the results have been improved when TMR is applied to the
test data, whereas the results have become worse when the test data are
preprocessed by MMSR.

The corresponding false-acceptance and false-rejection rate curves can
be found in Figure 4.3, where the grip-pattern data from the second and
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first sessions were used for training and testing, respectively. One can see
that when either of the two registration methods is in use, for a certain
threshold of the matching score, the false-rejection rate decreases and the
false-acceptance rate increases compared to their counterparts without any
registration step. However, in the case of TMR, the false-rejection rate
decreases more than the false-acceptance rate increases, whereas in the
case of MMSR it is the other way around.

Figure 4.3: Comparison of false-acceptance and false-rejection rate curves obtained
in different conditions.

The different effects of these registration methods result from their
working principles and the characteristics of the grip-pattern images. Apart
from the hand shift, a large variation of the pressure distribution may exist
between a measured grip-pattern image and the template to which it is
compared (see Figure 4.1). Therefore, neither of the registration methods
may yield an ideal result. The increase in equal-error rate when MMSR is
applied, shown in Table 4.1, may be explained as follows. Since the original
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matching scores of the impostors will be relatively low compared to those
of the genuine users, the increase in the matching scores of the impostors
will be on average larger than of the genuine users. That is, the effect of the
increasing false-acceptance rate will be stronger than that of the decreasing
false-rejection rate. In contrast, TMR, not aiming at a maximum matching
score, does not increase the false-acceptance rate as much as MMSR does.
As a net effect, TMR improves the verification results, whereas MMSR does
not.

4.4 Classifier based on both grip pattern and
hand shift

For each measured image, the application of both TMR and MMSR results
in a value of hand shift. We found that if the measured image and the
template image belong to the same subject, the produced hand shift value
is on average much smaller than if they belong to two different subjects,
respectively. This is easy to understand, since the variations of grip-pattern
data from two different subjects are supposed to be larger than those from
the same subject. Therefore, it is very likely that the grip pattern of the
impostor is shifted more than that of the genuine user. Also, we found
that the genuine and impostor hand shifts are more discriminative if they
are produced by MMSR rather than by TMR. Specifically, the hand shifts
from the impostors produced by MMSR are on average larger than those
produced by TMR, whereas the hand shifts from the genuine users have
similar values produced by these two approaches.

The characteristics of hand shifts produced by TMR and MMSR, as
mentioned above, can be illustrated by Figure 4.4 and Figure 4.5. They
present the probability distributions of the l2-norm of the hand shifts in
both the vertical and horizontal directions as measured by TMR and MMSR,
respectively. The training data are from the third session, and the test data
are from the first session. One can see that the hand shifts from the im-
postors are mostly of small values in Figure 4.4, yet those in Figure 4.5 are
of much greater values in general. Table 4.2 lists the means and standard
deviations of l2-norm of the hand shifts in both the vertical and horizontal
directions as measured by TMR and MMSR, respectively. The ‘G’ denotes
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Table 4.2: Means and Standard deviations of l2-norm of hand shifts in both vertical
and horizontal directions as measured by TMR and MMSR.

Mean Standard deviation
GTMR 1.6 2.0

GMMSR 1.6 1.4
ITMR 3.4 3.0

IMMSR 5.9 2.9

‘genuine user’ and ‘I’ denotes ‘imposter’.

Figure 4.4: Probability distributions of hand shift after TMR.

The reason that the hand shifts from the impostors obtained by TMR
are much smaller in general than those obtained by MMSR, may be because
the registration results of TMR depend more on the global shapes of the
grip-pattern images, which constrains the shift values of the images from
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Figure 4.5: Probability distributions of hand shift after MMSR.

impostors to a relatively small value. See Figure 4.6 for an illustration of
this effect.

Inspired by the special characteristic of the hand shift produced by
MMSR, we implemented a new classifier as a combination of two other
classifiers. Specifically, one is based on grip patterns using the likelihood-
ratio classifier, with TMR as a preprocessing step. The other one performs
verification based on the minus l2-norm of hand shifts produced by MMSR.
Note that in both classifiers, TMR is applied to the training data to build
up a stable after-registration model. A measured grip-pattern image is
verified as being from the genuine user if, and only if, the verification results
given by both classifiers are positive. This is similar to the application of
the threshold-optimized AND-rule fusion, described in [46], [47], [48] and
[49]. The difference is that we did not optimize the threshold values as
in the case of threshold-optimized AND-rule fusion. Instead, regarding a

45



4. Registration of grip-pattern images

Table 4.3: Across-session verification results in equal-error rate (%) with reference
and improved classifiers.

Train session 2 3 1 3 1 2
Test session 1 1 2 2 3 3

RF 5.5 14.7 7.9 20.2 24.1 19.0
TMR 3.9 12.9 6.0 17.8 18.4 18.9
COM 3.4 8.1 5.0 12.4 11.0 12.6

threshold value of one classifier, the threshold of the other classifier was set
as any of the possible values, for making a verification decision.

The process of classification can be illustrated by Figure 4.7, where
circles and stars represent images from the genuine users and the impostors,
respectively. Let the threshold value be set as −5 on the horizontal axis,
and as −100 on the vertical axis. Then only those corresponding images,
represented as scatter points located in the upper-right corner on the plot,
will be classified as being from the genuine user, whereas all the other
images will be rejected.

Table 4.3 shows that the verification results have been further improved
by using the combination of these two classifiers, denoted as COM. For easy
comparison, the experimental results in the third and the fourth rows of
Table 4.1 are presented as well.

4.5 Conclusions

In order to improve the verification results, two registration approaches
are applied to reduce the across-session variation caused by the hand shift:
template-matching registration (TMR) and maximum-matching score reg-
istration (MMSR). Both methods prove to be useful to improve the verifi-
cation performance of the system. Specifically, verification error rates are
reduced effectively when the TMR is used as a preprocessing step prior
to classification. Also, the hand shift value produced by the MMSR is
on average much smaller if the measured image and the template image
belong to the same subject rather than if they belong to two different sub-
jects, respectively. As a result, a new classifier is designed based on both
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the grip patterns preprocessed by TMR, and the hand shifts produced by
MMSR. The application of this additional classifier has greatly improved
the verification results further.
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(a) (b)

(c) (d)

Figure 4.6: (a) Template image of one subject from the first session. (b) Image of
an imposter from the second session. (c) Image of the imposter after TMR. (d)
Image of the imposter after MMSR.
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Figure 4.7: Scatter graph of matching scores computed from both grip patterns
and hand shifts.
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Chapter 5
Local absolute binary patterns as
image preprocessing for
grip-pattern recognition1

Abstract. In this chapter we propose a novel preprocessing technique for
grip-pattern classification, namely, Local Absolute Binary Patterns. With
respect to a certain pixel in an image, Local Absolute Binary Patterns pro-
cessing quantifies how its neighboring pixels fluctuate. It will be shown that
this technique can reduce the variation of pressure distribution between the
probe and gallery images of a subject. Also, information of the hand shape
in an image can be extracted. As a result, a significant improvement of the
verification performance will be achieved.

5.1 Introduction

As described in Chapter 3, after analyzing the images collected in different
sessions we found that a subject tends to produce the grip patterns with
large variations across sessions, even though his or her grip patterns col-
lected within one session are fairly similar. Basically, two types of variations

1This chapter is based on [25].
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(a) (b)

Figure 5.1: Grip-pattern images of a subject in different sessions.

were observed. First, a variation of pressure distributions occurs between
the grip patterns of a subject across sessions. Second, another type of
variation results from the hand shift of a subject. However, despite the
variations of grip patterns, we also found that the hand shape, as it occurs
in one’s grip-pattern image, is almost constant across sessions. This is easy
to understand, as the hand shape of a subject is a physical characteristic,
which does not change so rapidly.

Figure 5.1 shows two images collected from one subject in different
sessions. One can see that the pressure distributions in these two images
are quite different. Also, the grip pattern in Figure 5.1(b) is located higher,
on average, than that in Figure 5.1(a). However, the hand shapes of the
grip patterns in these two images look quite similar.

Based on characteristics of the grip-pattern images, the verification per-
formance may be improved by reducing the across-session variations of grip
patterns, or by extracting information of hand shapes in the images. In ear-
lier work, we used template-matching registration to reduce the variation
caused by the hand shift. Also, we applied a double-trained model, with
which the data from two out of three sessions were combined for training,
and those of the remaining session were used for testing. By doing this,
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the data variations across sessions were much better modelled during train-
ing procedure of the classifier, compared to the case where the grip-pattern
data from only one collection session were used for training. As a result, the
verification performance has been greatly improved with both the applica-
tion of the template-matching registration, and that of the double-trained
model.

In this chapter we propose a preprocessing approach for grip-patter clas-
sification, namely, Local Absolute Binary Patterns (LABP). This technique
is not only capable of reducing the across-session variation of the pressure
distribution in the grip-pattern images, but also, it can extract information
of hand shapes in the images by enhancing the contrast between the grip
patterns and the background. Specifically, with respect to a certain pixel
in an image, the LABP processing quantifies how its neighboring pixels
fluctuate. It was found that the application of LABP can further improve
the verification performance significantly.

For comparison, the experimental results with the grip patterns prepro-
cessed by a type of high-pass filter will also be presented. The reason for
this is twofold. First, as discussed earlier, the performance of grip-pattern
verification may be improved by extracting information of hand shapes in
the images. Second, it can be proved that the hand part and the back-
ground in a grip-pattern image can be regarded as the high-frequency and
low-frequency component of this image, respectively. That is, the appli-
cation of a high-pass filter may improve the verification performance by
enhancing the contrast between a grip pattern and its background, as in
the case of LABP processing.

This chapter presents and analyzes the verification results, with the
grip-pattern images preprocessed by LABP processing prior to classifica-
tion. The remainder of this chapter is organized as follows: Section 5.2
describes the approach of LABP processing. Next, Section 5.3 compares it
to a type of high-pass filter, generated from the Gaussian low-pass filter.
The experimental results will be presented and discussed in Section 5.4.
Finally, conclusions will be given in Section 5.5.
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5.2 Local Absolute Binary Patterns

The development of Local Absolute Binary Patterns (LABP) is mainly
based on two observations of the grip-pattern images. First, regarding a
certain pixel located within the hand part, the values of its neighboring
pixels fluctuate to a large degree on average. This may be because the grip
pattern, by nature, is a type of locally fluctuating data. Second, in contrast,
the pressure distribution in areas within the background is much smoother,
as most pixels in the background have a pressure value zero. Figure 5.2, as
an example, illustrates these observations.

(a) (b)

Figure 5.2: (a) Histogram of pixel values in a three-by-three neighborhood within
the hand part of the grip-pattern image in Figure 5.1(a). (b) Histogram of pixel
values in a three-by-three neighborhood within the background of the grip-pattern
image in Figure 5.1(a).

Inspired by these special characteristics of grip-pattern images, and
based on previous work on local binary patterns (LBP) [50], [51], we have
developed LABP. With respect to each certain pixel in an image, the LABP
processing quantifies how its eight neighboring pixels fluctuate. It is per-
formed in two steps. First, for a given center pixel (xc, yc), the values of
the neighboring pixels are compared to that of the center pixel (xc, yc),
one by one. As a result of each comparison, either a 1 or a 0 is recorded:
if the absolute difference between two pixels is greater than a threshold,
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31 53 42
14 39 46
26 33 42

1 1 0
1 1
1 1 0

Figure 5.3: Top: a three-by-three neighborhood in an image before LABP. Bottom:
comparison results between center pixel and neighboring pixels.

the comparison result will be 1; otherwise, the comparison result will be 0.
In this way, eight comparison results are computed. Second, the value of
the center pixel is replaced by the sum of these eight comparison results.
Therefore, the new value of (xc, yc) will be an integer between 0 and 8. In
this way each pixel in an image is assigned a new value.

The resulting value of the center pixel can be expressed as follows:

LABP(xc, yc, t) =
7∑

m=0

u(|ic − im| − t), (5.1)

where ic and im represent the values of the center pixel (xc, yc) and one of
its neighboring pixels, respectively. The threshold t is a positive constant
and needs to be optimized. u(r) is the unit step function defined as:

u(r) =
{

1 if r ≥ 0,
0 if r < 0.

(5.2)

As an example, Figure 5.3 illustrates the procedure of LABP processing in
a three-by-three neighborhood, supposing that the threshold value is t = 5.
The resulting value of the center pixel after LABP is therefore 6.

In our experiment, both prior to and after LABP processing, each image
was scaled as such that the values of all pixels were in the range [0, 1]. This
was to avoid that the features in greater numeric ranges dominated those in
smaller numeric ranges [40]. Also, after scaling the threshold value would be
invariant to grip-pattern images with different global ranges of pixel values.
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The grip-pattern images processed by LABP are shown in Figure 5.4(a) and
Figure 5.4(b), for example, with t equal to 0.006. The original images are
from the same subject collected in different sessions, as shown in Figure 5.1.

It has been shown in our experiment, that the performance of grip-
pattern verification varied greatly with different values of threshold t ap-
plied. On the one hand, when the value of t was too small, the verification
performance was degraded due to the noisy information in the image after
LABP processing. On the other hand, when the value of t was too large, the
local fluctuations of small values in the image were ignored during LABP
processing. Figure 5.5 illustrates these two effects with t equal to 0 and
0.02 applied to Figure 5.1(a), respectively.

One can see from Figure 5.4 that LABP has mainly two effects on the
original grip-pattern images. First, the across-session variation of pressure
distribution has been greatly reduced. Further analysis shows that this is
because after LABP processing, in each image the pressure values in dif-
ferent subareas within the hand part have become much more equalized, in
comparison with the case before LABP processing. That is, in each image
the local pressure differences have been significantly reduced. Therefore, by
normalization of each image after LABP processing, the pressure difference
between the corresponding subareas of two images from the same subject
has been greatly reduced. The effect of pressure equalization between dif-
ferent subareas within the hand part of an image, is further illustrated in
Figure 5.6. One can see that after LABP processing the pressure difference
between neighborhood 1 and 2 is much smaller in general, than that before
LABP processing.

Second, with LABP the information of the hand shape in an image has
been extracted by enhancing the contrast between the grip pattern and its
background. Comparing images before and after LABP processing, one can
see that the grip pattern processed by LABP is much more distinctive with
respect to the background. Note that after LABP processing the noise in
some part of the background has been amplified too. The value of noise
depends on that of the threshold t in (5.1). The importance of selecting a
proper value for the threshold will be discussed in more detail in Section 5.4.
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5.3 Alternative method: high-pass filter

Figure 5.2 shows that the hand part and the background in a grip-pattern
image can be regarded as the high-frequency and low-frequency compo-
nent of this image, respectively. Since the LABP processing enhances the
contrast between the hand part and the background, in this sense it is com-
parable to a high-pass filter. In this section we briefly introduce a type of
high-pass filter and compare it to the LABP processing. It is one of the
mostly widely used high-pass filter, generated by applying a Gaussian low-
pass filter to an image and then subtract the obtained low-frequency image
from the original image [52].

A Gaussian filter is a weight kernel that approximates the profile of a
Gaussian function along any row, column, or diagonal through the center.
It is characterized by a standard deviation, expressed in terms of pixel
dimensions, and calculated as

G(x, y, σ) =
1

2πσ2
e−

x2+y2

2σ2 (5.3)

where x and y are the distance in pixels from the center of the kernel. The
standard deviation σ is the radius (in pixels) of the kernel, containing 68%
of the integrated magnitude of the coefficients [52].

Figure 5.4(c) and Figure 5.4(d) show the grip-pattern images processed
by the high-pass filter, with the original images being from the same subject
collected in different sessions, as shown in Figure 5.1. Both prior to and
after the high-pass filtering, as in the case of LABP processing, each image
has been scaled as such that the values of all pixels are in the range [0, 1].
One can see that after the high-pass filtering, the grip pattern in each image
has not become more distinctive in general with respect to its background
as in the case of LABP processing, even though the local contrast within
the hand part has been enhanced.

Also, as one can see from Figure 5.6, after the high-pass filtering the
pressure differences between different subareas within the hand part of an
image have not been reduced, in contrast to the case of LABP process-
ing. Here the histograms of two three-by-three neighborhoods are shown,
of Figure 5.1(a), Figure 5.4(a) and Figure 5.4(c), respectively. Note that
Figure 5.4(a) shows the grip-pattern image in Figure 5.1(a) after LABP
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processing, and Figure 5.4(c) shows that after the high-pass filtering.

5.4 Experiments, Results and Discussion

We did the grip-pattern verification based on a likelihood-ratio classifier.
As described in Section 3.3, the verification performance was evaluated by
the overall equal-error rate of all the subjects. It was estimated from the
log-likelihood ratios of all the genuine users and impostors. In the experi-
ments each image was preprocessed by either LABP, or the high-pass filter
described in Section 5.3, prior to classification. Each image was scaled such
that the values of all pixels were in the range [0, 1], both prior to and after
LABP processing or high-pass filtering. Also, we applied both template-
matching registration and double-trained model in the experiments (see
Section 5.1).

The procedure of searching for topt, the optimal value of the threshold
t for LABP processing in (5.1), proved to be crucial as discussed in Sec-
tion 5.2. Figure 5.7 shows the verification results with different values of
t. Here, as an example, the grip patterns of the first and second collec-
tion sessions were used for training and testing, respectively. The searching
scope of topt was chosen as [0, 0.02]. One can see that the verification re-
sults varied greatly with different values of t. Experiments were also done
with different values of the standard deviation, i.e. σ in (5.3), selected for
high-pass filtering, but it turned out that the verification results did not
vary much.

We tried two methods on data in the training set to find out topt for
LABP processing. In the first method, with each value of t, the overall
equal-error rate was estimated based on all the matching scores obtained
from 20 runs. In each single run, 75% of the data in the training set were
randomly chosen for training, and the remaining 25% for testing. The value
of t corresponding to the lowest equal-error rate was then selected as topt.
Finally, with t = topt, the data of the whole training set were used to train
the classifier.

In the second method, data in the training set were divided into two
parts, according to in which session they were collected. Since the double-
trained model was applied, there were grip patterns from two collection
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Table 5.1: Verification results in equal-error rate (%).

Train session 1+2 1+3 2+3
Test session 3 2 1

RF 13.1 5.5 3.2
High-pass filter 15.9 8.7 6.6

LABP, topt by method1 6.8 4.4 3.0
LABP, topt by method2 4.9 3.6 2.0

sessions in the training set. The value of topt was determined in three steps.
First, one optimal value of t was decided with the data from one collection
session for training, and those from the other collection session for testing.
Second, another optimal value of t was decided in the same way, but with
the data from these two sessions exchanged. Finally, topt was taken as the
averaged value of the optimal t obtained in both steps. Therefore, unlike
the first method, the second method took into account the grip-pattern
variations across-sessions. That is, the across-session variations of grip
patterns were modelled in the searching procedure of the optimal threshold
with the second method.

The experimental results are presented in Table 5.1, with the grip-
pattern images preprocessed by LABP and the high-pass filter respectively.
As a reference the verification results, based on data not preprocessed by
either of the methods, are listed as well, denoted as ‘RF’. One can see that
compared to the reference results, a significant improvement was achieved
with the application of LABP, whereas the results were degraded using
high-pass filtering. We believe that the substantial improvement of the
verification performance based on LABP was mainly attributed to the two
effects of this method, i.e. reducing the variation of pressure distribution
across sessions and extracting information of the hand shape, as discussed
in Section 5.2. Also, one can see that better verification results were ob-
tained when the second method was used to find out topt, than those based
on the first method. The reason was that the across-session variations of
images were better modelled in the searching procedure with the second
method than with the first method.

Further analysis shows that after LABP, the false-rejection rate of the
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system decreased greatly, whereas its false-acceptance rate did not change
very much. Figure 5.8 shows an example, where the grip patterns from the
first and second collection sessions are used for training, and those from
the third collection session for testing. Here the optimal value of t as 0.005
based on the second method is applied.

5.5 Conclusions

We proposed a novel technique as preprocessing for grip-pattern classifica-
tion, namely, Local Absolute Binary Patterns (LABP). With respect to a
certain pixel in an image, LABP processing quantifies how its neighboring
pixels fluctuate. LABP has two main effects on the grip-pattern images.
First, the across-session variation of pressure distribution is greatly reduced.
The reason is that in each image after LABP the pressure values in different
subareas within the hand part become much more equalized, compared to
the case in the original image. Second, with LABP processing the infor-
mation of hand shapes is extracted by enhancing the contrast between the
grip patterns and the background. After LABP the grip pattern becomes
much more distinctive with respect to the background. Attributed to these
two effects, a significant improvement of the verification performance has
been achieved.
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(a) (b)

(c) (d)

Figure 5.4: (a) Grip-pattern image in Figure 5.1(a) processed by LABP with
t = 0.006. (b) Grip-pattern image in Figure 5.1(b) processed by LABP with
t = 0.006. (c) Grip-pattern image in Figure 5.1(a) processed by high-pass filter
with σ = 0.5. (d) Grip-pattern image in Figure 5.1(b) processed by high-pass filter
with σ = 0.5.
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(a)

(b)

Figure 5.5: (a) Grip-pattern image in Figure 5.1(a) after LABP with t = 0. (b)
Grip-pattern image in Figure 5.1(a) after LABP with t = 0.02.
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(a) (b) (c)

(d) (e) (f)

(g) (h) (i)

Figure 5.6: (a) Three-by-three neighborhood 1 and 2 in Figure 5.1(a). (b) His-
togram of pixel values in neighborhood 1 in (a). (c) Histogram of pixel values in
neighborhood 2 in (a). (d) Three-by-three neighborhood 1 and 2 in Figure 5.4(a).
(e) Histogram of pixel values in neighborhood 1 in (d). (f) Histogram of pixel
values in neighborhood 2 in (d). (g) Three-by-three neighborhood 1 and 2 in Fig-
ure 5.4(c). (h) Histogram of pixel values in neighborhood 1 in (g). (i) Histogram
of pixel values in neighborhood 2 in (g).
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Figure 5.7: Equal-error rate obtained with different values of t
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Figure 5.8: False-acceptance rate and false-rejection rate curves obtained with and
without LABP, where t = 0.005.
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Chapter 6
Grip-pattern recognition based on
maximum-pairwise and
mean-template comparison1

Abstract. In this chapter grip-pattern verification is done using two types of
comparison methods. One is mean-template comparison, where the match-
ing score between a test image and a subject is computed by comparing
this test image to the mean value of the subject’s training samples. The
other method is maximum-pairwise comparison, where the matching score
between a test image and a subject is selected as the maximum of all the
similarity scores, resulting from the comparisons between this test image
and each training sample of the subject. Experimental results show that a
much lower false-acceptance rate at the required false-rejection rate of the
system, i.e. 10−4, can be obtained using maximum-pairwise comparison,
than mean-template comparison.

1This chapter is based on [28].
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6.1 Introduction

As described in Section 1.2, our verification system as part of a smart
gun should have a very low false-rejection rate, rendering it highly unlikely
that a police officer could not fire his or her own gun. The current official
requirement in the Netherlands, for example, is that the probability of
failure of a police gun be lower than 10−4. Therefore, in our work the
false-rejection rate for verification must remain below this value. Under
this precondition, the false-acceptance rate should be minimized.

The experimental results for verification in previous chapters, however,
have all been presented in terms of the equal-error rate, instead of the false-
acceptance rate at the false-rejection rate equal to 10−4. This is because
in earlier chapters we mainly focused on improving the verification perfor-
mance of the system in general, and we found that there was no conflict
between it and reducing the false-acceptance rate at the false-rejection rate
equal to 10−4. That is, in our work a lower equal-error rate corresponded
to a lower false-acceptance rate at the required false-rejection rate, and vice
versa. Also, note that the experimental results for verification obtained so
far, were all based on mean-template comparison. That is, the matching
score between a test image and a subject was obtained by comparing this
test image to the mean value of the subject’s training samples.

In this chapter we propose another method of comparison: maximum-
pairwise comparison. Using this method, a test grip-pattern image is com-
pared to a number of training samples of a subject, one by one. Of all
the similarity scores obtained, the highest one is selected as the match-
ing score between this test image and the subject. We came up with this
method since we expected better verification performance to be achieved,
with the similarity between a test image and each individual training sam-
ple of a subject examined. This is because the mean value of a subject’s
training samples may not be able to represent the test data of this sub-
ject well, due to the model drift problem of grip patterns, as described
in Chapter 3. The major advantage of maximum-pairwise comparison over
mean-template comparison has proved to be, that a significantly lower false-
acceptance rate for grip-pattern verification at the false-rejection rate equal
to 10−4 can be achieved, even though the equal-error rates obtained with
these two methods do not differ much.
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This chapter analyzes the verification performance of grip-pattern recog-
nition, using maximum-pairwise comparison and mean-template compari-
son, respectively. The remainder of this chapter is organized as follows.
The verification algorithm, in both cases of mean-template comparison and
maximum-pairwise comparison, will be briefly described in Section 6.2. Sec-
tion 6.3 presents and discusses the experimental results. Finally, conclu-
sions will be given in Section 6.4.

6.2 Verification algorithms

Mean-template comparison

If mean-template comparison is used, the verification algorithm is the same
as was described in Chapter 3. In order to highlight the difference between
mean-template comparison and maximum-pairwise comparison, we briefly
repeat the verification algorithm as follows. It is assumed that the data
are Gaussian and verification is based on a likelihood-ratio classifier. The
likelihood-ratio classifier is optimal in the Neyman-Pearson sense, i.e. the
false-acceptance rate is minimal at a given false-rejection rate or vice versa,
if the data have a known probability density function [29], [30].

A grip-pattern image is arranged into a column vector. The match-
ing score between a measurement z and a class c is derived from the log-
likelihood ratio, computed by

M(z, µc) = −1
2

(z− µc)
′
Σ−1

c (z− µc)

+
1
2

(z− µT)
′
Σ−1

T (z− µT)

− 1
2

log |Σc|+
1
2

log |ΣT|, (6.1)

where µc and Σc denote the mean vector and covariance matrix of class
c; while the data of impostors are characterized by the total mean µT

and total covariance matrix ΣT of grip patterns. The ′ denotes vector or
matrix transposition. If M(z) is above a preset threshold, the measurement
is accepted as being from the genuine user. Otherwise it is rejected [21].
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Due to the large dimensionality of feature vectors (1936-dimensional
vectors), a small-sample-size problem should be solved prior to classifica-
tion [21]. We therefore apply the principal component analysis and linear
discriminant analysis subsequently, to reduce the dimensionality [39]. This
procedure can be represented by a transformation matrix F. The total
covariance matrix becomes an identity matrix after transformation, while
the within-class covariance matrix diagonal. The feature vectors now have
a dimensionality of Nuser − 1, with Nuser the number of subjects in the
training set [21]. Thus, (6.1) becomes

M(ẑ, µ̂c) = −1
2

(ẑ− µ̂c)
′
Λ−1

R (ẑ− µ̂c)

+
1
2

(ẑ− µ̂T)
′
(ẑ− µ̂T)

− 1
2

log |ΛR|, (6.2)

where

ẑ = Fz, (6.3)
µ̂c = Fµc, (6.4)
µ̂T = FµT, (6.5)

and ΛR denotes the resulting diagonal within-class covariance matrix, which
has been assumed to be class independent [21].

Maximum-pairwise comparison

If maximum-pairwise comparison is applied, the verification algorithm re-
mains almost the same as in the case of mean-template comparison. We
only need to modify (6.4), the expression of µ̂c, to:

µ̂c = Fsi, (6.6)

where si, i = 1, ..., l are a number of training samples of class c. The
matching score between a measurement z and a class c is expressed as

max
i
M(ẑ,Fsi). (6.7)
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Table 6.1: Verification results with double-trained model applied.

Train session Test session Equal-error rate (%) FARref (%)
MTC MPWC MTC MPWC

2+3 1 2.0 2.6 63 10
1+3 2 3.6 3.3 65 50
1+2 3 4.9 4.4 60 50

Average 3.2 3.6 57 45

That is, a measurement z is compared to each of these training samples.
Then, the highest similarity score is selected as the matching score between
this measurement and class c.

6.3 Experiments, results and discussion

We did experiments based on the protocol described in Section 3.3. In each
experiment both the false-acceptance rate at the false-rejection rate equal
to 10−4, and the equal-error rate for verification were measured. The local
absolute binary patterns and template-matching registration were applied,
prior to classification. In maximum-pairwise comparison, we compared a
test image to all the training samples of a subject.

The experiments were done with and without the double-trained model
applied, respectively. This was because of our expectation that the effects of
maximum-pairwise comparison on the verification performance may differ
in these two cases, since with double-trained model the number of training
samples of a subject would become much greater and thus more compar-
isons would be made. Table 6.1 and 6.2 show the experimental results.
‘FARref ’ represents the false-acceptance rate at the false-rejection rate
equal to 10−4. ‘MTC’ represents mean-template comparison, and ‘MPWC’
represents maximum-pairwise comparison. The ‘Average’ verification re-
sults were estimated based on the matching scores, obtained from all cases
of the combinations of training and test sessions.

First, one can see that the major advantage of maximum-pairwise com-
parison over mean-template comparison is, that with it a much lower false-
acceptance rate at the false-rejection rate equal to 10−4 can be achieved.
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Table 6.2: Verification results without double-trained model applied.

Train session Test session Equal-error rate (%) FARref (%)
MTC MPWC MTC MPWC

2 1 2.1 2.4 65 48
3 1 6.6 5.8 70 55
1 2 4.7 4.1 85 82
3 2 7.1 7.6 55 55
1 3 7.1 7.3 65 50
2 3 10.0 9.5 70 70

Average 6.3 6.2 67 60

Figure 6.1 shows an example of the false-acceptance and false-rejection rate
curves, using both comparison methods. Here, the grip patterns recorded
in the second and third sessions are used for training, and those in the first
session for testing. Note that since the data are not sufficient to reach the
point where the false-rejection rate is equal to 10−4, FARref has to be esti-
mated by extrapolating the curves. Second, comparing the average results
shown in Table 6.1 and 6.2, one can see that FARref decreased much more
when the double-trained model was applied, than when it was not.

Further analysis indicated that the reason why FARref decreased was,
that the matching scores of those images from the genuine users, which
were of relatively low values with mean-template comparison applied, in-
creased significantly with maximum-pairwise comparison applied instead.
Figure 6.2, for example, shows the matching scores of grip-pattern im-
ages from the genuine users with maximum-pairwise comparison and mean-
template comparison, respectively. Here, the grip patterns recorded in the
first and second collection sessions are used for training, and those from
the third session for testing. The histograms of these matching scores of
images from the genuine users are shown in Figure 6.3.

One can see from Figure 6.2 and Figure 6.3, that in general the lower
matching score a test image has with mean-template comparison, the more
this score increases with maximum-pairwise comparison. This can be ex-
plained as follows. Suppose that a test image from a genuine user has a
relatively low matching score with this user with mean-template compari-
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Figure 6.1: False-acceptance and false-rejection rate curves with both MPWC and
MTC.

son, it must be due to a large mismatch between this test image and the
mean value of the user’s training samples. Thus, most likely there is a
large mismatch between this image and most training samples of the user.
However, as long as there exists at least one training sample that is fairly
similar to the test image, the similarity score between the test image and
this particular training sample can be of a relatively high value. Then, with
maximum-pairwise comparison, this similarity score will be selected as the
matching score between the test image and the genuine user. That is, the
matching score between this image and the user will become relatively high.

Also, this can explain why FARref decreased more with the double-
trained model applied, compared to the case where it was not applied.
When two sessions of grip patterns were combined for training, the number
of training samples became much larger. As a result, the probability that
such a training sample existed that was similar to the test image, also
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Figure 6.2: Matching scores of images from genuine users with both MPWC and
MTC.

became larger.
The explanations given above can be demonstrated with an example in

Figure 6.4. Here the matching score, between a test image from a genuine
user and this user, is much higher with maximum-pairwise comparison than
with mean-template comparison. Comparing all the images, one can see
that there is a rather big “blob” in the middle-left part of both the mean
image of the user’s training samples, and the training sample that produces
the minimum matching score, as shown in Figure 6.4(b) and Figure 6.4(d).
Yet, in both the test image itself and the training sample that produces
the maximum matching score, such a “blob” does not exist at the similar
location, as shown in Figure 6.4(a) and Figure 6.4(c). The presence of
the “blob” results from the fact, that during data recording a part of his
palm near the wrist, sometimes, touched and exerted pressure onto the
sensor wrapping around the grip of the gun. We believe that the absence of
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the “blobs”, among other factors, contributes to a relatively high matching
score between the test image in Figure 6.4(a), and the image of the training
sample shown in Figure 6.4(c).

Note that since FARref was estimated by extrapolation of the false-
acceptance and false-rejection curves, its exact value may not be accurately
measured. However, based on the observation and analysis we still believe
that the maximum-pairwise comparison should result in a lower value of
FARref, than the mean-template comparison.

6.4 Conclusions

Experiments for grip-pattern verification has been done with both mean-
template comparison and maximum-pairwise comparison. A much lower
false-acceptance rate was obtained with maximum-pairwise comparison,
than with mean-template comparison, at the required false-rejection rate
of our system, i.e. 10−4.

This was attributed to the different working principles of these com-
parison methods. Even though a test image from a genuine user may have
a large mismatch with the mean of this user’s training samples, it is very
likely that the similarity score between the test image and at least one
training sample of this user is relatively high. Therefore, the computed
matching score, between the test image and this user, is in general higher
with maximum-pairwise comparison, than with mean-template compari-
son. And this, in turn, result in a lower false-acceptance rate at the aimed
false-rejection rate.
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(a)

(b)

Figure 6.3: (a) Histogram of matching scores of images from the genuine users
with MTC. (b) Histogram of matching scores of images from the genuine users
with MPWC.
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(a) (b)

(c) (d)

Figure 6.4: (a) Test image from a genuine user. (b) Mean of training samples.
(c) Training sample producing the maximum matching score. (d) Training sample
producing the minimum matching score.

77





Chapter 7
Restoration of missing lines in
grip-pattern images1

Abstract. A grip pattern is measured by a sensor sheet covering the grip of
a gun. In practice missing lines can occur in a measured image, caused by
various factors related to hardware implementation. This would degrade the
verification performance of grip-pattern recognition. Therefore, restoration
of the missing lines is necessary. In this chapter we propose a restoration
method, based on minimization of the restoration error in the null space of
data. Experimental results show that this method can effectively restore the
missing lines in grip-pattern images. As a result, the verification perfor-
mance of grip-pattern recognition can be significantly improved.

7.1 Introduction

In data collection sessions, we observed that occasionally horizontal or ver-
tical lines happened to be missing in a grip-pattern image. That is, the
pressure values in those lines were all recorded as zeros. This was found to
have been caused by some cable damage in the prototype, used to record
the data. Figure 7.1, for example, shows a grip-pattern image where three
horizontal lines are missing.

1This chapter is based on [23].
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Figure 7.1: A grip-pattern image with three missing lines.

In practice missing lines can occur in a measured image, caused by
various factors related to the hardware implementation in the gun. Just
to name a few, consider defects of the measuring sensor, or a lose contact
between two electric components embedded in the gun. The verification
performance of grip-pattern recognition would then be degraded, due to
the lack of data. Therefore, restoration of missing lines in a measured
grip-pattern image is necessary to ensure correct operation in a practical
situation.

In this chapter we propose a restoration method, based on minimization
of the restoration error in the null space of the grip-pattern data. The idea
has been inspired by the linear minimum variance estimators described in
Chapter 2 of [53]. It requires training, based on a set of grip patterns
without these missing lines. It also requires that the hardware provides a
signal that indicates whether or not a line in a measured image is missing.
Experimental results show that the missing lines in a grip-pattern image
can be effectively restored, using this method. This has been proved in
two ways. First, the average restoration error per pixel was much smaller,
compared to the average within-class variance per pixel, estimated from
data of a training set. Second, the verification performance of grip-pattern
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recognition has been effectively improved, after restoration of the missing
lines.

This chapter presents the restoration method and analyzes its effect on
the verification performance of grip-pattern recognition. The remainder of
this chapter is organized as follows. Section 7.2 describes the restoration
algorithm. The experimental results will be presented and discussed in
Section 7.3. Finally, conclusions will be given in Section 7.4.

7.2 Restoration algorithm

Let the column vector x denote a raw data vector with N elements. Fur-
thermore, let

x =
(

u
v

)
, (7.1)

be arranged such, that subvector u contains the m unknown data elements
and subvector v the N −m known ones. We assume that the covariance
matrix of data, Σxx, has a null space of a dimensionality of at least m, the
number of unknown elements. Let the columns of F ∈ RN × RM be an
orthonormal basis of the observation space, e.g. obtained by performing
PCA (Principal Component Analysis) on training data [39]. Let û denote
the estimate of u. Our goal is to determine û, such that the null-space
error, i.e. the norm of signal component in the null space after restoration

E0 = ‖(I− FF
′
)
(

û
v

)
‖2 (7.2)

is minimized. The symbol ′ denotes vector or matrix transposition. The ra-
tionale behind this approach is that after restoration of the missing lines, an
image will be as close as possible to the space spanned by F and, therefore,
closely resembles a grip pattern.

The matrix (I − FF
′
) projects onto the null-space of F, therefore we

have

(I− FF
′
)2 = (I− FF

′
). (7.3)

Now we partition F into two submatrices:
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F =
(

F1

F2

)
, (7.4)

with F1 an m×m matrix and F2 an (N −m)×m matrix. By using (7.3)
and (7.4), the null-space error (7.2) can be rewritten as

E0 = (û
′
v

′
)(I− FF

′
)
(

û
v

)
(7.5)

= ‖û‖2 + ‖v‖2 − ‖F′
1û + F

′
2v‖2. (7.6)

Setting the derivative of E0 with respect to û equal to zero, yields the
following equation

(I− F1F
′
1)û = F1F

′
2v, (7.7)

from which û can be solved if (I− F1F
′
1) has full rank.

Let us briefly look at the sensitivity of this restoration approach to the
model errors. The model errors occur if the null-space components are
present in the observed data. Assume that

x = x0 + g (7.8)

=
(

u0

v0

)
+
(

g1

g2

)
, (7.9)

where x0 denotes the uncorrupted data and g an error component in the
null space of F. Therefore,

F
′
1g1 + F

′
2g2 = 0. (7.10)

The error component after restoration becomes

ε = (I− F1F
′
1)−1F1F

′
2g2 (7.11)

= −(I− F1F
′
1)−1F1F

′
1g1 (7.12)

= g1 − (I− F1F
′
1)−1g1. (7.13)

The first term in (7.13) reflects the presence of model errors in the part that
is to be restored. The second term reflects the error due to the compensation
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for model errors in the given data. The compensation error grows strongly
as the eigenvalues of F1F

′
1 approach 1.

When using this algorithm for restoration of missing lines in grip-pattern
images, we choose the training set such that it does not contain images with
missing lines, and the missing lines are only present in images of the test
set. The matrix F can, therefore, be derived from the training data.

7.3 Experiment, results and discussion

This section presents and discusses the experimental results, with the miss-
ing lines in grip-pattern images restored using our proposed method. The
restoration quality will be evaluated by both the average restoration error
per pixel, computed by

E =
1
m
‖ûi − ui‖2, (7.14)

and effect of the application of the restoration method on the verifica-
tion performance of grip-pattern recognition. In our experiments, the grip-
pattern data recorded in the first and second sessions were used for training
and testing, respectively.

Before applying the restoration method, we first set the pressure values
of a number of lines to be zeros in each image of the test set. That is,
we deliberately made some lines in an image to be missing. And, in each
image these lines were randomly selected. This was done in ten cases, where
the pressure values in one up to ten lines were set to be zeros, respectively.
Figure 7.2, as an example, illustrates the restoration effect of this method on
a grip-pattern image, where four lines are deliberately made to be missing.

Table 7.1 and Figure 7.3 show the average restoration errors per pixel
in all ten cases. As a reference the average within-class variance per pixel,
σ2

W, is also presented. It is estimated from data of the training set as

σ2
W =

1
N ·Nuser

∑
j

∑
k

‖xj,k − xj‖2. (7.15)

Nuser denotes the number of samples in the training set. xj,k and xj rep-
resent the kth sample and the mean value of class j in the training set,
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Table 7.1: Restoration error per pixel.

Number of missing lines E

1 159.0
2 165.9
3 170.5
4 164.2
5 165.0
6 164.9
7 166.1
8 165.2
9 166.2
10 162.8
σ2

W 253.8

respectively. One can see that compared to the average within-class vari-
ance per pixel, σ2

W, the average restoration error per pixel was much smaller.
This indicates that the missing data have been restored effectively, using
our proposed method. One can also see, that the average restoration error
per pixel was fairly constant, with the number of missing lines in an image
varying from one up to ten. This suggests that our proposed restoration
method is robust against the increase of the number of missing lines in an
image.

In order to investigate the effect of the restoration method on the verifi-
cation performance of grip-pattern recognition, we performed the following
experiment. First, the grip-pattern verification was done on the test set,
where a number of lines were randomly selected and deliberately made to
be missing in each image. Second, the test set composed of grip-pattern
images with restored lines was used for verification. Third, the verification
performance obtained in the first and second steps was compared. This
whole procedure was repeated in ten cases, with the number of missing
lines in each test image increasing from one up to ten. The verification
performance was evaluated by the overall equal-error rate of all the sub-
jects. The experimental results are shown in Table 7.2. As a reference, the
verification result on the test set, where the complete data are available,
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Table 7.2: Verification results in equal-error rate (%)

Complete test set 7.9
Number of missing lines With missing lines With restored lines

1 8.6 8.0
2 9.1 8.0
3 9.4 8.2
4 9.6 8.4
5 10.4 8.5
6 10.9 8.7
7 11.7 8.8
8 12.6 9.0
9 12.8 9.1
10 13.5 9.3

is also presented. The verification performance as the number of missing
lines in each image increases is further illustrated in Figure 7.4.

Table 7.2 and Figure 7.4 show, that verification performance of grip-
pattern recognition has been significantly improved, with the missing lines
in a measured image restored using the proposed method. And, the rela-
tive improvement became more as the number of missing lines increased.
Therefore, the restoration method is especially helpful with a relatively
large number of missing lines in an image.

Also, one can see that the verification performance with the restored
data became worse, as the number of missing lines in each image increased.
The is because the more lines were restored in each image, the higher the
total restoration error there was per image. However, one can also see that
the degradation was not much. This suggests again, that our proposed
restoration method is robust against the increase of the number of missing
lines in an image.

7.4 Conclusions

Since in practice missing lines can occur in a measured image for grip-
pattern verification, caused by various factors related to hardware imple-
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mentation, restoration of these lines is necessary to ensure correct operation
in a practical situation. Therefore, we have proposed a restoration method,
based on minimization of the restoration error in the null space of data.

Experimental results have shown that the proposed method can effec-
tively restore the missing lines in a grip-pattern image. This has been re-
flected in two ways. First, the average restoration error per pixel was much
smaller, compared to the average within-class variance per pixel. Second,
the verification performance of grip-pattern recognition has been improved
significantly, with the missing lines in an image restored using the proposed
method. We have also found that the restoration method is fairly robust,
against the increase of the number of missing lines in an image.
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(a)

(b)

(c)

Figure 7.2: (a) A grip-pattern image with no missing lines. (b) The grip-pattern
image with four lines set to be zeros. (c) The grip-pattern image with missing
lines restored.
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Figure 7.3: Average restoration error per pixel and within-class variance per pixel.
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Figure 7.4: Verification performance using test data with missing and restored
lines, respectively.
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Chapter 8
Grip-pattern verification based on
high-level features

Abstract. In this chapter we base the grip-pattern verification on high-
level features, namely, physical characteristics of the hand or hand pressure
extracted from a grip-pattern image. Specifically, two types of high-level
features are investigated. First, certain features extracted from the correla-
tion image, between a test image and a part of the grip pattern in an image
as a template. Second, the contour of the fingers in a grip-pattern image.
Experimental results show, that the verification performance based on these
high-level features is generally not good. This suggests, that the high-level
features extracted from a grip-pattern image are not discriminative enough
for identity verification.

8.1 Introduction

So far in our work the grip-pattern verification was all based on the low-level
features, i.e. the pressure values measured as the output of the sensor. Here,
in this chapter we investigate the verification performance of the system by
using the high-level features extracted from the grip-pattern images. By
“high-level features” we refer to the physical characteristics of the hand or
hand pressure of a subject obtained from a grip pattern image.
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Particularly, two types of high-level features will be investigated in this
chapter. First, the verification is done based on the features extracted from
the correlation image, between a test image and a part of the grip pattern
in an image as a template. This is mainly based on our expectation that
the local pressure distribution within a small subarea of an image does not
vary much across sessions, even though a great across-session variation of
the pressure distribution in a whole image occurs. The second type of high-
level feature is the contour of the fingers in a grip-pattern image. This is
mainly inspired by our observation that the hand shape of a subject remains
constant across sessions. Also, the feasibility of hand geometry recognition
based on the contour of a hand has been demonstrated, for example, in
[16].

In the remainder of this chapter we will present and discuss the exper-
imental results of the grip-pattern verification by using these two types of
high-level features, respectively. Based on the analysis, conclusions will be
given afterwards.

8.2 Grip-pattern verification based on
correlation features

Verification was done based on the features extracted from the correlation
image between a test image and a part of a image as a template. Specifi-
cally, besides the rectangle that contained the pattern of the thumb, each
rectangle which contained the pattern of the tip, middle, or lower section of
a finger on the mean image of the training samples of a subject, respectively,
was considered as a template rectangle of this subject.

Let x and y denote a test image and a template rectangle, respectively.
Computation of the correlation image between them can be described as
follows. First, define the correlation result z as an image of the same size
as x. Second, put y on top of x in a certain position. Multiply the value
of each pixel in y by the corresponding value of the pixel in x underneath.
Let zi denote the pixel in z, located at the same position as the pixel in x
underneath the center pixel of y. The value of zi is then computed as
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zi =
y

′ · xi,underneath

‖y‖‖xi,underneath‖
, (8.1)

where the ′ denotes vector or matrix transposition, and xi,underneath denotes
the rectangular subarea of x underneath y. Finally, slide y along x and
compute every other pixel in z in the same way. As an example, Figure 8.1
shows a template rectangle, a test image and their correlation image.

Subsequently, different features of the correlation image were measured.
These features were: the maximum value in the whole image, the maximum
value in a defined scope of the image, the position of the maximum value
in the image, and the position of the maximum value in a defined scope of
the image. With the “Defined scope” we refer to an area in the correlation
image that either exactly overlaps the template rectangle, or a subarea of
it with the same number of pixels shrunk from each side.

Finally, based on each of the four extracted features mentioned above,
two types of classifiers were implemented for verification respectively. One
was the correlation classifier, where the matching score between a test image
and a template was the value of a certain type of feature measured in their
correlation image. The other one was the likelihood-ratio classifier, where
the likelihood ratio of a test image and a template was computed as the
matching score [21]. The verification results based on these two types of
classifiers are discussed as follows.

Correlation classifier based

Based on the correlation classifier the experiment was done, with the data
collected in the first and second sessions used for training and testing,
respectively. The verification performance was evaluated by the overall
equal-error rate of all the subjects. It was computed from the values of the
features measured in the correlation images of all the genuine users and
impostors. The template rectangles were manually selected.

We found that no matter which type of feature was measured, the best
verification results were those based on the correlation between a test im-
age and the pattern of the tip section of the middle, ring, or little finger,
compared to the case where the pattern of the middle or the lower section
of a finger was used as the template image. This is easy to understand,
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Table 8.1: Best verification results in equal-error rate (%) based on correlation
classifier.

Feature 1 Feature 2
Mtip as template 36.5 26.1
Rtip as template 26.8 26.6
Ltip as template 28.5 25.7

because these three parts of the grip-pattern image include more discrim-
inative information than the others. We also found that the verification
results were better if the maximum value in a defined scope of the correla-
tion image, or the position of the maximum value in the correlation image
was measured, compared to the case where some other type of feature was
measured. To summarize, Table 8.1 shows the verification results which
were relatively better, than those in other cases with an equal-error rate
generally greater than 40%. ‘Feature 1’ represents the position of the pixel
with the maximum value in the correlation image, and ‘Feature 2’ repre-
sents the maximum value in a defined scope measured in the correlation
image. The tip sections of the middle, ring and little fingers are denoted
by ‘Mtip’, ‘Rtip’ and ‘Ltip’, respectively.

One should also note that the verification results varied a lot with dif-
ferent number of pixels shrunk from each side of the template rectangle,
in the case where the maximum value in a defined scope of the correlation
image was measured. It was shown that the smaller the defined scope was,
the better the verification result became. Let s denote the number of pixels
shrunk from each side of the template rectangle. Table 8.2, as an example,
shows the equal-error rate at different values of s based on the correlation
between a test image and the pattern of the tip section of the ring finger
as a template. ‘NA’ represents the case where the maximum value was
searched on the whole correlation image. One can see that as the value of
s became greater, the verification result became better.

Further analysis showed that the pixel of the maximum value in the
whole correlation image was mostly located near the center of the template
rectangle, if the test image came from a genuine user; while it was generally
located outside the area of the template, if the test image came from an
imposter. See Figure 8.2 for an example, with the pattern of the tip section
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Table 8.2: Verification results at different values of s, with maximum value mea-
sured in a defined scope of correlation image.

s NA 0 1 2 3
Equal-error rate (%) 39.9 36.2 33.7 30.1 26.6

of the ring finger in Figure 8.1 as the template. Here the same image as
used in Figure 8.1 is selected as the image from the genuine user. Therefore,
as the defined scope became smaller, the probability became lower that an
image from an imposter was misclassified as from the genuine user; while
it became higher that an image from the genuine user was misclassified as
from an imposter. That is, when s became greater the false-acceptance
rate of the verification decreased, while the false-rejection rate increased.
However, the effect of the decrease proved to be stronger than that of the
increase, as shown in Figure 8.3. This explains the improvement of the
verification result as the value of s increased in Table 8.2.

One can see from Table 8.1 that the best verification result based on
the correlation classifier, is of an equal-error rate equal to about 28% on av-
erage. Obviously it is not good. This suggests that our high-level features
extracted are not discriminative enough for identity verification, compared
to the low-level features. We also did the experiment for verification by
combining the results in Table 8.1 using the fusing method [46], [48]. Un-
fortunately, this only reduced the equal-error rate to about 22%.

Likelihood-ratio classifier based

Verification was also done using the likelihood-ratio classifier, based on the
features and templates which produced the relatively good results using
the correlation classifier (see Table 8.1) [21]. Specifically, the input vector
of the likelihood-ratio classifier was composed of: the maximum value in a
defined scope of the correlation image between a test image and the pat-
terns of the tip sections of the middle, ring, and little fingers, respectively;
and the reference position (i.e. the x and y coordinates) of the maximum
value in the correlation image between the test image and the patterns of
the tip sections of the ring and little fingers, with respect to that in the
correlation image between the test image and the pattern of the tip section
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of the middle finger. Note that here we used the reference positions of the
maximum values instead of their absolute positions, in order to reduce the
effect of data variations across sessions caused by hand shift.

As earlier the data in the first and second collection sessions were used
for training and testing, respectively. The verification performance was
evaluated by the overall equal-error rate of all the subjects. It was computed
from the likelihood ratios of all the genuine users and impostors. The data
was transformed by PCA (Principal Component Analysis) and LDA (Linear
Discriminant Analysis) in exactly the same way as described in Section 3.2.
However, the experimental result was not good, with an equal-error rate of
about 36%.

8.3 Grip-pattern verification based on finger
contour

Besides the features measured in the correlation image as mentioned above,
verification experiments were also done based on the contour of the fingers.
This was inspired by our observation that the hand shape of a subject
remains constant across sessions. Prior to the contour extraction, as a first
step, we applied the local absolute binary patterns (LABP) preprocessing
to the grip-pattern image, so that the contour could be better extracted
from the image. Second, the contour of the finger patterns were extracted
by the Canny edge detector. See Figure 8.4. Third, the landmarks were
manually selected on the contour extracted. We selected 17 landmarks
in each image: the finger tips of the middle, ring and little fingers; the
connecting points of each adjacent two of these three fingers; and the other
12 points which were divided into three groups with each four as one group
and equally distributed on both sides of a finger tip.

Verification was done using the likelihood-ratio classifier based on the x
and y coordinates of the landmarks [21]. Still we used the data in the first
and second collection sessions for training and testing, respectively. The
verification performance was evaluated by the overall equal-error rate of all
the subjects, computed from the likelihood ratios of all the genuine users
and impostors. PCA and LDA transformations were made to the data in
exactly the same way as described in Section 3.2.
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However, the experimental result proved not good, with an equal-error
rate of about 21%. As in the case where the verification was based on
features measured in the correlation image, this suggests that our high-
level features are not discriminative enough for identity verification

8.4 Conclusions

Grip-pattern verification based on two types of high-level features are in-
vestigated. One is the features measured in the correlation image between
a test image and a part of the grip pattern in an image as a template. The
second type of high-level feature is the contour of the finger patterns in
an image. The experimental results show that the verification performance
based on high-level features is generally not good. This is due to the fact
that the high-level features extracted from the grip-pattern images are not
discriminative enough for identity verification, compared to the low-level
features.
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(a) (b)

(c) (d)

Figure 8.1: (a) Mean image of a subject from training session. (b) Tip section of
ring finger on the mean image as template. (c) Image for testing. (d) Resulting
image from correlation between the test image and the template.
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(a) (b)

(c) (d)

Figure 8.2: (a) Image from a genuine user. (b) Resulting image from correlation
between the template and the image from the genuine user. (c) Image from an
imposter. (d) Resulting image from correlation between the template and the
image from the imposter.
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Figure 8.3: False-acceptance and false-rejection rate curves obtained based on the
maximum value of the correlation image, searched on the whole image and within
a defined scope at s = 3.
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(a)

(b)

(c)

Figure 8.4: (a) An original grip-pattern image. (b) The image after LABP pre-
processing. (c) Contour extracted by edge detector from the image after LABP
preprocessing.
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Chapter 9
Comparison of grip-pattern
recognition using likelihood-ratio
classifier and support vector
machine1

Abstract. In earlier work, grip-pattern verification was done by using a
likelihood-ratio classifier. Since this type of classifier is based on estimation
of the data probability density from a set of training samples, the verification
results were not good due to the data drifting problem. Specifically, there
occurred large variations of pressure distribution and hand position between
the training and test grip-pattern images of a subject. In this chapter, grip-
pattern verification using the support vector machine is done. Also, the
verification performance is compared to that of the likelihood-ratio classi-
fier. It has been shown that the support vector machine has better verifica-
tion performance than the likelihood-ratio classifier, if there are considerable
variations between the training and test images of a subject. However, once
these variations are reduced or better modelled during training of the clas-
sifier by certain techniques, the support vector machine tends to lose its

1This chapter is based on [27].
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superiority.

9.1 Introduction

In Chapter 3, 4, 5, 6 and 7, the grip-pattern verification was done us-
ing a likelihood-ratio classifier. This type of classifier requires estimation
of the probability density of grip patterns from a set of training samples.
The verification performance therefore depends largely on how similar the
probability density estimated from the training data is, to the actual dis-
tribution of the test data. That is, this type of classifier does not have
good generalization performance and the verification performance will be
degraded if data drifting occurs. Since there were large variations of pres-
sure distribution and hand position between the training and test images
of a subject, the verification performance of grip patterns was not good
using the likelihood-ratio classifier. Figure 9.1 illustrates the grip-pattern
variations across sessions.

(a) (b)

Figure 9.1: Grip-pattern images of a subject in different sessions.

In order to investigate whether another type of classifier, based on a dif-
ferent principle, has better generalization performance, we implemented the
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support vector machine for grip-pattern verification. The support vector
machine, as a contrast to the likelihood-ratio classifier, does not estimate
the data distribution. Instead, it tries to maximize the margin between dif-
ferent classes [32], [33], [54], [55], [56], [57]. It has been proved more capable
of coping with the problem of data drifting, than other pattern-recognition
classifiers [34], [35], [36], [37], [38].

In this chapter we compare the verification performance of grip-pattern
recognition using the support vector machine and the likelihood-ratio clas-
sifier. The remainder of this chapter is organized as follows. Section 9.2
briefly describes the support vector machine and its application in the grip-
pattern verification. Next, the experimental results will be presented and
discussed in Section 9.3. Finally, conclusions will be given in Section 9.4.

9.2 Grip-pattern verification using support
vector machine

Linear support vector machine for separable data

A support vector machine constructs a separating hyperplane, which max-
imizes the margin between two data sets [32], [33]. We start with the sim-
plest case: linear support vector machine trained on separable data. We
label a set of training data as (xi, yi), i = 1, ..., l. xi ∈ Rd and yi ∈ {1,−1}l
denote a d-dimensional data vector and its class label, respectively.

Suppose we have a hyperplane that separates the data of two classes, as
shown in Figure 9.2. The data vectors x that lie on the hyperplane satisfy

w
′
x + b = 0, (9.1)

where w is the normal to the hyperplane, and |b|/‖w‖ is the perpendicular
distance from the hyperplane to the origin. The ′ denotes vector or ma-
trix transposition. Suppose that all the training data satisfy the following
constraints:

w
′
xi + b ≥ +1, if yi = +1 (9.2)

w
′
xi + b ≤ −1, if yi = −1. (9.3)
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Let d+ and d− be the shortest distances from the separating hyperplane to
the closest samples of class 1 and −1, respectively. We define the “margin”
of a separating hyperplane to be d+ + d−. In this linearly separable case,
the support vector algorithm looks for the separating hyperplane with the
largest margin between two classes.

Figure 9.2: Linear separating hyperplanes for the separable case. The support
vectors are circled.

Now consider the data vectors for which the equality in (9.2) holds.
These vectors lie on the hyperplane H1 : w

′
x + b = 1, with normal w

and perpendicular distance from the origin |1 − b|/‖w‖. The vectors, for
which the equality in (9.3) holds, lie on the hyperplane H2 : w

′
x + b = −1,

also with normal w and perpendicular distance from the origin | − 1 −
b|/‖w‖. Therefore, d+ = d− = 1/‖w‖, and the margin is 2/‖w‖. The pair
of hyperplanes, which give the maximum margin, can thus be found by
minimizing ‖w‖2 subject to the constraints in (9.2) and (9.3). Note that
H1 and H2 are parallel because they have the same normal, and that no
data vectors fall between them.

After solving the constrained optimization problem described above,
the linear separating hyperplane can be expressed as:

w
′
x + b = 0, (9.4)
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where

w =
NS∑
i=1

αiyisi. (9.5)

Here, si denotes one of a set of NS support vectors, which are the training
vectors lying on H1 and H2; αi > 0 denotes its coefficient weight; and yi
denotes its class label [32], [33]. This hyperplane lies half way between H1

and H2 and parallel to them, as shown in Figure 9.2.
In the test phase given a test vector x, we simply decide on which side

of the decision boundary it lies, and assign sgn(w
′
x + b) as its class label.

Linear support vector machine for non-separable data

If the training data of two classes are non-separable, the decision boundary
can be determined by adding a further cost to classification errors. A
positive slack variable ξi, i = 1, ..., l is introduced into the constraints, which
then become:

w
′
xi + b ≥ +1− ξi, if yi = +1 (9.6)

w
′
xi + b ≤ −1 + ξi, if yi = −1 (9.7)

ξi ≥ 0, ∀i. (9.8)

Therefore, for an error to occur, the corresponding ξi must exceed unity.
This makes

∑
i ξi the upper bound on the number of training errors. An

extra cost for errors can be assigned by changing the objective function to
be minimized to be

1
2
‖w‖2 + C(

∑
i

ξi)k, (9.9)

where C is a parameter to be chosen by the user. A larger C corresponds
to assigning a higher penalty to errors.

Again, the linear separating hyperplane can be expressed as:

w
′
x + b = 0, (9.10)
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where

w =
NS∑
i=1

αiyisi. (9.11)

The only difference from the case of the optimal hyperplane is that the αi
now has an upper bound of C [32], [33].

Nonlinear support vector machine

Let us further assume that the decision boundary separating the classes
is nonlinear. We map the data to a higher (possibly infinite) dimensional
Euclidean space Γ, with function Φ. In this space, a linear separating
hyperplane will be found, with the maximum margin between two classes.
That is, a linear support vector machine will be constructed in this higher
(or infinite) dimensional space Γ. The optimization constraints are:

w
′
Φ(xi) + b ≥ +1− ξi, if yi = +1 (9.12)

w
′
Φ(xi) + b ≤ −1 + ξi, if yi = −1 (9.13)

ξi ≥ 0,∀i. (9.14)

In the original space of the data, Rd, the decision boundary can be
expressed as:

f(x) =
NS∑
i=1

αiyiΦ
′
(si)Φ(x) + b =

NS∑
i=1

αiyiK(si,x) + b, (9.15)

where K(xi,xj) = Φ
′
(xi)Φ(xj) is a kernel function [32], [33]. It is in-

troduced here, so that in the training algorithm Φ does not need to be
explicitly known. In our experiments the Gaussian radial basis function
kernel was applied, because of its reported advantages over the other types
of kernel functions [58], [59], [60]. The Gaussian radial basis function kernel
is expressed as:

K(x,y) = e−‖x−y‖2/2σ2
(9.16)
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Support vector machine applied to multiuser problem

Note that a support vector machine is a binary classifier. Since multiple
users are involved in grip-pattern verification, we implemented a support
vector machine using the method proposed in [61], which converts a multi-
class problem into a binary one.

Specifically, a “difference space” was formulated, which explicitly cap-
tured the dissimilarities between two grip-pattern images. In this space we
were interested in the following two classes. First, the within-class differ-
ence set, which contained the dissimilarities between grip-pattern images
of the same individual. Second, the between-class difference set, which
contained the dissimilarities between images of different subjects. These
two classes were the input to our support vector machine algorithm, which
generated a decision boundary.

9.3 Experiments, results and discussion

Prior to classification using the support vector machine, the grip patterns
were transformed first by PCA (Principal Component Analysis) and then
by LDA (Linear Discriminant Analysis), just as in the case of likelihood-
ratio classifier. This is because we found that the verification performance
would be degraded significantly, without these two transformation steps.
The verification performance was evaluated by the overall equal-error rate
of all the subjects. And the experiment set-up is the same as described in
Section 3.3.

Note that in earlier chapters, three techniques were applied to improve
the verification performance, prior to classification using the likelihood-
ratio classifier. They either reduced the variations between the training
and test grip-pattern images of a subject, or helped to model the varia-
tions during training of the classifier. First, we used template-matching
registration (TMR) to reduce the variation between the training and test
images of a subject caused by hand shift. With TMR the equal-error rate
for verification was reduced from about 15% to 13% on average. The second
technique that we applied was the double-trained model (DTM). Specifi-
cally, the grip patterns recorded in two out of three collection sessions were
combined for training, and those of the remaining session were used for
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testing. With DTM, the grip-pattern variations between the training and
test images of a subject were much better modelled during training of the
classifier. The verification performance was greatly improved with DTM,
and the equal-error rate was reduced from about 15% to 8% on average.

Third, we applied an image processing approach prior to classification,
i.e., local absolute binary patterns (LABP). With respect to a certain pixel
in a grip-pattern image, the LABP processing quantifies how its neighboring
pixels fluctuate. This technique reduced the pressure distribution between
the training and test images of a subject. At the same time the information
of hand shape was extracted from a grip-pattern image, which remained
constant for a subject. The application of LABP improved the verification
performance significantly, with the equal-error rate reduced from about 15%
to 9% on average. When these three techniques were applied together, the
verification performance was improved even more than each of them was
used individually, yielding an average equal-error rate of 3% approximately.

In our experiments two parameters were optimized: the error penalty
parameter C in (9.9), and the Gaussian radial basis kernel parameter σ in
(9.16). The performance of grip-pattern verification was compared in three
cases, using the support vector machine and the likelihood-ratio classifier
respectively. In the first case, none of the three techniques of TMR, DTM
and LABP was applied. The experimental results are shown in Table 9.1.
“LRC” and “SVM” represent the likelihood-ratio classifier and support vec-
tor machine, respectively. The ‘Average’ verification results were estimated
based on the matching scores, obtained from all cases of the combinations
of training and test sessions. Only one of the three techniques was applied
in the second case. These experimental results are shown in Table 9.2, 9.3,
and 9.4. Finally, in the third case all of the three methods were applied.
Table 9.5 shows the experimental results.

One can see from Table 9.1 that when none of the methods of TMR,
DTM and LABP was applied, the verification performance using the sup-
port vector machine was much better on average, compared to that using
the likelihood-ratio classifier. This suggests that the support vector ma-
chine was more capable of capturing the variations between the training and
test grip-pattern images, than the likelihood-ratio classifier. This can be
attributed to the different working principles of these two classifiers. Since
the support vector machine tries to maximize the margin between different
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Table 9.1: Verification results in equal-error rate (%) without TMR, DTM or
LABP applied.

Train session Test session LRC SVM
1 3 24.1 17.6
2 3 19.0 14.7
1 2 7.9 4.4
3 2 20.2 11.6
2 1 5.5 4.0
3 1 14.7 11.5

Average 15.0 10.2

Table 9.2: Verification results in equal-error rate (%) with TMR applied.

Train session Test session LRC SVM
1 3 18.4 10.6
2 3 18.9 13.2
1 2 6.0 5.8
3 2 17.8 15.5
2 1 3.9 4.1
3 1 12.9 10.7

Average 12.7 9.6

Table 9.3: Verification results in equal-error rate (%) with DTM applied.

Train session Test session LRC SVM
1+2 3 13.7 12.7
1+3 2 5.7 5.3
2+3 1 4.0 4.5

Average 7.8 7.2

classes, it has better generalization performance than the likelihood-ratio
classifier, which is based on estimation of data’s probability density [34],
[35], [36], [37], [38].

Table 9.2, 9.3, and 9.4 show that the verification performance of both
classifiers became improved on average, when TMR, DTM, or LABP was
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Table 9.4: Verification results in equal-error rate (%) with LABP applied.

Train session Test session LRC SVM
1 3 10.0 6.9
2 3 16.7 9.8
1 2 5.2 3.1
3 2 11.9 10.3
2 1 4.8 3.6
3 1 8.6 8.8

Average 9.2 7.2

Table 9.5: Verification results in equal-error rate (%) with TMR, DTM and LABP
all applied.

Train session Test session LRC SVM
1+2 3 4.9 7.6
1+3 2 3.6 5.8
2+3 1 2.0 3.7

Average 3.2 5.8

applied. And, the verification results based on the support vector machine
were still better than those based on the likelihood-ratio classifier. However,
one can also see that the verification performance of the support vector ma-
chine was now not as much superior to that of the likelihood-ratio classifier,
as in the first case. This suggests that the likelihood-ratio classifier bene-
fited more from the techniques (TMR, DTM and LABP), than the support
vector machine did. It is very interesting to see that the likelihood-ratio
classifier actually even outperformed the support vector machine, when
TMR, DTM and LABP were applied together, as shown in Table 9.5.

To summarize, the support vector machine seemed to have lost its su-
periority over the likelihood-ratio classifier, once the variations between
training and test grip-pattern images were reduced or better modelled dur-
ing training of the classifier. And, the more these variations were reduced,
or the better they were modelled during training, the more superiority the
support vector machine tended to lose.

112



9.4. Conclusions

9.4 Conclusions

The performance of grip-pattern verification has been compared using the
support vector machine and the likelihood-ratio classifier, respectively. It
has been shown that the verification performance of support vector machine
was much better than that of the likelihood-ratio classifier, given large vari-
ations between the training and test grip-pattern images for a subject. That
is, it seems that the support vector machine captured the characteristics of
grip-pattern data much better, compared to the likelihood-ratio classifier.
However, once the variations have been reduced or modelled during training
of the classifier, the support vector machine tended to lose its superiority
and the performance of the likelihood-ratio classifier became even better.
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Chapter 10
Grip-pattern verification with data
for training and enrolment from
different subjects

Abstract. In this chapter the verification performance of grip-pattern recog-
nition is investigated in a realistic situation, where the data for training and
for enrolment come from different groups of subjects. Experimental results
show that the false-acceptance rate at the target false-rejection rate equal
to 10−4, obtained in the realistic situation, is much higher than that in the
case where the data for training and enrolment come from the same group
of subjects. This is due to the mismatch between the properties of grip pat-
terns from different groups of subjects. Also, it has been shown that the grip
patterns of police officers are more stable, than those of the untrained sub-
jects. This benefit, however, will disappear using the techniques that reduce
the data variations across sessions.

10.1 Introduction

All the experiments for grip-pattern verification described in previous chap-
ters were done such, that the grip patterns used for training and those used
for enrolment came from the same group of subjects. In practice, how-

115



10. Grip-pattern verification with data for training and
enrolment from different subjects

ever, these two sets of data should be from different subjects. There were
two reasons that we did not separate them previously. First, in the earlier
stage of research we mainly focused on developing the verification algo-
rithms. Second, the grip patterns recorded from the police officers alone
were not enough for training the classifier, due to the limited number of
subjects (see Chapter 2).

In order to investigate the verification performance of grip-pattern recog-
nition in a realistic situation, where the data for training and for enrolment
came from different groups of subjects, we did new experiments. Unlike
those described in previous chapters, which were based on the grip pat-
terns recorded from the police officers alone, in the new experiments we
used all the data, collected from both the police officers and untrained
subjects. The reader is referred to Chapter 2 for the description of data
collection. In this way, more grip patterns were available for training, so
that their characteristics could be better modelled. Also, it provided the
possibility to answer one of our research questions, i.e. whether the grip
patterns of the police officers are indeed more stable than those of the un-
trained subjects. In the experiments the likelihood-ratio classifier was used
for grip-pattern recognition, as described in Section 3.2.

This chapter presents the experimental results of grip-pattern verifica-
tion in the realistic situation, where the data for training and for enrolment
came from different groups of subjects. The remainder of this chapter is
organized as follows. Section 10.2 presents and discusses the experimental
results. Afterwards, conclusions will be given in Section 10.3.

10.2 Experiments, results and discussion

Experiment set-up

We did two experiments of grip-pattern verification, with the data for train-
ing and for enrolment obtained from different groups of subjects. The first
experiment explored the verification performance of grip-pattern recogni-
tion in the realistic situation for all users; whereas the second experiment
investigated it with only the police officers considered as genuine users.
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First experiment

In the first experiment, the verification performance was evaluated based
on all the matching scores obtained from 120 runs. In each single run,
six subjects were randomly selected and their grip patterns were used for
enrolment and testing. The data of the remaining subjects were used for
training. In this way, the data for training and for enrolment came from
completely different groups of subjects. Also, enough test images from the
genuine users were made available to estimate the false-acceptance rate at
the target false-rejection rate of the system, i.e. 10−4.

As described in Chapter 2, the grip patterns of both the police offi-
cers and untrained subjects were recorded in three sessions. In each run
of the experiment, of the data from the six subjects selected for enrolment
and testing, we used those of two out of three collection sessions for enrol-
ment and the grip patterns of the remaining session for testing. This was a
variant form of the double-trained model (see Section 3.3), and we named
it “double-enrolled model”. Also, the other methods that improved the
verification performance of grip-pattern recognition were applied. They
were template-matching registration, local absolute binary patterns, and
maximum-pairwise comparison. The reader is referred to Chapter 4, Chap-
ter 5 and Chapter 6 respectively for descriptions of these methods. The
template-matching registration was capable of reducing the variation be-
tween the training and test images of a subject, caused by the hand shift.
The local absolute binary patterns processing proved able to extract the
information of hand shape from a grip-pattern image, which remained con-
stant for a subject. Also, it can reduce the variation of pressure distri-
bution, between the training and test images of a subject. And, a much
lower false-acceptance rate at the target false-rejection rate equal to 10−4

can be obtained using maximum-pairwise comparison, than mean-template
comparison.

Earlier in Chapter 4 a fused classifier was described, which was based
on both the grip patterns preprocessed by template-matching registration,
and the hand shifts produced by maximum-matching-score registration.
This classifier proved to have better verification performance, than the one
based on grip patterns alone. In the new experiments, however, it has not
been implemented. The reason was twofold. First, running the experi-
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10. Grip-pattern verification with data for training and
enrolment from different subjects

Table 10.1: Verification results with the grip patterns for training and enrolment
from the same group or different groups of subjects.

Equal-error rate (%) FARref (%)
RF 3.6 45

RS, all users 5.0 68
RS, police 6.1 62

ment proved to be rather time consuming, since the verification decision
was based on the outputs of two classifiers. Second, we found that the ver-
ification performance did not improve much by using the fused classifier,
when template-matching registration, local absolute binary patterns, and
maximum-pairwise comparison were applied.

Second experiment

The second experiment was done in almost the same way as the first one,
except for two changes. First, in each single run the six subjects for en-
rolment and testing were not completely randomly selected. Specifically,
three of them were the police officers, and the other three were untrained
subjects. Second, the verification performance was evaluated based on only
the matching scores, produced by the comparison of test images and the
template images from the police officers. The verification performance was
evaluated based on all the matching scores obtained from 240 runs, so that
enough test images from the genuine users were available to measure the
false-acceptance rate at the false-rejection rate equal to 10−4.

Experimental results and discussion

The experimental results are shown in Table 10.1. Both the equal-error
rate and the false-acceptance rate at the false-rejection rate equal to 10−4,
denoted by ‘FARref ’, are presented. ‘RS’ represents the realistic situation.
As a reference the experimental results, with the grip patterns used for
training and for enrolment coming from the same group of subjects, are
also listed, denoted as ‘RF’. The false-acceptance rate and false-rejection
rate curves are shown in Figure 10.1.
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10.2. Experiments, results and discussion

Figure 10.1: False-acceptance and false-rejection rate curves in reference case and
realistic situation.

One can see that compared to the reference case, the false-acceptance
rate at the false-rejection rate equal to 10−4 increased significantly in the
realistic situation, where the grip patterns for training and for enrolment
came from different groups of subjects. Figure 10.1 shows that the false-
acceptance rate increased in the realistic situation, compared to that in
the reference case, whereas the false-rejection rate decreased. This may be
explained as follows. Since the grip patterns for training and for enrolment
came from two separate groups of subjects, it was likely that the global
distributions of these two sets of data were different. Therefore, the di-
rections with the greatest variances of the total data, determined by the
transformation of principal component analysis, may also be quite differ-
ent. That is, in those dimensions where different classes of the grip patterns
for training were distinguishable, the different classes of the data for en-
rolment might not. Thus, a test image from an imposter might be easily
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10. Grip-pattern verification with data for training and
enrolment from different subjects

Table 10.2: Verification results based on grip patterns from the police officers and
untrained subjects.

Equal-error rate (%) FARref (%)
Police Untrained Police Untrained

Within 0.6 1.2 6 13
Across, without techniques 15.0 34.1 80 95

Across, with techniques 3.6 3.4 45 48

misclassified as from the genuine user. As a result, the false-acceptance
rate increased. The reason that the false-rejection rate decreased might be
that some samples from the genuine users, which were misclassified as from
the imposters in the reference case, were correctly classified in the realistic
situation. This was attributed to the fact that after the transformation of
principal component analysis, the different classes of grip patterns might
become less separable, compared to the reference case. One can see that
the false-acceptance rate at the false-rejection rate equal to 10−4 increased
significantly, since the effect of the increase of the false-acceptance rate was
higher than the decrease of the false-rejection rate.

One can also see that the verification performance of grip-pattern recog-
nition was almost the same, in the case where only the police officers were
considered as genuine users, as that in the general case. This seemed to
indicate that the grip patterns of police officers are not necessarily more
stable, than those of the untrained subjects. In order to validate this con-
clusion we did the within-session and across-session experiments, with the
grip patterns recorded from the untrained subjects alone. In the within-
session experiment none of the techniques were applied, which proved to
be able to improve the verification performance by reducing the data vari-
ations across sessions, namely, double-trained model, template-matching
registration and local absolute binary patterns. The across-session exper-
iment was done in two cases, with and without these techniques applied,
respectively. Table 10.2 shows the averaged experimental results. As a
reference, the verification results based on the grip patterns recorded from
the police officers alone are also presented.

One can see from Table 10.2 that the verification performance based on
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the grip patterns of police officers were not consistently better, than that
based on the data of the untrained subjects. Specifically, in the within-
session case, the verification performance based on the data of the police
officers was better. This was consistent with our observation described
in Section 3.3. In the across-session case, where none of the techniques
above was applied, the verification performance was also better based on
the data of the police officers. However, in the across-session case where
those techniques were applied, the verification performance based on the
grip patterns recorded from the untrained subjects was comparable, to that
based on the data from the police officers.

To summarize, the grip patterns of police officers are indeed more stable
than those of the untrained subjects. This benefit, however, will disappear
using the techniques that reduce the data variations across sessions.

10.3 Conclusions

The verification performance of grip-pattern recognition in a realistic situ-
ation was investigated, where the data for training and for enrolment came
from different groups of subjects. It was shown that the false-acceptance
rate at the target false-rejection rate equal to 10−4 became much higher,
compared to the case where the grip patterns for training and for enrolment
came from the same group of subjects. This may have been caused by the
mismatch between the global distribution of grip patterns for enrolment,
and that of the grip patterns for training.

Also, the verification performance of grip-pattern recognition was shown
to be almost the same, in the case where only the police officers were
considered as genuine users, as that in the general case. Combining this and
our observation from other experiments, we found that the grip patterns of
police officers are indeed more stable than those of the untrained subjects.
However, this benefit will disappear using the techniques that reduce the
data variations across sessions.
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Chapter 11
Summary and conclusions

11.1 Summary

The operation of guns by others than the rightful users may pose a severe
safety problem. In particular, casualties occur among the police officers,
whose guns are taken during a struggle and used against themselves. A
solution to this problem is the application of a smart gun that can authorize
its rightful user. An important criterion is how personalized the verification
system of this gun is.

In our work the verification performance of a biometric recognition sys-
tem based on grip patterns, as part of a smart gun for use by the police
officers, has been investigated. The biometric features are extracted from
a two-dimensional pattern of the pressure, exerted on the grip of a gun by
the hand of a person holding it. Such a grip-pattern verification system is
interesting, particularly because it is well personalized. For this application
a very low false-rejection rate is required, rendering it highly unlikely that
the rightful user is not able to fire the gun. We have set the false-rejection
rate for verification as below 10−4, the official requirement of the failure
probability of a police gun in the Netherlands. Under this precondition,
the false-acceptance rate has to be minimized.

We would like to answer the following research questions. First, whether
and to what extent the grip patterns are useful for identity verification.
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11. Summary and conclusions

Second, whether the grip patterns of police officers are, as expected, more
stable than those of the untrained subjects. Third, whether grip-pattern
recognition can be used for a police gun. Here we set the acceptable false-
acceptance rate, at the false-rejection rate at 10−4, to be lower than 20%.

We investigated biometric verification on the grip-pattern data collected
from a group of police officers in three sessions with a time lapse, using a
likelihood-ratio classifier. The likelihood-ratio classifier was selected be-
cause it is optimal in the Neyman-Pearson sense and, therefore, well-suited
for our requirement. In the within-session case, where the grip patterns
for training and testing were recorded in the same session, the verification
performance was fairly good. In the across-session case, however, the veri-
fication performance was degraded strongly, due to the variations between
the training and test images of the same subject collected in different ses-
sions. Basically, two types of variations were observed. First, a variation
of pressure distributions occurred between the grip patterns of a subject
across sessions. Second, another type of variation resulted from the hand
shift of a subject. However, despite the variations of grip patterns, we
also found that the hand shape, as it occurred in ones grip-pattern image,
was almost constant across sessions. This is easy to understand, as the
hand shape of a subject is a physical characteristic that does not change so
rapidly.

Based on the characteristics of grip-pattern images, the verification per-
formance has been improved in the following three ways: modelling the
data variations during training of the classifier, reducing the data varia-
tions across sessions, and extracting information of the hand shapes from
images. First, we combined the grip-pattern data of two out of three col-
lection sessions for training, and used those of the remaining session for
testing. In this way, the across-session data variations were much better
modelled during training of the classifier.

Second, in order to reduce the data variation caused by the hand shift,
we applied template-matching registration (TMR) as preprocessing prior to
classification. For comparison, the maximum-matching-score registration
(MMSR) was also implemented. In MMSR a measured image is aligned
such, that the matching score between this image and the template for
classification attains its maximum. It was found that TMR was able to ef-
fectively improve the verification performance; while MMSR was not. How-
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ever, the hand shift measured by MMSR was proved particularly useful in
discriminating imposters from the genuine users. This has inspired the ap-
plication of a fused classifier, based on both the grip pattern and hand shift
obtained after registration.

Third, a novel approach, local absolute binary patterns (LABP), as im-
age preprocessing prior to classification has been applied. With respect to
a certain pixel in an image, the LABP processing quantifies how its neigh-
boring pixels fluctuate. It has been proved that not only was this technique
able to reduce the across-session variation of the pressure distribution in
the images, but also, it was capable of extracting information of the hand
shape from an image.

In this work, we have also compared two types of comparison methods
for grip-pattern verification. One was mean-template comparison, where
the matching score between a test image and a subject was computed by
comparing this test image to the mean value of the subject’s training sam-
ples. The other one was maximum-pairwise comparison, where the match-
ing score between a test image and a subject was selected as the maximum
of all the similarity scores, resulting from the comparisons between this
test image and each training sample of the subject. It has been found that
the major advantage of using maximum-pairwise comparison over mean-
template comparison is, that a much lower false-acceptance rate at the
required false-rejection rate of the system, i.e. 10−4, can be obtained.

In data collection sessions, we observed that occasionally horizontal or
vertical lines happened to be missing in a grip-pattern image. That is, the
pressure values in those lines were all recorded as zeros. This was found to
have been caused by some cable damage in the prototype, used to record
the data. Since in practice there can be various factors causing missing
lines in a grip-pattern image while using a smart gun, such as defects of the
hardware, restoration of the missing lines is necessary. We have, therefore,
presented a restoration method based on null-space error minimization. It
has proved to be able to effectively restore the missing lines in a grip-pattern
image.

A number of alternative approaches have also been investigated for grip-
pattern verification. First, we have investigated grip-pattern verification
based on two types of high-level features. One was the features measured
in the correlation image between a test image and a part of the grip pattern
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11. Summary and conclusions

in an image as a template. The other one was the contour of the finger
patterns in an image. Experimental results have shown that the verification
performance based on high-level features was generally not good. This was
due to the fact that the high-level features extracted from the grip-pattern
images were not discriminative enough for identity verification.

Second, verification performance of the system using the Support Vector
Machine classifier has been evaluated. It has been shown that the support
vector machine has better verification performance than the likelihood-ratio
classifier, if there are considerable variations between the training and test
images of a subject. However, once these variations are reduced or better
modelled during training of the classifier, the support vector machine tends
to lose its superiority.

Finally, the verification performance of grip-pattern recognition has
been investigated in a realistic situation, where the data for training and for
enrolment come from different groups of subjects. It has been shown that
the false-acceptance rate at the false-rejection rate equal to 10−4, obtained
in the realistic situation, is much higher compared to that in the case where
they come from the same group of subjects. This is due to the mismatch
between the properties of grip patterns from different groups of subjects.
Also, one of our research questions has been answered. It has been shown
that the grip patterns of police officers are indeed more stable, than those
of the untrained subjects. This benefit, however, will disappear using the
techniques that reduce the data variations across sessions.

11.2 Conclusions

General conclusions

• In general, the grip patterns contain useful information for identity
verification. The essential requirement to the verification system as
part of a smart gun, however, has not been satisfied. That is, the
false-acceptance rate at the false-rejection rate equal to 10−4 is not
low enough to be accepted. We conclude, therefore, that based on
the approaches and methods investigated grip-pattern recognition is
not suitable to be used for a police gun.
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• If the grip-pattern data for training and testing come from the same
collection session, the verification performance is fairly good. How-
ever, the verification performance becomes much worse if the grip
patterns for training and testing are recorded in different sessions,
respectively. This is due to the data variations across sessions.

• The grip patterns of police officers are more stable than those of the
untrained subjects. This benefit, however, will disappear using the
techniques that reduce the data variations across sessions.

Conclusions regarding specific approaches

• The application of double-trained model, i.e. combining the grip
patterns recorded in different sessions for enrolment, has greatly im-
proved the verification performance of grip-pattern recognition. This
is because the data variations across sessions have been better mod-
elled. Since in many biometric applications large variations occur to
the data recorded with a time lapse, the method of double-trained
model can be used in these applications as well.

• Template-matching registration has improved the verification perfor-
mance of grip-pattern recognition. The improvement is, however, not
very large due to a large variation of the pressure distribution be-
tween a measured grip-pattern image, and the template to which it is
compared. This observation suggests that in a more general case of
image registration if, besides the shift, there are also other variations
between images, the effect of template-matching registration may be
largely degraded.

• A significant improvement of the verification performance of grip-
pattern recognition has been achieved by LABP. This is attributed
to two effects of the LABP processing on grip-pattern images. First,
the across-session variation of pressure distribution is greatly reduced.
The reason is that in each image after LABP the pressure values in
different subareas within the hand part become much more equalized,
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compared to the case in the original image. Second, with LABP pro-
cessing the information of hand shapes is extracted by enhancing the
contrast between the grip patterns and the background. Therefore,
after LABP the grip pattern becomes much more distinctive with
respect to the background. The second effect of LABP on the grip-
pattern images is similar to that of the logarithm transformation.
Attributed to its first effect, however, the verification performance
has been improved much more by LABP processing than by loga-
rithm transformation.

• Maximum-pairwise comparison may improve the verification perfor-
mance of a biometric application, where a low false-rejection rate
is particularly required. Specifically, at a certain value of the false-
rejection rate a lower false-acceptance rate may be reached.

• The verification performance of grip-pattern recognition based on
high-level features is generally not good. This is due to the fact that
the high-level features extracted from the grip-pattern images are not
discriminative enough for identity verification, compared to the low-
level features. However, in other biometric applications, where the
geometry of the object to be recognized is well distinguishable, veri-
fication by high-level features may be a good option.

• The support vector machine classifier captures the characteristics of
grip-pattern data fairly well, given large variations between the train-
ing and test sets. However, once the variations have been reduced or
better modelled during training of the classifier, the support vector
machine tends to lose its superiority. This observation of the support
vector machine, we believe, is also valid in many other applications
of pattern recognition.
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11.3 Recommendations for further research

• We have designed the pressure sensor, which is customized to the grip
of the gun. However, it has not yet been implemented by the com-
pany Twente Solid State Technology (TSST). Grip-pattern images
recorded with the customized sensor are expected to have better res-
olution in subareas, where the data play a more important role than
others for verification, and thus bring improvement of the verification
performance.

• The nature of grip-pattern variation of the pressure distribution should
be further investigated. Based on it, more methods may be developed
to reduce this type of variation of the images. Particularly, since the
local absolute binary patters (LABP) proved to work well dealing
with it, more research may be done to have better understanding of
this method.

• In our work it has been assumed that the covariance matrices of all
users are exactly the same. The common covariance matrix has been,
therefore, estimated using the grip patterns of all users. This assump-
tion, however, may not be true. In the future, research can be done
with the covariance matrix of each user estimated individually, with
his or her own data.

• Grip-pattern recognition may be used for other applications, where
the requirement of a low false-rejection rate is not as stringent as it
is for a smart gun. Consider an intelligent door handle, for example,
equipped with grip-pattern recognition and capable of recognizing
who enters or leaves a room.
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