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Samenvatting

De hedendaagse maatschappij is sterk afhankelijk van een aantal kritieke infrastruc-

turen (critical infrastructures CI) die een bijdrage leveren aan onze veiligheid en

levenskwaliteit. Elektronische systemen regelen de veiligheidskritische functies van

de meeste CIs en deze systemen zijn vatbaar voor elektromagnetische interferentie

(EMI). Een gevaar voor infrastructuren is dat kwaadwillenden, zoals terroristen, het

functioneren kunnen ontregelen door het gebruik van elektromagnetische stoorbron-

nen. Dit is gedefinieerd als bewuste elektromagnetische interferentie (intentional EMI

IEMI). De Europese Commissie heeft als reactie hierop een onderzoeksoproep gedaan

voor het beschermen van CIs tegen elektromagnetische (EM) aanvallen. Het project

STRUCTURES—voorgesteld door een Europese consortium—heeft deze oproep gea-

dresseerd en is gefinancierd. Het werk dat in dit proefschrift gepresenteerd wordt, is

uitgevoerd binnen STRUCTURES.

Het doel van dit proefschrift is om de kwetsbaarheid van de bestaande draadloze

communicatie infrastructuur tegen IEMI te onderzoeken. Draadloze communicatie

wordt vandaag de dag over de hele wereld gebruikt en de afhankelijkheid van de

maatschappij van draadloze netwerken groeit. Communicatie is essentieel voor het

veilig en effectief functioneren van de hulpdiensten en hiermee dus voor de veiligheid

van de burgers. Een gedetailleerd inzicht in de kwetsbaarheid van draadloze systemen

zou moeten resulteren in de identificatie van de juiste beschermingsstrategieën en

tegenmaatregelen om de robuustheid van de CI te verhogen. De ontwikkeling van

nieuwe beschermingstechnieken is geen onderdeel van dit onderzoek.

De kwetsbaarheidsanalyse van de draadloze communicatie infrastructuur in dit

proefschrift start met een dreigingsanalyse van een IEMI aanval. Voor een volledige

analyse is het nodig om, naast de technische attributen, ook rekening te houden met

de waarschijnlijkheid van een IEMI aanval. Er wordt geconcludeerd dat IEMI een

serieuze dreiging is voor draadloze communicatie door de hoge kwetsbaarheid van de

draadloze link en de ontvangers en door een hoge waarschijnlijkheid van een IEMI

aanval. Vervolgens wordt de vatbaarheid van de draadloze communicatiesystemen ge-

analyseerd. Er worden drie verschillende interferentiemechanismen herkend—fysieke

beschadiging van de ontvanger, verzadiging van de ontvanger, en jamming—die kun-

i



Samenvatting

nen resulteren in een denial-of-service (DoS) van het systeem. Generieke experimen-

tele methoden die gebruikt kunnen worden om experimenteel de vatbaarheidsniveaus

te testen worden gepresenteerd en een terrestrial trunked radio (TETRA) basisstation

wordt onderzocht. De basisstations zijn niet uitgerust met RF limiters, waardoor ze

kwetsbaar zijn voor fysieke beschadiging van de ontvanger. Het is geconcludeerd dat

de interferentiemechanismen fundamenteel van elkaar verschillen en dat de bescher-

mingsstrategieën afzonderlijk moeten worden geadresseerd. Hiervoor zou een robuust

communicatiesysteem ontwikkeld moeten worden door experts van verscheidene dis-

ciplines zoals EMC experts, radio ingenieurs, antenne ingenieurs en chip ontwerpers.

Hierna wordt de kwetsbaarheid van TETRA voor intelligente jamming technieken

onderzocht. Intelligente jammers zijn ontwikkeld om de doeltreffendheid van een aan-

val te verhogen gespecificeerd met criteria zoals energie efficiëntie, waarschijnlijkheid

van opsporing, niveau van DoS, en weerstand tegen anti-jamming technieken op de

fysieke laag. Na analyse van het TETRA protocol wordt er geconcludeerd dat het

TETRA kwetsbaar is tegen een intelligente jammer. Het ‘slotted Aloha’ protocol

kan verstoord worden door het ‘access assignment channel’ blok te corrumperen. Het

TETRA protocol beschrijft dat het mobiele station voor onbepaalde tijd zal wachten

met zenden, totdat het access assignment channel kan worden gedecodeerd. Vervol-

gens wordt de kwetsbaarheid van sleutelloze toegangssystemen (remote keyless-entry

RKE) onderzocht. Een RKE systeem is een elektronisch slot dat de toegang tot

voertuigen of gebouwen regelt door middel van een draadloze sleutel gedragen door

de gebruiker. Ook al worden de systemen steeds beter beveiligd door middel van

encryptie en coderingsalgoritmes, ze blijven kwetsbaar tegen hacking technieken die

gebaseerd zijn op het jammen van de draadloze link van de sleutel naar de ontvanger,

terwijl de aanvaller tegelijkertijd de mogelijkheid heeft om het signaal van de sleutel te

ontvangen. Vooral RKE ontvangers met een slechte selectiviteit zijn kwetsbaar tegen

deze hacking techniek. Uit dit onderzoek blijkt dat ontvangers met omhullende de-

tectors ook erg kwetsbaar zijn door de hoge gevoeligheid tegen gepulste interferentie.

Er wordt geconcludeerd dat een verbeterd RKE systeem gebruik zou moeten maken

van een uiterst selectieve ontvanger met een synchrone ontvanger.

Een van de interferentiemechanismen—verzadiging van de ontvanger door een

sterk stoorsignaal (blocker)—wordt vervolgens verder onderzocht. Een experimen-

tele methode die gebruikt kan worden om de effecten van een blocker op de prestaties

van de ontvanger te meten wordt gepresenteerd. Deze methode wordt vervolgens

gebruikt om een commerciële lage-ruis-versterker (low noise amplifier LNA) te karak-

teriseren. De schadelijke effecten die plaatsvinden in de RF stage van de ontvanger

worden vertaald naar de impact het heeft op de systeemprestaties wat betreft de

bitfout waarschijnlijkheid. Recente ontwikkelingen op het gebied van gëıntegreerde

circuit technieken hebben geresulteerd in radio ontvanger architecturen die robuust

zijn tegen blockers.

ii



Ten slotte wordt er een methode gepresenteerd die toegepast kan worden om de

vereiste beschermingsniveaus voor kritieke apparatuur tegen IEMI in te schatten.

Voorts wordt er een methode gepresenteerd om de kosten van het implementeren van

een beschermingstechniek te analyseren. Deze generieke methodes worden vervolgens

toegepast op de draadloze infrastructuur, maar ze kunnen worden toegepast op elke

infrastructuur.

Algeheel kan er worden geconcludeerd dat in dit proefschrift een gedetailleerde risi-

coanalyse van IEMI tegen draadloze communicatie is gepresenteerd. Er zijn verschei-

dene redenen gëıdentificeerd waarom IEMI als een serieuze dreiging tegen draadloze

communicatie zou moeten worden beschouwd. Een uitgebreide kwetsbaarheidsana-

lyse is gepresenteerd en verschillende generieke experimentele methodes zijn getoond.

Verscheidene beschermingstechnieken voor de verschillende interferentiemechanismen

zijn gëıdentificeerd en dit kan gebruikt worden om draadloze communicatie robuuster

te maken tegen IEMI.
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Summary

Contemporary society is greatly dependent upon a set of critical infrastructures (CIs)

providing security and quality of life. Electronic systems control the safety-critical

functioning of most CIs, and these electronic systems are susceptible to electromag-

netic interference (EMI). A threat to the infrastructures is that adversaries, such

as terrorists, could disrupt the functioning by using electromagnetic (EM) sources.

This is defined as intentional electromagnetic interference (IEMI). The European

Commission released a research call to protect the CIs against EM attacks, and the

project STRUCTURES—lead by an European consortium—addressed this call and

got funded. The work presented in this thesis was conducted within STRUCTURES.

The research goal of this thesis is to study the vulnerability of the wireless commu-

nication infrastructure to IEMI. Wireless communication is today being used all over

the world and the dependence of society upon wireless networks is growing. Commu-

nication is essential for the safe and effective functioning of the emergency services

and herewith for the safety of the civilians. A detailed insight into the vulnerability

of wireless systems should result into the identification of proper protection strategies

and countermeasures to increase the robustness of the CI. The development of new

innovative protection techniques is not part of this work.

The vulnerability analysis of the wireless communication infrastructure in this

thesis starts with a threat analysis of an IEMI attack. It is necessary to not only

look at technical attributes such as susceptibility levels, but also take the likelihood

of an IEMI event into account. It is concluded that IEMI is a serious threat for

wireless communication due to the high vulnerability of the wireless link and the

wireless receivers, and the high likelihood of an IEMI attack. The susceptibility of

wireless communication systems is analyzed next. Three different interference mech-

anisms are recognized—physical damage of the receiver, saturation of the receiver,

and jamming—that could result into a denial-of-service (DoS) of the system. Generic

experimental methods are presented that can be used to experimentally test the sus-

ceptibility levels of wireless receivers, and a terrestrial trunked radio (TETRA) base

station is investigated. The base stations are not equipped with RF limiters, rendering

them vulnerable to physical damage of the receiver. It is concluded that the inter-
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Summary

ference mechanisms are fundamentally different and protection strategies need to be

addressed separately. Therefore a robust communication system should be designed

by experts from various disciplines such as EMC experts, radio engineers, antenna

engineers, and microwave engineers.

Next, the vulnerability of TETRA against intelligent jamming is investigated. In-

telligent jammers have been developed to increase jamming efficiency by criteria such

as energy efficiency, probability of detection, level of DoS, and resistance to physical

layer anti-jamming techniques. From analysis of the TETRA protocol it is concluded

that it can be disrupted by an intelligent jammer. The slotted ALOHA protocol can

be interfered by corrupting each access assignment channel block, since the TETRA

protocol states that the mobile station will wait indefinitely before transmitting until

the access assignment channel can be decoded. The vulnerability of remote keyless-

entry (RKE) systems to jamming attacks is subsequently investigated. An RKE

system is an electronic lock that controls access to vehicles or buildings by use of a

wireless key fob carried by the user. Even though the systems are increasingly secured

by use of encryption and code algorithms, they are still susceptible to hacking attacks

that rely on jamming the wireless link from the key fob to the receiver, while the

attacker is able to receive the signal from the key fob. Especially receivers with a

poor selectivity are vulnerable to this hacking technique. This research shows that

receivers equipped with envelope detectors are also vulnerable due to the high vul-

nerability against pulsed interference. It is concluded that an improved RKE system

would use a highly selective receiver with a synchronous detector.

One of the interference mechanisms, saturation of the receiver due to a blocker, is

then investigated. An experimental method is presented that can be used to measure

the effects of a blocker on the performance of a receivers front end. This method was

used to characterize a commercial-off-the-shelf (COTS) LNA. The detrimental impact

at the RF stages is translated to the effects it has on the system performance in terms

of bit-error-probability (BEP). Recent developments in the field of solid-state circuits

resulted in more robust receiver architectures against blockers.

Finally, a methodology is presented for estimating the required protection levels

of critical equipment against IEMI. Furthermore, a method to analyze the cost of

implementing a specific protection technique is presented. These generic methods are

applied to the wireless infrastructure, but they can be applied to any infrastructure.

Overall, it can be concluded that a detailed risk analysis of IEMI against wireless

communication is presented in this thesis and various reasons are identified why IEMI

should be considered as a serious threat for wireless communication. A comprehensive

vulnerability analysis is presented and along this analysis generic experimental meth-

ods are shown. For the three different interference mechanisms, various protection

techniques and strategies are identified, which can be used to improve the robustness

of wireless communication against IEMI.
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Chapter 1

Introduction

1.1 Motivation

Contemporary society is greatly dependent upon a set of critical infrastructures (CIs)

providing security and quality of life. In [1], a definition of a CI is given as:

“an asset, system or part thereof [...] which is essential for the mainte-

nance of vital societal functions, health, safety, security, economic or so-

cial well-being of people, and the disruption or destruction of which would

have a significant impact [...] as a result of the failure to maintain those

functions”

Examples of such infrastructures are [2]: telecommunication, electrical power sys-

tems, gas and oil storage and transportation, bank and finance, transportation, water

supply systems, and emergency services. For obvious reasons, it is vital to protect

these civilian CIs against external attacks by adversaries such as terrorists. The pro-

tection is highly complicated because CIs are generally largely distributed, complex,

and interdependent. The interdependencies amongst CIs increases the risk of fail-

ure propagation to multiple infrastructures [3], which increases their vulnerability to

attacks.

A steep increase in the use of electronics systems in civilian infrastructures has

been seen over the last decades. Electric or electronic systems control the safety-

critical functionality of a variety of CIs. For example, supervisory control and data

acquisition (SCADA) is used for controlling and monitoring CIs and depends heavily

on electronics. It is well known that the functioning of electronics can be disrupted or

damaged by electromagnetic interference (EMI). This means that CIs are vulnerable

against EMI, and an easily recognized threat is that adversaries could disrupt CIs

using electromagnetic (EM) sources. This is defined as intentional electromagnetic
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interference (IEMI) and is described in [4] as:

“intentional malicious generation of EM energy introducing noise or sig-

nals into electric or electronic systems, thus disrupting, confusing, or dam-

aging these systems for terrorist or criminal purposes”

IEMI is considered to be a serious risk for CIs and the reasons are twofold. Firstly,

the previously mentioned increasing use of, and dependability on, electronics in CIs.

Electronics are in general becoming more susceptible to EMI due to higher package

densities and increasing use of the electromagnetic (EM) spectrum [5]. Secondly, we

can observe a proliferation of powerful EM generators that can be adapted to IEMI

sources [6]. Examples of widely available EM generators can be found in systems such

as microwave ovens or civil radar systems.

To understand the risk of an electromagnetic attack against a CI, it is impor-

tant to understand the physical effect that EMI can have on electric or electronic

systems. The effect of EMI on systems has been thoroughly studied in the electro-

magnetic compatibility (EMC) world and are described in well-known books [7, 8].

There are various electromagnetic environments (EME), either natural or man-made,

that can disrupt or damage electronics. Examples of EMI and their effects on sys-

tems that are well studied are lightning strikes and the high-altitude electromagnetic

pulse (HEMP). These studies brought forth tested technical knowledge and excellent

standards describing the phenomena and protection strategies [9–16].

Nowadays commercial equipment are tested against product or generic EMC stan-

dards, but this does not mean it is robust against IEMI. This only means that it passed

the standard EMC test, which does not include EM stresses that can be expected

during an IEMI attack. Typical examples of well-known classical EMI originates

for instance from major mobile communication technologies such as Global System

for Mobile Communications (GSM), Universal Mobile Telecommunications System

(UMTS), Long-Term Evolution (LTE) and WiFi. Typically, the EMI due to wireless

systems from these technologies have expected field strengths below 1 V/m. Protec-

tion against IEMI is different from classical EMC, lightning and HEMP, and therefore

requires additional research.

Technological advances resulted in IEMI sources capable of generating high-power

electromagnetic (HPEM) fields with greater capability to disrupt systems [17]. The

IEMI sources can generate both conducted and radiated interference, but in this thesis

the focus is only on radiated interference. HPEM sources are now capable of generat-

ing output powers in the GW range [18]. In [19], a list is presented with documented

system failures due to HPEM. The effects that HPEM can have on a system are

hazardous, since it is able to induce conducted and radiated interference well above

traditional interference levels. HPEM is typically defined as electromagnetic environ-

ments which produce radiated EM fields exceeding 100 V/m or conducted voltages
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Figure 1.1: HPEM environment and other electromagnetic environments. Adopted

from [5].

exceeding 1 kV [5].

HPEM environments can be divided into two major categories: narrowband and

wideband. Narrowband interference has the most energy concentrated at one spe-

cific frequency and is often referred to as high power microwave (HPM). Wideband

interference on the other hand, spread its energy over a large frequency band and is

often referred to as ultra-wideband (UWB). HPEM, both narrowband and wideband,

is graphically compared to other well-known EME in Figure 1.1. It shows that it

extends to higher frequencies than lightning and HEMP, and has more power than

the classical EMI.

The differences between HEMP and HPEM are described in [20]. The main dif-

ferences can be found in their spatial coverage and frequency range. Whereas the

EM fields generated by HEMP can illuminate a whole continent, the radiation of the

antenna of an HPEM source is only concentrated on a limited target region. Besides

that, the HEMP signal only extends to a maximum of 300 MHz, while HPEM can

extend to much higher frequencies (in the 1-10 GHz range).

It is now well established that EMI in the frequency range of 200 MHz up to 5

GHz can be very effective in generating upsets or damage to electronic systems for

3
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the following reasons [5]:

• Many antennas operate in this frequency range (from 200 MHz and up), pro-

viding a point of entry for interfering signals;

• Physical dimensions of circuit boxes are resonant in the frequency range of 1

to 3 GHz. Also, typical apertures, slots, holes, and hatch openings have their

resonance in this frequency range;

• The interior coupling paths are roughly a quarter to a full wavelength in the

frequency range of 1 GHz to 3 GHz.

In [21], it is shown that the electromagnetic response of most systems is maximized

around 1 GHz.

The effects of IEMI at a CI can be diverse and depends on the victim susceptibility.

The effect of an electromagnetic attack can be classified into four different classes:

• Permanent damage;

• Upset;

• Interference;

• Deception.

Classification schemes are described in [22]. The most severe effect is damage, where

the system needs repair before it can function again. In the case of an upset, the sys-

tem is temporarily disrupted, but not damaged. Interference degrades the functioning

of the system only during the attack, i.e., once the attack stops the system functions

as specified again. Another effect that can be realized with an electromagnetic attack

is deception. Systems such as the global positioning system (GPS) can be spoofed by

transmitting a false signal [23].

In the last decade, several studies have investigated the impact of IEMI on indi-

vidual electronic systems. In [24–26] the effect of HPEM on information technology

(IT) equipment has been tested. The propagation of HPEM pulses on power supply

networks is investigated in [27–29]. Additional work on the susceptibility of various

equipment and systems against IEMI can be found in [30–35]. The research in this field

resulted in the production (still ongoing) of several standards providing recommen-

dations and protection guidelines for protection against HPEM by the subcommittee

SC77C of International Electrotechnical Commission (IEC) [5, 19,36–39].

1.2 Research project - STRUCTURES

The trends described in the previous section resulted in a research call from the

European Commission to ensure the security of the citizens from threats posed by
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IEMI. The call is within the Security theme of the Seventh Framework Programme

for European Research (FP7), and the topic is SEC-2011.2.2-2: Protection of Critical

Infrastructure (structures, platforms and networks) against Electromagnetic (High

Power Microwave (HPM)) Attacks. Three different European consortia addressed

this call and got funded:

• STRUCTURES: Strategies for the Improvement of Critical Infrastructures

Resilience to Electromagnetic Attacks [40];

• HIPOW: Protection of Critical Infrastructures against High Power Microwave

Threats [41];

• SECRET: Security of Railways against Electromagnetic Attacks [42].

More information on European IEMI studies can be found in [43]. The research

presented in this thesis was conducted as a part of the STRUCTURES project. A

general overview of this project is presented in [44] and [45].

The starting date of the STRUCTURES project was 1 July 2012, and it ended at

30 October 2015. The consortium consisted of 13 partners, including several univer-

sities, companies and research centres. STRUCTURES aims at: analysing possible

effects of EM attacks on critical infrastructures, assessing the impact for our defence

and economic security, identifying innovative awareness and protection strategies, and

at providing a picture for the policy makers on the possible consequences of an EM

attack. The investigation was divided into three phases as can be seen in Figure 1.2.

A managing and a dissemination work package (WP) ran along the whole duration

of the project.

In the first phase, the focus was on the assessment of the scenario concerning

IEMI attacks. For the physical scenario assessment, an extensive literature review

was conducted to identify and classify possible IEMI threats and analyse the target

systems. Analysis of the target systems and their criticality is of key importance to

effectively use the limited resources on research. Ambiguity about criticality could

result into inefficient research and focus on too many systems, or otherwise, focus

on too little systems and miss a vulnerability [2]. Six critical infrastructures were

analysed in the STRUCTURES project:

1. Power plant;

2. Communication exchange;

3. Transport based on train;

4. Bank/financial office;

5. Airport;
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Management
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Figure 1.2: Overview of the STRUCTURES project.

6. Computer network.

In the analysis scenario assessment, the available experimental and simulation meth-

ods to model the relevant scenarios were investigated. In this thesis, the main focus

will be on the wireless communication infrastructure. A part of the physical scenario

assessment will be presented in Chapter 2.

The second phase concerns the risk investigation, both experimental and numeri-

cal, and the proposal of possible protection strategies. Another part was dedicated to

the awareness of victim systems regarding IEMI attacks. IEMI sensors were developed

for real-time detection and identification of attacks. In this thesis, Chapter 3 to Chap-

ter 6 present a detailed risk investigation for various wireless communication systems
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1.3. Wireless communication

and identifies possible protection techniques. Chapter 7 presents a general protection

strategy regarding IEMI threats which can be applied to any infrastructure.

In the third phase, the dissemination of the work and results of this project were

addressed. All outcomes were combined and processed to define a series of guidelines

for policy makers.

1.3 Wireless communication

This thesis focusses mainly on the threat of IEMI against wireless communication

and the work presented here is part of the STRUCTURES project. Most critical in-

frastructures rely on wireless communication in one way or another. For instance, in

the transport sector, systems such as air planes and vessels rely for there positioning

and approach on GPS. Wireless communication systems are considered to be of key

interest when investigating the effects of IEMI on infrastructures. As stated in the

‘Technology Trends Survey’ report from NATO published in 2015 [46], the most seri-

ous effects of HPM weapons will be on sensors working in the radio frequency (RF)

region. Every device capable of wireless communication is equipped with a sensor

working in the RF region, that is, an antenna.

Wireless communication of today is being used all over the world and the depen-

dence of society upon wireless networks is growing. All sorts of critical services are

provided by these networks, such as banking transactions, managing transportation,

exchanging position information, and communication among safety organizations.

Concepts such as smart cities, using information and communication technologies,

and Internet of Things (IoT) are being developed to enhance quality and performance

of urban services. These developments are highly dependent upon wireless communi-

cation. Machine-to-machine communication, for example car-to-car, is of particular

interest and is expected to be commonplace in the near future. In a forecast released

by Ericsson in 2015, it is estimated that the number of connected devices will reach

28 billion in 2021 [47]. These trends will be supported by the development of the fifth

generation of mobile telecommunications (5G) and by updating existing mobile stan-

dards. Current major technologies are the 4 generations (1G/2G/3G/4G) of mobile

technologies, WiFi based on the IEEE 802.11b/g/n protocol, ZigBee based on the

IEEE 802.15.4 protocol, Bluetooth, and Terrestrial Trunked Radio (TETRA). The

technology that is deployed by a system depends on the typical application and factors

such as power demands, data requirements, range, and security. The arrival of new

communication standards are promising increased benefits in terms of performances,

possible services and amount of data that can be exchanged.

Wireless communication is fundamentally based on microwave technology and the

propagation of EM waves through free space within the microwave frequency range.
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Microwave systems offers huge advantages such as providing the possibility for line-

of-sight (LoS) communication and the support of wide bandwidth communication for

high data rates. The majority of applications of microwave technology is communi-

cation systems, but there are more such as: radar systems, navigation systems, video

broadcast, radio astronomy and sensors. Communication systems greatly benefited

from the development in microwave technologies that was originally performed for

radar systems [48]. The receivers employed in all these applications are based on

similar microwave techniques. Different frequency bands are allocated to different

systems to prevent coexistence problems and provide electromagnetic compatibility.

Nowadays, communication applications are generally operating from 100 MHz up to

6 GHz, but with the new developments this is expected to extend up to 100 GHz

supported by developments in the fields of microwave technology [47].

The biggest advantages of wireless communication is the flexibility it provides

to the end user. Additionally, it is often easier to implement and better affordable

than wired communication. However, a disadvantage which is inherently related to

wireless systems is the vulnerability against EMI, both intentional and unintentional.

The systems are susceptible for denial-of-service (DoS) attacks due to an easy point

of entry for IEMI, and the open access nature of the wireless medium. The coupling

of the IEMI via an antenna is defined as front door coupling [31], and it is difficult

to protect a system’s electronics against this type of IEMI coupling. The antenna

is the point of entry of the IEMI, but also of the desired signal, and therefore it

is designed to capture as much EM energy as possible within a certain frequency

band. This easy point of entry facilitates an HPM attack that can possibly damage

the electronics of the receiver. The open access nature of the medium makes it easy

for an adversary to jam the communication signal. Many RF jammers are available

online that are designed to emit noise at specified frequency bands employed by certain

communication systems [49].

Reliance and dependence on systems employing wireless links can be a possible

weakness in today and tomorrow’s society. Terrorists or other adversaries might

endeavour to disrupt or damage the civilian communication infrastructures. Commu-

nication is essential for the safe and effective functioning of the emergency services

and herewith for the safety of the civilians. As an example, in February 2009, a plane

of the Turkish Airlines crashed near Amsterdam and the professional mobile radio

(PMR) system of the emergency services failed [50]. First responders were severely

limited in the communication with the emergency control room and were forced to

switch to private mobile phones. Consequences of disrupting mission-critical com-

munications can be severe both economically and physically. Critical communication

systems, such as TETRA which is specifically designed for PMR, have high demands

on security and measures, such as encryption and other code algorithms, are imple-

mented. These security measures are mainly addressed at the higher open systems
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interconnection (OSI) layers. However, the act of IEMI disrupts the system at the

fundamental physical layer, which renders many security measures implemented at

higher OSI layers to be useless. Military communication systems are developed with

a major focus on reliability and are hardened against this threat. However, civilian

systems are designed to only meet the modest immunity levels as prescribed by nor-

mative standards and are mainly developed from a functional and cost-effective point

of view. For this reason, protection is not a major issue and therefore many civilian

systems remain vulnerable against IEMI.

1.4 Research goals

In order to increase the robustness and resilience of society against external threats

such as IEMI, it is necessary to have a solid understanding of the risks which are

involved. The research goal of this thesis is to study the vulnerability of the civilian

communication infrastructure against IEMI. A realistic threat analysis on an IEMI

attack should be able to provide policy makers with a picture for the risk of such

an event. Possible effects that EM attacks can have on wireless communication sys-

tems will be thoroughly analyzed in order to assess the susceptibility. A detailed

insight into the vulnerability of wireless systems should result into the identification

of proper protection strategies and countermeasures to increase the robustness of the

CI. However, the development of new innovative protection techniques is not part of

this work.

The following tasks should be fulfilled to achieve the stated goals of this research

• Provide a risk analysis of the threat IEMI poses to the wireless communication

infrastructure;

• Identify the most relevant interference mechanisms that can disrupt wireless

communication;

• Develop generic evaluation methods that can be used to experimentally test the

susceptibility levels;

• Develop a generic methodology to estimate the required protection levels;

• Identify protection strategies to increase the robustness of the wireless infra-

structure.

1.5 Outline of the thesis

This thesis is structured in line with the research goals stated in the previous section.
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An overview and a risk analysis of an IEMI attack against a CI is presented in

Chapter 2. Of particular interest is the threat IEMI poses to a wireless infrastructure.

Next, in Chapter 3, the susceptibility levels of wireless communication are thoroughly

investigated, and the relevant interference mechanisms are identified and briefly dis-

cussed. This chapter also presents generic evaluation methods to experimentally test

the susceptibility levels, and the method is applied to a typical TETRA base station.

The identified interference mechanisms are further investigated in the next three

chapters. This investigation provides a detailed insight into the vulnerability of wire-

less systems and proper protection strategies are identified. Chapter 4 presents the

investigation of the vulnerability of TETRA against intelligent jamming techniques.

Chapter 5 discusses the weaknesses of remote-keyless-entry (RKE) systems against

jamming attacks, and improvements are suggested. In Chapter 6, the effect of a high-

power interferer—saturating the receiver—on the performance of wireless systems is

discussed.

Chapter 7 is dedicated to protection strategies for critical infrastructures. First,

a short summary of protection techniques for wireless communication systems, as

already discussed throughout this thesis, is presented. Next, a methodology is pre-

sented for both the estimation of the required protection levels of critical equipment,

and for the evaluation of the applicable protection techniques.

Finally, in Chapter 8, an comprehensive conclusion and summary of this work is

presented. The thesis finishes with directions for further research.
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Chapter 2

Threat analysis

An overview of the threat analysis of an IEMI attack is presented in this chapter.

The threat analysis is based on an extensive literature study. Parts of this study are

published in the IEEE Electromagnetic Compatibility Magazine [44] and presented

at the IEEE International Symposium on Electromagnetic Compatibility in 2014 and

2015 [45,51].

2.1 Description of an IEMI scenario

A typical IEMI attack as envisioned by the European Commission and standardization

committees is presented in Figure 2.1. An adversary or terrorist could transport a

HPEM source into close vicinity of civilian infrastructures and disrupt the electronics

systems. The robustness of an infrastructure against IEMI cannot be evaluated based

on standard EMC tests, and a dedicated threat analysis is necessary. Genender et al.

presented a method to systematically analyze the risk of a facility exposed to IEMI

in [52]. The main objective of the analysis in [52] is to determine, both qualitatively

and quantitatively, the risk of a failure of a system during an IEMI attack. The overall

structure of the threat analysis is divided into three main elements:

1. the IEMI sources,

2. the coupling of the EM energy to the CI,

3. the vulnerability level of the CI.

The first two steps in the threat analysis give an estimate of the electromagnetic

threat level at the victim. Comparing this threat level with the vulnerability of a CI

gives an estimation of the robustness of an infrastructure against IEMI [19].
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Figure 2.1: Typical envisioned scenario of an IEMI attack illustrating both front and

back door coupling. Adopted from [31].

The analysis of the IEMI sources is not straightforward. The sources need to be

classified according to both technical and non-technical parameters to examine the

risk potential. A detailed discussion on IEMI sources is given in Section 2.2. The

coupling of the EM energy to a highly distributed infrastructure is complex and there

are many coupling paths that should be taken into account. The coupling of IEMI

to a victim is discussed in Section 2.3. The vulnerability of the CI cannot simply

be expressed as a defined EM level that causes an upset. Many additional attributes

play a role and this will be further discussed in Section 2.4. Finally, in Section 2.5,

an overview is given of a typical wireless infrastructure and a qualitative analysis of

the risk IEMI poses to wireless communication is presented.

2.2 Analysis of the IEMI sources

Classification of sources capable of generating HPEM environments is an important

step in the overall threat analysis of an IEMI attack [53]. The sources creating

HPEM environments can be classified by many attributes, both technical and non-

technical. Technical attributes describe the physical characteristics and non-technical

attributes focus more on the risk potential and addresses the likelihood of occurrence

of an attack. The source attributes, both technical and non-technical, will be further

discussed in the next two sections.
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Table 2.1: HPEM classification based on bandwidth.

Band type
Percent bandwidth

pbw = 200
(
br−1
br+1

)
(%)

Band ratio br

narrow or

hypoband
< 1% < 1.01

moderate or

mesoband
1% < pbw ≤ 100% 1.01 < br ≤ 3

ultramoderate

or

subhyperband

100% < pbw ≤ 163.6% 3 < br ≤ 10

hyperband 163.6% < pbw < 200% br ≥ 10

2.2.1 Classification based on technical attributes

The possible EME created by IEMI sources are classified by the spectral content

in [53]. A four-way categorization is made based on the frequency bandwidth of the

source: narrow or hypoband, moderate or mesoband, ultramoderate or subhyperband,

and hyperband. The categorization is defined by the bandratio br = fh/fl, where fh is

the upper frequency point and fl the lower frequency point. The frequency points are

defined such that 90% of the signal energy is contained within these frequency points.

The frequency bandwidth classification adopted from [53] is presented in Table 2.1.

As an example, in [54] an overview is given of narrowband sources and in [55] an

overview is given of wideband sources.

Three different waveforms can be distinguished that are common for HPEM; nar-

rowband waveform, ultrawideband waveform, and a damped sinusoidal waveform [56].

An overview of these waveforms, both in time and frequency domain, are shown in

Figure 2.2. Most waveforms of IEMI sources are similar to these waveforms or are a

combination of them.

A narrowband waveform can emit a high amplitude burst of pulses at a carrier

frequency, with each pulse containing many cycles, at a certain pulse repetition fre-

quency (PRF), or a continuous signal. The majority of its energy is centered around a

single frequency, i.e., the carrier frequency. The carrier frequency can be tuned to the

vulnerable frequency to increase the chance of a successful attack, but this implies

that the vulnerable frequency needs to be known a priori. In the case of wireless

communication this can easily be determined, and the front door coupling can be

maximized with a narrowband source tuned to the operating frequency of the com-

munication system. A narrowband waveform can be described in the time domain
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by:

a(t) = A0 sinω0t · u(t), (2.1)

and in the frequency domain by:

A(ω) = −A0j
π

2
[δ(ω − ω0)− δ(ω + ω0)] +

ω0

ω2
0 − ω2

. (2.2)

In these equations, A0 is the peak amplitude, ω0 is the angular centre frequency, and

u(t) is the Heaviside step function.

An UWB waveform, or hyperband, is represented by a double exponential pulse

with very short rise time and short full-width-at-half-maximum (FWHM) time. Op-

posed to the narrowband waveform, this waveform spreads its energy over a very wide

frequency band, resulting in a relatively low power density. Since an UWB covers a

large frequency band, it is likely to cover a vulnerable frequency band of the victim

system. However, as mentioned, the power density is relatively low, and the energy

of a UWB pulse is very low because it is extremely short, which makes it less likely to

cause damage to a system. An UWB waveform is described in the time domain by:

b(t) = B0(e−αt − e−βt) · u(t), (2.3)

and in the frequency domain by:

B(ω) =
B0(β − α)

(α+ jω)(β + jω)
. (2.4)

In these equations, α and β are directly related to the rise-time and the FWHM of

the waveform.

A damped sinusoidal waveform is a combination of the previous two waveforms;

it has the short rise time of a UWB pulse and a centre frequency carrying a large

part of the energy. Repetitive pulses of a damped sinusoidal waveform are called a

dispatcher, which stands for damped intensive sinusoidal pulsed antenna. Dispatcher

create highly energetic radiation and fall often in the mesoband category [5]. A

damped sinusoidal waveform is described in the time domain by:

c(t) = C0e
−αt sinω0t · u(t), (2.5)

and in the frequency domain by:

C(ω) =
C0ω0

(α+ jω)2 + ω2
0

. (2.6)

In these equations, α represents the damping factor of the oscillation.

The EME generated by the source can also be classified by the E-field strength

at a specified distance, the frequency agility, the duration and repetition rates for
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(a) Narrowband waveform.
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(b) Frequency content of the narrowband

waveform.
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(c) UWB waveform.
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(d) Frequency content of the UWB waveform.
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(e) Damped sinusoidal waveform.
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(f) Frequency content of the damped sinu-

soidal waveform.

Figure 2.2: Time and frequency description of the three different waveforms.
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pulsed sources, and the burst lenght [57]. Another commonly used figure of merit for

defining HPEM sources is the far voltage, which is the product of the peak electric

field (measured in the far field) and the distance between the source and location

where the peak electric field is measured. In this way, it is easy to calculate the peak

electric field generated by a HPEM source at a specified distance; this is simply the

far voltage divided by the distance. All these technical parameters are influencing the

effect an EME can have on a target system, i.e. the ability to cause a disruption.

2.2.2 Risk potential of IEMI source

As mentioned before, to analyse the risk a IEMI sources poses to a target system, it

is not sufficient to take only technical attributes into account. As explained in [58],

the risk is also dependent upon:

• Likelihood of occurrence of the EME;

• Ability to access the target system;

• Sensitivity of the target to the EME.

It is stated in [56] that the likelihood of occurrence of an EME in general decreases as

the pulse energy of the EMI increases. This is graphically clarified by Figure 2.3 [56].

The rationale behind this reasoning is that a system that can deliver a pulse carrying

a large amount of energy to the target system is most likely a highly sophisticated

system with high cost and having a large size (so not very transportable). The

ability to access a target system is dependent on both the portability of the IEMI

source and the accessibility of the system. The accessibility of an infrastructure and

the sensitivity of the target are further discussed in Section 2.4. To assess the risk

potential of an IEMI source, classification will also be based upon source technology,

portability, and availability.

Source technology

Different sources can be classified by their technical sophistication level in assembling

and deploying such systems. The levels are in [5] divided into; low-tech, medium-tech,

and high-tech generator systems.

Low-tech generator systems require minimal technical capabilities, possess marginal

component performance, and are easily assembled and deployed while hiding behind

dielectric truck walls or in similar vehicles. Med-tech generator systems require the

skills of a qualified electrical engineer, have relatively more sophisticated components,

and can be a modified commercially-available radar system. High-tech generator sys-

tems require specialized and sophisticated technologies, and may be specifically tuned

to cause severe damage to specific targets.
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Figure 2.3: Likelihood of occurence for different EME.

Portability

The portability of the sources is divided into four different levels as described in [59];

pocket-sized, briefcase sized, motor-vehicle sized, and trailer sized.

In Table 2.2, the portability levels are defined. Level 1 applies to threat devices

that can be hidden in the human body and/or in the clothing. Level 2 applies to threat

devices that are too large to be hidden in the human body and/or in the clothing,

but are still small enough to be carried by a person (such as in a briefcase or a back-

pack). Level 3 applies to threat devices that are too large to be easily carried by a

person, but large enough to be hidden in a typical consumer motor vehicle. Finally,

level 4 applies to threat devices that are too large to be either easily carried by a

person or hidden in a typical consumer motor vehicle. Such threat devices require

transportation using a commercial/industrial transportation vehicle.

Table 2.2: Definitions of portability levels as defined in [59].

Portability level Definition

1 Pocket-sized or body-worn

2 Briefcase or backpack-sized

3 Motor Vehicle-sized

4 Trailer-sized
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Availability

Availability is a measure of both cost and the technological sophistication as described

in [59]. Four different levels are classified ranging from 1 to 4, where 4 means that

the availability is low.

2.2.3 Literature survey

Throughout the literature many EM sources can be found that could potentially

be considered as an IEMI threat. Within STRUCTURES 65 possible IEMI sources

were classified according to their spectral attributes, field strength, source technology,

portability, and availability. The results, from which general trends can be observed,

are partly published by consortium partners in [6] and [57]. For instance, the survey

clearly showed that with increasing field levels, the portability of the sources tend to

decrease. Similarly, it was observed that sources which are highly available, produce

lower field levels. The classification aids the understanding of the risk of a possible

IEMI source. As an example, the risk of an IEMI source increases with a higher

portability, since the ability to access the target system increases. Similarly for avail-

ability and source technology, i.e., low-tech generator systems with a high availability

are more likely to be used as an IEMI source.

2.3 Coupling of IEMI

The coupling of EMI to a large complex and distributed CI is difficult to analyse.

There are often many possible points of entry through which IEMI can couple to

the system. The coupling paths can be both radiated and conducted and often the

complete coupling path is a combination of both. Examples of coupling of conducted

interference through possible points of entry (e.g. a power socket) are described

in [27, 28]. In these papers, the point of entry analysed is a power socket, which is

normally not considered for high frequency or high power disturbances [60]. The EM

waves can couple into the electronic systems through the front door or through the

back door. These coupling methods are in [31] and [34] defined as:

• Front door coupling: The energy uses available ports intended for the prop-

agation of electromagnetic energy and communication with the external envi-

ronment, e.g., antennas or power sockets. This can cause interference in-band

and/or out-of-band through the ports used for coupling.

• Back door coupling: The electromagnetic energy uses ports and paths gen-

erally not intended for communication with the external environment, e.g.,

through walls or small apertures, or coupled onto cables.
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A typical example of an IEMI attack scenario is depicted in Figure 2.1, illustrating

both front door and back door coupling mechanisms. The coupling of radiated EM

energy to a receiver comprises a number of factors. The emitted energy will be

attenuated by the free space loss factor, i.e. the power density falls off as 1/r2 , with

r being the distance. Besides the free space losses, there are the atmospheric losses,

which are dependent on weather conditions. Often, electronic equipment is located

inside a building, and therefore the walls will cause another frequency dependent

attenuation. As can be understood, it is complex to estimate the coupling from

IEMI correctly to a critical subsystem of an infrastructure. Often measurements or

simulations are needed to determine the transfer function from an IEMI source to a

critical system of an infrastructure.

2.3.1 Front door coupling

Front door coupling of radiated interference is mostly via an antenna. Assuming far

field conditions, the received signal power of the antenna equals [61]

Prx =
E2

Z0

λ2

4π
G(θ, φ)(1− |Γ|2)ep, (2.7)

where E is the RMS value of the electric field at the antenna, Z0 is the wave

impedance, λ is the wavelength, G(θ, φ) is the gain of the antenna as a function

of the polar and azimuthal angle, Γ is the antenna reflection coefficient, and ep is the

polarization mismatch. The polarization mismatch factor equals

ep = |ρ̂w · ρ̂a|2 (2.8)

where ρ̂w is the unit vector of the incoming wave and ρ̂a is polarization vector of the

receiving antenna. The E-field at the receiving antenna due to the IEMI source in

free space can be described as:

E =

√
PEIRP

4πr2
Z0 (2.9)

where PEIRP is the effective isotropic radiated power by the IEMI source, and r is the

distance between the receiver and the IEMI source. The PEIRP is dependent on both

the power of the IEMI source and the directivity of the source antenna.

From (2.7) and (2.9), we can make two important observations. Firstly, the re-

ceived power is space-dependent and related to the antenna pattern of both the source

and receiver. The maximum amount of energy is received if the direction of the inter-

ferer is along the boresight of the receiving antenna. This is one of the reasons why

front door interference can be relatively easily achieved at a large distance. The gain

of the receiving system can be used by the adversary to effectively couple IEMI into

the system.
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Secondly, the received power is strongly frequency dependent due to the antenna

reflection coefficient. An antenna is often designed such that the coefficient is below -

10 dB for the desired frequencies, i.e. in-band frequencies. For out-of-band frequencies

the reflection coefficient can be higher, resulting in less received power. However,

antennas can be very broadband or can have more resonating frequencies with a low

reflection coefficient.

2.3.2 Back door coupling

Back door coupling is more complex as compared to front door coupling. With front

door coupling, the attacker often has knowledge of the coupling mechanisms—for in-

stance the operating frequencies of the antennas—whereas with back door coupling

this information is unknown or difficult to obtain. As illustrated in Figure 2.1, the

coupling is complex and it is likely that exact locations of critical or vulnerable equip-

ment is unknown.

There are several different coupling mechanisms that can play a role: conducted

coupling, field-to-wire coupling, wire-to-field coupling, aperture coupling, and aspects

such as reflection, diffraction, and absorption. In [21] Baum attempts to show how

one can optimize the coupling of EM energy via a backdoor coupling at a distance.

In Figure 2.4, the system response as a function of frequency to incident EM

waves is depicted [21]. As can be seen, there is a resonance region where the impact

is maximized. This graph can be explained as follows: for higher frequencies (smaller

wavelengths), the energy couples easier to the system interior through the seams, slots,

apertures and other openings. However, with further increasing frequency, the field-

to-wire coupling decreases due to re-radiation losses and increasing path losses. These

two opposing phenomena lead to the presented graph, where the electromagnetic

response of the target system is maximized in the resonance region.

This resonance region is related to the wavelengths and is often estimated at 1

GHz to 3 GHz. Wavelengths in this frequency region (30 to 10 cm) are comparable

to the size of many electronic devices, such as cell phones and laptops, and therefore

the coupling is maximized.

2.4 Critical infrastructures

The risk IEMI poses to a facility or critical infrastructure (CI) is not easy to quantify.

Again, for a full risk assessment of IEMI one has to look at both technical attributes

and non-technical attributes. In the next section, a classification methodology for

facilities with respect to IEMI is described. This section is a review of the work of

Mansson et al. in [62].
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Figure 2.4: System response as a function of frequency. Adopted from [21].

A classification of the vulnerability of facilities based on the accessibility, suscep-

tibility, and consequence (ASC) is proposed in [62]. The contributions of these three

aspects to a systems hardness against IEMI is clarified in Figure 2.5. Essentially, the

quantified ASC is represented by a vulnerability vector with a good hardness near

the origin and a bad hardness in the farthest corner of the ASC cube.

2.4.1 Accessibility

The accessibility of a system describes the ability to gain access to the different parts of

the facility or the ability to get in close vicinity of critical components of the facility.

For system hardness a low accessibility is desired. The scaling of the accessibility

should be qualitatively measured and the meaning, the number of levels, and the

differences of these degrees have to be clarified.

By application of the electromagnetic topology (EMT) approach, a facility or

infrastructure can be divided into various EM zones [63]. For large infrastructures,

these various zones can be for instance different building or rooms and each EM zone

can have a different level of accessibility. The EM coupling from one zone to another

is often represented by a transfer function; for instance coupling from outside to inside

a building.

It is useful to transform a facility into an EMT diagram and number the zones

hierarchically. The accessibility is expected to vary with zone number and decreases

with increasing zone number, i.e., the zone numbers are ordered from outer zones to

inner zones and inner zones should be less accessible. The accessibility of zones can be

approved by having access control. Some facilities have guard control, where access

rights are needed to enter the building, which greatly lowers the accessibility.
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Figure 2.5: Risk cube dependent on three quantities that can be used to analyse the

IEMI hardness of a system. Adopted from [62].

2.4.2 Consequence

With consequences the result of a successful IEMI attack on a CI is meant and it is best

determined by the system owner or operator. The consequence also depends on the

interdependency with other infrastructures, as is described in [3]. The scaling can be

qualitatively measured, in a similar qualitative way as the scaling of the accessibility

is determined.

The consequence of a system mishap is in MIL-STD-882E [64] classified by various

severity categories. The severity categories presented in [64] are summarized in Table

2.3.

2.4.3 Susceptibility

Susceptibility is defined in [5] as:

“inability of a device, equipment or system to perform without degradation

in the presence of an electromagnetic disturbance”

Essentially, this is a technical aspect of a system that has been often evaluated by

EMC engineers.

For a large, complex, and distributed system, this term has to be reviewed. The

susceptibility of such a system is also dependent on the tolerance of the facility against

faults (redundancy), and on the ability to handle, or mitigate, disturbances. Of

course, it is still based on the susceptibility of its components in terms of electric

fields, induced current, and voltages, but this is not sufficient.
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Table 2.3: Severity categories as defined in [64].

Descrip-

tion

Severity

Category
Mishap Result Criteria

Catastrophic 1

Could result in one or more of the following: death,

permanent total disability, irreversible significant

environmental impact, or monetary loss equal to or

exceeding $10M.

Critical 2

Could result in one or more of the following:

permanent partial disability,injuries or occupational

illness that may result in hospitalization of at least

three personnel, reversible significant environmental

impact, or monetary loss equal to or exceeding $1M

but less than $10M.

Marginal 3

Could result in one or more of the following: injury

or occupational illness resulting in one or more lost

work day(s), reversible moderate environmental

impact, or monetary loss equal to or exceeding

$100K but less than $1M.

Negligible 4

Could result in one or more of the following: injury

or occupational illness not resulting in a lost work

day, minimal environmental impact, or monetary

loss less than $100K.

The system may be built in such a way, that it automatically reconfigures itself,

even though some subsystems or components are disturbed by IEMI. As a result the

susceptibility of a system cannot be simply defined in physical parameters, e.g., volts

per meter.

In analysing the susceptibility of a CI, it is important to identify the critical

subsystems, i.e., a subsystem that is critical for the functioning of an infrastructure.

As an example, the GPS system in a plane is useful, but it is not critical, because

there is other instrumentation that enables navigation. In other words, we can again

look at the consequence of failure of this subsystem. Once the critical subsystems

are identified, we can look into their electronic components and there susceptibility

levels. These susceptibility levels can be determined either from literature, simulation

or measurements.
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2.5 Wireless communication infrastructure

In the next section, an overview is presented of a typical wireless infrastructure. Then

a qualitative analysis will be presented of the risk IEMI poses to wireless communi-

cation, using the non-technical attributes presented in this chapter.

2.5.1 Overview of a typical wireless instrastructure

The majority of the wireless communication infrastructures is based on the cellular

principle. In a cellular radio network the geographical area is divided into cells,

with each cell being served by at least one base station transceiver. It offers great

advantages such as the possibility for a high number of users through the limited

allocated spectrum, possibility for a wide coverage area, and low power restraints on

the terminal equipment [65].

A system overview of a cellular system is presented in Figure 2.6. The terminal

equipment is connected to the access network via a wireless user-network interface

(UNI). Terminal equipment can be all sorts of devices, such as cell phones, laptops,

or even cars. The access network consists of the base station and the base station

controller.

The base station communicates directly with the end users, and are most often

situated at a tall tower or building. Each base station can facilitate many end users

within one cell. The communication between the base station and the base station

controller is mostly over fibre. Base station controllers are connected to a multitude

of base station and forward the received data to the mobile switching center. From

there on the data is distributed over the transit network to the access network of the

end connection.

2.5.2 Analysis of the IEMI threat for wireless communication

As mentioned in Chapter 1 and Chapter 2.3.1, wireless communication itself is vul-

nerable against IEMI because of the open access nature of the wireless medium and

the easy point of entry via the antennas. The critical parts of a wireless infrastructure

are the wireless link and the involved subsystems, i.e., the receivers of the base station

and the terminal equipment.

Protection of these critical subsystems is not easy, because the infrastructure is

widely distributed and easily accessible; the locations of most base stations are pub-

licly accessible and are not fenced. Besides this, the EMI is front door coupled using

the antenna gain of the victim so it can be done at a large distance.

The base station needs additional attention in this analysis. As described in [66], it

is most economical for an adversary to disrupt the base station, because this systems

is at a fixed location and it is easy to get into line-of-sight of the receiving antenna.
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Figure 2.6: Reference configuration of a wireless communication infrastructure.

A mobile device can be moved to diminish the impact of interference or to prevent

line-of-sight. The fixed position of the base station enables a jammer to be in close

proximity of the base station giving it a power advantage over the terminal equipment.

The consequence of disrupting a base station is also larger, since a complete cell will

be denied communication services.

From this short analysis, it is easily concluded that the wireless infrastructure is

vulnerable to IEMI. However, as explained in [67], it is also necessary to assess the

likelihood of an IEMI event to give a realistic risk assessment. The question that

should be asked is whether it is likely that an adversary conducts an IEMI attack

against a wireless system.

To this end, the likelihood can be classified by: 1) availability of an IEMI source,

2) required knowledge for an attack, and 3) the cost of an attack.

Typical IEMI sources that can disrupt wireless communication are RF jammers.

The risk potential of these sources are high according to Section 2.2.2. These jammers

are widely available and can easily be purchased online well below $500. The source

technology and required knowledge is minimal, i.e. in the description it is stated what

communication systems it is capable of disrupting and within what distance. Besides

this, the sources are highly portable and easily brought into close vicinity of victim

systems.

So it can be concluded that IEMI poses a serious threat to wireless communication
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and that additional research is required to get a better insight into the vulnerabilities

and to identify protection strategies. This conclusion is supported by the account of

numerous IEMI attacks against various wireless communication systems [68–71].

2.6 Summary and conclusions

In this chapter, an overview is presented of the threat related to an IEMI attack,

involving both technical and non-technical attributes. A risk analysis would start

with analysing the susceptibility of a CI by identifying the critical subsystems and

their susceptibility levels. Once the levels are known, a risk estimate can be made

by combining knowledge on available IEMI sources, possible coupling paths, and the

accessibility of the infrastructure.

It can be concluded that IEMI can be a serious threat for wireless communica-

tion and serious efforts should be taken to minimise this risk. The wireless link and

receivers were recognized to be the most vulnerable and critical subsystems of the

wireless infrastructure. In the remainder of this thesis, the focus is on the susceptibil-

ity of a wireless link and the involved receivers, and on possible techniques to improve

the system’s robustness against IEMI. In the next chapter the susceptibility levels

of wireless communication will be thoroughly investigated, and relevant interference

mechanisms will be identified.
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Chapter 3

Interference mechanisms

The susceptibility levels of a wireless link and wireless receiver against IEMI will be

analyzed in this chapter. The results presented in this chapter are published in the

IEEE Transactions on Electromagnetic Compatibility [72] and are presented at the

European Electromagnetics Symposium 2016 [73].

3.1 Rationale

The focus is only on front door coupled interference in this chapter, since this is

recognized as the critical coupling mechanism in the previous chapter. Results of

a susceptibility analysis are important to estimate the vulnerability of a wireless

communication infrastructure against IEMI.

The qualitative analysis is applicable to any wireless network, but quantitative

results will be presented specifically focused on Terrestrial Trunked RAdio (TETRA).

TETRA is a digital standard that was developed by the European Telecommunication

Standards Institute (ETSI) to meet the needs of professional mobile radio (PMR) [74],

and as such is considered to be a critical infrastructure. TETRA is designed to be

robust, and therefore we chose to further investigate this system.

The outline of this chapter is as follows. An overview of general wireless receivers

is given in the next section. In Section 3.3, a brief summary of the TETRA air

interface is given and a typical TETRA base station is presented. In Section 3.4, the

different interference mechanisms are identified and discussed. In Section 3.5 and 3.6,

an experimental analysis of a TETRA base station is presented. Finally, in Section

3.7, a discussion on the analysis and results is presented.
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3.2 Overview of typical wireless receiver

The front end of a receiver is directly connected to the antenna, and is therefore

the critical part to be investigated. An overview of a common receiver architecture

is shown in Figure 3.1. The RF front end includes the front door filter, low noise

amplifier (LNA), and the mixer. The received signal is fed to the LNA via a front

door filter, which will amplify the signal with a very low noise contribution. Next, the

mixer converts the amplified signal to a lower intermediate frequency (IF). At lower

frequencies it is easier to implement a sharp analog filter to suppress out-of-channel

interference, and thus to achieve a high selectivity. Finally, the signal can be amplified

again and will be converted to the digital domain for further processing.

The selectivity of a receiver can be defined as the ability of a receiver to correctly

detect and decode a desired signal in the presence of unwanted signals nearby in

frequency. Selectivity is achieved by implementing high quality filters that attenuates

all other frequencies except for the desired channel. The channel-selection filtering is

being done at lower IF frequencies, since the required value of Q is then much lower.

It should be clear that all of the stages in the receiver preceding the channel selection

filter should be sufficiently linear to avoid non-linear effects, such as compression and

intermodulation, resulting from unwanted spectral components.

Often there is a front door filter installed directly after the antenna. The function

of this filter is to select an entire band and suppress the out-of-band (OOB) interferers.

So it protects the receiver against unwanted effects of OOB interferers, but not against

in-band interferers. The filter is not very selective and is not present in every receiver.

The insertion loss of a filter reduces the noise performance of the receiver—and as a

result the sensitivity—and for this reason designers might decide not to include them.

The noise performance of a wireless receiver is one of the key characteristics. Both

passive and active components in a receiver are noisy and this leads to a degradation

in signal-to-noise ratio (SNR). The ratio between the SNR at the output of a receiver

over the SNR at the input receiver is defined as the noise figure. To calculate the

noise figure of an cascaded system such as a receiver, we need to know the noise figure

of each individual stage in the receiver chain. The total noise figure of a receiver can

be expressed by [65]:

Ftot = F1 +
F2 − 1

G1
+
F3 − 1

G2
+ ... (3.1)

where Fi and Gi are the individual noise figures and noise gains of the subsequent

stages in a receiver. From the Friis formula it is obvious that the first stage needs

special attention. From a functional point of view it is preferred that the first stage

has a low noise figure and a high gain. This is the reason the first stage of a receiver is

a LNA. A high gain in the first stage suppresses the noise contribution of subsequent

stages.
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Figure 3.1: Typical receiver architecture.

3.3 TETRA overview

A variety of mission-critical communication applications are based upon TETRA such

as: public safety, transportation, government, utilities, military, and more. For these

type of applications, it is crucial that the system continues to function, even under

harsh conditions. More information on the TETRA protocols can be found in [75,76].

A brief overview of the TETRA air interface as used by the emergency services in the

Netherlands, and the structure of a typical base station, is described in this section.

3.3.1 Air interface

The air interface for the TETRA system is defined in [77]. It contains the specifica-

tions of the physical layer, the data link layer and the network layer according to the

OSI model. The system can work in two different modes; the direct mode and the

trunked mode. In the direct mode the mobile stations (MS) communicate directly

with each other, whereas in the trunked mode it communicates via a base station

(BS). In trunked mode operation, TETRA is comparable to any cellular communica-

tion system, e.g. GSM, but there are some major differences [76]:

• Security, the traffic data can be encrypted, and terminal equipment have a

TETRA Equipment Identification for registration and authentication;

• Group calls, one-to-many, and many-to-many connections are possible;

• Fast call set-up, TETRA users with a push-to-talk set up a connection without

noticeable delay;

• Capacity, in TETRA the data transfer is rather slow compared to modern stan-

dards, partly because more priority is given to robustness than to optimization

for capacity.
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The TETRA system can operate in the bandwidth of 100 MHz up to 900 MHz [78].

The emergency services in the Netherlands operate in the 380 to 395 MHz. The access

scheme is time division multiple access (TDMA) [65] with 4 channels per carrier. A

physical channel is defined for a specific carrier frequency and a specific TDMA slot

number. The physical channel can be a control channel or a traffic channel. The

carrier data rate is 36 kbit/s and the user data rate is 7.2 kbit/s per time slot. The

most used modulation scheme is π/4-shifted differential quaternary phase shift keying

(π/4-DQPSK). More information on π/4-DQPSK can be found at [65,79]. The carrier

spacing is 25 kHz. There is a fixed frequency separation between the downlink and

the uplink. The dynamic reference sensitivity of the MS and BS are respectively -103

dBm and -106 dBm and power levels as strong as -20 dBm can correctly be received

at the BS [77]. So it can be concluded that the dynamic range of the BS receiver is

over 80 dB.

The data link layer on top of the physical layer provides error free communication.

It adds error detection and error correction. The number or rate of bit errors that

is acceptable for error free communication is dependent on the type of error control

scheme implemented in the data link layer [77].

3.3.2 Typical base station structure

It is important to note that for TETRA only the air interface is described. Used

equipment, such as base stations, can be manufactured in a specific way as long

as the equipment complies with the minimum technical characteristics as described

in [80]. A typical structure of a base station receiver as is often seen in the Netherlands

is described in this section.

Typically in the Netherlands, TETRA base stations are equipped with three ver-

tical polarized dipoles. The three signals are summed and connected to a single input

of the receiver. A typical structure of the receiving part at a TETRA base station

tower is given in Figure 3.2. This is the structure of the base station receiver that

will be analyzed in Section 3.6. The combined signal from the antennas has a coaxial

connection to a cavity band pass filter (BPF). Next, the received signal is connected

with a coax cable to a low noise block (LNB) containing a LNA and a splitter. The

LNB has 4 equal outputs that are fed to the base station. Every single output of the

front end can be processed individually by the base station. In the base station, the

signal is filtered and converted to a 70 MHz intermediate frequency. Next, the 70

MHz signal is converted to the digital domain for further processing. The receiver is

based on the heterodyne principle, i.e., the received signal is first down converted to

an IF to improve channel filtering [81].

The scattering parameters (S-parameters) of a BPF, which is used at TETRA

base stations, were measured with a vector network analyzer (VNA) and the results
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Figure 3.2: Typical structure of the receiver at a TETRA BS tower.
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Figure 3.3: S-parameters of a BPF as a function of frequency.

are presented in Figure 3.3. It can be seen that this BPF is a pass band from ap-

proximately 380 – 385 MHz and the OOB interference is 80 dB attenuated. The

transition bandwidth from pass band to stop band is approximately 6 MHz. This

high quality filter is a bulky cavity filter which is very suitable for base stations, but

not for terminal equipment due to the form factor. Typically, at terminal equipment,

such as cell phones, the front end filter is a surface acoustic wave (SAW) filter [82].

3.4 Analysis on front door coupled IEMI

In this section, the different interference mechanisms of front door coupled IEMI on

the previous discussed TETRA base station will be analyzed. It should be clear that

this analysis can be extended to any wireless receiver.

To understand the various interference mechanisms it is important to analyze

the frequency content of the radiated IEMI. Front door coupled IEMI is defined to
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be in-band if the frequency is within the pass band of the front end filter or of

the antenna. If not, the interference is defined to be OOB. The front end BPF

of a TETRA base station often has a bandwidth of 5 MHz, but the bandwidth of a

TETRA communication channel is only 25 kHz. This means that in-band interference

can be both in-channel or out-of-channel. The effect of out-of-channel interference on

the performance of a receiver depends on its selectivity. In Figure 3.4, the different

frequency domains of IEMI of a wireless receiver are graphically shown. Of course,

wideband interference can spread its energy over several frequency domains. In case of

wide band interference, the total power at the input of the LNA can be approximated

by integrating the power density of the interference over the bandwidth of the front

end filter.

The goal of IEMI at the receiver is disrupting the detection of communication

signals resulting in a DoS of the system. As described in [22], an IEMI attack can

be classified by the physical mechanism causing the detrimental effect. We can rec-

ognize three different interfering mechanisms of front door coupled IEMI that can

result in a DoS. Firstly, interference can damage the receiver leading to a permanent

DoS. Secondly, interference can saturate the receiver resulting in a desensitization of

the receiver. Thirdly, interference can mask the communication signal such that the

receiver is unable to properly detect the received signal. This jamming of the commu-

nication signal can be done in a crude way or using intelligent techniques. Intelligent

jamming techniques make use of vulnerabilities of the systems higher layer protocols

making the jamming attack power efficient and hard to detect. Damage or saturation

of a wireless receiver can only be achieved with high-power EMI, i.e., power levels

greatly exceeding the normally received signal power. Masking the communication

signal can already be achieved with power levels comparable to the signal power level.

Protection strategies against the different interfering mechanisms are fundamentally

different and need a separate analysis.

3.4.1 Damage

As discussed in Section 3.2, typically the first active component in a wireless receiver is

the LNA and for this reason the most susceptible component. High-power interference

can result in permanent degradation of the LNA, or it can burn out. In [83], it is

shown that a LNA—after suffering from permanent physical damage—is completely

useless, resulting in a DoS of the system. A possible protection strategy against

physical damage is by mounting a limiter before the LNA. The limiter will shunt away

the peak current if it exceeds a certain threshold and so protecting the LNA from

damage. It is important to notice that when a limiter-protected-receiver is subject

to high-power EMI the receiver is not able to function, but at least no permanent

damage will occur.
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Figure 3.4: Graphical representation of the system transfer (from antenna to the

LNA) and the channel power, showing the different frequency domains for IEMI.

In [83–85], extensive research has been presented on the destruction/ susceptibility

levels of LNAs and on front door protection devices, i.e., limiters. In-band EM pulses

with different pulse widths were injected into the LNAs designed to operate in C-band

(4-8 GHz). Even though these LNAs operates at different frequencies than TETRA,

meaning results are not directly comparable, the LNA technology (GaAs MESFET

MMIC) of the samples was chosen to be general. For this reason, these thresholds are

suitable to approximate destruction threshold levels for general LNAs working in a

different frequency band. The destruction levels of the LNAs are summarized in [34]

to be 34 dBm for narrowband interference with a center frequency of 6 GHz and a

pulse width exceeding 1 µs. However, it has to be mentioned that it is very difficult

to determined damage levels in a deterministic way. For instance, in a technical

report from 1992 [86] the authors reported variations of damage levels of the same

LNA—only different batch—between 3 and 15 Watt.

In [87], an analysis is presented on the survivability of GaN-based LNAs. It is well

known that GaN technology transistors are outstanding for high-power applications,

including robust LNAs with low noise figures. There are reports of LNAs surviving

over 40 dBm of input power continuously [88]. This technology is able to improve the

robustness of a wireless receiver against damage. The disadvantage of GaN technology

is currently the high costs involved. Both the material and the production process to

make the devices are costly.

It is for now assumed that the damage threshold level of an LNA is 34 dBm. The

base station antennas used by public safety sector national TETRA networks in The

Netherlands have a omnidirectional gain of 8 dBi [89]. Assuming a wavelength of

75 cm and free space wave impedance of 377 Ω, an E-field of 58 V/m will result in a

received power of 34 dBm. In [5], it is stated that it is possible to exceed E-fields of

100 V/m at distance at a kilometer distance with commercially available sources, with
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modest sized antennas. A more detailed description on the susceptibility of wireless

receiver against damage will be treated in Chapter 7.

The investigated base station in this chapter is equipped with a BPF as a front

door filter, see Figure 3.3. As can be seen, OOB interference is 80 dB attenuated,

so it is safe to state that OOB interference is not likely to damage the LNA of the

base station. To damage the receiver, the interference needs to be in-band, but it

can be both in-channel or out-of-channel (see Figure 3.4). Most base stations are not

equipped with a limiter, so this makes them vulnerable against high power in-band

EMI that can damage the receiver.

In this analysis, we only focused on the damage level of the LNA and did not

mention the BPF preceding the LNA. In case the BPF gets damaged, it might not

provide the 80 dB attenuation for OOB interference anymore. Subsequent OOB

interference could then possibly propagate into the LNA. A typical TETRA base

station, and the base station we analyzed, have a RF cavity filter. The dominant

mechanisms that cause a disruption in these type of filters is electrical breakdown

inside the cavity or thermal-related high-power breakdown and detuning [90]. Power

requirements to damage the filter would be very high as compared to damaging the

LNA. For this reason, we did not further investigated this.

3.4.2 Saturation

Receiver components, such as the LNA or the mixer, can saturate for high input

signals. For increasing input power, the receiver will first go into compression before

actual damage will occur. For large input signals, a RF receiver becomes saturated

and therefore non-linear. A saturated receiver will result in spurious cross modulation

and intermodulation products, meaning the input spectrum is distorted.

Saturation of a system will often lead to compressive behavior, i.e., a decreas-

ing gain for increasing input amplitude. This effect can be quantified by the 1-dB

compression point, P1−dB, defined as the input signal level that causes the gain to

decrease by 1 dB [81]. In Figure 3.5, P1−dB is graphically explained. At the 1-dB

compression point, the output power is 1 dB lower than the output power expected

from the theoretical response. The effect of gain compression is larger with amplitude

modulation than with phase modulation. Gain compression only affects the ampli-

tude of the received information signal, and the amplitude contains the information

with an AM modulation scheme.

A high-power interferer, accompanying a desired signal, could saturate the re-

ceiver and, as a result, lower the SNR at the output of the receiver. SNR is a key

characteristic in communication since it determines the sensitivity, i.e., the lowest

detectable signal. The phenomenon of a desired signal superimposed on a large in-

terferer experiencing gain reduction is called desensitization. A detailed investigation
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Figure 3.5: Graphical representation of P1−dB. The output power is plotted as a

function of the input power.

on desensitization is presented in [91]. In this section, the focus is on the gain re-

duction of the desired signal due to an accompanying high-power interference or a

blocker. This effect will be quantified by POB defined as the input signal level of

the blocker that causes the gain of the desired signal to decrease by 1 dB. This well-

known phenomena can be modelled by a memoryless system with an input-to-output

characteristic approximated by using a Taylor expansion:

y(t) ≈ α1x(t) + α2x
2(t) + α3x

3(t), (3.2)

where y(t) is the output signal, x(t) the input signal, and α1, α2, and α3 are the

coefficients. Now assume x(t) = V1 cosω1t+V2 cosω2t, where the first term represents

the desired signal, and the second term the interferer. If we substitute this in Eq.

(3.2), and assume V1 � V2, the output at frequency ω1 appears as

y(t) =

(
α1 +

3

2
α3V

2
2

)
V1 cosω1t. (3.3)

Assuming α1α3 < 0, it is easy to see from (3.3) that the gain experienced by the

desired signal is a decreasing function of V2. This desensitization lowers the SNR at

the receiver output, e.g., the noise contribution of the following baseband blocks is

increased. For a sufficiently large V2, the gain can even drop to zero and the desired

signal is completely blocked. Another important phenomenon that can come with a

strong interferer accompanying a desired signal is called cross modulation. From Eq.

(3.3) it can be easily seen that if the amplitude of V2 is time varying, this variation

can be seen in transfer of the desired signal at ω1.

To prevent the receiver from saturating, it requires a high dynamic range, such

that it can still properly receive a very small signal, and at the same time a very
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strong signal can still be accurately processed. A TETRA base station is required

to correctly receive signals with power levels up to 20 dBm [77]. It is important to

understand that IEMI can saturate the receiver both in-channel and out-of-channel,

but if it is OOB it will be suppressed by the antenna transfer and the filter.

3.4.3 Jamming

Low-power interference cannot saturate or damage the receiver, however, it can mask

the desired signal by decreasing the SNR. If the SNR is too low the receiver is not

able to correctly detect the bits, and the resulting bit errors will disrupt the commu-

nication. This type of attack on wireless communication is generally referred to as

jamming. There are many different jamming techniques and these techniques have

been extensively studied [92–97].

An important measure to quantify a jamming attack is the jamming-to-signal ratio

(JSR), which is given by the following equation [92]:

J

S
=
PjGjrGrjR

2
trLrBr

PtGtrGrtR2
jrLjBj

(3.4)

where

Pj = Jammer power;

Pt = Desired signal power;

Gjr = Jammer antenna gain in the direction of the receiver;

Grj = Receiver antenna gain in the direcion of the jammer;

Gtr = Transmitter antenna gain in the direction of the receiver;

Grt = Receiver antenna gain in the direction of the transmitter;

R2
tr = Distance between transmitter and receiver;

R2
jr = Distance between jammer and receiver;

Lr = Jammer signal loss due to attenuation such as polarization loss;

Lj = Transmitter signal loss due to attenuation such as polarization loss;

Br = Bandwidth of the receiver system;

Bj = Bandwidth of the jamming signal.

It is assumed here that Bj > Br. Usually a successful jamming attack requires the

jamming power to be roughly equal to the signal power.

Digital communication often increases the robustness against errors by employing

techniques such as coding and interleaving. Therefore digital communication is robust

against low SNR values, but only to some extend. All in all, the effectiveness of a

jamming attack depends on many parameters such as the JSR, modulation scheme,

channel coding, and interleaving of the target system [66]. The primary measure

to quantize the performance of a digital communication system is the bit-error-ratio
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(BER) [98]. It is typically a non-linear function of the SNR, or, in the case of dominant

interference, of the signal-to-interference ratio (SIR). The BER of a data stream is

defined as

BER =
Bit Errors

Total Number of Transmitted Bits
(3.5)

The data stream in TETRA includes redundancy to correct errors, but for a crit-

ical BER the base station will not be able to correct the errors and the reception is

disturbed. The critical BER is dependent on the error code scheme that is imple-

mented and can be different from system to system [75]. The BER is dependent on

the detector scheme implemented in the receiver. A comprehensive description of the

BER of π/4-DQPSK modulated signal with a differential detection scheme is given

in [79]. In the testing specification standard of TETRA [80], it is stated that a base

station should be capable of receiving a –112 dBm signal with a BER below 3.66% in

the presence of a –25 dBm interferer at 1 MHz offset of the carrier frequency. This

requirement is set for a static environment, meaning a propagation model with no

multipath components or Doppler shift. This requirement results in a receiver that

will filter out-of-channel interference, so low-power IEMI is only effective when it is

in-channel.

A long list of countermeasures against jamming attacks are listed in [95]. A

possible protection technique against jamming is the implementation of frequency

hopping. By rapidly changing the carrier among many frequency channels the jammer

is forced to spread its energy over a wide bandwidth, and thereby decreasing the

power spectral density of the in-channel interference. The TETRA standard does not

support frequency hopping, however, modern TETRA base station are equipped with

jamming detection techniques. If an interferer is detected it has the possibility to

switch to a different frequency channel. This is not a solution against a jammer with

frequency agility, since it can also switch to the different channel. Another solution

against jammers can be found in the application of smart antennas. Smart antennas

can suppress the antenna gain in the direction of the jammer, and hereby increase the

SIR at the output of the antenna. Most systems employing countermeasures, aim at

decreasing the JSR by affecting the parameters shown in Eq. (3.4) in their advantage.

3.5 Experimental testing method

As mentioned earlier, the TETRA standard only describes the air interface, so the

vulnerability to IEMI is different from manufacturer to manufacturer. For this reason

experimental testing methods are necessary to give accurate and reliable results of

the robustness of a base station against interference. In the next sections, we will

present a method to measure the POB over a wide frequency band, and a method

to measure the raw BER of the uplink under different interference scenario’s. The
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Figure 3.6: S-parameters of a LNB as a function of frequency.

measurements are conducting on a TETRA base station, as described in Section 3.3,

but the methods are applicable to any wireless receiver.

3.5.1 Gain compression

At a single frequency point the gain curve of the LNB can be measured by directly

feeding a signal to the input of the LNB, and connecting one of the output to a spec-

trum analyzer. Next, we increase the input power with small steps, while measuring

the output power with a spectrum analyzer. If we plot the measured gain curve next

to the extrapolated small signal gain curve we get a graph comparable to Fig. 3.5

and we can derive P1−dB.

The S-parameters from an LNB from input to one of the outputs has been mea-

sured with a network analyzer and the results are presented in Figure 3.6. As can

be seen, the LNB has a gain over 10 dB from 280 MHz to 740 MHz meaning it can

be used over a wide frequency range. The BPF determines the 5 MHz frequency

band where the TETRA base station receiver operates and different base stations can

have different pass bands. This means that the susceptibility of the LNB needs to be

analyzed over the complete frequency band where it can operate. The in-band gain,

380 - 400 MHz, is 15 dB.

It is interesting to investigate the POB over a wide frequency band, since the EMI

can be both in-band and OOB. The investigated base station has a front end BPF

that selects a 5 MHz band and has a 80 dB attenuation for OOB interference, but

this is not necessarily the case in other receivers. With the method we will present it

is possible to measure POB of an RF front end, without filter, over a wide frequency

band. The results gives information which can set requirements on the front end

filter.
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Figure 3.7: Measurement set-up for determining POB .

The method we use is based on the requirements for the control of EMI character-

istics of electronic equipment described in MIL-STD-461E [99]. The basic concept is

to apply out-of-band signals while monitoring the receiver for degradation, but in the

standard only a very general test set-up is shown, and it is not specified how to quan-

tify the degradation of the receiver. It is stated that the required test equipment,

set-up, procedures, and data presentation should be determined on a case-by-case

basis.

The schematic of the test set-up we used to measure POB over a wide frequency

band is given in Figure 3.7. It is a conducted susceptibility test to get accurate

results. The description of the method is as follows: one signal generator, Generator

2, generates the in-band desired signal and the other generator, Generator 1, will

generate the EMI. The desired signal should be well below P1−dB such that it does

not contribute significantly to the saturation of the receiver.

To determine POB , firstly, Generator 2 is transmitting a small continuous wave

(CW) desired signal at a fixed frequency, and the output power of the front end LNB

is measured with a spectrum analyzer, SA 1. Next, Generator 1 will be switched on

and starts transmitting a CW, the blocker, at the frequency of interest. The power

of the blocker is gradually increased until the output power of the desired signal at

the LNB is decreased by 1 dB, i.e. 1 dB compression, which is measured by SA

1. The POB is determined by measuring the input power of the interfering signal

with Spectrum Analyzer 2. The procedure is repeated for every frequency point of

interest, and as a result, we get the POB as a function of frequency. This set-up can

also be used to monitor possible spurious emissions arising in the front end due to

non-linearity.

It is important to verify that the signals at the input of the LNB are only the

intended signals. For this reason, the set-up includes filters, 6-dB attenuators, and a

directional coupler. The filters are connected, if necessary, to the output of the gener-

ators to filter the possible spurious harmonics generated in the signal generators. The
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generators are connected to 6-dB attenuators, which function as wideband isolators,

to prevent unwanted reflection affecting the signals. Dedicated isolators are often not

suited for this measurement, because they are narrowband and the measurements we

perform can be extremely wideband.

A resistive splitter can be used as a wideband combiner. The resistive splitter

we use has a loss of 6 dB from one port to another, whereas a 3-dB combiner only

has 3-dB loss. But again, a 3-dB combiner is often not suited for this measurement,

because they are narrowband and are therefore unable to combine two signals with

a large frequency difference. Finally, a directional coupler is used to verify that the

signals appearing at the input of the LNB are actually the intended signals, and to

monitor the power of the interference.

3.5.2 BER

The schematic of the test set-up to measure the raw BER of the uplink of TETRA

can be seen in Figure 3.8. Again, it is a fully conducted susceptibility test set-up.

With this method we can measure the relation of the SIR at the input of the base

station receiver and the BER.

A computer controlled BS will transmit a synchronization pattern to a Radio

Communication Tester (RCT) that behaves as a TETRA MS. The RCT we use is

the IFR 3901 Digital Radio Test Set. The RCT will synchronize to the BS and it will

transmit a signal with a known bit pattern. The EMI is superimposed on the TETRA

signal using a combiner. A directional coupler is used to monitor the power of the

interference that is being received by the TETRA front end of the BS. The BS will

analyze the BER and the results are displayed on the computer. This measurement

is controlled by dedicated software installed on the computer.

In this setup, we can use narrowband dedicated isolators and a 3-dB combiner

since the signals of interest will be in-band. The advantage of dedicated isolators is

that the isolation greatly exceeds the 6 dB from the attenuators, meaning the RCT

and interference generator are fully isolated.

The set-up shown in Figure 3.8 allows to investigate the impact of different inter-

ference scenarios on the quality of the wireless link. For example, the IEMI can be

generated as CW interference, pulse interference, or as wideband noise interference

(if within bandwidth of the isolator). Using CW interference, it is possible to analyze

the selectivity of the superheterodyne receiver. Another possibility is to analyze the

BER of the wireless link, while the front end is saturated, i.e. desensitized, by the

interference.
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3.6 Experimental results

3.6.1 Gain compression

The gain curve of the LNB is measured at 388.5 MHz and the input power from the

signal generator is increased from –40 dBm to 20 dBm with steps of 2 dB. For every

power step, the output power is monitored with a spectrum analyzer. The result is

depicted in Figure 3.9. As can be seen, the output power flattens from approximately

–4 dBm and for higher input power it can be seen that the receiver is operating in

the saturation regime. The 1-dB compression point was measured to be –4 dBm.

Compression measurements, using the set-up as shown in Figure 3.7, were per-

formed on an individual LNB, excluding a BPF, over a wide frequency band to analyze

the compressive behaviour of the LNB for OOB EMI. The POB was determined from

80 MHz up to 900 MHz with frequency steps of 10 MHz. The desired signal was set

at 395 MHz with a power of –53 dBm at the input of the TETRA LNB. The results

are depicted in Figure 3.10. The lowest measured POB is at 800 MHz and is –11 dBm.

For frequencies exceeding 800 MHz the compression points increased rapidly, because

most power is reflected at the input port which can be seen in Figure 3.6.

3.6.2 BER

As mentioned before, the IFR 3901 functions as a TETRA mobile station. The

losses from the RCT to the TETRA front end has been calibrated such that the

output power selected at the IFR is the actual power at the input of the front end.

The frequency of the TETRA signal is fixed at 387.5 MHz and has a bandwidth of
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25 kHz. The BER was continuously analyzed over a sample size of 170.000 bits of

TETRA traffic channel with a user data rate of 7.2 kbit/s. The analyzed BER is the

raw BER without any error correction. The interference signal generator emits a CW

interference exactly in-channel at a frequency of 387.5 MHz. The power of the CW

interferer was increased with steps of 1 dB from -90 dBm up to power levels where

the BER achieved its maximum.

In Figure 3.11, the BER curves are plotted for two TETRA signals with a power

difference of 10 dB as a function of interference power. The absolute power levels

of the TETRA signals is not presented, because of the sensitivity of these results,

but the power of the TETRA signals are within the same range as the interferer.

The results clearly show the non-linear relation between the SIR and the BER. These

type of curves allow one to extract the in-channel CW EMI power that is necessary

to achieve a certain BER for a constant TETRA signal. It should be clear that the

power levels of the TETRA signal and the interferer are far below the compression

point of the receiver. The increase in the BER is due to the in-channel interference

masking the communication signal.

It can also be noticed that the two curves are similar, but shifted on the horizontal

axis with 10 dB, i.e., the power difference between the TETRA signals. This shows

the constant SIR that is necessary to achieve a certain BER. Additional measurements

were conducted to confirm these observations. Measurements showed that for a BER

of 4 % the SIR is constant, and independent on the absolute power levels. These

measurements were performed over a power range of the TETRA signal from -95

dBm to -50 dBm.

Finally, we measured the BER as a function of frequency of the interference to

investigate the selectivity. First, the interference frequency was set exactly in-band
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Figure 3.9: Gain curve of the LNB at 388.5 MHz.
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dB.

at 387.5 MHz and the interference power was increased until a BER was achieved of

10 %. Next, we swept the interference frequency 15 kHz with steps of 1 kHz. The

BER as a function of frequency was recorded and the results in Figure 3.12 clearly

shows the selectivity of the receiver. For interference frequency offsets of ± 10 kHz

from the TETRA center frequency the BER reduces to 0%. The data of the TETRA

signal is spread over a band of 18 kHz, whereas the channel width is 25 kHz.

The quality of the channel filtering in the base station is tested by monitoring the

BER, while we increase the power of an in-band, but out-of-channel, interferer. The

interference frequency was set at 1 MHz of the TETRA center frequency (which is

obviously out-of-channel), and the TETRA signal power is set at –80 dBm. The power
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interference is set such that the BER is 10% (blue curve) at 387.5 MHz.

of the interference was increased up to +10 dBm and the BER was still 0 %. So even

though the interfering signal is very strong, and completely saturating the receiver,

see Fig. 3.9, the base station is still able to correctly detect the symbols of a –80 dBm

TETRA signal. Of course, gain compression of the receiver leads to a reduced SNR

and sensitivity. However, if the TETRA signal is well above the sensitivity levels,

which is –106 dBm in a dynamic environment, it is possible to detect the symbol.

3.7 Discussion

The analysis on front door coupled IEMI presented in Section 3.4 is valid for any

wireless receiver. The measurement set-up presented in MIL-STD-461E [99] has been

further developed to specifically test front ends of wireless receiver to investigate

the POB over a wide frequency band. The experimental set-up and measurement

methods presented in Section 3.5 are generic and can be used for any wireless receiver

to determine its robustness against radiated IEMI.

The quantitative results presented in this chapter are only valid for the investi-

gated base station, so it cannot be generalized. Base stations can be different from

manufacturer to manufacturer as long as it applies to the minimum technical charac-

teristics described in [80].

The base station is not protected against damage due to high power in-band EM

interference, because there is no limiter mounted in front of the LNA. A comprehensive

study conducted in [83–85] showed that the susceptibility level of a general LNA can

be estimated at 34 dBm. Commercially available EM sources are able to exceed this

power threshold at a large distance. A limiter mounted in front of the LNA would
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increase the robustness, and make the front end less susceptible for damage due to

in-band IEMI. From a functional point of view, a limiter would introduce additional

noise in the receiver chain, and this might be the reason that many base stations are

not equipped with this component.

Interference in-band can saturate the front end which will lead to a decrease in the

receivers sensitivity. Compression measurements have shown that in-band interference

saturates the receiver at -4 dBm. If the IEMI is out-of-channel, a saturated receiver

can still correctly detect a TETRA signal as long as the power level is well above the

sensitivity level. The sensitivity of the receiver does decrease with increasing gain

compression. Measurements showed that the selectivity of the base station is high,

i.e., the superheterodyne receiver filters out any out-of-channel interference in the

receiver chain.

It is not possible to show a BER threshold for which the transmission of speech

fails since TETRA is flexible in terms of different coding rates and error protection

[75]. However, in [97] it is stated that the critical input error rates for most coding

algorithms is below 25 %. From the results in Figure 3.11, it can be concluded that

it is possible to jam TETRA signals with relatively low power signals. TETRA is

designed for professional radio with an emphasis on security, but it is just as vulnerable

to jamming attacks than any other civilian wireless system. In this chapter, only the

impact of CW interference is investigated, but the set-up can also be used for many

different type of interference scenarios, such as pulsed interference or wideband noise

interference. For instance, it would be interesting to further investigate the impact of

UWB pulses, as defined in [5], on a wireless receiver.

The difference between EMI and IEMI is that an adversary will always try to

make use of the vulnerable frequency of the system. This means that the IEMI is

expected to be in-channel, and so the communication will be disrupted. To overcome

this weakness a complete different communication protocol at the physical layer would

be necessary. Spread spectrum techniques such as frequency hopping are a mitigation

technique against jamming, but it is not fully jamming proof. Wideband jammers

are still capable of disrupting spread spectrum communication [97]. It is impossible

to make a wireless system completely invulnerable against jamming attacks, but the

goal of jamming countermeasures is to make a jamming attack cost more than the

attacker’s available resources [100].

It is easily concluded from the EMI analysis that the three interference mechanisms

are fundamentally different in nature. The likelihood of occurence, as explained in

Chapter 2.5.2, also differs per mechanism. Jamming has the highest likelihood of

occurence, because of the availability and low-cost of RF jammers. More power

is needed for damage and saturation of the receiver, and therefore the availability

decreases.

To improve the robustness of wireless system against IEMI—by developing pro-
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tection techniques—it is necessary to have involved experts in various disciplines.

Developing a robust communication system requires effort from software engineers,

radio engineers, antenna engineers, microwave engineers, and EMC specialists.

3.8 Summary and conclusions

In this chapter, three different interference mechanisms are recognized, i.e. physical

damage of the receiver, saturation of the receiver, and masking the communication

signal, which needs to be addressed separately. The interference mechanisms are

fundamentally different in nature and therefore a robust system should be designed

by experts from various disciplines.

The research presented showed that the analyzed base station is robust against

OOB interference due to the high quality band pass filter mounted before the front

end. EM signals OOB are attenuated over 80 dB. For OOB interference the power

needs to be at least –10 dBm to saturate the LNB of the receiver. It is safe to

conclude that OOB interference has no impact on TETRA via the front door. High

power in-band interference can damage the receiver, because there is no diode limiter

implemented. With moderate power levels, meaning power levels below 10 dBm,

interference only has a significant effect if it is in-channel; out-of-channel interference

does not harm the communication.

An experimental method for determining the saturation levels of a LNB over a

wide frequency interval is presented in this chapter. This method to determine the

OOB compression levels are useful, because the results enable to extract the minimum

constraints necessary for a front end filter. Next, a test set-up is presented which can

be used to analyze the impact of many different interference scenarios on the quality

of the wireless link.

In Chapter 2 it is concluded that IEMI is a serious threat for wireless communi-

cation, and in this chapter the relevant interference mechanisms are identified. The

next step is the deeper investigation of the impact these interference mechanisms have

on wireless systems. This is the topic for the next three chapters. The vulnerability

of TETRA against intelligent jamming techniques is analyzed in Chapter 4. Chapter

5 discusses the robustness of remote-keyless-entry (RKE) systems against jamming

attacks. Finally, Chapter 6 presents a further investigation of the blocking mechanism

of a front end.
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Chapter 4

Intelligent jamming

In this chapter, the results are presented of a study on the vulnerability of TETRA

to intelligent jamming attacks. The results are published in IEEE Transactions on

Electromagnetic Compatibility [101].

4.1 Background of intelligent jamming attacks

It is well known that wireless networks are vulnerable to jammers. Extensive research

has been performed on this matter [92–97]. A brief overview of studies on jamming

attacks will be given in this section.

There are various attack models that can be deployed by jammers to disrupt

wireless communication, with various levels of sophistication. In [93] four different

models are described. The effect of the jammers can have two results: 1) the sender

does not transmit the communication signal because the medium is sensed to be busy,

or 2) the reception of the receiver is interfered due to the jamming signal. The four

basic models in [93] are:

• Constant jammer

• Deceptive jammer

• Random jammer

• Reactive jammer

Most jammers can be described either by one or a combination of these models.

A constant jammer continuously emits interference. The deceptive jammer is

similar to this jammer, except the fact that a deceptive jammer continually injects

regular information packets on the channel making it look like a regular transmission
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for observers. Both previously described models are power hungry. The random

jammer is more power efficient and instead of continuously transmitting interference

it alternates between sleeping and jamming. During the jamming stage it can either

be a constant or deceptive jammer. The reactive jammer employs channel sensing.

When the channel is idle it will not emit interference, but it starts transmitting when

it senses activity on the communication channel.

In [97] various jamming techniques based on technical attributes are described.

Based on the frequency and time attributes of the output signal the next classification

can be applied to jamming:

• Noise jamming

• Tone jamming

• Swept jamming

• Pulse jamming

Noise jamming is generated by modulating a carrier with a noise signal. The band-

width of the noise signal can be varied. It can be as wide as the entire frequency

interval used by the victim system, or it can be much narrower, aiming at only a spe-

cific channel. Continuously jamming the complete frequency band is often referred to

as barrage jamming. Tone jamming can consists of a single tone or more tone signals.

Swept jamming is either a narrowband noise signal or a tone signal, which is swept

all across the frequency interval of interest. Pulse jamming transmits the interference

in a pulsed way.

As stated in Chapter 2, low-complexity RF jammers are easily acquired and very

effective in disrupting wireless communication. However, these low-complexity jam-

mers can be easily detected and are not very energy efficient. As an example, at

the Nuclear Security Summit 2014 in the Hague, the Netherlands, the Dutch Radio

Agency was continuously monitoring the RF spectrum. If an adversary would have

tried to disrupt the communication of the security service using crude jamming de-

vices, they would have been immediately detected, located and neutralized. This is

the most effective countermeasure against crude jammers that emit interference across

the entire frequency band of operation.

The detectability of a jammer, hence the possibility to undertake countermeasures,

degrades the risk potential of an IEMI source. For this reason, intelligent jammers

have been developed to increase jamming efficiency. The most commonly used criteria

to determine jamming efficiency are: energy efficiency, probability of detection, level

of DoS, and resistance to physical layer anti-jamming techniques [96]. All of these

criteria are important, but depending on the situation one of these criteria will be

more relevant.
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Intelligent jammers exploit weaknesses in higher layers of the Open Systems In-

terconnection (OSI) model to impair the correct functioning of the communication

system. For instance, smart jammers will only target specific parts of the signal which

are critical. Often an intelligent jammer targets only the control signals, which are

periodically sent, and in this way paralyse the complete system. This implies that an

intelligent jammer requires extensive information of the communication protocol of

the victim system and sensing capabilities to be effective. This increase in complexity

does decrease the availability of these type of sources, having a reducing impact on

the risk potential.

Automated jamming detection systems are described in [93,95,102]. Detection is

often based on a combination of metrics such as signal strength consistency checks,

packets delivery ratio (PDR) and carrier sensing time. In normal operating conditions,

a low PDR should be correlated to a low signal strength if it results from legitimate

causes. For example, this situation can occur if the mobile station is too far away

from the base station. However, if the received signal strength is high, yet the PDR

is low, this is a strong indication that the wireless link is being jammed.

Countermeasures against regular jamming attacks, such as spread spectrum tech-

niques and smart antennas, are obviously also increasing the robustness against in-

telligent jammers. Applicable measures against smart jammers are to scramble the

control channels, or any other critical channel, in a pseudo random way [103]. Based

on the scrambling scheme, a legitimate user would be able to receive the control chan-

nel, but a jammer would have to jam the complete signal to be effective. The goal of

anti-jam methods is to force the adversary to deploy barrage jamming.

In the remainder of this chapter, the ability of TETRA to resist smart jamming

attacks is investigated. By recognising the possible vulnerabilities it is possible to

take adequate countermeasures and increase the security of the system.

4.2 Vulnerabilities of TETRA protocol

TETRA has been tested with Additive White Gaussian Noise, but smart jamming

attacks focussing specifically on TETRA have not yet been investigated. The vulner-

abilities of the TETRA protocols are discussed in this section.

4.2.1 Interfering with the voice data

Jamming of the sent voice data is the most easy and crude way to deny users from

service. However, it requires a lot of energy since it is required to interfere with

the voice data continuously. The speech data passes error control schemes and the

data is split into bits of different priorities. The most important bits receive a lot

of error protection and therefore interfering with these data bits requires corrupting
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the complete bit stream during the conversation. Since the jammer needs to transmit

interference signals continuously, it can be detected relatively easily by measuring the

received signal strength [102]. If the interference is detected, the system can take

countermeasures to reduce the impact of the jammer.

4.2.2 Distributed Denial of Service (DDoS) attacks

In TETRA, the upper Medium Access Control (MAC) layer provides air interface

encryption [77]. It is therefore difficult to obtain the original messages. Further-

more, it is difficult to spoof the communication system since all TETRA devices have

TETRA Equipment Identification (TEI) numbers, which uniquely define each de-

vice [75]. Without a registered TEI number it is not possible to start a conversation.

All registered numbers are stored in databases and once a device is obsolete or is lost,

the number can be stripped of its permissions to make calls and send data.

A commonly used attack is a DDoS attack [104]. There are several ways to perform

such an attack, but the main goal is always to deny users from service. For example,

a DDoS attack can create a large number of communication requests that saturates

the target device, so that it cannot respond to legitimate traffic. These attacks can

also be generated against TETRA and do not necessarily require valid TEI numbers.

However, it requires more power to generate the many synchronisation messages at the

base station compared to generating an interference signal at the right time. Also,

most importantly, the jammer can be more easily detected since the target device

receives many messages with an invalid TEI number.

4.2.3 Interfering with the TDMA synchronisation

There is a more intelligent way to interfere with the system than just simply occupying

the channel by transmitting continuously. The system is vulnerable to interruptions

of the correct control messages. The advantage of this technique compared to the

naive jammers is that the jammer is more likely to stay covert, since it does not have

to send signals continuously as in the case of the constant and deceptive jammer. It

hits the critical control packets instead of sending random bits and corrupting random

packets. Furthermore, the jammer is more energy efficient, since it is not constantly

sending interference signals [102]. Interference signals acting on specific control data

packets of TETRA have not been reported to the knowledge of this author.

TETRA uses TDMA and therefore the mobile and the base station have to syn-

chronise each time a communication session is started. This synchronisation is not

protected. The base station sends the unencrypted synchronisation block periodically.

These blocks are known so that the mobiles can lock onto it [77]. If the synchroni-

sation is disturbed, the mobile cannot synchronise with the base station and the
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communication link cannot be set up. This way of jamming requires listening to the

channel and determining when the synchronisation block is sent and subsequently

interfere with this signal. Jamming this signal will only work if the mobile has not

established a connection with the network already. However, since the mobile sets

this connection at start, a non-critical moment, it is not very effective.

4.2.4 Interfering with the Access Assignment Channel

Another better possibility to paralyse the TETRA system is to interfere with the

random access protocol. This protocol is based on slotted ALOHA procedures [105].

The slotted ALOHA procedures are extended with an access framing structure. The

random access protocol with slotted ALOHA is used when a mobile wants to transmit

an unsolicited message to the base station. The mobile station does not have a

reserved channel and has to use this protocol.

The base station sends so called “Access Codes”. There is a maximum of four

possible access codes. The base station sends these codes to mark opportunities for

the mobile stations to start a transmission. Mobile stations will only try to send

traffic in these designated time frames. This way the control of collisions between

access requests from different mobile stations is taken care off. It is also possible to

provide different kinds of grades of service.

For convenience the TETRA frame structure is shown in Figure 4.1. One TDMA

slot is 510 bits long. Each TDMA slot assigned for data transmission from base

station to mobile station, i.e. a downlink, contains a Broadcast Block. The access

codes are sent on the Access Assignment CHannel (AACH). The AACH is sent in the

Broadcast Block of every downlink slot and it consists of 14 bits. Before these 14 bits

are sent to the physical layer for transmission they are first encoded with a shortened

Reed Muller code into 30 bits and then the resulting 30 bit long stream is scrambled.

The mobile will wait for the correct access code before transmitting.

In the ETSI TETRA protocol standard the following is stated: “If the AACH

is not decodable then both the corresponding uplink subslots shall be regarded as

reserved” [77]. Thus it regards the uplink slot as not available for random access.

So according to the protocol it is possible that the mobile will wait indefinitely if it

cannot decode the AACH message. From the mobile station point of view it appears

that the network is congested, since the devices cannot make new connections, but

running conversations are not affected. However, if the base station contacts the mo-

bile then it still can setup a link since it will reserve slots for the mobile to send its

data. Nevertheless, the impossibility for the mobile station to setup a link impedes

the system significantly.
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Figure 4.1: TETRA frame structure. Each TDMA slot assigned for downlink channels

contains a Broadcast Block [77].

4.3 Symbol errors on the physical layer due to

interference signals

To cause a denial of service, the physical signs of the control messages have to be

corrupted. TETRA uses π/4-DQPSK and the newer versions of TETRA use π/8-

DQPSK and quadrature amplitude modulation (QAM) modulation. This research

focuses on the widely implemented π/4-DQPSK modulation. This modulation scheme

consists of two signal constellations as shown in Figure 4.2 and the modulation scheme

switches between these two constellations for every consecutive symbol. In the left

constellation, the points lie on π/4, 3π/4, −π/4 and −3π/4. In the right constellation,

the points lie on 0, π/2, −π and −π/2. The phase transitions between symbols for

this modulation scheme are π/4, 3π/4, −π/4 and −3π/4. Disrupting the signal on

the physical layer is the obvious choice, since the shared nature of the medium makes

it easy to access for interference signals.

To achieve errors in the modulation scheme the error vector magnitude (EVM)

has to be increased to shift the constellation points over the decision boundaries of

both constellations. The EVM is a measure of how much the constellation point is

shifted away from the correct position in the constellation diagram.

An asynchronous continuous wave is one of the simplest signal to create an EVM

that shifts the constellation points over the decision boundaries. The data signal

superimposed by a continuous wave interference can be described as:

xn(t) +m(t) = a cos(ωt+ φn) +

b cos(ωt+ ∆ωt+ φm) (4.1)
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Figure 4.2: The constellation diagram of π/4-DQPSK consists of a set of two signal

constellations: QPSK and a π/4 rotated QPSK. The small dots are the constellation

points, the dashed red lines indicate the decision boundaries and the big dots are the

constellation points when the π/4-DQPSK scheme is interfered with a QPSK signal.

where xn(t) is the data signal, m(t) the interference signal, a the amplitude of the

modulated signal, ω the carrier angular frequency, t the time, φn the modulated phase,

φm the phase of the interference signal, and ∆ω the difference angular frequency be-

tween the modulated signal and the interference signal. The quadrature components

of this combined signal can be described as:

I(t) = a cos(φn) + b cos(∆ωt+ φm)

Q(t) = a sin(φn) + b sin(∆ωt+ φm) (4.2)

where I(t) is the in-phase component and Q(t) is the quadrature component. The first

terms in I(t) and Q(t) are the desired quadrature components of the data signal, and

the second terms results from the asynchronous continuous wave interference signal.

As a result, the received point in the constellation diagram after demodulation will

lie on a circle around the ideal constellation point.

In a similar way a QPSK modulated interference signal is superposed on the

π/4-DQPSK. In this analysis the QPSK interference signal is synchronised with the

π/4-DQPSK signal in order to be able to push the points over the decision bound-

aries as shown in Figure 4.2. It is assumed that the signals are exactly synchronised

to achieve the clear superposition of the π/4-DQPSK and the QPSK. In a practical

situation this is never the case. The phase noise and the frequency difference between

the interference signal and the modulation signal will rotate the QPSK signal around

the π/4-DQPSK points. In addition, the sampling points to determine the symbols

for the π/4-DQPSK and the QPSK are not in synchronisation. Therefore the QPSK

signal will not be sampled on the four points, but also somewhere along the signal

trajectory between the four points.
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Figure 4.3: Constellation diagram of π/4-DQPSK with (a) continuous wave interfer-

ence signal and (b) synchronised QPSK interference signal. The red dots are the ideal

constellation points, and the blue dots are the received points.

A standard Simulink model has been adapted to determine the effects of interfer-

ence signals added to the channel [106]. If a continuous wave is added to the channel

to interfere with the modulated signal it is expected that the interference signal is su-

perimposed on the original constellation diagram. A QPSK modulated signal is also

simulated as an interference signal. Figure 4.3a and Figure 4.3b confirm the superpo-

sition of the interference signals as expected by equation (4.2). The continuous wave

interference signal caused an EVM that rotates around the ideal constellation points

and the synchronous QPSK modulated interference signal caused an EVM consisting

four points around the ideal constellation points.

The graphs in Figures 4.4a and 4.4b show the spectra of the data signal super-

imposed by the interference signal. It can be clearly seen that the continuous wave

creates a spike in the spectrum, while the power of the QPSK interference signal is

divided over the whole spectrum.

4.4 Intelligent TETRA jammer

A possible threat for a TETRA system would be an intelligent jammer that interferes

with the bits involved in AACH control. Jamming these control messages will deny

users from service.

In the previous sections it is shown that the TETRA communication system can

be disrupted, so the mobile stations cannot start calls. This is achieved by interfering

with the AACH messages sent by the base station, which improves the jamming
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Figure 4.4: Spectrum of π/4-DQPSK (black) with (a) CW interference and (b) QPSK

signal interference.

efficiency considerably. The probability of detection of the jammer can be reduced by

using a QPSK modulated signal as the interference signal, since the signal is divided

over the spectrum as shown in Figure 4.4b. The discrimination between legitimate

and adversarial traffic is the main challenge for detection of jammers [102]. In this

case, it is not straightforward to discriminate jamming from the legitimate traffic

scenarios using only the signal strength [102].

Other data besides the signal strength are analysed such as the PDR. Even if

a network is congested the PDR always maintains a certain value, while an effective

jammer decreases the PDR to a value close to zero [102]. However, this method cannot

be applied to detect the jamming attack described in this paper. Conversations cannot

be started by the mobile stations by attacking the AACH. There is no steep drop in

PDR, since an ongoing conversation is not terminated.

As described in Section 4.1 advanced jamming detection strategies include com-

bining the PDR and the signal strength. An intelligent jammer interfering with the

AACH control circumvents this detection, since there is no data for the PDR, because

no new conversation can be started and ongoing conversations are not interrupted.

So a jammer that interferes with the AACH and uses a QPSK signal is effective

at disrupting the TETRA communication system, while being able to stay covert.

4.5 Experimental results

In Section 4.3, it is shown that an interference signal that is distributed over the

spectrum is more likely to stay covert than a continuous wave. In this section the

concealment of the interference signal and the superposition of the interference signal

with the modulated signal are verified.
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Figure 4.5: Measurement setup modulation scheme superposition; a modulating vec-

tor signal generator (mVSG), an interfering vector signal generators (iVSG) connected

via a power combiner to a vector signal analyser (VSA).

A vector signal analyser (VSA) was connected with two vector signal generators

(VSG) via a power combiner. The measurement setup shown in Figure 4.5 was

used to measure the superposition and spectra. The VSA was an Agilent PXA Sig-

nal Analyzer N9030A, the modulating vector signal generator (mVSG) to create the

modulation signal on a frequency of 390 MHz was an Agilent E4438C ESG VSG,

and the interfering vector signal generator (iVSG) to create the interference was an

Agilent E8267D PSG VSG. The used power combiner was an ZFRSC-123-S+ from

Mini-Circuits. The VSA measured the constellation diagram and the spectrum. The

following settings were set for the mVSG: centre frequency at 390 MHz, power at -40

dBm, π/4-DQPSK modulation, and a symbol rate of 18 kbps. The iVSG used two

different interference signals: a continuous wave and a QPSK modulation scheme.

The power of the interference was set at -50 dBm at the centre frequency and at

1000 Hz above the centre frequency of the modulated signal. The iVSG and mVSG

were synchronised and unsynchronised by connecting and not connecting the 10 MHz

reference signal, respectively. The iVSG sent random bits with QPSK modulation.

The constellation diagrams are shown in Figures 4.6a and 4.6b and the spectra

are shown in Figures 4.7a and 4.7b. When the continuous wave had the same centre

frequency and was synchronised via the 10 MHz reference signal with the π/4-DQPSK

signal, the interference did not affect the constellation diagram. The continuous wave

adds a constant shift in the diagram, but the VSA compensates for this constant shift.

Therefore, this shift is not visible in Figure 4.6a. The QPSK signal, however, does

create an error and as expected the QPSK signal is superimposed on the π/4-DQPSK

signal. Measurements were performed with larger amplitudes causing the VSA to lose

lock on the π/4-DQPSK signal and the constellation could not be reconstructed. The

EVM readings also increased and varied greatly.

When the continuous wave was unsynchronised and set at 1000 Hz above the
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Figure 4.6: Constellation diagram of π/4-DQPSK (red pluses) with (a) asynchronous

continuous wave IEMI at 1000 Hz above the center frequency (green asterisks), and

(b) synchronized QPSK-modulated IEMI signal (blue dots) and asynchronous QPSK-

modulated IEMI signal (green asterisks).

centre frequency, the constellation rotated, which is in accordance with equation Eq.

(4.2).The asynchrony and setting the frequency 1000 Hz above the centre frequency

of the π/4-DQPSK resulted in a cloud of points around the constellation points when

a QPSK interference was added. This is because the signal is on a trajectory to

the QPSK points, but is not sampled at times when the QPSK points are reached.

The phase noise also caused the constellation points to arc. Exact synchronisation

with the TETRA signal is in practice hard to achieve and therefore the asynchronous

results are more realistic.

The continuous wave created a larger EVM than the QPSK signal, however, in

Figure 4.7a, two clear peaks can be seen at the centre frequency and 1000 Hz above the

centre frequency, which are caused by the continuous wave interference. The QPSK

interference does not cause a noticeably different spectrum to that shown in Figure

4.7b. The continuous wave at 1000 Hz above the centre frequency caused a larger

EVM than the QPSK signal, while also causing a peak in the received spectrum.

The QPSK signal, however, did not create a noticeable difference in the received

spectrum. The QPSK interference is more difficult to detect than a continuous wave,

which is in accordance with the study performed by Mlezcko et al [107], where they

show that a signal occupying a significant amount of the bandwidth requires a lower

signal level. If the interference signal stays covert, then it is less likely that counter-

measures against the interference signal will be taken.
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Figure 4.7: Spectrum of received signal at the VSA with (a) synchronized contin-

uous wave IEMI signal on the center frequency (blue) and asynchronous wave con-

tinuous wave IEMI at 1000 Hz above the center frequency (green) and (b) synchro-

nized QPSK-modulated IEMI signal on the center frequency (blue) and asynchronous

QPSK-modulated IEMI 1000 Hz above the center frequency (green).

4.6 Summary and conclusions

An overview of general jamming attacks is presented in this chapter. This overview is

based on relevant literature with respect to jamming attacks against wireless networks.

The goal of countermeasures against jamming attacks—such as the scrambling of the

control channels—is to force the adversary to deploy barrage jamming, which is not

power effective and easily detected. Next, the protocol of TETRA was investigated

to identify possible weaknesses.

From the analysis, we can conclude that TETRA can be disrupted by an intelligent

jammer. The slotted ALOHA protocol can be interfered by corrupting each access

assignment channel block, since the TETRA protocol states that the mobile station

will wait indefinitely before transmitting until the access assignment channel can be

decoded. This jamming attack is only effective if the victim mobile device wants to

set-up a connection. If the base station contacts the mobile then it still can set-up a

link since it will reserve slots for the mobile to send its data.

The study also showed that an intentional electromagnetic interference 10 dBm

lower than the intended signal was able to create a large EVM. The continuous wave

interference caused a larger EVM than the QPSK modulated interference. However,

a QPSK modulated interference stays covert, while a continuous wave with the same

power causes a noticeable peak in the received spectrum compared to the situation

without any interference. Therefore, the TETRA protocol is vulnerable to a QPSK

modulated interference signal corrupting the AACH, since it is hard to detect the
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interference signal.

After discussing intelligent jamming attacks against TETRA in this chapter, the

next chapter will discuss the effect of a jamming attack on RKE systems. Although

RKE systems are not directly part of a critical infrastructure, it does rely on wireless

systems, and as such is an interesting case study to study the effects of a jamming

attack and to identify possible improvements.
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Chapter 5

Jamming attacks against

remote keyless-entry systems

In this chapter, the results are presented of a study on the vulnerability of remote

keyless-entry (RKE) systems against jamming attacks. The results are published

in IEEE Transactions on Electromagnetic Compatibility [108] and presented at the

IEEE International Symposium on Electromagnetic Compatibility in 2014 and 2015

[109,110].

5.1 Background on RKE systems and IEMI

The remote keyless-entry (RKE) system is an electronic lock that controls access to

vehicles or buildings by use of a wireless key fob carried by the user. The key fob is

an electronic remote control that sends a unique code to the receiver, located in the

car or the building, which communicates with the central locking system to control

access. The advantage of an RKE system—as compared to traditional access systems

with a mechanical key—is the higher level of flexibility and comfort in getting access.

The wireless communication of RKE in Europe operates in the license-free 433

MHz ISM band (433.05 MHz - 434.79 MHz). Most of the RKE systems employ one-

way communication, using the key fob as RF transmitter. The key fob transmits

bursts of data on a digital-modulated carrier. In most parts of the world, the used

modulation is on-off keying (OOK), which is the most elementary form of amplitude-

shift keying (ASK) [111].

A serious issue that arose with RKE is the security of the system. The open

nature of the wireless medium makes it possible for intruders to gain information

from the system and acquire illegal access. As an result, manufacturers have increas-
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Figure 5.1: The scenario of jamming the signal from the key fob to the RKE receiver,

while the adversary simultaneously receives the transmitted signal.

ingly secured the system by use of encryption and code algorithms on higher open

systems interconnection (OSI) layers. For example, nowadays many RKE systems use

the rolling code technique to prevent replay attacks [112, 113]. In [113], an detailed

analysis is made of possible attacks against the security of RKE systems.

More recent at DEF CON 2015—one of the world’s largers hacker conventions—a

technique was presented that allows an intruder to hack RKE systems and acquire

access to cars and garages [114]. At the heart of this technique is the ability of the

intruder to jam the signal from the key fob to the RKE receiver, while at the same

time the receiver of the intruder is able to receive and store the keyless-entry codes

transmitted by the key fob. This is shown in Fig. 5.1. This technique, employing

jamming on the physical layer, renders the coding algorithms such as rolling codes, on

higher OSI layers to be useless. An detailed discussion of this techniques is presented

in [115]. The threat of an adversary’s ability to both jam an RKE receiver and receive

the transmitted signal at the same time is the main interest of this paper.

From the aforementioned technique, it should be clear that the security of the RKE

system can be improved by increasing the robustness of the receiver against jamming

attacks. If the intruder is not able to jam the RKE receiver without jamming its

own receiver, the technique described in [114] and [115] would not work. However, as

concluded in Chapter 3, wireless communication is easily disturbed by IEMI. In this

chapter, the weaknesses of RKE systems are investigated and suggestions are made

for robuster systems against jamming attacks.

In Section 5.2, it will be shown that a poor selectivity makes a receiver extremely

vulnerable against the jamming technique described in [114]. Two low-cost RKE

systems for automotive applications are investigated in this section. After Section 5.2,

the focus will be on the vulnerability of a superheterodyne receiver, commonly used
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(a) (b)

Figure 5.2: In (a) the two RKE systems bought online and in (b) a picture of the

receiver circuit of system 1.

in RKE applications, against pulsed interference. In Section 5.3, it is shown in what

way pulsed interference differs from continuous interference and the reason why it can

be more detrimental. This analysis is completed with simulations. In Section 5.4, an

experimental study is presented to test the RKE heterodyne receiver. BER curves

are shown of the receiver under various interference scenarios, including the effect of a

varying pulse repetition frequency (PRF). Next, in Section 5.5, an improved receiver

design that increases the robustness to pulsed interference is presented. Finally, in

Section 5.6, conclusions are drawn with respect to the vulnerability of RKE systems

against IEMI.

5.2 Analysis of purchased low-cost RKE systems

5.2.1 Super regenerative receivers

Most receivers in RKE applications are superheterodyne receivers. However, after

purchasing two RKE systems for automotive applications, it was found that the re-

ceiver in these particular two systems are super regenerative receivers (SRR). This

receiver technology is simple and low-cost, since it consists of relatively few electronic

components. In RKE applications SRR are used, because they are very low cost,

consume little power, and are well-suited for OOK detection [116]. The purchased

RKE systems (system 1 and system 2) are depicted in Figure 5.2a and the receiver

circuit of system 1 is depicted in Figure 5.2b.

The details of SRR are explained in [117, 118]. The most important drawback of

SRRs is their poor selectivity. This results in a high susceptibility for interference

from an adjacent channel. Especially in an license-free ISM band this can result in
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(a) (b)

Figure 5.3: Measurement method with (a) schematic of the test set-up in the anechoic

chamber and (b) a picture of the actual set-up.

many issues.

In this section, the focus is on the selectivity of the two purchased RKE systems

which employ SRR. However, it has to be clear that this is a low-end system, and

many RKE systems are equipped with superheterodyne receivers. The vulnerability

of these systems is later investigated.

5.2.2 Selectivity of purchased systems

The selectivity of the RKE systems and the robustness against interference was tested

in an anechoic chamber. The test setup is depicted in Figure 5.3a. The receiving part

of the RKE system was illuminated by a log-periodic antenna at a distance of 1.5

m. The antenna was connected to a signal generator to emit the continuous wave

interference. The interference was being swept from 420 MHz up to 460 MHz with

steps of 500 kHz. This frequency interval was chosen, because the receiving antenna

is tuned to this frequency range by the system designer. From 433 MHz to 436 MHz

steps of 200 kHz were taken.

The key fob was fixed at a distance of 2 m from the receiver. The electric field

(E-field) generated by the key fob was measured using the log-periodic antenna with

a known antenna factor. The remote control of system 1 generates an E-field of 85

dBµV/m at a distance of 2 m, and the remote of system 2 generates an E-field of 89

dBµV/m at 2 m.

The output of the receiver was connected to a LED light that indicates if the

signal from the remote was received correctly. For every frequency point, the output
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Figure 5.4: Robustness of the two RKE systems against jamming. The E-field of the

interference incident on the receiver is plotted as a function of frequency.

power of the generator was being increased with steps of 1 dB, until the signal from

the key fob was not detected anymore. A picture of the actual setup can be seen in

Figure 5.3b. Additional absorbers were placed on the ground to absorb the ground

reflection.

The results of the measurements of system 1 and system 2 are shown in Figure 5.4.

The E-field of the electromagnetic interference at the receiver, emitted by the log-

periodic antenna, was calculated. The E-field strength, at which the signal from the

key was not detected any more, is plotted as a function of frequency. The curve

shows the robustness of the receivers against jamming as a function of frequency. For

frequency points where the E-field is not plotted, we could not jam the signal because

of limited output power of the signal generator.

As can be seen, system 1 has approximately a bandwidth of 5 MHz in which it

is very sensitive to interference. System 2 has a bandwidth of 4 MHz in which the

system is very sensitive. This means that a nearby transmitter in the 433 MHz ISM

band is very likely to jam the car key. This clearly shows the poor selectivity of

the SRR and this results in little robustness to other systems working in the same

frequency band.

For example, the two RKE systems we bought do not not work simultaneously

when they are close to each other. The remote key from system 1 is able to jam the

signal of system 2 if the distance to the receiver is similar, and vice versa, even though

the key fobs operate at slightly different frequencies. System 1 and system 2 operate

respectively on a carrier frequency of 433.85 MHz and 433.80 MHz [109].
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5.2.3 Discussion

The poor selectivity of these SRRs make it very easy for an adversary to jam the

receiver at the car, while the receiver of the adversary can still correctly detect the

signal from the key fob. This is the scenario depicted in Figure 5.1. The adversary

only needs a CW interference source which is out-of-band of his own receiver, but

in-band of the RKE receiver.

A much robuster system would have a superheterodyne receiver, because it can

achieve a high selectivity [81]. These type of receivers are actually used in many RKE

applications and a typical superheterodyne receiver for this application is investigated

in the next sections of this chapter. However, SRRs can still be found in particular

applications for cost saving reasons.

5.3 Analysis of pulsed interference

Now the robustness to jamming attacks of superheterodyne receivers commonly used

in RKE applications is analyzed. Of particular interest is the effect of pulsed in-

terference on these receivers. A brief background is given on pulsed interference as

compared to continuous interference and an explanation is given why it needs to be

further researched.

5.3.1 Superheterodyne receivers in RKE

Superheterodyne receivers band-pass filter the desired signal at intermediate frequen-

cies enabling a high selectivity. A literature study into characteristics of RKE systems

from various manufacturers revealed that the demodulation in the receivers are fun-

damentally based on envelope detection of the received signal [111,119,120]. Envelope

detection is the simplest form of demodulating an amplitude modulated signal and is

very often used because of the low complexity. There is no synchronization required

between the demodulator and the received signal (non-coherent receiver). The focus

will be on the behaviour of the envelope detector under various interference scenarios.

5.3.2 Background on pulsed interference

Research on the matter of pulsed interference as compared to continuous interference

has been reported in [121] and [122]. In both these papers, pulsed interference is

compared to continuous wave (CW) interference by assuming equal average power

levels. For this reason, the amplitude of the pulsed signal is dependent on the duty

cycle and it is larger than the amplitude of the CW signal. In [121], the BER of

a wireless link is calculated by analyzing individually the BER during the “ON”

and “OFF” states of the interference. However, the effect of transitions in received
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power when subject to pulsed interference should be included in this investigation.

Any wireless receiver needs some time to adapt to new channel conditions to achieve

optimal detection [123]. Pulsed interference results in a time-varying channel, which

makes it difficult for the receiver to set its parameters such that the detection is

optimal.

In ASK modulated signals, the information is expressed by the amplitude of the

signal. To correctly decide what symbol has been sent, precise decision boundaries

have to be determined [124]. The received voltage levels—after demodulation—are

compared with the threshold (or decision boundary) to decide what symbol has been

transmitted. A common method to estimate these boundaries is by first averaging

the received power over a certain number of symbols. The determined average then

provides a reference to determine the optimal decision boundaries. The estimation

time of the average received power should not be so short that the estimate is inac-

curate. On the other hand, it should not be so long as to make the receiver slow in

adapting to new channel conditions.

5.3.3 Simulation model of a general envelope detector

A Matlab model of a typical envelope detector is developed to examine the effect of

pulsed interference. The data signal is OOK-modulated with a data rate of 5 kbps—a

data rate comparable to data rates in RKE systems—and an arbitrarily chosen signal-

to-noise (SNR). A part of an OOK signal with an SNR of 30 dB is shown in Figure

5.5. The signal levels are normalized to 1.

The signal is demodulated by an envelope detector; it is squared and subsequently

low-pass filtered with a cut-off frequency of 7 kHz. The demodulated signal is com-

pared to the decision threshold to decide whether a logic “1” or “0” is transmitted.

The decision threshold is calculated by setting it to 50% of the average received sig-

nal strength. As explained, the estimation time of this average is a trade-off between

accuracy and speed. In this model, we determine the moving average over a period

of 100 symbols. This period can arbitrarily be chosen, but we chose 100 symbols

because this highlights the effect we would like to show.

An example of filtered data, together with the threshold estimate, is shown in

Figure 5.6. In this example, the SNR was again set at 30 dB. As can be seen, the

threshold is almost equidistant from the “1” and “0” levels. Finally, the BER can be

computed by comparing the received data with the transmitted data.

This model is used to analyze the effect of pulsed and continuous interference

on both the threshold and the BER. First, we look at the effect of continuous noise

interference on the signal. Additive white gaussian noise (AWGN) is continuously

added to the modulated signal, such that the SNR is decreased to -2 dB. The SNR

of –2 dB is only chosen because this highlights the effects we would like to present.
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Figure 5.5: Modulated OOK signal before demodulation.
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Figure 5.6: Filtered data signal, after demodulation, and the threshold estimate.

The filtered data signal (that is, after demodulation) subject to continuous noise

interference is shown together with the threshold estimate in Figure 5.7. It can be

seen that the signal levels are higher than in Figure 5.6. However, the threshold

estimate is still set to be equidistant from the “1” and the “0” levels. The BER,

calculated over 60000 bits, for this particular interference scenario is 0.7%.

Next, we look at the effect of pulsed noise interference on the signal. Pulsed

AWGN noise is now added to the modulated signal. The pulse repetition period was

set to 200 symbols, which is exactly twice as long as the time window over which the

threshold is determined. The duty cycle is set to 50%. During the “ON” state the

SNR is again set at –2 dB, and during the “OFF” state the SNR is 30 dB. Since the

duty cycle is 50% it should be clear that the average noise power is 3 dB less than

the average noise power in the previous example. Again, the specified values in this

paragraph are chosen in such a way to highlight the effects at the envelope detector

68



5.3. Analysis of pulsed interference

Time (s)
0.02 0.04 0.06 0.08 0.1 0.12 0.14 0.16

R
el

at
iv

e 
A

m
pl

itu
de

0

0.5

1

1.5

2
Filtered data signal
Threshold

Figure 5.7: Filtered data signal, after demodulation, and the threshold estimate under

continuous noise interference.
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Figure 5.8: Filtered data signal, after demodulation, and the threshold estimate under

pulsed noise interference.

that we graphically present in the next figures.

Figure 5.8 shows the filtered data signal subject to pulsed noise interference to-

gether with the estimated threshold. As can be seen, the threshold estimate is lagging

and is not optimally adjusted to the received signal. Especially, after the interference

transition from “OFF” to “ON” the threshold is not correctly set. It can easily be

seen that bit errors will occur exactly at the transitions of the interference. The BER,

again calculated over 60000 bits, for this interference scenario is 19.9%.

From the previous two interference scenarios, we see that pulsed interference can be

more effective in disrupting the wireless link of an envelope detector than continuous

interference: the average noise power is lower and the BER is higher. It is more power

efficient to disrupt this type of communication with pulsed interference.
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Figure 5.9: Schematic of the MAX1470 OOK receiver.

5.4 Experimental study of an RKE receiver

A commercial-off-the-shelf (COTS) available ASK receiver is purchased to verify the

behavior described in the previous section. In this section, the behaviour of the RKE

receiver is experimentally analyzed.

5.4.1 Experimental method

Study of a COTS receiver for RKE applications

The purchased receiver is the evaluation kit of the 433.92 MHz MAX 1470 super-

heterodyne receiver [125, 126]. This type of receiver finds its application in RKE

systems. It is a low-cost heterodyne receiver tuned to 433.92 MHz to demodulate

OOK modulated signals at a maximum data rate of 5 kbps.

A simplified schematic of the receiver is shown in Figure 5.9. The received signal

is first amplified by the low-noise amplifier (LNA). Next, it is mixed to an interme-

diate frequency of 10.7 MHz and filtered by a band-pass filter. The received signal

strength indicator (RSSI) detector demodulates the intermediate signal to baseband

by producing a DC output proportional to the logarithm of the signal level with a

slope of approximately 15 mV/dB. The base-band signal is low-pass filtered by the

data filter with a cut-off frequency of 5 kHz. This signal is finally fed to the positive

input of the data slicer (DSP). The function of the data slicer is to convert the analog

output of the data filter into a digital signal. The negative input of the data slicer

(DSN) is the threshold estimate. The threshold estimate is computed by a taking

the analog output of the data filter and connecting it to an resistor-capacitor (RC)

low pass filter. This configuration averages the output of the data filter and sets the

threshold at approximately 50% of the amplitude. The time constant of the RC filter

is 2.35 ms, which represents approximately 12 bits for a data rate of 5 kbps.
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Figure 5.10: A photo of the in-house developed BER tester.

Developed BER tester

To test the effect of pulsed interference on the MAX1470 receiver, it was necessary

to first develop a simple BER tester. The available commercial BER tester did not

support data rates as low as 5 kbps. Therefore, the BER tester shown in Figure 5.10

was developed in-house.

This is based on a programmed PIC 16F690 microcontroller, and measures the

BER between an ASK transmitter and the MAX 1470 receiver. The microcontroller’s

8-bit linear feedback shift register generates pseudorandom data. One output pin of

the BER tester is connected to the transmitter, and one input pin is connected to

MAX 1470 receiver. For each bit, at half bit time the data is compared between the

input and the output pin. If the bits do not correspond, a bit error is counted. The

delay time, from generating and transmitting the bit to receiving and decoding it, is

much smaller than the bit time.

The BER is calculated by dividing the number of bit errors over the number of

transmitted bits. The number of transmitted bits is set at 30000 bits, which is a

good trade-off between accuracy and measurement speed. The results are displayed

on a 16x2 LCD screen. The BER tester is verified by some simple tests. Firstly, we

coupled the output pin of the BER tester directly to the input pin. In this case, the

calculated BER was 0%, as expected. The next test was to connect the input pin to

ground or the source voltage. In both cases the resulting BER was 50%, as expected.

A schematic of the test set-up to measure the BER of an wireless link subject to in-

terference is shown in Figure 5.11. It is a fully conducted set-up. The pseudorandom-
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Figure 5.11: Test set-up for taking the BER measurements.

generated data from the BER tester is fed to the transmitter. The transmitter used

is an evaluation kit for the MAX 1472 ASK transmitter [127]. This transmitter has a

baseband data input (digital data) and it generates OOK-modulated output at 433.92

MHz. It is capable of data rates up to 100 kbps, but we only used it at 5 kbps. We

superimpose the EMI generated by a signal generator on the OOK signal using a

6 dB resistive power combiner. A directional coupler is used to monitor the signal

levels at the input to the MAX 1470 receiver. Next, the interfered signal is received

and demodulated, and the BER tester displays the BER. This set-up allows for BER

measurement for many different interference scenarios generated by the interference

generator. A variable attenuator was connected after the MAX1472 transmitter to

attenuate the signal such that it does not saturate the receiver. The 6-dB attenuators

connected before the combiners function as isolators to reduce the effect of possible

reflections.

5.4.2 Experimental results

Pulsed interference versus continuous interference

We started by monitoring the output signal of the data filter (DSP) and the threshold

estimate (DSN) using an oscilloscope, see Figure 5.9. The signals were measured for

various interference scenarios: no interference, continuous interference, and pulsed

interference. The interference is superimposed on a desired signal. The desired signal

was generated by a signal generator with a 433.92 MHz carrier, which is 100% AM

modulated by a 5 kHz square wave. The input power of the desired signal was set

at –75 dBm. The frequency of the interference was set to 433.72 MHz, and also an

input power of –75 dBm.
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Figure 5.12: Filtered data signal and threshold with no interference.

Firstly, we measured the signals at the DSP and the DSN with no interference

present. The results shown in Figure 5.12 shows the filtered data signal and the

threshold estimate from the receiver. As can be seen, the threshold estimate is ad-

justed to the center amplitude of the filtered signal, and the receiver will have no

problems recovering the data.

Next, we added continuous interference with an input power equal to the power

of the desired signal. The frequency of the interference was set to 433.72 MHz. The

filtered data signal and threshold estimate in this interference scenario is shown in

Figure 5.13.

The filtered data signal is increased up to the continuously present energy of

the interference, and the swing in the data signal is much smaller, compared to the

swing in the data signal in Figure 5.12, due to the logarithmic behavior of the RSSI.

However, the threshold estimate adapts easily to this new channel condition and the

threshold is again adjusted to the center amplitude of the filtered signal. Again, the

receiver will have no problems recovering the data.

Finally, we added pulsed interference to the desired signal. The carrier frequency

is set at 433.72 MHz, the pulse repetition frequency is set at 500 Hz with a duty cycle

of 50%, and again the power level is set at –75 dBm. The results are shown in Figure

5.14.

As can be seen, the threshold estimate is constantly changing due to the varying

channel conditions, caused by the pulsed interference. As a result, the receiver is

no longer able to correctly recover the data. Figure 5.14 clearly shows the problems

that occur at this envelope detector under pulsed interference scenarios, whereas

continuous interference scenarios from Figure 5.13 does not show significant problems.
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Figure 5.13: Filtered data signal and threshold with CW interference.
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Figure 5.14: Filtered data signal and threshold with pulsed interference.

BER measurements

The previously described effect exhibited by the receiver was quantified by a BER

measurement as shown in Figure 5.11. The results are shown in Figure 5.15 in which

the BER is presented on a linear scale—since for now we are interested in a BER

exceeding 1%. The power of the desired signal at the input of the receiver was

measured as –65 dBm. The presented BER curves are a function of the average

power level of the interference. The pulsed interference was set at a PRF of 1 kHz

with a 50% duty cycle.

As can be seen, for interference power levels below –72 dBm the pulsed interference

is more disruptive than the continuous interference. However, for interference power

levels exceeding –72 dBm, the desired signal is completely masked and CW is more

disruptive since it is active 100% of the time. In the low power region, namely below
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Figure 5.15: BER curves for CW interference and pulsed CW interference as a function

of interference power.

–72 dBm, pulsed interference increases the BER from interference power levels as low

as –110 dBm, whereas the continuous interference has no effect until the power level

exceeds –75 dBm. Of course, all the mentioned interference power levels are relative

to the power level of the desired signal.

The fact that the BER exceeds 50% is a feature of this typical receiver and is

related to an inverting behavior of the receiver under certain conditions. It is related

to the logarithmic behaviour of the RSSI in combination with an existing beat if both

the carrier of the desired signal and the CW interference are at the input of this RSSI.

However, it is beyond the scope of this thesis to fully explain this effect.

Pulse repetition frequency

The results presented in Figure 5.15 compare continuous interference to pulsed inter-

ference with a PRF of 1 kHz. It is easily understood that the PRF is an important

parameter affecting the effectiveness of the pulsed interference. Pulsed interference

with a very high PRF will be filtered out by the data filter, but interference with a

very low PFR appears to be almost equal to continuous interference.

The optimal PRF is dependent on the averaging time of the threshold estimate.

Interference with a short pulse repetition period—shorter than the averaging time

of the receiver—does effect the threshold at a high rate, but if the pulse repetition

period becomes too short it is not greatly effecting the threshold estimate any more,

because the pulsing effect is averaged out.

We measured the sensitivity of the MAX1470 receiver [125] towards the PRF by

varying it from DC to 10 kHz with steps of 0.25 kHz with a 50% duty cycle. The

power of the desired signal was set at –65 dBm, and the power of the interference was

set at –93 dBm. The results are shown in Figure 5.16.
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Figure 5.16: BER as a function of pulse repetition frequency.

From DC to 1 kHz, it shows a very rapid increase in the BER from 0% to 18%.

The optimum PRF is shown to be at 1 kHz, and from here on the BER is decaying for

increasing PRF. As mentioned in Section 5.4.1, the RC-time of the threshold estimate

of the MAX1470 receiver is 2.35 ms, and apparently the optimal pulse repetition

period to disrupt this receiver is 1 ms. For PRF exceeding 5 kHz the data filter also

starts to attenuate the pulsed interference. We can see that the PRF exceeding 7 kHz

is hardly any more effective in jamming the wireless link than continuous interference,

that is, interference with a PRF of 0 Hz.

5.5 Improved receiver type

5.5.1 Vulnerability of receiver against pulsed interference

Key of the hacking technique described in [114] is that the receiver of the RKE system

is jammed, while the intruder’s receiver is able to receive the transmitted code from the

key fob. From the previous sections, it can be concluded that typical RKE receivers

are highly vulnerable to pulsed noise interference as compared to continuous noise

interference.

The vulnerability of the RKE system can be exploited by having a receiver which

is robust against this type of interference. In this case, it is possible for an adversary

to jam the receiver of the RKE receiver with an EMI source generating pulsed noise,

while the adversary is able to receive the code from the key with a robust receiver.

High power continuous interference would jam the receiver of the RKE system as

well, as can be seen from Fig. 5.15, but it would most likely also jam the intruder’s

receiver. In this case, the hacking technique described in [114] would not be able to

work.
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Figure 5.17: Filtered data signal of both envelope and synchronous detector with an

SNR of 30 dB.

5.5.2 Synchronous detector

The vulnerability of RKE systems described in the previous section can be avoided by

having receivers which are robust against pulsed interference. Most often the receivers

in RKE systems use envelope detectors, but the message signal in an AM signal can

also be recovered by a synchronous (or coherent) detector [128].

A synchronous detector demodulates the AM signal by multiplying the incoming

signal with a copy of the carrier frequency—hereby mixing the signal to DC—and

subsequently low-pass filtering the product. Synchronous detectors have many ad-

vantages over an envelope detector, among which an improved sensitivity [128]. The

reason that most often envelope detectors are used is the simplicity of the receiver

design, resulting in an attractive economic factor, as compared to the readily available

synchronous detectors. The increased complexity of a synchronous detection is due

to the generation of a local sinusoidal wave having exactly the carrier frequency of

the incoming signal. The synchronization between the local sinusoidal wave and the

carrier needs to be maintained in time.

5.5.3 Simulations of improved performance

We developed a Matlab model of a synchronous receiver, to compare the performance

under interference scenarios to the envelope detector modelled in Section 5.3.3. The

synchronous detector multiplies the received signal with a local oscillator which is

frequency and phase locked with the carrier frequency of the incoming signal. The

product is then low-pass filtered by the same data filter as used in Section 5.3.3.

In Fig. 5.17, we show a part of the demodulated signal of both the envelope

and synchronous detector. As can be seen, under these high SNRs of 30 dB the
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Figure 5.18: Filtered data signal of both envelope and synchronous detector with an

SNR of –2 dB.

Table 5.1: Simulated BER of an envelope and synchronous detector under continuous

and pulsed noise interference scenarios.

Detector
BER (%) with

continuous interference

BER (%) with

pulsed interference

Envelope 0.7 19.9

Synchronous 0.1 0.1

filtered data signals are comparable. Next, we lowered the SNR of the signal to –2

dB and compared the demodulated signals again in Fig. 5.18. Now we can clearly

see the difference. The low SNR results in a DC offset in the demodulated signal of

the envelope detector. It is exactly this offset that causes the threshold estimate to

drift in the case of pulsed interference. The demodulated signal of the synchronous

detector does not show a DC offset, so the threshold estimate will not drift in the

case of pulsed interference.

The difference between the envelope and synchronous detector can be quantified

by a BER simulation. Again, as in Section 5.3.3, we computed the BER over 60000

bits at an SNR of -2 dB, for both continuous and pulsed interference. The results

are summarized in Table 5.1. This clearly shows that the synchronous detector is

not affected by the pulsed noise interference as the envelope detector is. Therefore,

we suggest to implement receivers in RKE with synchronous detectors instead of

envelope, to improve the robustness of these systems against jamming attacks.
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5.6 Summary and conclusions

In this chapter, we have investigated the vulnerability of RKE systems against jam-

ming attacks. The system is increasingly secured against hacking attacks by use of

encryption and code algorithms. However, there are effective hacker attacks that rely

on jamming the wireless link from the key fob to the receiver, while the attacker is

able to receive the signal from the key fob.

Firstly, the selectivity of two purchased RKE systems was analyzed. It is found

that these low-cost systems were equipped with super regenerative receivers which

showed a poor selectivity. This poor selectivity enables an adversary to easily jam

this receiver.

Next, the vulnerability of typical superheterodyne receivers used in RKE applica-

tions was investigated. The robustness of these receivers against pulsed interference

as compared to continuous interference is analyzed. Most RKE receivers are equipped

with envelope detectors and it is shown, both through simulations and measurements,

that these type of detectors are very easily jammed by pulsed interference. The PRF

of the interference does impact the effectiveness of a jamming attack, and for it to be

effective, the PRF should be at least below the data rate of the wireless link.

An improved RKE system would use a receiver with a synchronous detector.

Pulsed noise interference is not more effective in jamming a synchronous detector as

compared to continuous noise interference. RKE systems with synchronous receivers

would be less vulnerable against specific hacking attacks.

This chapter and Chapter 4 discussed the jamming interference mechanism. The

next chapter will further investigate the saturation of a wireless receiver, which is one

of the interference mechanism as defined in Chapter 3.
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Chapter 6

Blocking and desensitization

In this chapter, the effects of a saturated receiver is further investigated. The focus is

on the blocking and desensitization effects of an accompanying high-power interferer

with the desired signal. The work presented in this chapter is currently being prepared

for submission to the IEEE Transactions on EMC.

6.1 Rationale

As discussed in Chapter 2 and Chapter 3, the most likely attack against wireless

communication is a jamming attack. For this reason, many anti-jamming measures

were developed, with spread spectrum techniques being one of the most common

techniques. Even though these techniques do increase the robustness against jammers,

they are useless against EM interference mechanisms such as damaging or blocking

the receiver by a high-power interferer. In this chapter, the effects of a blocker as

introduced in Chapter 3.4 on the performance of a wireless receiver is investigated.

Whereas a jamming signal needs to be in-channel of the communication signal

to cause a DoS, this is not per se necessary for a blocker that saturates a receiver.

Out-of-band (OOB) blockers can be as detrimental to the performance of a receiver

as an in-band blocker. As a result, wideband wireless receivers, typically employed

by spread spectrum systems, are susceptible to OOB blockers. For this reason, it

is important to investigate the saturation levels of the receiver over a wideband, as

presented in Chapter 3.

In most standards it is required that a receiver complies with a certain blocking

template. For instance, in TETRA, it is described in the testing specifications that

a desired signal, only 3 dB above the sensitivity level, should be correctly received;

even if accompanied by an out-of-band (OOB) blocker as large as –25 dBm [80]. This

test has a pass or fail outcome and gives no information on the power levels at which
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the receiver starts to cause problems or lose performance.

In this chapter, a method is presented that can be used to quantify and measure

the performance of a wireless system under blocking conditions. The end-to-end per-

formance of a wireless system can be quantified by the bit-error-rate (BER) of the

received digital signal. The receiver performance is estimated by investigating the be-

haviour of the front end under blocking conditions, and translate these characteristic

to the expected BER.

In Section 6.2, the effects of a blocker on a receiver are discussed. These effects are

experimentally verified on a wideband LNA in Section 6.3. In Section 6.4, the negative

effects are translated to the loss in performance of a wireless system by simulating

the bit error probability. Possible improvements for wireless systems against blockers

are discussed in Section 6.5. Finally, in Section 6.6, the conclusions and a summary

of this chapter are presented.

6.2 Blocking mechanisms

In this section, the effects a blocker have on a wireless receiver are briefly summarized.

In the first section, we look into the non-linear effects of the receiver, and in the next

section we describe the main effects that contribute to the desensitization of the

receiver.

6.2.1 Non-linear effects

As described in Chapter 3.4.2, the input/output characteristic of a non-linear mem-

oryless system can be approximated by

y(t) ≈ α1x(t) + α2x
2(t) + α3x

3(t). (6.1)

In this equation α1 is considered to be the desired small-signal gain. A fully accurate

description of a physical non-linear device would require an infinite number of terms,

but as will be shown, the main non-linearity effects can be described by the third-order

term. The main effects of non-linearities are harmonic distortion, gain compression,

cross modulation and intermodulation. These effects will now be briefly summarized;

a detailed explanation is presented in [81].

Harmonic distortion

Sinusoids applied to a non-linear system will result in an output that exhibits fre-

quency components which are an integer multiples of the input frequency. The output

components which are integer multiples of the input frequency are called “harmonics”.

Even-order non-linearities also introduce DC offsets.
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Gain compression

The effect of gain compression is already described in Chapter 3. If we consider the

input signal to be

Vi = Vd cosωdt+ Vb cosωbt, (6.2)

where Vd cosωdt is the small desired signal and Vb cosωbt is the blocker, then the

small-signal gain of the desired signal can be expressed as

G = α1 −
3

2
α3V

2
b . (6.3)

The gain behaviour described in Eq. (6.3) is a good approximation for weakly non-

linear systems. A more accurate estimation of the compressed gain due to the blocker

would include the fifth and the seventh order, but for now this model suffices.

The level of the blocker that requires a –1 dB gain compression can be calculating

by setting [129]

20 log10(1 +
3

2

α3

α1
V 2
b ) = −1 (6.4)

and it can be found that

Vb = 0.269

√
|α1|
|α3|

. (6.5)

Similary, it can be found that the blocker level required to cause a –3 dB compression

is

Vb = 0.442

√
|α1|
|α3|

. (6.6)

Cross modulation

Another phenomenon that arises when a large interferer, blocker, accompanies the

desired signal is the transfer of modulation from the interferer to the desired signal.

This can clearly be seen from Eq. (6.3); if the amplitude of Vb varies this will be

directly translated to the amplitude of the desired signal at the output of the system.

Intermodulation

Intermodulation occurs if two interferers accompany the desired signal. This can

result into spurious responses at the output which are not obvious from only harmonic

distortion or gain compression. Two interferers at ω1 and ω2 can result into output

products which arise from mixing of the two input components. Of particular interest

are the third-order intermodulation products at 2ω1 − ω2 and 2ω2 − ω1. The third-

order intermodulation products are often the main culprits in corrupting the desired

signal [81].
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Figure 6.1: Block diagram of the front end of a receiver.

6.2.2 Desensitization

Desensitization is defined as the phenomenon that lowers the SNR at the output of

the receiver, because of an increase in the receiver noise figure due to the blocker.

This effect directly degrades the sensitivity of the receiver. For digital systems, the

sensitivity is defined as the minimal received signal power that is necessary to receive

the data with a BER under a certain threshold. For example, in TETRA the data

needs to be received with a BER smaller than 3%.

The SNR at the output of a receiver is dependent on the noise figure and is given

by

SNROUT|dB = SNRIN|dB + FTOTAL|dB, (6.7)

where FTOTAL is the total noise figure of the receiver.

The degrading effects of OOB blockers normally happen at the RF front end,

because an OOB blocker is mostly likely suppressed after the mixer due to the sharp

filtering at IF. The front end consists of all the circuitry from antenna to mixer, with

mixer included. The noise figure of the receiver as depicted in Figure 6.1 is given by

FTOTAL = FFE +
FRX − 1

GFE
, (6.8)

where FFE and GFE are respectively the noise figure and the conversion gain of the

front end.

The two main principles which increase FTOTAL are:

1. a decrease in the gain of either the LNA or mixer due to saturation. As a result

the noise contribution of the following receiver blocks are elevated;

2. an increase in FFE due to saturation of the stages at RF.

Normally, the second principle is the principal cause of desensitization, especially for

receivers with a high gain LNA [91,130,131]. The gain compression of a front end is
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Figure 6.2: Reciprocal mixing where PB and Pd are respectively the power of the

blocker and the desired signal.

normally dominated by the mixer, since the LNA amplifies the received RF signal [81].

If the LNA would firstly clip, the noise contribution of the mixer is also elevated due

to the reduced gain of the LNA.

The noise figure of both the LNA and active mixers is increased at high signal

levels because of non-linearities which cause noise power at frequencies out-of-band to

be converted in-band. Thus the single stage noise figures of active circuits designed

for optimal noise figure performance will degrade under blocking conditions.

Another important principle that increases the noise figure of a mixer is the re-

ciprocal mixing of the interferer with the phase noise of the local oscillator (LO).

Any present blocker, even if it does not cause gain compression, will mix with the

LO phase noise and deposit additive noise in-channel at IF. This phenomenon is

graphically explained in Figure 6.2.

The effect of reciprocal mixing diminishes fast if the frequency offset between the

blocker and the LO is large. Another obvious improvement is to generate LO signals

with very low phase noise.

The noise figure behaviour of the front end under blocking conditions is often

estimated to increase linearly with the power level of the interfering signal [91, 130,

131], that is

FFE = FFE,0

(
1 +

(
V 2
b

V 2
o

))
, (6.9)

where FFE,0 is the small signal noise figure, Vb is the blocker voltage and Vo is the
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value of Vb which doubles the noise factor of the front end.

6.3 LNA characterization

In this section, the results will be presented of the characterization of a COTS LNA.

6.3.1 Experimental set-up

The experimental set-up is shown in Figure 6.3. The set-up is very comparable to the

set-up described in Chapter 3.5 to measure the POB , which is the input signal level

of the blocker to compress the small signal gain with 1 dB.

The device-under-test (DUT) that we used is a wideband LNA, but any front end,

including mixer, could be used for the measurements that will be presented in this

section. The effects of reciprocal mixing is not included in this experimental study,

since there is no mixer involved. The DUT is the RF Bay LNA-1440 [132], which is a

40dB gain wideband high dynamic range LNA operating at the frequency range from

10 kHz to 1400 MHz.

A BPF is connected to the output of the blocker generator to suppress excess

wideband noise and harmonics generated by the signal generator. After the DUT a

band reject filter (BRF) with over 50 dB attenuation is connected to suppress the

OOB blocker. In this way, the effect of the blocker is isolated to the LNA and has no

impact on the internal receiver of the vector signal analyzer (VSA). The goal of this

set-up is to measure the impact of the blocker, which is a CW, solely on the LNA.

The generator for the desired signal is the Agilent E4438C Vector Signal Genera-

tor (VSG) capable of transmitting digital-modulated signals. The signal analyzer is

the Agilent Vector Signal Analyzer (VSA) N9020A MXA. This is an advanced ana-

lyzer capable of measuring many signal parameters, such as the received constellation

diagrams, error vector magnitude (EVM) and the SNR. For the blocker the Rhode &

Schwarz SMS generator is used.

6.3.2 Gain compression

The small signal gain compression was measured in a similar way as presented in

Chapter 3.5. The desired signal was set at 394 MHz with an input power of –60

dBm at the input of the LNA. The blocker power at the input was varied from –35

dBm to –5 dBm with steps of 1 dB, and simultaneously the gain of the desired signal

was monitored. This measurement was repeated for various frequencies of the CW

blocker, i.e. at 380, 390, 395, 400, and 410 MHz.

The resulting small signal gain curves are presented in Figure 6.4. As can be seen,

the small signal gain curves are very similar and independent on the frequency of
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Figure 6.3: Test set-up for the LNA characterization.
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Figure 6.4: Small signal gain as a function of blocker power at various frequencies.

the blocker. This is an important observation, because, as expected, for a wideband

receiver the small signal gain compression does not seem to be dependent on the

frequency of the blocker.

Next, we compared the measured small signal gain curve with the analytical model

from (6.3). The small signal gain, i.e. the α1 value, is 43 dB. The value of α3 was

determined for 1 dB compression using (6.5), and secondly, an α3 was determined for 3

dB compression using (6.6). The measured values of Vb for 1 dB and 3 dB compression,

with the blocker at 410 MHz, are respectively 19 mV and 23 mV, corresponding to

input blocker power levels of -24.5 dBm and -22.6 dBm

In Figure 6.5 the measured gain curve with a blocker at 410 MHz together with the

two models are plotted. The first model adjusted the value of α3 to match the 1-dB

compression point (α3,1−dB), the second model adjusted the value of α3 to match the

3-dB compression point (α3,3−dB).

At the onset of compression the 1-dB compression model shows a good fit, but for
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Figure 6.5: Small signal gain as a function of blocker power at 410 MHz and the

models with α3 fixed for 1-dB compression (red curve) and 3-dB compression (yellow

curve).

increasing blocker power the model underestimates the compression with a maximum

3 dB. From –16 dBm the gain model highly overestimates the compression.

The 3-dB compression model shows an onset of the gain compression before actual

compression occurs. However, it does show a better fit for blocker power levels from

-23 dBm up to -19 dBm. Again, this gain model also overestimates the compression

for higher power levels of the blocker.

To get a better fit between the measurements and the model, higher-order polyno-

mials, such as the fifth and the seventh order, should be added to the approximation

presented in (6.1).

6.3.3 Distorted spectrum

The output spectrum of the LNA was monitored for various blocker power levels.

Again, the desired signal was set at 394 MHz with an input power level of –60 dBm.

The blocker was set at 410 MHz at 4 different power levels (off, –42, –32, and –22

dBm). The output spectrum was measured from 380 to 420 MHz with a resolution

bandwidth of 3 kHz. The results are presented in Figure 6.6.

In Figure 6.6a the blocker is switched off; at 394 MHz the small signal can be seen

and around 410 MHz there is a dip in the noise due to the BRF. What is interesting

about Figure 6.6c is that we can see a distorted output spectrum even though the

blocker power level is still well below the 1-dB compression level (–24.5 dBm.) At a

blocker level of –22 dBm the there are many strong spurious responses and the noise

level increases.

This spurious responses can again mix with the LO if there would be a mixer,
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Figure 6.6: Output spectrum of the LNA under various blocker power conditions.

resulting in many more spurious responses (in-band and OOB) and additional recip-

rocal mixing. These effects could be mitigated by implementing a BPF between the

LNA and the mixer.

6.3.4 Blocker noise figure

With the set-up presented in Figure 6.3, the noise figure of the LNA was measured.

In the next section, it is first explained in what way the noise figure was measured.

Method

The desired signal generator transmits a QPSK signal with an arbitrary symbol rate.

The VSA demodulates the signal and and calculates the normalized EVM as described

in [133].

Under additive white gaussian noise (AWGN) conditions this EVM can be directly

related to SNR. For systems, which are sampled at data rate, the SNR is equal to Es

N0
,
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where Es is the symbol energy and N0 the noise power spectral density [134]. The

relation among these metrics are [134]

EVMRMS =

[
1

SNR

] 1
2

=

[
N0

Es

] 1
2

. (6.10)

The SNR measured by the VSA is

SNRmeasured|dB = SNRin|dB − Fsystem|dB, (6.11)

where SNRin is the SNR at the input of the LNA, and Fsystem is

Fsystem = FLNA +
FVSA − 1

GLNA
, (6.12)

where FVSA is the noise figure of the VSA which is measured to be approximately 9

dB. An important observation from (6.12) is that Fsystem is dominated by the FLNA

due to high gain of the LNA, meaning the second term on the right hand of (6.12)

can be neglected. For the same reason, also the impact of the BRF on the noise figure

is neglected. It can be concluded that the FLNA can be calculated by

FLNA|dB = SNRin|dB − SNRmeasured|dB. (6.13)

The calculations were done using Es

N0
instead of the SNRs The Es at the input of

the LNA is the power of the desired signal divided by the symbol rate. The input

noise N0 is assumed to be thermal noise with a spectral density of N0 = kT , where k

is the Boltzmann’s constant and T is the noise temperature. At room temperature,

T = 290 Kelvin, N0 is -174 dBm/Hz. This is a reasonable assumption for N0 with a

low output power of the signal generator.

Results

The blocker noise figure was measured for the desired signal at 394 MHz, with an

output power of -90 dBm at the generator. The desired signal is QPSK modulated

with 25000 symbols per second. The blocker was set again at 410 MHz and the output

power was increased in steps of 1 dB.

The results of the blocker noise figure measurements are presented in Figure 6.7.

With no blocker the noise figure of the LNA was measured to be 2.9 dB. The noise

figure of the LNA was doubled at a blocker power Pb of –19 dBm.

The noise figure model for a blocked RF stage from (6.9) is also included in the

graph from Figure 6.7. Up to a Pb of –13 dBm, which corresponds to a FLNA of 11

dB, the model is within 1 dB of the measured curve. For higher blocker power the

model underestimates the increase in noise figure due to the blocker.

An interesting observation from Figure 6.7 is that the measured FLNA starts to

increase from a blocker power of –27 dBm, and that this corresponds well to the start

of the gain compression shown in Figure 6.5.
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Figure 6.7: FLNA as a function of blocker power and the noise figure model from (6.9).

6.4 System performance

6.4.1 Modulation formats and bit error probability

The performance of receivers can be quantified by the bit-error-probability (BEP),

which is a function of the Eb

N0
, where Eb is the sigal power divided by the bit rate. The

BEP of various modulation methods for an optimum receiver for an AWGN channel

are well-studied and resulted in good approximations of the BER [135].

The BEP for three relevant modulation formats, QPSK, M -ary phase shift keying

(M -PSK) and M -ary QAM, are presented in Table 6.1. Binary phase shift keying

(BPSK) is a modulation format which has half the bit rate of QPSK, but an equal

BEP. The variable M is defined as the number of symbols in the modulation constel-

lation, k is the number of bits per symbol (log2M), and the Q-function is the tail

probability of the normal standard distribution and is given by

Q(x) =
1√
2π

∫ ∞
x

exp

(
−u

2

2

)
du. (6.14)

The presented BEP assumes that a Gray code is used in the mapping, meaning

that a symbol error results in only 1 bit error. The BEPs are good approximations

which are valid for Eb

N0
� 1 [135].

6.4.2 BEP curves

The theory presented in the previous section can be used to estimate the loss in

performance of a wireless receiver under various blocker conditions. In Section 6.3.4,

the noise figure of a receiving system was measured and it was dominated by the

noise figure of the LNA. Of this particular “receiver” we will now show the loss in

performance due to desensitization resulting from a blocker.
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Table 6.1: Modulation schemes and bit error probabilities.

Modulation scheme Bit error probability

BPSK/QPSK Q
(√

2Eb

N0

)
M -PSK 2

kQ
(√

2kEb

N0
sin π

M

)
M -QAM 4

k

(
1− 1√

M

)
Q
(√

3k
M−1

Eb

N0

)
As shown in Table 6.1, the BEP is dependent on the Eb

N0
, and this ratio can

be calculated based on the noise figure of the receiving system. The Eb/N0 at the

detector is given by[
Eb
N0

]
dB

= Pd|dBm − 10 log10(R)−N0 − FLNA|dB(Pb) (6.15)

where Pd|dBm is the desired signal power in dBm, R is the data rate in bits per second,

N0 is –174 dBm/Hz and FLNA|dB is the noise figure of the LNA in dB as shown in

Figure 6.7. Obviously, the FLNA is a function of the blocker power Pb. For the BEP

calculations, the R is set at 500 kilobits per second.

In Figure 6.8, the BEP is plotted as a function of Pb. The desired signal power Pb
was set at –100 dBm. The degradation can clearly be seen starting from -27 dBm,

that is the point where the noise figure of the receiver started to degrade. It can also

be seen that, as expected, QPSK has a better BEP than the other two modulation

formats. This comes at the cost of a lower spectral efficiency [65]. For high levels of

Pb the Eb

N0
is severely degraded and the performance of all formats are poor and seem

to be converging.

The system performance for one individual modulation format, in this case QPSK,

is better depicted in Figure 6.9. In this figure, Pd is varied in steps of 0.5 dB from

-115 dBm up to -90 dBm. For every step, the BEP is calculated, and four curves are

plotted for 4 different blocker power levels; off, -20, -15, and -10 dBm.

Figure 6.9 shows the system performance depending on the received signal strength.

As can be seen, due to the blocker the BEP significantly increases, resulting in a poor

sensitivity. Another observation that can be made from Figure 6.9, is that as long

as the received signals are well above the sensitivity levels of the receiver, the effect

of desensitization is still minimal. For instance, a received signal power of -90 dBm,

with a -10 dBm blocker, shows a BEP of approximately 10−8, which is still adequate.

However, it is important to realize that the presented BEP curves are assumed

for AWGN, and the degradation arises from a degraded noise figure. In practical
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Figure 6.8: BEP as a function of blocker power for a received desired signal of -100

dBm.
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Figure 6.9: BEP as a function of desired signal power for QPSK with various blocker

power levels.

situations it is possible that the spurious responses generated by the saturated receiver

are in-channel of the desired signal. These spurious responses would degrade the

performance much faster.

6.5 Discussion on possible improvements

One of the most obvious improvements would be the development of blocker-tolerant

receivers for wideband applications. Luckily, there has recently been a great deal of

research in the field of solid-state circuits for developing this type of receivers. The

reason for these developments are that wideband RF receivers are considered to be
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necessary to keep up with the increasing number of new frequency bands used for

wireless communication. It does not scale to let each new mode of communication

have their own radio and baseband chipset on the mobile device [136].

A solution was found in a wideband radio receiver that can be tuned electronically

to the band of interest [136], however, this requires to omit the narrowband front end

filter. Front end filters are almost always fixed and cannot be tuned, and for this

reason, multiple front end filters and a switch would be necessary to cover the many

different bands for a wideband receiver. This is not desirable from a functional point

of view due to the physical volume this occupies. These developments resulted in

the design of blocker-tolerant receivers without front end filters suitable for wideband

wireless applications [137–139].

An interesting overview of various blocker-tolerant receiver architectures is pre-

sented in [140]. The most promising techniques omit amplification at RF frequencies

and employ passive-mixer first receivers [141,142]. These receivers avoid voltage gain

at RF frequencies, preventing the blocker from saturating the receiver. The signal

is first mixed to lower frequencies with highly linear passive mixers and the filter-

ing and amplification can then be done at IF or baseband. These types of receivers

show exceptionally good linearity, but it does come at a cost of a degraded noise

performance.

A completely different approach to increase robustness against desensitization is

reducing the data rate. From (6.15) it can be seen that Eb

N0
is dependent on the data

rate R. In the examples of system performance presented in Section 6.4, we used a

data rate of 500 kilobits per second. A reduction of the data rate to 50 kilobits per

second, would improve the Eb

N0
with 10 dB, which is a significant improvement in terms

of BEP. For critical applications, such as the public safety communications, the data

rate is not the key priority. Reducing the data rate under harsh conditions increases

the robustness of the system. Of course, the implementation of error detection and

correction improves the robustness against bit errors as well.

6.6 Summary and conclusions

Spread spectrum techniques are employed to increase the robustness against jamming

attacks, but this does not help against a blocker saturating the receiver. In this

chapter, the blocking and desensitization effects of a large interferer on a wireless

receiver have been investigated. An experimental method was presented that can be

used to measure the blocker noise figure of a DUT.

The blocking mechanisms, non-linear effects and desensitization, were described.

These mechanism were confirmed during the characterization of an LNA under block-

ing conditions. These detrimental effects at the RF stages were next translated to the
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impact it has on the system performance of a wireless receiver for various modulation

formats.

Finally, possible improvements for a receiver system were discussed. Recent de-

velopments in the field of solid-state circuits resulted in more robust receiver archi-

tectures against blockers. Another effective countermeasure against desensitization is

decreasing the data rate of the wireless system.

This the end of the susceptibility analysis in this thesis. In Chapter 2, the threat

of IEMI to the wireless infrastructure was discussed, Chapter 3 identified the relevant

interference mechanisms, and Chapter 4 to Chapter 6 further investigated these inter-

ference mechanisms. Along this analysis generic evaluation methods were presented

and possible countermeasures were identified. The next step is to develop a method-

ology to protect critical infrastructures against IEMI, based on the threat defined in

Chapter 2. This is the topic of the next chapter.
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Chapter 7

Protection strategies against

IEMI

In this chapter, a methodology is presented for estimating the required protection

levels of critical equipment against IEMI, and evaluating applicable protection tech-

niques. This work is the outcome of joint work within the STRUCTURES project.

The results have been presented at the IEEE International Symposium on Electro-

magnetic Compatibility in 2016 [143].

7.1 Background on protection strategies

Throughout this thesis, the vulnerability of wireless communication against IEMI is

investigated. In Chapter 3, the three interference mechanisms—damage, saturation,

and jamming—were described and existing countermeasures were presented. A sum-

mary of the most common protection techniques or systems traits that increase the

robustness against these mechanisms are presented in Table 7.1. It is important to

note that the protection strategies improve the robustness of wireless communication

against IEMI, but it does not make them invulnerable.

Another possibility to protect victim systems, that is general to any electronic

system, is to restrict the minimum distance to which an adversary carrying a IEMI

source could approach the critical systems. Increasing distance between source and

victim diminishes the amplitude of the incoming disturbance. For instance, in [144],

the authors discuss spatial retreat for the mobile equipment as a countermeasure

against jamming.

Spatial retreat is not possible for fixed systems such as a base station. However, for

fixed systems, the minimum distance between attacker and victim can be controlled
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Table 7.1: Interference mechanisms and possible protection strategies.

Countermeasures

Damage Limiter, GaN-based front ends, front end filter.

Saturation
Blocker-tolerant receivers, front end filter, coding

schemes, reduced data rate.

Jamming

High selectivity, spread spectrum techniques, smart

antennas, coding schemes, scrambling of control

channels.

by applying access control. Critical systems can be kept at a location that is not

accessible for non-authorized people, i.e., at the heart of a building. Another example,

is fencing the area around a critical system to increase the minimum distance.

In [34], the vulnerability of the GSM-R standard (GSM standard for railway usage)

was studied. The research focused on the expected threat levels due to IEMI, and on

the susceptibility levels of the equipment. In this chapter, we extend the work in [34]

by providing a systematic analysis to determine the required protection levels. This

overall analysis methodology is applicable to any critical infrastructure, i.e., it is not

restricted to the wireless communication infrastructure.

Based on the required protection levels, we identify applicable protection tech-

niques for wireless communication. Finally, we investigate the associated costs, both

monetary and due to loss of performance, associated with the implementation of the

protection techniques. The method to assess the monetary costs can be used for a

quantitative comparison of different protection techniques that are suitable for the

protection of the infrastructure. We are mainly interested in presenting a method

that can be used to compare different techniques and not in the exact assessment of

the costs. Again, the method to assess the monetary costs is applicable to any critical

infrastructure.

This chapter is organized as follows. The procedure for estimating the protection

levels is presented in Section 7.2. The application of the methodology to the case of

a base station is shown in Section 7.3. The goal is to protect the wireless receiver of

the base station against damage. The possible protection schemes and their selection

based on costs are discussed in Sections 7.4 and 7.5, respectively. Finally, conclusions

and a summary are given in Section 7.6.
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7.2 Procedure for estimating the required protec-

tion levels

In this section, we set up a general procedure to assess the required protection levels

for a critical infrastructure.

First, one has to collect relevant information regarding the infrastructure:

1. The typical configurations of the topological and interaction sequences diagrams

of the infrastructures under study;

2. The typical attenuation levels imposed by the different EM barriers that will be

encountered by a travelling wave while it propagates towards the infrastructure;

3. An estimation of the radiated and conducted susceptibility levels of the critical

equipment according to what has been reported in the literature and standards.

In Chapter 2.5, a typical configuration of a wireless network is presented and in

Chapter 2.3.1, we provided the coupling from the EM waves to a wireless receiver.

In Chapter 3, an estimation is given of the susceptibility levels concerning a wireless

infrastructure.

Then, one has to implement the following steps:

(i) Create a possible scenario by choosing an IEMI source and the configuration of

the EM topology; starting from the source up to the critical equipment (victim).

(ii) Obtain the far voltage—that is, the product of the peak electric field measured

in the far field and the range—of the IEMI source and its fundamental frequency.

(iii) Obtain the typical transfer functions of the EM barriers found in the topological

diagram.

(iv) Obtain the susceptibility threshold of the equipment.

(v) Calculate the total transfer function by adding the transfer functions of all the

successive EM barriers.

(vi) Estimate the total received voltage/field at the equipment level.

(vii) Calculate the difference between the received voltage/field and the susceptibility

threshold; and add the required extra protection in order to ensure compatibility.

In the first step of this procedure, the scenario is selected based upon a possible

threat (realistic IEMI source) and a realistic source location. A list of potential IEMI

sources can be found in [57], where the sources are assessed and characterized based

on both technical and non-technical attributes, as discussed in Chapter 2.2.
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Given the source characteristics and its location, the procedure will result in an

estimated total received voltage/field at the equipment level. If this exceeds the

susceptibility threshold, the protection needed is calculated as the difference between

the received signal strength and the susceptibility level. We suggest to add a 10

dB safety margin to ensure compatibility. The whole procedure can be iterated for

different scenarios.

7.3 Required protection levels for a typical

base station

In this section, we calculate the required protection levels for a typical base station

using the previously described procedure. The goal is to protect the wireless receiver

against damage. The critical component is the LNA in the front end. We assume

that its damage level is 34 dBm (in this case we use a threshold in terms of power

rather than voltage), which was estimated in Chapter 3.4.1. As mentioned, this is an

estimate and the LNA damage level can vary for different types of LNA.

7.3.1 Topological decomposition of the IEMI scenario

The topological diagram of the proposed scenario is presented in Figure 7.1 and is

inspired by typical setup of a base station. A dipole antenna located on a tall mast is

being used to receive the wireless communication signals. We assume it is at a height

H of 10 meters above ground.

The antenna is directly connected to a front end, whose typical structure is shown

in Figure 7.2. This structure can vary depending on the manufacturer. The base

station, where the actual digital processing is done, is at ground level. The front end

and the base station are connected via an RG214 cable. Finally, we assume the base

station operates in the 380 to 385 MHz frequency band.

7.3.2 IEMI source description

To choose the sources for this case, we have considered transportable devices that

could be brought close to the station by a person or by a vehicle. We specify the

generated field strengths by the far voltage, which is defined as the product of the

peak electric field measured in the far field and the range (distance). In this analysis

we study the effect of two different sources assumed to be at a distance r of 20 meters

(see Figure 7.1). This implies that the separation between the source and the mast

S is 17.3 m.

The first source is a standard T-DIEHL HPEM case [145]. It is a mesoband source

and it can be tuned to operate at a frequency of 395 MHz providing a far voltage

100



7.3. Required protection levels for a typical base station

RX Antenna

Dipole

Front

end

IEMI Source

Distance r

Separation S

Height H

Base

station

RG 214 

Cable

Figure 7.1: EM topological diagram of the front-door illumination of the base station
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Figure 7.2: Typical structure of the front end at a TETRA base station.

of 225 kV. The frequency was purposely chosen as an out-of-band (OOB) frequency.

The second source is a switching oscillator connected to a monopole antenna [146].

It is a mesoband source that is tuned at the frequency of 385 MHz, in-band, and

generates a far voltage of 6.6 kV. A summary of the parameters of the considered

sources is presented in Table 7.2.

7.3.3 Obtaining the required protection level

At a distance of 20 m, the incident field strength of Source 1 and Source 2 will be

respectively 11.25 kV/m and 0.33 kV/m. The received power is calculated using Eq.

(2.7).
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Table 7.2: Parameters of the considered sources

Source ID
Source

type
Description f (MHz)

Far voltage

(kV)

Source 1 Mesoband
A standard T

Diehl HPEM case.
395 225

Source 2 Mesoband

Switching oscillator

+ Monopole

antenna

385 6.6

As a receiving antenna we use a half-wave dipole antenna which is commonly used

by TETRA networks [89]. It has an 8 % bandwidth from 380 MHz up to 410 MHz

with a reflection coefficient Γ of 0.316 (-10 dB). The gain of an omnidirectional dipole

antenna is only dependent on the angle θ, see Figure 7.1, and is given by [61]:

G(θ) = 1.64

[
cos
(
π
2 cos θ

)
sin(θ)

]2
(7.1)

The maximal gain is at θ = 0 and is 1.64 (2.15 dBi). Furthermore, we set Z0 at

377 Ω and we assume the polarization mismatch ep between the transmitter and the

receiver to be 0.75.

The received power is attenuated by the BPF before the LNA. A typical filter

characteristic of a band pass filter was presented in Figure 3.3. It shows an OOB

attenuation of over 80 dB, and an in-band insertion loss of 1 dB. This means that

Source 1 is attenuated by 80 dB and Source 2 only experiences a 1 dB insertion loss.

As a result, the approximate input power at the LNA due to Source 1 and Source 2

is, respectively, -9 dBm and 39 dBm. The front end filter is successful in attenuating

the OOB interference from Source 1 below the damage levels. However, the in-band

interference of Source 2 exceeds the threshold by 5 dB. The results are summarized

in Table 7.3.

It is important to understand that we purposely chose Source 1 to be OOB. If it

was in-band, the received power would exceed the damage level of the LNA by 35 dB,

so we can conclude that the front end filter is very effective in mitigating the impact

of OOB interference.

7.4 Identification of protection techniques

There are few methods available for the protection of front-door coupling since the

additional measures taken to attenuate the incoming interferences will also contribute
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Table 7.3: Required protection levels.

Source ID

Incident

field

strength E

(kV/m)

Filter at-

tenuation

(dB)

Power at

the LNA

(dBm)

Required

Protection

(dB)

Source 1 11.25 80 -9 N/A

Source 2 0.33 1 39 5

to degrading the operation of the system in normal conditions. Therefore, the chosen

methods need to provide a very low insertion loss.

7.4.1 Fencing

A possible way to diminish the amplitude of the incoming disturbance is to restrict

the minimum distance to which a source could approach the communication tower.

The minimum distance can be restricted with the use of a protection fence at a given

radius from the tower, so as to increase the separation distance S.

The additional attenuation compared to r=20 m as a function of the radius can

be estimated with the following equation:

Att = 20 log10

(√
S2 +H2

20

)
(7.2)

where S is the separation and H the height of the base station as indicated in Figure

7.1. The additional attenuation by installing a fence at a S of 35 m is 5.2 dB. However,

if we would like to add a 10 dB safety margin, the fence would have to be at a distance

of 112 m.

In the previous derivation, we even neglected the fact that with increasing S, the

IEMI gets closer to the boresight of receiving dipole, i.e. the gain of the dipole antenna

increases (see (7.1)). If this is taken into account, the distance of the fence should be

further increased. However, base station towers are often situated at populated areas

and therefore it is not easy to put a fence with a large radius around a base station.

This all shows that a fence is not a practical solution to protect the base station

and is not further taken into account as a protection strategy.

7.4.2 RF limiter

Perhaps the only effective (commercially available) measure against front-door attacks

of LNAs is the use of RF limiters based on PIN diodes. Several vendors provide

discrete pin diodes that can be used to limit the incoming power to an LNA. Typical
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limitation levels are about 20 dBm for input powers between 1W-1000W. The insertion

loss of these devices can be typically between 0 to 3.5 dB which is a very good rating

for the front-door protection.

For the application, the required pin diodes usually work in the band between 50

MHz and 4 GHz. Since the considered sources are pulsed sources, the CW power that

the pin diodes should tolerate is low. Notice that the installation of an RF limiter

will provide protection to the LNA from damage but will impede the operation of the

system during an attack since communication is not possible if the limiter is active.

7.5 Evaluation of the protection technique

7.5.1 Monetary costs

To assess the monetary cost of implementing a protection scheme, we divide the to-

tal life-cycle expenditures into three main categories: initial cost, yearly operational

cost, and yearly maintenance cost. The initial cost greatly depends on whether the

required equipment and components are available for purchase or if they will need to

be designed and manufactured. It also depends on the effort required for the installa-

tion of the protection scheme. A yearly operational cost exists if a protection scheme

requires the presence of an operator to run it, or if it necessitates an energy supply

or any other resources needed for its uninterrupted operation. A yearly maintenance

cost is determined by the hardware and/or software maintenance costs, and the cost

of yearly checks, if applicable.

We propose here the following formulas for calculating the mentioned categories

of the protection cost:

CINIT = P + {HHW · PPHHW +HSW · PPHSW

+ CPU · U}+HIN · PPHIN

(7.3)

CYM = HHW,YM · PPHHW +HSW,YM · PPHSW

+ CYT

(7.4)

The cumulative cost after NY years of use is given by:

C = CINIT + (CYOP + CYM) ·NY (7.5)

The variables in Eq. (7.3) to (7.5) are defined in Table 7.4.

The costs of installing an RF limiter equals the initial costs, as there are no yearly

operational or yearly maintenance costs. The hourly rates to be used in (7.3) depend

not only on the type of work but also on the particular country where the work is
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Table 7.4: Elements participating in the cost of implementing a protection method.

Cost Description

CINIT Initial cost

P
Price if protection elements are available for purchase (price per

element times the number of protection elements).

HHW Hours of HW design (≥0).

PPHHW Price-per-hour of HW design.

HSW Hours of SW design (≥0).

PPHSW Price-per-hour of SW design.

CPU
Cost of material per unit. One unit can be a surface unit, length

unit, an element, etc.

U Number of units (≥0).

HIN Hours of installation.

PPHIN Price-per-hour of installation.

CYOP Yearly operational cost (handling, power consumption, etc.).

CYM Yearly maintenance cost.

HHW,YM Hours of HW maintenance (≥0).

PPHHW,M
Price-per-hour of HW maintenance.

HSW,YM Hours of SW maintenance (≥0).

PPHSW,M
Price-per-hour of SW maintenance.

CYT Cost per yearly testing.
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Table 7.5: Estimation of the costs of implementing RF limiter protection scheme.

Description P (e) HHW
CPU

(e)
U HIN

CINIT

(e)

RF limiter max. CW

power 1000W
2000 20 500 1 20 5500

RF limiter max. CW

power 100W
200 20 500 1 20 3700

RF limiter max. CW

power 10W
100 20 500 1 20 3600

carried out. For simplicity, and since it is not our goal here to calculate the required

budget exactly, we will assume the following rates in Euros: PPHHW = 100 and

PPHIN = 50.

An approximate estimate of the costs of installing a limiter is presented in Table

7.5. The costs presented in Table 7.5 are an educated guess based on experience and

discussions with experts in this field. The price of adding an RF limiter to a base

station is primarily influenced by the costs of material and personnel. However, these

costs are fixed, whereas the price of the RF limiter itself depends on the power it

should withstand: the higher the power, the higher the price.

7.5.2 Loss in performance

Another cost of using an RF limiter as a protection scheme is the loss in perfor-

mance. Let us investigate the receiver noise factor F (or noise figure when expressed

in decibels) in the presence of an RF limiter.

Figure 7.3 shows a typical receiver configuration. The total noise factor, Ftotal,

depends on the noise factor of individual components and on their respective gains,

and can be estimated using the Friis’ formula:

Ftotal = F1 +
F2 − 1

G1
+
F3 − 1

G1G2
+

F4 − 1

G1G2G3
(7.6)

Typical values of the gain and the noise factor are given in Table 7.6. For the

passive components, such as the filter, the limiter, and the cable, the noise factor

equals the insertion loss of the component itself [147].

Without the limiter, Ftotal is 3 dB. Installing a limiter with an insertion loss L of 1

dB will degrade Ftotal by 1 dB. This results in 1 dB loss of sensitivity. From (7.6), we

can see that Ftotal depends linearly on the noise factor of the limiter, as F2 = L2 and

G2 = 1/L2 . Every additional dB of insertion loss before the LNA is directly added to

Ftotal. This is one of the reasons why limiters are not often present in a receivers.
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Figure 7.3: Receiver configuration

Table 7.6: Typical values for the gain and the noise figure of receiver components.

Component Noise Figure (dB) Gain (dB)

1. Filter 1 -1

2. Limiter 1 -1

3. LNA 2 20

4. Cable 4 -4

7.6 Summary and conclusions

In this chapter, the susceptibility of a wireless infrastructure is analyzed and a method-

ology to estimate the required protection levels is presented. The focus in this chapter

was mainly on a communication infrastructure, but the method can be applied to any

critical infrastructure.

We showed that available sources at a distance of 20 m can easily generate an input

power at the LNA that exceeds the damage levels of the LNA. The best protection

against OOB interference is a front end filter, which significantly reduces the vulner-

ability. However, wireless receivers showed to be highly vulnerable against in-band

interference.

A possible protection technique is the installation of an RF limiter in the front

end of the receiver. The possibility of restricting the minimum distance to which a

source could approach the communication tower showed not to be effective. IEMI

can effectively be coupled into the antenna at a large distance.

A method to estimate the costs of a protection technique is presented. This method

is applied on the installation of an RF limiter in a wireless receiver. It showed that

the price of adding an RF limiter to a base station is primarily influenced by the costs

of material and personnel. The costs presented here are intended only to illustrate the

methodology. The actual costs for any particular implementation will depend greatly

on the detailed specification, quantities to be installed and whether the protection is
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installed as the infrastructure is built, or fitted to an existing installation.

Finally, we showed that the loss in performance of a wireless receiver is due to an

increase in the noise factor. It is essential to keep the insertion loss of the limiter as

low as possible to mitigate the loss in performance of the wireless receiver.
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Chapter 8

Conclusions

This chapter will summarize the main results and the conclusions that can be drawn

from the work presented in this thesis.

8.1 Summary and conclusions

In Chapter 1, a background on the threat of IEMI to critical infrastructures was pre-

sented. It is shown how the increasing dependency of society upon CIs controlled by

electronic systems, together with the technological advances in the development of

HPEM sources, lead to the possible vulnerability of society to IEMI. Furthermore, an

introduction was presented of wireless communication and the dependence of nowa-

days society upon wireless networks was explained.

Chapter 2 presented an overview of the threat related to an IEMI attack, which in-

volves both technical and non-technical attributes. A risk analysis involves the IEMI

source, coupling path, and the CI. The analysis of an CI starts with investigating

the susceptibility by identifying the critical subsystems and their susceptibility levels.

Once the levels are known, a risk estimate can be made by combining knowledge on

available IEMI sources, possible coupling paths, and the accessibility of the infras-

tructure. The conclusion is that IEMI poses a serious threat to wireless networks,

because of the high vulnerability of wireless communication systems to EMI, and the

high likelihood of an jamming attack. This conclusion is supported by numerous

accounts of IEMI attacks against various communication systems.

Chapter 3 identified three different interference mechanisms—physical damage,

saturation, and jamming—that could result in a DoS of the wireless communication

system. The mechanisms are different in nature and therefore require separate pro-

tection strategies, which involves various disciplines of expertise. The susceptibility of

a TETRA base station was experimentally investigated. Generic experimental meth-
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ods were presented that can be used for susceptibility analysis. The findings in this

chapter have been published in the IEEE Transactions on EMC.

In Chapter 4, a general overview of various jamming attacks is presented. The

jamming attacks can vary from barrage jamming to highly sophisticated attacks re-

quiring high knowledge of the victim system. The goal of countermeasures against

jamming attacks—such as the scrambling of the control channels—is to force the ad-

versary to deploy barrage jamming, which is not power effective and easily detected.

Next, the protocol of TETRA is studied to identify possible weaknesses. From the

analysis, it is concluded that TETRA can be disrupted by an intelligent jammer.

The slotted ALOHA protocol can be interfered by corrupting each access assignment

channel block, since the TETRA protocol states that the mobile station will wait

indefinitely before transmitting until the access assignment channel can be decoded.

This jamming attack is only effective if the victim mobile device wants to set-up a

connection. If the base station contacts the mobile then it still can set-up a link since

it will reserve slots for the mobile to send its data. These findings were published in

the IEEE Transactions on EMC.

Chapter 5 presents the results of a study on the vulnerability of RKE systems

against jamming attacks. Even though this system is highly secured by use of en-

cryption and code algorithms, a hacking technique described in literature renders

these security measures useless. This technique relies on a jamming attack where the

wireless link from the key fob to the receiver is jammed, while the attacker is still able

to receive the signal from the key fob. This technique is possible due to the poor per-

formance of the RKE receiver. Low-cost systems equipped with low-priced receivers

show a poor selectivity, which makes them vulnerable. Better systems are equipped

with heterodyne receivers, which can have much better performance in terms of selec-

tivity. However, the detectors used in these receivers are based on envelope detection.

We showed that envelope detectors are highly vulnerable to pulsed interference. An

improved RKE system would use a highly selective receiver with a synchronous detec-

tor. Pulsed noise interference is not more effective in jamming synchronous detectors

as compared to continuous noise interference. RKE systems with synchronous re-

ceivers would be less vulnerable against specific hacking attacks. These results were

published in the IEEE Transactions on EMC.

In Chapter 6, the blocking and desensitization effects of an high-power interferer

on the performance of a receiver are investigated. Spread spectrum techniques are

employed to increase the robustness against jamming attacks, but this does not help

against a blocker saturating the receiver. A experimental method is presented that

can be used to measure the effects of a blocker on a receivers front end. This method

is used to characterize a COTS LNA. Next, it is shown how the detrimental effects

at the RF stages due to a blocker can be translated to the effect it has on the system

performance. The bit-error-probability of various modulations is shown for different
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levels of blocker power and desired signal power allowing system performance com-

parison. Finally, possible improvements for a receiver system are discussed. Recent

developments in the field of solid-state circuits resulted in more robust receiver archi-

tectures against blockers. Another effective countermeasure against desensitization is

decreasing the data rate of the wireless system.

Chapter 7 presents a generic methodology that can be used to estimate the re-

quired protection levels for a CI. Furthermore, it presents a method to analyze the cost

of implementing a protection technique. This is useful for deciding what protection

technique to implement. The methods were applied to a communication infrastruc-

ture, where a realistic scenario of an IEMI attack was presented. It is shown that

available sources at a distance of 20 m can generate input powers at the LNA that

exceeds the damage levels. A possible protection technique is the installation of an

RF limiter in the front end of the receiver. The possibility of restricting the minimum

distance to which a source could approach the communication tower showed not to be

effective. The price of adding an RF limiter to a base station is primarily influenced

by the costs of material and personnel. The actual costs for any particular imple-

mentation will depend greatly on the detailed specification, quantities to be installed

and whether the protection is installed as the infrastructure is built, or fitted to an

existing installation.

Overall conclusion

In this thesis, a detailed risk analysis of IEMI against wireless communication is pre-

sented and various reasons are identified why IEMI is a serious threat for wireless

communication. A complete vulnerability analysis of wireless communication is pre-

sented and the susceptibility levels are thoroughly analyzed. Along this analysis,

generic experimental methods are presented which enable a detailed susceptibility

analysis of wireless systems. For the different interference mechanisms, various pro-

tection techniques and strategies were identified.

It is concluded that the research goals, as stated in Section 1.4, are met. This thesis

provides a detailed insight into the vulnerability of wireless communication systems

and can be used to improve the robustness of wireless communication against IEMI.

8.2 Recommendations

It is expected that the dependency upon wireless communication will further increase

in the near future. Concepts such as smart cities, Internet of Things, Machine-to-

Machine communication are currently being developed and shows to be promising.

These trends are supported by the development of new communication protocols, such

as 5G, which ever aim at increasing performances in terms of increasing capacity and
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lowering latencies. Often security and vulnerability are not the main priorities when

these new systems are developed, i.e. it is being developed from a functional point of

view.

As is shown in this thesis, the wireless communication can be severely degraded

by various EMI scenarios, which results in a vulnerability of a society dependent upon

these systems. For this reason, critical communication systems should be developed

with an emphasis on robustness.

As explained, developing and implementing protection strategies for wireless com-

munication spans several disciplines. For instance, a team that aims at developing a

robust communication system would consist of

• EMC experts for the characterisation of interference, and the analysis and

support towards other disciplines;

• Radio engineers for improvements at the physical layer of communication;

• Antenna engineers for developing smart antennas suppressing interferers;

• Microwave engineers or solid-state circuit designers for developing dam-

age protected and blocker-tolerant front ends.

Close collaboration between these various experts is necessary. For instance, the

suppression of interferers by smart antennas is effective, but only after the beam

forming has been performed, which is typically after the front ends of the individual

RF receivers. Saturation of the RF receivers cannot be prevented by smart antennas.

Currently, new communication technologies—such as 5G—are being developed

and it would be highly recommended to assemble a team of various experts, that

play a significant role in the development of new technologies ensuring robust com-

munication systems. To this end, we wrote a COST Action proposal with several

European partners to support collaboration between various experts from various

European research groups. The aim of the COST Action is to develop guidelines and

recommendations for robust communication systems and to provide these guidelines

to the relevant standardization bodies.
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Bij deze is dit boek gesloten, maar gelukkig beginnen we snel weer aan een nieuw

boek. Of zoals J.R.R. Tolkien het verwoordt:

The road goes ever on and on,

Down from the door where it began.

Now far ahead the Road has gone,

And I must follow if I can,

Pursuing it with eager feet,

Until it joins some larger way,

Where many paths and errands meet.

And wither then? I cannot say.

J.R.R. Tolkien
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