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1 Introduction
1.1 Quantum interference

Even in our day and age, the quantum nature of light remains puzzling. We have
been taught in school that light sometimes behaves as a wave and sometimes
as a particle. A textbook example of a demonstration of this dual behaviour is
Young’s double-slit experiment. The result of that experiment can be understood
with the wave-particle duality. But there are quantum interference experiments
where our intuition is challenged even further.

A fascinating example is the case of two single photons impinging on dif-
ferent sides of a beam splitter. If the two photons are completely identical, i.e.,
not distinguishable by any means such as wavelength, polarization, or arrival
time, the photons interact and bunch together to exit through a single output
of the beam splitter. While the resulting output is a priori undetermined, both
photons will definitely exit together. This quantum interference effect is known
as the Hong-Ou-Mandel effect [1], and is famous in the field of quantum optics.
It is used as a benchmark test for the non-classical behaviour of light. While
this effect can be easily derived theoretically, and is discussed in almost every
introductory textbook on quantum optics [2], even an expert scientist may lack
a simple intuitive explanation.

Still, it is the Hong-Ou-Mandel effect that lies at the heart of all linear op-
tical quantum information processing. Generalized to more dimensions [3], in
networks containing a large number of channels, quantum interference can be
employed to construct programmable quantum logic gates [4, 5], which are re-
quired for the construction of universal quantum computers [6–8]. Probably
closer to realization are quantum simulators of, for instance, chemical processes
[9–12], and a class of devices that are called boson samplers.

Boson samplers are tackling the boson sampling problem [13]. This problem
concerns the quantum walk of multiple single-photon states through a linear
optical network with a large number of channels. In short, the boson sampling
problem raises essentially the question: what is the distribution of photons at
the outputs of the network given a specific input state to the network? While
this may seem a straightforward and easy calculation, it is intriguing that this
is not simple at all. Estimating the distribution numerically requires calcula-
tion of matrix permanents, for which no classical efficient algorithm exists. The
permanent of a matrix is similar to a matrix determinant, but with all positive
signs. Alternatively, one could perform an experiment many times, each time
sampling the output distribution of the photons. Boson sampling is of interest,
since it probably is the quantum system closest to realization that can outper-
form a classical computer, albeit in the single task of sampling this distribution.
Indeed, first experimental demonstrations of boson sampling in small networks
have been shown to successfully sample the output distribution of the photons
[14–21]. The classically intractable realm can already be reached in systems con-
taining about twenty photons in four hundred channels [13, 22]. It is envisaged
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that specific hard calculation problems might in future be mapped onto a boson
sampling problem, and thus be solved using a quantum system. At present, no
mapping of a practically useful problem has been found.

Any realization of large-scale optical quantum information processing,
whether it is boson sampling, quantum simulation, or quantum computing, re-
quires complete control over the generation, interaction, and detection of single
photons. Each of these aspects is challenging in itself. In linear optical quantum
computing, the interaction between photons occurs in a large linear optical net-
work. The focus of this thesis lies on constructing large-scale optical networks
with suitable, programmable, functionality.

At first glance opaque scattering media, such as white paint or paper, are
absolutely useless for functional optical networks. Light waves propagating
through an opaque scattering medium exhibit a random walk inside the me-
dium, which is caused by multiple scattering from spatial inhomogeneities [23–
25]. Coherent light incident on opaque scattering media gives rise to speckle
patterns as a result of collective interference of the scattered waves. Correlations
are induced between individual speckle spots, as if light would have propagated
through a complex random linear optical network [26]. The opaque scattering
medium couples a large number of input channels to a similarly large number
of output channels [27]; in quantum terms, it has a high dimensionality. The
number of coupled channels easily exceeds millions. Therefore one can view an
opaque scattering medium as a massively multichannel linear optical network.

Recently it has been pioneered in Twente that a complete control over the
propagation of light in opaque scattering media can be obtained using wavefront
shaping [28–30]. By adaptive (phase) modulation of the incident wavefront, one
can control the interference of all scattered waves contributing to a target speckle
spot. Wavefront shaping is known for focusing and imaging through multiple-
scattering media. Furthermore, it can be used to transform speckle patterns of
opaque scattering media to act as linear optical elements, such as waveguides
and lenses [29, 31], pulse compressors [32–34], wave plates [35] and beam split-
ters [36, 37]. These elements can be used to construct linear optical networks
with arbitrary functionality. Since wavefront shaping is an adaptive technique
that modulates only the incident light, not the scattering medium itself, the
functionality of a linear optical network constructed by wavefront shaping is
inherently programmable.

Because of their large number of controllable channels, allowing for pro-
grammable massively multichannel networks, opaque scattering media are of
relevance to quantum information processing. Starting from work in Twente,
it has been observed that quantum states are robust against multiple scattering
[38–44]. Nevertheless it has so far remained an open question if quantum in-
terference of multiple photons, required for quantum information processing,
could be demonstrated with a multiple-scattering medium.
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1.2 Quantum communication

Quantum properties of light are readily used in real-world applications. An
example of a current, commercially available, application is in secure communi-
cation. It is well-known that secretly exchanging messages between two distant
parties requires that the sender and receiver share a secret key. These keys can
be used for one-time encryption of a message on a public classical channel, be-
fore new keys have to be distributed for subsequent encryption. Quantum key
distribution (QKD), i.e., making use of the quantum properties of light and mat-
ter, has emerged as a method to securely distribute keys. The security of this
method is directly rooted in quantum-physical principles.

A well-known protocol for quantum key distribution is the so-called BB84
protocol [45]. Here, two mutually unbiased bases are used, at both the sender
and receiver, to transmit bits between sender and receiver. Two orthonormal
bases are called mutually unbiased when, for a system prepared in a state of the
first basis, all outcomes of a measurement in the other basis are equally probable.
In the original implementation, the information is encoded in the polarization
of single photons. The first basis consists of horizontal-vertical polarization. In
this basis, a zero (0) for binary encoding may be represented by a horizontally
polarized photon, and one (1) by a vertically polarized photon. The second basis
is diagonal-antidiagonal polarization, with diagonal polarization representing 0,
and antidiagonal polarization 1. Performing a measurement in the wrong ba-
sis reveals no information about the polarization of a photon, and therefore no
information on the data. In the BB84 protocol, the sender transmits a string
of random bits, encoded in the polarization of single photons, for each bit ran-
domly choosing the basis to encode in. The receiver performs a measurement of
these photons, independently choosing a random basis for each measurement
as well. On average, the receiver will have chosen the wrong basis 50% of the
time. Next, both parties communicate over a public classical channel to sift out
the bits which were sent and received using the same basis without, however,
telling the values of these bits. After some additional error checks to determine
if an eavesdropper has been present (who due to the no-cloning theorem, which
states that it is impossible to make a perfect copy of a quantum state, will intro-
duce an error rate of 25%), the remaining unpublished bits are used to establish
a shared key, only known to the sender and receiver. This key can now be used
to encrypt a message of the same length as the key. The encrypted message can
be safely sent over a public channel.

This method of distributing keys is perfectly secure, provided that the iden-
tity of the receiver has been authenticated. If this is not the case, the protocol
is vulnerable for the so-called man-in-the-middle attack, where an adversary
takes over the control of the communication while sender and receiver think
that they are communicating directly with each other. A common method of
authentication is performed using an initial shared secret, which has to have
been exchanged between sender and receiver previously, and which has to be
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stored secretly. Since storage of secrets is highly undesired, integrating a means
of authentication directly into a protocol for quantum key distribution would be
highly desirable.

1.3 Integrated optical networks

The wavefront-shaping technique we use to create linear optical networks with
programmable functionality is not limited to opaque scattering media, but can
also be applied to massively multichannel networks in integrated optics. Due to
the high throughput of integrated optics, these networks are relevant to high-
tech and on-chip implementations of quantum information processing. It is
essential for constructing programmable linear optical networks by wavefront
shaping on massively multichannel networks in integrated optics to understand
the propagation of light through these networks. A first step to this end pursued
in this thesis is to investigate the propagation of light through an integrated
optical network with a large number of channels, that has a well-defined and
simple geometry, such as an array of evanescently coupled waveguides.

1.4 This thesis

In this thesis, we demonstrate two-photon quantum interference in a massively
multichannel linear optical network realized in an opaque scattering medium.
Using adaptive phase modulation of the incident photons, the scattering medi-
um is transformed to behave as a fully programmable beam splitter. Since the
selected channels stem from a manifold of millions of channels, the programmed
network need not fulfil energy conservation and could thus be lossy.

Surprisingly, losses are not detrimental. In fact, the losses introduce new
freedom to the networks, in that the quantum correlations can be controlled and
programmed to an extent not possible with a lossless network. In chapter 2, we
theoretically investigate quantum interference of two single photons at a lossy
asymmetric beam splitter, the most general passive 2×2 optical network. In this
context, the current theoretical analysis establishes how the losses introduce a
novel dimensionality to the networks. The level of programmability introduced
by the losses is calculated and analyzed.

To demonstrate quantum interference in massively multichannel networks
we require a source of multiple indistinguishable single-photon states. Since the
networks of interest can easily contain thousands of channels over which the
photons are distributed, a high-stability, high-brightness source is desired. We
have constructed a versatile quantum light source based on spontaneous para-
metric down-conversion, whose output can be easily tuned from pure single-
photon states to quantum states with a high photon number. Chapter 3 contains
the description and characterization of the single-photon source.



This thesis 5

In chapter 4 we introduce a method to program the functionality of general
multiport linear optical networks in opaque scattering media by phase mod-
ulation of incident wavefronts. We demonstrate the power of our method by
programming linear optical networks in white paint with 2 inputs and 2 out-
puts, and 2 inputs and 3 outputs. Using interferometric techniques we verify
our ability to program any desired phase relation between the outputs.

The first demonstration of two-photon quantum interference in a massively
multichannel linear optical network realized in an opaque scattering medium
is presented in chapter 5. We observe two-photon quantum interference in a
fully programmable 2× 2 beam splitter. Exploiting the new freedom introduced
by the losses, we not only show the well-known Hong-Ou-Mandel bunching of
photons, but also demonstrate that this bunching can be made to vanish, or be
transformed into antibunching.

While this demonstration of programmable quantum interference in opaque
scattering media is at first of fundamental interest, the knowledge acquired
about quantum transport in scattering media can be directly utilized towards
applications. The high complexity offered by opaque scattering media is be-
ing used for applications in secure authentication, based on the quantum-secure
readout of a physical unclonable function [46]. In chapter 6, we extend these
ideas to authentication of secure communication. We create the first authenti-
cated protocol for quantum key distribution, that removes the need of an ini-
tial shared secret for authentication of the parties. Moreover, we introduce and
demonstrate the first protocol for authenticated and asymmetric quantum com-
munication.

Finally, in chapter 7 we apply wavefront-shaping techniques, commonly em-
ployed on opaque scattering media, to networks in integrated optics. We show
first steps in the control over the propagation of light through an array of evanes-
cently coupled waveguides. Due to the high throughput of integrated optics, it is
an attractive platform to program quantum interference between a large number
of modes in these massively multichannel networks.





2 Programmable linear
networks

Multiphoton quantum correlations are crucial for quantum information process-
ing and quantum communication protocols in linear optical networks [6, 7]. For
large-scale implementation of quantum information processing and quantum
simulators, such as boson sampling [13–21] or programmable quantum logic
gates [4, 5], a programmable functionality of a massively multichannel network
is required. Beam splitters form a fundamental component in the implementa-
tion of these linear optical networks [47]. Starting from a generic beam splitter,
the theoretical analysis in this chapter shows that losses in optical networks,
which are unavoidable in experiments, introduce a novel dimensionality to the
networks in that the functionality of the network [36, 37], and thus also quantum
interference [48, 49], is programmable. By implementing losses in the form of
uncontrolled and unmonitored channels of a massively multichannel network,
it is possible construct a fully programmable linear optical network. In this way
one can induce programmable multiphoton correlations, which can be applied
to a variety of useful quantum information processing and simulation protocols
[8, 9].

2.1 Quantum interference at a beam splitter

2.1.1 Beam splitters

The simplest non-trivial linear optical network is a beam splitter. A 50:50 (bal-
anced) beam splitter possesses two input ports a1, a2 and two output ports b1, b2,
as drawn in Fig. 2.1. The electric fields of light waves at the inputs and outputs

Figure 2.1 Schematic of a 50:50 beam splitter with two input ports a1, a2 and
two output ports b1, b2.

Part of this chapter has been published as: R. Uppu, T. A. W. Wolterink, T. B. H. Tentrup, and P. W. H.
Pinkse, Opt. Express 24, 16440 (2016).



8 Programmable linear networks

are related as: [
Eb1
Eb2

]
= S

[
Ea1

Ea2

]
=

1√
2

[
1 i
i 1

] [
Ea1

Ea2

]
, (2.1)

where a symmetric representation of the beam splitter was used. S is the uni-
tary scattering matrix of the beam splitter. The amplitudes of all four reflection
and transmission coefficients are equal to 1/

√
2, and at both reflections the light

acquires a phase shift of π/2, while there is no phase shift for the transmissions.
A physical realization of the beam splitter in Eq. (2.1) is for instance the sym-
metric beam splitter cube: a multilayer stack between two right-angle prisms,
schematically drawn in Fig. 2.1.

One often also encounters other representations of a balanced beam splitter,
where the total phase shift of π, that is required by conservation of energy, is
distributed differently over the reflection and transmission coefficients. All these
representations are physically equivalent, and the representation which exactly
matches an experiment depends on the construction of the beam splitter [50].
For instance, for a 50% reflection at a single interface between two dielectrics,
the suitable way to represent the beam splitter is:[

Eb1
Eb2

]
=

1√
2

[
1 −1
1 1

] [
Ea1

Ea2

]
, (2.2)

where the light only acquires a phase shift of π at the reflection of the optically
denser medium, as dictated by the Fresnel equations. Throughout this section
the symmetric representation of the beam splitter will be used.

The description required for studying quantum interference at a beam split-
ter is given by the same scattering matrix as in Eq. (2.1). Quantum-mechanically,
the input and outputs of the beam splitter are related through[

âb1
âb2

]
=

1√
2

[
1 i
i 1

] [
âa1

âa2

]
, (2.3)

where âi is the annihilation operator for the input or output mode i.

2.1.2 Hong-Ou-Mandel interference

A famous example of quantum interference is the interference between two pho-
tons at a beam splitter. Consider a single photon incident in each of the two
inputs of the beam splitter, in the state |1a1 , 1a2〉. The two photons are assumed
to be identical, hence indistinguishable, with regard to all of their physical prop-
erties. By inverting Eq. (2.3) and taking the Hermitian conjugate

[
â†

a1
â†

a2

]
=

1√
2

[
1 i
i 1

] [
â†

b1
â†

b2

]
, (2.4)
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the propagation of the input state |1a1 , 1a2〉 = â†
a1

â†
a2
|0a1 , 0a2〉 can be calculated:

|1a1 , 1a2〉 →
1√

2

(
â†

b1
+ iâ†

b2

) 1√
2

(
iâ†

b1
+ â†

b2

) ∣∣0b1 , 0b2

〉
=

1
2

(
iâ†

b1
â†

b1
+ â†

b1
â†

b2
− â†

b1
â†

b2
+ iâ†

b2
â†

b2

) ∣∣0b1 , 0b2

〉
=

1√
2

i
(∣∣2b1 , 0b2

〉
+
∣∣0b1 , 2b2

〉)
. (2.5)

The surprising result is that the two photons leave the beam splitter through the
same single output: either b1, or b2, which is called bunching. Equation (2.5)
shows that the output state is in a superposition of two photons in output b1
and two photons in output b2. This effect is known as Hong-Ou-Mandel (HOM)
interference [1], and is caused by destructive interference of the two indistin-
guishable paths for the photons to arrive at different outputs. The interference
can be measured by detecting the absence of coincidences between two detectors
placed in the two output arms of the beam splitter.

For comparison, when the two photons are distinguishable, the photons do
not interfere and the interaction of each photon with the beam splitter can be
considered separately. Each of the photons has a 50% probability to be reflected
or transmitted. In that case there is a 50% probability for both photons to ar-
rive at different detectors, resulting in a coincidence. This different behaviour
for distinguishable and indistinguishable photons leads to the common way for
measuring Hong-Ou-Mandel interference. One records the number of coinci-
dences between detectors in both outputs while varying the time delay between
the arrival of the two photons at the beam splitter. By varying the difference in
arrival times of the two photons one changes the indistinguishability of the pho-
tons. When they arrive simultaneously, the photons are indistinguishable. The
Hong-Ou-Mandel interference shows up as a dip in the coincidences around
zero time delay with a visibility of 100%, with the usual definition of the vis-
ibility of V ≡ (Pindist − Pdist) /Pdist, where Pdist and Pindist are the coincidence
probabilities of distinguishable and indistinguishable photons, respectively. For
more information about the Hong-Ou-Mandel dip, see section 2.2 and 3.4. Orig-
inally, Hong-Ou-Mandel interference was presented as a method to measure
short time intervals [1].

For two indistinguishable single-photon states |1a1 , 1a2〉 incident on the beam
splitter the â†

b1
â†

b2
terms in Eq. (2.5) fully vanish, resulting in a complete absence

of coincidences between the two outputs. This changes when more photons are
present in the inputs. For example, in case of a two-photon state |2a1 , 2a2〉 in-
cident in each of the inputs the â†

b1
â†

b2
terms do not fully cancel. Due to the

interference at the beam splitter the coincidence probability is still lower for in-
distinguishable photons than for distinguishable photons, but the probability
does not drop to zero. The visibility of the interference dip now reaches a max-
imum of 71%, which can be derived using a similar procedure as in Eq. (2.5).
For Fock states with an increasing number of photons the visibility of the Hong-
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Ou-Mandel interference decreases [51, 52]. In case that the quantum states are
produced by a spontaneous parametric down-conversion process (see chapter 3),
the visibility decreases with increasing pump power, with a lower bound of 33%
[53–55].

Observation of Hong-Ou-Mandel interference is usually interpreted as quan-
tum behaviour of light. Indeed, for coherent state inputs |αa1 , αa2〉, no Hong-Ou-
Mandel interference occurs. In this case the output state, calculated in the same
way as Eq. (2.5), is simply

∣∣αb1 , αb2

〉
, ignoring any phase factors. Classical light

can show interference effects similar to the Hong-Ou-Mandel dip. However, the
visibility for any classical light input is bound to 50% [56], which can be reached
using coherent-state inputs with rapidly varying phases. A visibility exceeding
this bound of 50% is only possible for quantum states of light.

Whereas in this section the input-output formalism was used to calculate the
output state of a single photon incident on each port of a beam splitter, one can
also use a direct approach to determine the output state |Ψout〉 from the input
state |Ψin〉.

|Ψout〉 = Ŝ |Ψin〉 . (2.6)

In this representation Ŝ is the beam splitter operator. The explicit form of Ŝ can
be determined from the scattering matrix S for the annihilation operators of the
beam splitter, given in Eq. (2.1) [83, 84]. This explicit form of Ŝ will be used in
section 2.4;

The destructive interference of the â†
b1

â†
b2

terms in Eq. (2.5) arises from the
total phase shift of π inherent to the beam splitter. This π phase shift is required
by the unitarity of the beam splitter, and ensures energy conservation. Suppose
one could change this phase shift to deviate from π, then the â†

b1
â†

b2
terms in

Eq. (2.5) would not necessarily vanish, and even anti-bunching of photons could
be observed for single-photon inputs. For this reason, in the next section a lossy
beam splitter will be discussed, which does not necessarily fulfil unitarity and
can allow a phase shift deviating from π.

2.1.3 Lossy beam splitter

A lossy balanced beam splitter can be described as:[
Eb1
Eb2

]
= t

[
1 1
1 eiα

] [
Ea1

Ea2

]
. (2.7)

The amplitudes of all four reflection and transmission coefficients are assumed
to be equal and are denoted by t. α represents the total phase shift of the beam
splitter, which is here for simplicity assigned to a single transmission coefficient.
Since this beam splitter is lossy it need not fulfil energy conservation and could
thus be non-unitary. Note that for a lossless balanced beam splitter t = 1/

√
2

and α = π. By considering that the total output power should be less than or
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Figure 2.2 The allowed phase α as a function of transmittance |t|2 for the bal-
anced beam splitter (grey area). The white region is forbidden because of energy
conservation.

equal to the input power, i.e.,

|Ea1 |
2 + |Ea2 |

2 ≥
∣∣Eb1

∣∣2 + ∣∣Eb2

∣∣2, (2.8)

one can derive upper and lower bounds for the phase α as a function of the
transmission coefficient t of the beam splitter:

∣∣∣cos
α

2

∣∣∣ ≤ 1
2t2 − 1. (2.9)

The bounds for α, as calculated with Eq. (2.9), are visualized in Fig. 2.2. The
shaded area indicates the allowed values for α. The white region is forbidden
since here the beam splitter would violate conservation of energy. At t = 1/

√
2

only α = π is allowed, which corresponds to a lossless beam splitter. For losses
above 50%, i.e., for t ≤ 1/2 the phase α is completely free. This shows that
by introducing losses to a balanced beam splitter the restrictions on the phase
in the beam splitter can be lifted, which has an impact on interference, both
classical and quantum-mechanical. In the following section the effects of loss on
the quantum interference at a general 2×2 beam splitter will be discussed.
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2.2 Quantum optics of lossy asymmetric beam
splitters

2.2.1 Introduction

We theoretically investigate quantum interference of two single photons at a
lossy asymmetric beam splitter, the most general passive 2×2 optical circuit. The
losses in the circuit result in a non-unitary scattering matrix with a non-trivial
set of constraints on the elements of the scattering matrix. Our analysis using
the noise operator formalism shows that the loss allows tunability of quantum
interference to an extent not possible with a lossless beam splitter. Our theoreti-
cal studies support the experimental demonstrations of programmable quantum
interference in highly multimodal systems such as opaque scattering media and
multimode fibres.

Beam splitters form a fundamental component in the implementation of lin-
ear optical networks [47]. They have been realized in a variety of systems in-
cluding integrated optics, atomic systems, scattering media, multimode fibres,
superconducting circuits and plasmonic metamaterials [57–64]. In plasmonic
systems, beam splitters have been used to generate coherent perfect absorp-
tion in the single-photon regime [65, 66] and on-chip two-plasmon interference
[63, 64]. Losses are an inherent property of optical systems, i.e., unavoidable
and arise from dispersive ohmic losses or from imperfect control and collection
of light in dielectric scattering media. The effect of losses in beam splitters has
attracted a lot of theoretical attention due to the fundamental implications of
unavoidable dispersion in dielectric media [67–70]. However, all these studies
have dealt with either symmetric (equal reflection-transmission amplitudes for
both input arms) or balanced (equal reflection and transmission amplitudes in
each arm) beam splitters. In this section, we analyze the most general two-port
beam splitter which can be lossy, asymmetric and unbalanced, and find the non-
trivial constraints on the matrix elements. We derive general expressions for
the probabilities to detect zero, one or two photons in the two outputs when a
single photon is injected in each of the two inputs. Furthermore, we comment
on the possible measurements of quantum interference through coincidence de-
tection in a Hong-Ou-Mandel-like setup [1]. The presented theoretical analysis
establishes that losses allow programmability of quantum interference, which is
required in a variety of useful quantum information processing and simulation
protocols [6–9].

A general two-port beam splitter or a linear optical network consists of two
input ports a1, a2 and two output ports b1, b2 as schematized in Fig. 2.3(a). The
linearity of the beam splitter gives rise to a linear relation between the electric
fields, E(bi) = ∑j sijE(aj). The complex numbers sij are the elements of a scat-
tering matrix S and correspond to the transmission and reflection coefficients
s11 = t exp iφ11, s22 = τ exp iφ22, s12 = ρ exp iφ12, and s21 = r exp iφ21, where



Quantum optics of lossy asymmetric beam splitters 13

Figure 2.3 (a) Schematic of a general 2×2 beam splitter with input ports a1 and
a2 and output ports b1 and b2. The transmission-reflection amplitudes for light
in input ports a1 and a2 are t-r and τ-ρ respectively. (b) Output power at ports
b1 (orange curve) and b2 (blue curve) as phase θ is varied between 0 and 2π at
input port a1. The phase between the peak amplitudes α is related to the phases
of the reflection coefficients φ1 and φ2 as α = φ1 + φ2.

t, τ, r, ρ are positive real numbers. The phases φij are not all independent and
can be reduced to φ1 and φ2 which correspond to the phase differences between
transmission and reflection at a given input port. This gives the scattering matrix
the following form:

S =

[
t ρeiφ2

reiφ1 τ

]
. (2.10)

Without further constraints on the matrix elements, the scattering matrix S need
not be unitary. Special cases include the balanced beam splitter where τ = ρ; t =
r and the symmetric beam splitter where τ = t; ρ exp(iφ2) = r exp(iφ1).

The six parameters in the scattering matrix are required to describe the be-
haviour of the output intensities. Fig. 2.3(b) illustrates the intensities |E|2 at b1
and b2 as the phase of the input coherent field at a1 is varied with a fixed phase
at a2. For a general beam splitter, the amplitudes, intensity offsets and phase
offsets at the two output ports can be completely free. Of particular interest is
the value of the phase α between the output peak intensities, which is related to
the phases of the reflection coefficients φ1 and φ2 as α = φ1 + φ2. This phase α
determines the visibility of quantum interference between two single photons,
as discussed in the subsequent sections.

2.2.2 Energy constraints

The beam-splitter scattering matrix in Eq. (2.10) is defined without any con-
straints on the parameters. However, the physical constraint that the output
energy must be less than or equal to the input energy imposes restrictions on
the parameters as derived below. Let us consider the scenario where coherent
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states of light with fields E1 and E2 are incident at input ports a1 and a2 respec-
tively. Energy conservation at a lossy beam splitter imposes the restriction that
the total output powers in the arms should be less than or equal to the input,

|tE1 + ρeiφ2 E2|2 + |rE1eiφ1 + τE2|2 ≤ |E1|2 + |E2|2. (2.11)

The two input coherent state fields can be related through a complex number
c = |c|e−iδ as E2 = cE1, which gives

tρ cos(φ2 − δ) + τr cos(φ1 + δ) ≤ (1− t2 − r2) + |c|2(1− τ2 − ρ2)

2|c| . (2.12)

As the inequality holds for all values of |c|, it should also hold in the limiting
case where the right hand side of Eq. (2.12) is minimized. This occurs for |c|2 =
(1− t2 − r2)/(1− τ2 − ρ2). Upon substitution, the inequality becomes

tρ cos(φ2 − δ) + τr cos(φ1 + δ) ≤
√
(1− t2 − r2)(1− τ2 − ρ2). (2.13)

The above inequality can be algebraically manipulated using trigonometric iden-
tities into the following form√

t2ρ2 + τ2r2 + 2τρrt cos(φ1 + φ2) sin(δ + θoff) ≤
√
(1− t2 − r2)(1− τ2 − ρ2),

(2.14)
where θoff = arctan[(tρ cos φ2 + τr cos φ1)/(tρ sin φ2 − τr sin φ1)]. As the in-
equality holds for all values of δ, it should hold in the limiting case of the maxi-
mum value of the left hand side which occurs when δ + θoff = π/2. Substituting
α = φ1 + φ2 results in the following inequality in terms of the reflection and
transmission amplitudes√

t2ρ2 + τ2r2 + 2τρrt cos α ≤
√
(1− t2 − r2)(1− τ2 − ρ2). (2.15)

For the lossless beam splitter, the equality results in α = π. For a symmetric
balanced beam splitter, i.e., t = r = τ = ρ and φ1 = φ2, Eq. (2.10) reduces to the
well-known beam splitter matrix [2]

Ssym-bal = t
[

1 i
i 1

]
. (2.16)

The inequality in Eq. (2.15) corresponds to the most general constraint on
the parameters of a passive lossy asymmetric beam splitter. For the sake of
clarity, we will discuss the specific case of a lossy symmetric beam splitter with
τ = t and ρ = r. In this scenario, the inequality involves only three independent
parameters ∣∣∣cos

α

2

∣∣∣ ≤ 1− t2 − r2

2tr
. (2.17)
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Figure 2.4 The figure depicts the allowed tunable width ∆α around π. The
anti-diagonal line (r2 + t2 = 1) separating the allowed from the forbidden region
corresponds to lossless beam splitter. The red dashed line is the curve t + r = 1.
Any lossy circuit that satisfies t + r ≤ 1 allows complete tunability of α ∈ [0, 2π].

This inequality results in an allowed range of α between [π− ∆α
2 , π + ∆α

2 ]. Fig. 2.4
depicts the tuning width ∆α as a function of reflectance r2 and transmittance t2.
The lossless beam splitters lie on the diagonal line that separates the forbidden
and allowed regions. Evidently, lossless beam splitters have ∆α = 0, i.e. the phase
α between the output arms is fixed and equals π. With increasing losses in the
beam splitter, ∆α increases and achieves a maximum value of 2π, i.e., complete
tunability of α. The beam splitters that exactly satisfy t + r = 1 correspond to
those lossy beam splitters that allow completely programmable operation with
maximum transmission or reflection. In the following section, we discuss the
effect of this tunability on the quantum interference between two single photons
incident at the input ports of the general beam splitter.

2.2.3 Quantum interference of two single photons

The quantum-mechanical input-output relation of the lossy asymmetric beam
splitter can be written using the scattering matrix in Eq. (2.10). From this point,
we explicitly take into account the optical-frequency dependence that is required
to calculate the Hong-Ou-Mandel interference between non-monochromatic sin-
gle photons incident at the input ports.[

b̂1(ω)

b̂2(ω)

]
=

[
t(ω) ρ(ω)eiφ2

r(ω)eiφ1 τ(ω)

] [
â1(ω)
â2(ω)

]
+

[
F̂1(ω)
F̂2(ω)

]
. (2.18)
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The operators âi(ω) and b̂i(ω) are creation-annihilation operators of photons at
the input and output ports, respectively. The canonical commutation relations
of these operators are satisfied even in the presence of loss:

[âi(ω), âj(ω
′)] = 0; ∀i, j ∈ {1, 2}, (2.19)

[âi(ω), â†
j (ω

′)] = δijδ(ω−ω′); ∀i, j ∈ {1, 2}, (2.20)

[b̂i(ω), b̂j(ω
′)] = 0; ∀i, j ∈ {1, 2}, (2.21)

[b̂i(ω), b̂†
j (ω

′)] = δijδ(ω−ω′); ∀i, j ∈ {1, 2}. (2.22)

The introduction of noise operators F̂i(ω) in Eq. (2.18), which represent quantum
fluctuations, is necessary in the presence of loss as reported earlier [67, 71, 72].
We assume that the underlying noise process is Gaussian and uncorrelated
across frequencies. The commutation relations of the noise operators can be
calculated as the noise sources are independent of the input light, i.e.,

[âi(ω), F̂j(ω
′)] = [âi(ω), F̂†

j (ω
′)] = 0; ∀i, j ∈ {1, 2}, (2.23)

which results in

[F̂i(ω), F̂j(ω
′)] = [F̂†

i (ω), F̂†
j (ω

′)] = 0; ∀i, j ∈ {1, 2}, (2.24)

[F̂1(ω), F̂†
1 (ω

′)] = δ(ω−ω′)[1− t2(ω)− ρ2(ω)], (2.25)

[F̂2(ω), F̂†
2 (ω

′)] = δ(ω−ω′)[1− τ2(ω)− r2(ω)], (2.26)

[F̂1(ω), F̂†
2 (ω

′)] = −δ(ω−ω′)[t(ω)r(ω)e−iφ1 + ρ(ω)τ(ω)eiφ2 ], (2.27)

[F̂2(ω), F̂†
1 (ω

′)] = −δ(ω−ω′)[t(ω)r(ω)eiφ1 + ρ(ω)τ(ω)e−iφ2 ]. (2.28)

To calculate the effect of the quantum interference, let us suppose that a sin-
gle photon with frequency ω1 is incident at input a1 and another single photon
with frequency ω2 is incident at input a2. The two photons together have a
bi-photon amplitude ψ(ω1, ω2) which results in the following input state,

|Ψ〉 = |11, 12〉 =
∫ ∞

0
dω1

∫ ∞

0
dω2ψ(ω1, ω2)â†

1(ω1)â†
2(ω2)|0〉. (2.29)

The bi-photon amplitude ψ(ω1, ω2) is normalized as
∫ ∞

0 dω1
∫ ∞

0 dω2|ψ(ω1, ω2)|2
= 1, ensuring that the state vector |Ψ〉 is normalized.

In a lossy beam splitter, there are in total six possible outcomes with either
two, one or zero photons at each output port. The probabilities of these outcomes
can be represented as expectation values of the number operators for the output
ports, defined as

N̂i(ω) =
∫ ∞

0
dωb̂†

i (ω)b̂i(ω) i ∈ {1, 2}. (2.30)

Assuming that detectors have a quantum efficiency of unity, the probabilities
can be calculated using the Kelley-Kleiner counting formulae [73] and can be
grouped into 3 sets:
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1. No photon lost

P(21, 02) =
1
2
〈N̂1(N̂1 − 1)〉, (2.31)

P(01, 22) =
1
2
〈N̂2(N̂2 − 1)〉, (2.32)

P(11, 12) = 〈N̂1N̂2〉. (2.33)

2. One photon lost

P(11, 02) = 〈N̂1〉 − 〈N̂1(N̂1 − 1)〉 − 〈N̂1N̂2〉, (2.34)

P(01, 12) = 〈N̂2〉 − 〈N̂2(N̂2 − 1)〉 − 〈N̂1N̂2〉. (2.35)

3. Both photons lost

P(01, 02) = 1− 〈N̂1〉 − 〈N̂2〉+ 〈N̂1N̂2〉+
1
2
〈N̂1(N̂1 − 1)〉+ 1

2
〈N̂2(N̂2 − 1)〉.

(2.36)

Of particular interest is the coincidence probability P(11, 12) which decreases to
zero at a lossless, symmetric balanced beam splitter, due to Hong-Ou-Mandel
interference [1].

Under the assumption that the coefficients t, r, τ, ρ are frequency indepen-
dent, the expectation values of the number operators are

〈N̂1〉 = t2 + ρ2, (2.37)

〈N̂2〉 = τ2 + r2, (2.38)

〈N̂1(N̂1 − 1)〉 = 2t2ρ2[1 + Iov(δt)], (2.39)

〈N̂1(N̂1 − 1)〉 = 2τ2r2[1 + Iov(δt)], (2.40)

〈N̂1N̂2〉 = t2τ2 + r2ρ2 + 2τρtrIov(δt) cos α, (2.41)

where Iov(δt) is the spectral overlap integral of the two single photons at the
input ports of the beam splitter, given as

Iov(δt) =
∫ ∞

0
dω1

∫ ∞

0
dω2ψ(ω1, ω2)ψ

∗(ω2, ω1) exp[−i(ω1 −ω2)δt]. (2.42)

Usually, in experimental measurements of quantum interference, the time delay
is varied to retrieve the Hong-Ou-Mandel dip in the coincidence rates.

The probabilities of different outcomes of the quantum interference between
two single photons can be calculated for the general two-port beam splitter:
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Figure 2.5 (a) The variation of the maximal coincidence rate maxαP(11, 12) in
a general beam splitter is shown as a function of reflectance and transmittance.
The solid curves in (a) and (b) correspond to cross-sections along different imbal-
ance values t2/r2. The dashed curve in (a) and (b) is the coincidence probability
in a lossless beam splitter. The dotted curve in (a) and (b) depicts the coincidence
probability of beam splitters with t + r = 1.

P(11, 12) = t2τ2 + r2ρ2 + 2τρtrIov cos α, (2.43)

P(21, 02) = t2ρ2[1 + Iov(δt)], (2.44)

P(01, 22) = τ2r2[1 + Iov(δt)], (2.45)

P(11, 02) = t2 + ρ2 − t2τ2 − r2ρ2 − 2{t2ρ2 + Iov(δt)[t2ρ2 + τρtr cos α]}, (2.46)

P(01, 12) = τ2 + r2 − t2τ2 − r2ρ2 − 2{τ2r2 + Iov(δt)[τ2r2 + τρtr cos α]}, (2.47)

P(01, 02) = 1− t2 − ρ2 − τ2 − r2 + t2τ2 + r2ρ2 + t2ρ2 + τ2r2,

+ Iov(δt)[t2ρ2 + τ2r2 + 2τρtr cos α]. (2.48)

For the case of a symmetric beam splitter as discussed in Fig. 2.4, the probabili-
ties of different outcomes reduce to

P(11, 12) = t4 + r4 + 2t2r2 Iov(δt) cos α, (2.49)

P(21, 02) = P(01, 22) = t2r2[1 + Iov(δt)], (2.50)

P(11, 02) = P(01, 12) = t2 + r2 − t4 − r4 − 2t2r2{1 + Iov(δt)[1 + cos α]}, (2.51)

P(01, 02) = 1− 2(t2 + r2) + t4 + r4 + 2t2r2{1 + Iov(δt)[1 + cos α]}. (2.52)

It can be seen from Eq. (2.49) that the coincidence probability P(11, 12) varies
sinusoidally with α. For a lossless and balanced beam splitter α = π, which yields
a coincidence probability of zero, corresponding to the well-known Hong-Ou-
Mandel bunching of photons. However in a lossy beam splitter, the coincidence
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probability between perfectly indistinguishable photons varies with α from (t2−
r2)2 to (t2 + r2)2, assuming ∆α = 2π. Furthermore, it is interesting to note that the
probability of photon bunching at the first output port, P(21, 02) or the second
output port, P(01, 22) is independent of α.

Fig. 2.5(a) depicts the maximal coincidence rate under a variation of α,
maxαP(11, 12), which is obtained at α = π− ∆α

2 , δt = 0 as a function of transmit-
tance t2 and reflectance r2. The cross-sections along the solid lines in Fig. 2.5(a)
are shown in Fig. 2.5(b) in corresponding colours. The cross-sections correspond
to different imbalance ratios t2/r2. A common feature among all the curves is a
point of inflexion along the dotted curve and termination on the dashed curve.
In the limiting cases of t2/r2 → ∞ or t2/r2 → 0, the two points coincide. The
dashed curve corresponds to the coincidence probability in a lossless beam split-
ter, which varies as (1− 2t2)2. The dotted line corresponds to the coincidence
rate at the largest value of t2 that allows full programmability, i.e., ∆α = 2π.

2.2.4 Hong-Ou-Mandel-like interference

In an experiment, the quantum interference can be measured by performing a
Hong-Ou-Mandel-like experiment, where the distinguishability of the photons
is varied via a time delay, δt, between them. Let us suppose that the two photons
are generated using collinear type-II spontaneous parametric down conversion
in a periodically poled potassium titanyl phosphate (PPKTP) crystal, and let us
suppose that pulsed pumping is used, where the centre frequency and Fourier-
transformed pulse width of the pump are ωp and τp respectively. The resulting
bi-photon amplitude of the idler (ωi) and signal (ωs) photons is [74]

ψ(ωi, ωs) = sinc
((

kp − ki − ks −
2π

Λ

)
L
2

)
exp

{
−
[
(ωs + ωi −ωp)

τp

2

]2}
,

(2.53)
where sinc x = sin x

x , and Λ and L are the poling period and length of crystal,
respectively. From the above bi-photon amplitude, the overlap integral Iov(δt)
can be calculated, which gives the coincidence probability P(11, 12). Fig. 2.6
elucidates the expected Hong-Ou-Mandel-like curve at various values of α for
a symmetric balanced beam splitter with t = r = ρ = τ = 1/2. The delay
time is normalized to the coherence time ∆τc of the single photons generated
by the source. For α = π, a Hong-Ou-Mandel like dip is evident which slowly
evolves into a peak as α approaches 0 or 2π, indicating increased antibunching
of photons. The sinusoidal variation of the coincidence probability P(11, 12)
with phase α for perfectly indistinguishable photons, i.e., δt = 0, indicates the
programmability of quantum interference at these beam splitters.

2.2.5 Discussion and conclusions

Through the above theoretical analysis of a general two-port circuit, we have
demonstrated that losses introduced in a beam splitter allow the tunability of



20 Programmable linear networks

Figure 2.6 Coincidence probability P(11, 12) as a function of delay time (δt) at
various values of α in a lossy symmetric balanced beamspliter with t = τ =
r = ρ = 0.5. The coincidence probability P(11, 12) varies like a cosine with α for
perfectly indistinguishable photons δt = 0. The conventional Hong-Ou-Mandel
dip (red curve) is seen at α = π which becomes a peak at α = 0 or 2π. The
triangular shape of the Hong-Ou-Mandel dip or peak is a consequence of the
photon pair generation process.

α and hence of the quantum interference. We quantify the programmability of
quantum interference by defining the parameter ∆P(11, 12) which is the pro-
grammable range of coincidence probability, defined as

∆P(11, 12) ≡
maxαP(11, 12)−minαP(11, 12)

P(11, 12; distinguishable)
, (2.54)

where the numerator is the difference between maximum and minimum coinci-
dence probabilities (see Fig. 2.6) with indistinguishable photons (δt = 0), and the
denominator is the coincidence rate with distinguishable photons (δt → ±∞).
Fig. 2.7 depicts ∆P(11, 12) as a function of transmittance and reflectance with few
representative contours shown. The lossless beam splitters, which lie on the di-
agonal separating the allowed and the forbidden regions, show no programma-
bility. Maximal programmability of ∆P(11, 12) = 2, is allowed by lossy balanced
beam splitters for perfectly indistinguishable photons. The black dashed line in
the figure corresponds to t + r = 1. While ∆α = 2π in the region t + r < 1, the
programmability is not uniform. This arises from the imbalance t2/r2 , 1 in
unbalanced beam splitters.

Our theoretical calculations explain the recent experimental demonstrations
of programmable quantum interference in opaque scattering media and multi-
mode fibres [57, 60]. In these experiments, two-port circuits were constructed
using wavefront shaping that selects two modes from an underlying large num-
ber of modes [28, 29]. Light that is not directed into the two selected modes
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Figure 2.7 Programmability of the coincidence rate ∆P(11, 12) is depicted here
together with few representative contours at values indicated beside them. The
black dashed curve represents t + r = 1. The lossless beam splitters have
∆P(11, 12) = 0, while the balanced lossy beam splitters satisfying t + r < 1 have
maximal programmability with ∆P(11, 12) = 2.

due to imperfect control or noise can be modeled as loss. A typical transmission
of ∼10% in opaque scattering media ensures the full programmability when a
balanced two-port circuit is constructed [36, 37].

In summary, we have theoretically analyzed the most general passive linear
two-port circuit from only energy considerations. We establish the programma-
bility of quantum interference between two single photons in the context of re-
cent experimental demonstrations in massively multichannel linear optical net-
works. These networks with the envisaged programmability of quantum inter-
ference has the potential for large-scale implementation of quantum simulators
and programmable quantum logic gates. In this context, the current theoretical
analysis establishes that imperfections or dissipation in optical networks, which
are unavoidable in experiments, are not necessarily detrimental. In fact, the
losses introduce a novel dimensionality to the networks, in that the quantum
interference is programmable. The theoretical framework presented here can
be extended to model larger programmable multiport devices [4, 5], which are
required in a variety of useful quantum information processing and simulation
protocols [8, 9].
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2.3 Arbitrarily programmable networks

In the previous section, losses were introduced into a 2×2 network to achieve
a programmable functionality of the network. In experiments, losses can be
caused by dissipation, but also by leakage to unmonitored ports. The latter
provides a way to realize these lossy networks, by implementing the losses as
output in unmonitored ports. In that case the lossy network is a subnetwork of
a larger unitary network, such that the total system still obeys conservation of
energy [75, 76]. For example, the following lossy (non-unitary) 2×2 network,[

Eb1
Eb2

]
=

1
2

[
1 1
1 eiα

] [
Ea1

Ea2

]
, (2.55)

which was discussed in section 2.1, can be implemented inside a larger 4×4
unitary matrix, as for instance:

Eb1
Eb2
Eb3
Eb4

 =
1
2


1 1 1 −1
1 eiα −1 eiα

1 −1 1 1
−1 eiα 1 eiα




Ea1

Ea2

Ea3

Ea4

 . (2.56)

The matrix corresponds to a lossless linear optical network with four inputs and
four outputs. The lossy 2×2 network of interest occupies the top-left block of
the matrix, indicated by the dashed square. One has effectively created the lossy
2×2 network of Eq. (2.55) between inputs a1, a2 and outputs b1, b2.

The minimum dimensionality of a unitary matrix to include a lossy subma-
trix of dimension N is expected to be 2N. This expectation is based on the
heuristic argument that, to create a unitary system, for each of the N channels
an extra channel is needed to act as a loss channel. These loss channels can be
physical channels, associated with extra accessible outputs, or in the framework
of the Langevin noise operators (section 2.2) extra connections to the reservoir.
At this moment a proof for this 2N scaling of the minimum required size of a
unitary matrix is outstanding. The case for N = 1 is intuitive: to convert light in
a single mode to an arbitrary intensity and phase, one needs to add one variable
beam splitter (with its extra input and output) and phase shifter, extending the
dimensionality of the system to 2. The total 2×2 system is unitary, while the
1×1 subsystem of interest does not need to be.

Already for N = 2 the solution is less intuitive. We found that no 3×3 unitary
matrix can encompass the lossy 2×2 submatrix of Eq. (2.55) for arbitrary α. The
minimum size of a unitary matrix that includes this 2×2 lossy network is 4×4,
corresponding to 2N. For the most general lossy 2×2 network of section 2.2:[

teiφ11 ρeiφ12

reiφ21 τeiφ22

]
, (2.57)

indeed a 4×4 unitary matrix suffices. A procedure to construct an explicit form
of this larger unitary from Eq. (2.57) follows. We will start with a specific
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parametrization of this unitary, whose parameters can directly be interpreted
as beam splitters and phase shifters in a linear optical network. Any unitary
matrix UM of dimension M can be parametrized as [77]:

UM = D (σ1,1, . . . , σM,M)
M−1

∏
m=1

(
M

∏
n=M−m+1

VM−m,n (wM−m,n, σM−m,n)

)
, (2.58)

in which D is a M-dimensional diagonal matrix whose diagonal elements are
exp iσ1,1 to exp iσM,M:

Dij = eiσi,i δij, (2.59)

and Vp,q
(
wp,q, σp,q

)
is a M-dimensional matrix with elements

(
Vp,q

)
ij = δij +

(
cos wp,q − 1

) (
δipδjp + δiqδjq

)
− sin wp,qe−iσp,q δipδiq + sin wp,qeiσp,q δiqδip. (2.60)

Since any unitary can be constructed in linear optics [47], one can directly trans-
late D and Vp,q to optical elements. D corresponds to a phase shifter in every
output of the optical network, and each Vp,q can be viewed as a combination of
a beam splitter with splitting ratio tan wp,q, and a phase shifter with phase σp,q.
The correspondence to optical elements becomes more apparent by looking at
for example the explicit form of V1,2:

V1,2 =


cos w1,2 − sin w1,2e−iσ1,2 0 . . . 0

sin w1,2eiσ1,2 cos w1,2 0 . . . 0
0 0 1
...

...
. . .

0 0 1

 , (2.61)

which represents a beam splitter between ports 1 and 2, with splitting ratio
tan w1,2 and phase shift σ1,2. In total there are M2 independently tunable param-
eters: 1

2 M (M− 1) beam splitters wp,q and 1
2 M (M + 1) phase shifters σp,q. One

now needs to find a parametrization of a unitary matrix U4

U4 = D (σ1,1, σ2,2, σ3,3, σ4,4)V3,4 (w3,4, σ3,4)V2,3 (w2,3, σ2,3)V2,4 (w2,4, σ2,4)

×V1,2 (w1,2, σ1,2)V1,3 (w1,3, σ1,3)V1,4 (w1,4, σ1,4) , (2.62)

whose top-left four elements (or any other block) equal the 2×2 matrix of
Eq. (2.57):

U4 =


teiφ11 ρeiφ12 (U4)13 (U4)14
reiφ21 τeiφ22 (U4)23 (U4)24
(U4)31 (U4)32 (U4)33 (U4)34
(U4)41 (U4)42 (U4)43 (U4)44

 . (2.63)



24 Programmable linear networks

We find a possible parametrization for t, τ, r, ρ ≤ 1/2, the case in which the lossy
2×2 network is fully programmable, by choosing the parameters:

σ23 = 0,

σ24 = 0,

σ11 = φ11,

σ22 = φ22,

σ12 = φ11 − φ12 + π,

σ13 = σ23 + φ21 − φ22 + π,

σ14 = σ24 + φ11 − φ12 + π,

w12 = arcsin ρ,

w14 = arccos
√

c5,

w23 = arccos
√

1− c3

c5 − c2
,

w13 = arccos
√

c2

c5
,

w24 = arccos
√

c4

1− c3
c5−c2

, (2.64)

with constants c1–c5 defined as:

c1 ≡
ρtτ

1− ρ2 ,

c2 ≡
t2

1− ρ2 ,

c3 ≡ r2,

c4 ≡
τ2

1− ρ2 ,

c5 ≡
1

2 (c4 − 1)

(
c1

2 − c3 + (c2 + 1) (c4 − 1)

+

√
(c1

2 − c3 − (c2 − 1) (c4 − 1))2 − 4c3 (c2 − 1) (c4 − 1)
)

. (2.65)

The remaining four parameters σ33, σ34, σ44, w34 are still completely free. Note
that this specific 4×4 matrix is not a unique solution, even without considering
the four free parameters. Since every unitary matrix can be realized as a linear
optical network [47], it is now possible to construct a 4×4 network with up to
six variable beam splitters and ten phase shifters, which between two inputs and
two outputs behaves as a general lossy 2×2 network. By tuning the elements in
the network according to Eq. (2.64) any lossy 2×2 network can be constructed.
A general procedure for the construction of a lossy N × N network is still an
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open question. Recently, programmable networks containing several tens of
tunable elements have been demonstrated in integrated optics [4, 5], with the
purpose to create arbitrary unitaries, not for creating general lossy networks. To
construct a general lossy N× N network, one would need to actively control up
to (2N)2 elements, usually heaters. Therefore, scaling this approach to massively
multichannel networks can be challenging.

2.4 Programmability by control of many input states

Our approach for constructing programmable networks is radically different,
and avoids the need for actively tunable elements inside an integrated optical
network. To realize a programmable network that performs operation Ŝ, one
would normally tune the optical network itself, i.e., Ŝ is programmable.

|Ψout〉 = Ŝ |Ψin〉 . (2.66)

Instead, we exploit a fixed high-dimensional optical network and achieve a pro-
grammable functionality by preparing the photons in a spatially entangled state
over all input channels of the fixed network. As basis a fixed high-dimensional
optical network Ŝfix is used. Experimentally this is implemented as an opaque
scattering medium, containing millions of channels. To achieve the desired oper-
ation, the input state is projected on the eigenvectors of the fixed network using
an operator P̂:

|Ψout〉 = Ŝ |Ψin〉 = ŜfixP̂ |Ψin〉 . (2.67)

For a complete control of the functionality one should have P̂ = Ŝ†
fixŜ. In our

approach, the projection is done by adaptive spatial phase-modulation of the
wavefront of the incident photons by a spatial light modulator (SLM). The pho-
tons are prepared in such an entangled state over all input channels, that they
can be directed at targeted output channels with programmable amplitude and
phase. In this way, the network formed by the combination of an SLM and a
scattering medium contains the desired functionality. The number of control
parameters on the SLM can be easily made to exceed millions, giving a large de-
gree of control of the propagation of the photons through the opaque scattering
medium. Hence, the functionality of the optical network is programmable. Full
knowledge of the scattering matrix of the fixed network is not required, as one
can employ adaptive wavefront shaping to find the needed projection for a de-
sired functionality [28, 29]. Our method for constructing linear optical networks
is described in detail in chapter 4, and used to achieve programmable quantum
interference in chapter 5.





3 The single-photon source
To demonstrate quantum interference in massively multichannel networks, we
require a source of multiple indistinguishable single-photon states. Since the
networks of interest can easily contain thousands of channels over which the
photons are distributed, a high-brightness source is desired. In future experi-
ments it is planned to explore the interference of multiple photons inside the
networks, both in the form of multiple single-photon states as well as multipho-
ton Fock states. To accommodate these demands, we have constructed a quan-
tum light source based on spontaneous parametric down-conversion, the current
workhorse for quantum interference experiments [78]. A spontaneous paramet-
ric down-conversion source probabilistically generates pairs of single photons.
Detection of one photon out of such a photon pair heralds the presence of the
second photon. This kind of source can be used for the generation of pairs of
indistinguishable photons, pairs of entangled photons, and multiphoton Fock
states when sufficient pump power is available. Because of these properties, a
bright quantum light source based on spontaneous parametric down-conversion
is very suitable for the experiments in this thesis.

3.1 Spontaneous parametric down-conversion

The quantum states used for the experiments in this thesis are generated using
spontaneous parametric down-conversion (SPDC) [79, 80]. This is a spontaneous
parametric nonlinear optical process where in the simplest case one pump pho-
ton is annihilated to create a pair of photons, having different properties than
the pump photon: one signal and one idler photon. While the signal and idler
fields individually exhibit thermal statistics [81], coincident detection of both
signal and idler photons approximates a single-photon Fock state in each arm.
A SPDC source acts as a heralded source of single photons. The interaction
Hamiltonian for a collinear Type-II SPDC process [82], treating the pump light
as a classical field, is given by

ĤI = ih̄η â†
s â†

i + h.c., (3.1)

where η ∝ χ(2)Ep, with â†
s , â†

i the creation operators for the signal and idler
fields, χ(2) the second-order nonlinear susceptibility of the medium, and Ep the
amplitude of the pump field. Initially, the signal and idler fields are considered
to be in the vacuum state |Ψ (0)〉 = |0s, 0i〉. Using the interaction Hamiltonian,
one can calculate the time evolution of this initial state [84]:

|Ψ (t)〉 = sech µ
∞

∑
n=0

tanhnµ |ns, ni〉, (3.2)
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where µ = ηt. For µ� 1 this can be approximated, using tanh µ ≈ µ, as

|Ψ〉 ≈
√

1− µ2
∞

∑
n=0

µn |ns, ni〉 (3.3)

=
√

1− µ2
(
|0s, 0i〉+ µ |1s, 1i〉+ µ2 |2s, 2i〉+ . . .

)
.

Upon coincident detection of both signal and idler photons the quantum state
approximates a single-photon Fock state |1s, 1i〉 in each arm for small µ. By
considering four-fold coincidences between two signal and two idler photons
one can access the |2s, 2i〉 state. This selection of quantum states using coincident
detection can be extended to higher photon numbers.

Figure 3.1 The quantum light source. Light from a mode-locked Ti:Sapphire
laser is frequency doubled in an LBO crystal. The resulting light is used to
pump a PPKTP crystal for spontaneous parametric down-conversion. The gen-
erated orthogonally-polarized signal and idler photons are separated by a po-
larizing beam splitter and coupled into single-mode fibres. The photons can be
frequency-filtered by inserting a bandpass filter. The temporal delay between
the two photons is controlled with a delay stage in the idler arm (not shown).
The alignment beam is used for alignment of the quantum light source and is
also coupled into the single-mode fibres to facilitate alignment of subsequent
parts of the setup. This alignment beam is blocked while measuring with down-
converted photons. A detailed drawing of the setup is in appendix A.

3.2 Experimental setup

Our quantum light source is illustrated in Fig. 3.1 and is based on previous work
[43, 85, 86]. Light from a Kerr-lens mode-locked Ti:Sapphire oscillator, which
emits transform-limited sech2-pulses with a pulse duration of 1.83 ± 0.04 ps
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(FWHM) at a repetition rate of 76.0 MHz and a spectral width of 0.35 ± 0.05 nm
(FWHM) centered around a wavelength of 790.0 nm, is frequency doubled to
395.0 nm in a 17 mm long lithium triborate (LBO) crystal cut for Type-I second-
harmonic generation (SHG). Typically 900 mW of frequency-doubled pump light
with a spectral width of 0.15 ± 0.05 nm is generated. The use of a frequency-
doubled mode-locked laser, providing high peak power, as a pump source en-
ables us to not only generate single-photon Fock states, but also quantum states
with a higher photon number. After spectral and spatial filtering approximately
700 mW of pump light remains, which is focused into a 2 mm long periodically-
poled potassium titanyl phosphate (PPKTP) crystal cut for frequency-degenerate
collinear Type-II spontaneous parametric down-conversion. The output of this
crystal consists of pairs of orthogonally-polarized photons with a spectral width
of approximately 3 nm centered around a wavelength of 790.0 nm. Optionally,
the photons are frequency-filtered by inserting a bandpass filter with a band-
width of 1.5 nm. The two polarization modes, signal and idler, are separated us-
ing a polarizing beam splitter (PBS) and coupled into single-mode fibres (SMF),
see Fig. 3.1. The temporal delay between the two photons is controlled with a de-
lay stage in the idler arm (not shown). A small fraction of the light emitted from
the Ti:Sapphire laser is routed around the LBO crystal and used as alignment
beam for the quantum light source. This alignment beam is also coupled into
the single-mode fibres to facilitate alignment of subsequent parts of the setup.
This beam is blocked while measuring with down-converted photons.

3.3 Single-photon spectrum

For two photons to exhibit quantum interference it is of great importance that
the two photons are indistinguishable (see section 2.2). The limiting factor for
the indistinguishability of the two photons generated by a Type-II spontaneous
parametric down-conversion process is the spectral overlap between signal and
idler. The spectral distribution of the signal and idler photons is calculated from
energy and momentum considerations. Firstly, the spectral distribution of the
pump field amplitude, α, for a transform-limited broadband Gaussian pump
with pulse duration τp is given by Eq. (3.4):

α (ωs + ωi) ∝ e−
(
(ωs+ωi−ωp)

τp
2

)2

. (3.4)

The pump field is already expressed in terms of the signal, idler, and pump
frequencies, ωs, ωi and ωp, to ensure energy conservation. Figure 3.2(a) shows
the calculated pump field envelope for the frequency-doubled pump light with
a spectral width of 0.15 nm centered around a wavelength of 395.0 nm, which
yields a pump pulse duration of τp ≈ 1.3 ps for a transform-limited Gaussian
pulse. The graph indicates all possible signal-idler frequency pairs which satisfy
conservation of energy starting from the pump light. Covered in the figure is the
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wavelength range where signal and idler have near-degenerate frequencies. The
pump envelope is symmetric in the exchange of signal and idler frequencies.
Secondly, conservation of momentum is given by the phase-matching function
of the PPKTP crystal. To increase the efficiency of the SPDC process the crystal
is periodically poled for quasi-phase-matching. The phase-matching function,
Φ, often also named parametric-gain profile, is given by

Φ (ωs, ωi) = sinc
((

kp (ωs + ωi)− ks (ωs)− ki (ωi)−
2π

Λ

)
L
2

)
, (3.5)

where sinc x = sin x
x . The wave vectors of the pump, signal, and idler fields

are denoted by kp, ks, and ki, and are assumed to be collinear. Λ and L are
respectively the poling period and length of the PPKTP crystal [87]. The phase-
matching function is visualized in Fig. 3.2(b) for a crystal temperature of 54.5 ◦C.
Note that Φ is not symmetric upon exchange of signal and idler due to the
birefringence of the crystal [88]. The envelope of the signal-idler fields can be
obtained by multiplying the pump field envelope and phase-matching function
[74]. The resulting bi-photon field envelope is shown in Fig. 3.2(c). Frequency-
degenerate signal and idler photons occur at a centre wavelength of 790.0 nm.

By integrating the bi-photon field envelope over ωi or ωs, one obtains the
spectrum of the signal or idler photons, respectively:

Ss (ω) =
∫ ∞

0
|α (ω + ωi)Φ (ω, ωi)|2dωi, (3.6)

Si (ω) =
∫ ∞

0
|α (ωs + ω)Φ (ωs, ω)|2dωs. (3.7)

Figure 3.3 shows these spectra of the signal and idler photons. Shown are single-
photon spectra calculated according to Eq. (3.6)-(3.7), as well as measured spec-
tra. The calculated spectral width of the signal and idler photons is respectively
3.14 nm and 2.85 nm, bounded by the phase-matching bandwidth of the crystal.
The measured spectra agree well with the predictions. The difference in spec-
tral width of signal and idler is caused by the birefringence of the PPKTP crystal,
which also shows up in Fig 3.2(b)-(c) as the asymmetry under exchange of signal
and idler frequencies. To increase the relative spectral overlap, and therefore the
indistinguishability of signal and idler, the photons can be filtered by a bandpass
filter with a bandwidth of 1.5 nm. The resulting signal and idler spectra are also
shown in Fig 3.3. Using this filter, the spectral width of the signal and idler is
reduced to 1.32 nm and 1.29 nm, respectively. The slight discrepancy between
the measurements and the calculations in the tails of the spectra are to be ex-
pected, since in the calculations a Gaussian pump envelope has been assumed
for simplicity, while in experiments the pump light is derived from a passively
mode-locked Ti:Sapphire oscillator, which emits sech2-pulses.
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Figure 3.2 Calculation of the spectral distribution of the down-converted pho-
tons. a) Spectral envelope of the pump field. b) Phase-matching function of the
PPKTP crystal. c) Spectral envelope of the down-converted bi-photon field.
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Figure 3.3 Measured spectra of the down-converted signal (blue squares) and
idler (cyan squares) photons. The solid curves in the plot correspond to calcu-
lated single-photon spectra. The difference in spectral width of signal and idler
is caused by the birefringence of the PPKTP crystal. Also shown are the spectra
signal (orange circles) and idler (magenta circles) after inserting a bandpass filter
with a bandwidth of 1.5 nm.

3.4 Hong-Ou-Mandel interference

To measure the degree of indistinguishability of the signal and idler photons,
we observe Hong-Ou-Mandel (HOM) interference between signal and idler at
a 50:50 beam splitter. The expected coincidence rate between the two outputs
of the beam splitter can be calculated from the pump field envelope and phase-
matching function [74]:

Rc (δτ) ∝
∫ ∞

0

∫ ∞

0
|α (ωs + ωi)|2

(
|Φ (ωs, ωi)|2

−Φ (ωs, ωi)Φ∗ (ωi, ωs) e−i(ωi−ωs)δτ
)

dωidωs, (3.8)

where δτ is the temporal delay between the signal and idler photons. At large
δτ only the |Φ (ωs, ωi)|2 term contributes, creating the background level of co-
incidences. Around zero delay the second term, Φ (ωs, ωi)Φ∗ (ωi, ωs), becomes
significant, causing a dip in the coincidence rate. This term relates to the spectral
overlap of signal and idler, cf. Eq. (2.42). Note that at δτ = 0 both terms do not
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Figure 3.4 Measured Hong-Ou-Mandel interference without bandpass filter
(cyan squares) and with bandpass filter (magenta circles) at a pump power of
10 mW. Error bars indicate the standard deviation in the measurements. The
solid curves in the plot correspond to the calculated Hong-Ou-Mandel interfer-
ence. The visibility is limited by the difference in spectral width of the signal
and idler photons.

necessarily cancel, since in the second term the arguments of signal and idler in
Φ∗ are exchanged. Only in case of a phase-matching function that is symmetric
under exchange of signal and idler, both terms cancel, resulting in zero coinci-
dences. Since for broadband Type-II SPDC the phase-matching function is not
symmetric under exchange of signal and idler, due to the birefringence of the
crystal, see Fig. 3.2(b), the coincidence rate in such a Hong-Ou-Mandel experi-
ment will not vanish. One can, however, narrow the spectrum of signal and idler
by spectral filtering to increase the relative spectral overlap between both pho-
tons, leading to a deeper Hong-Ou-Mandel dip. The measured HOM interfer-
ence between signal and idler photons is shown in Fig. 3.4. These measurements
were performed at a pump power of 10 mW to ensure that only single-photon
Fock states contribute to the interference (see also section 3.5). A Hong-Ou-
Mandel dip with a visibility of 64% is observed, with the usual definition of the
visibility of V ≡ (Rindist − Rdist) /Rdist, where Rdist and Rindist are the coinci-
dence rates of distinguishable and indistinguishable photons, respectively. Also
shown is the interference calculated using Eq. (3.8). It can be seen that the visibil-
ity is less than unity, which we address to a residual spectral distinguishability
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of the two photons induced by the Type-II SPDC process. The lower visibility of
the interference in the experiment compared to the calculations is attributed to
imperfect mode-matching in the experiment. The fact that the visibility exceeds
the classical bound of 50% shows that the source produces quantum states of
light [56]. The measured width of the Hong-Ou-Mandel dip, which is related to
the spectral width of the photons as shown in Fig. 3.3, matches the calculated
width. To improve the spectral indistinguishability of signal and idler, a band-
pass filter with a bandwidth of 1.5 nm was used that resulted in a HOM dip with
an increased visibility of 86%. The decrease in the spectral width also increases
the width of the HOM dip as is evident in the figure.

3.5 Multiphoton states

As briefly alluded to, spontaneous parametric down-conversion is not limited to
generating pairs of single-photon Fock states |1s, 1i〉. One can see from the state
in Eq. (3.2) that a much wider variety of quantum states is produced. Of interest
are for example pairs of two-photon Fock states |2s, 2i〉, containing a total of four
photons. The rate Rn for generating |ns, ni〉 pairs, with n photons in each of the
signal and idler modes, scales as

Rn ∝ |〈ns, ni|Ψ〉|2 = sech2µ tanh2nµ. (3.9)

For µ� 1 this can be approximated by

Rn ∝ µ2n ∝ Ep
2n ∝ Pp

n, (3.10)

where Pp is the power of the pump field. This power law shows that, for low
pump powers, the |1s, 1i〉 generation rate is proportional to the pump power, the
|2s, 2i〉 rate depends quadratically on the pump power, and so on.

To confirm this, and get a measure of the purity of the generated single-
photon pairs, we have measured the |1s, 1i〉 and |2s, 2i〉 rates of the SPDC source.
Figure 3.5 shows the measured |1s, 1i〉 rate as a function of pump power. The
measured rates have been converted to generation rates by taking into account
the measured collection and detection efficiencies. As is evident from the fig-
ure, the |1s, 1i〉 rate is proportional to the pump power, and can be varied from
102 s−1 to 108 s−1 by tuning the pump from 10−3 mW to 103 mW. Also shown is a
linear fit to the data at low pump powers, in the spirit of Eq. (3.10). Furthermore,
the measured |2s, 2i〉 rate is shown in the figure. This rate, exceeding 106 s−1,
was measured by recording the coincidences between the two outputs of a beam
splitter placed into the idler arm. Here a quadratic fit to the data at low pump
powers is shown, which agrees well with the experimental data. Using the fits
to the single-photon and two-photon rates it is possible to calculate the expected
generation rates of multiphoton states of higher order using Eq. (3.9). The pre-
dicted generation rates of multiphoton Fock states up to 6th order are shown in
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Figure 3.5 Generation rate of multiphoton states as a function of pump power.
Shown are the measured generation rates of the single-photon |1s, 1i〉 (magenta
circles) and two-photon |2s, 2i〉 (cyan squares) states. Error bars indicate the
standard deviation in the measurements. Linear fits to these data at low pump
powers (solid coloured lines) are used to predict the generation rates of multi-
photon states of higher order (grey curves). The black curve represents the total
number of generated photons.

the figure, as well as the total number of generated photons. We expect that the
generation rates of the |3s, 3i〉 and |4s, 4i〉 states with our source, containing a
total number of 6 and 8 photons, respectively, are sufficiently high to be read-
ily accessible for use in experiments. Possibly, with the usage of high-efficiency
detectors, even higher photon-number states become accessible, although the
purity of the |ns, ni〉 Fock state, related to the ratio Rn+1/Rn, will be limited due
to the high pump power required. At low pump powers the source operates as
a source of single photons, by triggering on the two-fold coincidences between
signal and idler. This does not exclude the possibility of triggering on multipho-
ton states. However, as seen in Fig. 3.5, at a pump power of 10 mW the difference
in generation rates of the |1s, 1i〉 and |2s, 2i〉 states is already two orders of mag-
nitude. For most of our experiments this difference is sufficient to only consider
single-photon states, since triggering on multiphoton states is unlikely. By de-
creasing the pump power further the source generates single-photon states of
higher purity, however the generation rate also decreases.

For experiments that require a high single-photon generation rate the SPDC
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Figure 3.6 Influence of the pump power on the quantum state of the down-
converted photons. Measured Hong-Ou-Mandel interference without bandpass
filter (cyan squares) and with bandpass filter (magenta circles) at a pump power
of 10 mW. Error bars indicate the standard deviation in the measurements. Also
shown in the plot are Hong-Ou-Mandel dips at a pump power of 100 mW with-
out bandpass filter (blue squares), and at a pump power of 40 mW with the
filter in place (orange circles). The Hong-Ou-Mandel visibility decreases with
increasing pump power due to the larger presence of multiphoton states.

source is often operated at a pump power of approximately 100 mW. At this
pump power the photon generation rate is 17× 106 s−1, of which routinely more
than 4× 106 s−1 single counts in each arm and approximately 0.76× 106 s−1 co-
incidences between signal and idler are detected. Since in this case the source
is pumped with a high power, the generation of pairs of two-photon states can-
not anymore be neglected. At a pump power of 100 mW these two-photon states
account for approximately 7% of the detector counts. While this fraction is seem-
ingly small, it has a significant effect on the visibility of quantum interference,
as is discussed next.

Figure 3.6 shows the influence of the pump power of the SPDC source on
the Hong-Ou-Mandel interference of the down-converted photons. Shown is
the measured HOM dip at a pump power of 10 mW, with a visibility of 64%.
This graph is identical to Fig. 3.4. It can be seen that by increasing the pump
power the visibility of the HOM interference decreases. At a pump power of
100 mW the visibility has decreased to 24%. The reduction in HOM visibility
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at higher pump powers can be explained by the increased presence of higher
photon-number states in a single pulse, which contribute to a higher number of
coincidences [53–55] (see also section 2.1). At 100 mW pump power the visibility
is now limited due to the presence of multiphoton states, whereas the visibility
at 10 mW was limited by the difference in spectral width of signal and idler
photons. Similar measurements have been performed with the bandpass filter
in place at a pump power of 10 mW, with a visibility of 86%, and at a pump
power of 40 mW, resulting in a visibility of 59%.

3.6 Non-degenerate single-photon pairs

The spectrum of the generated signal and idler photons depends on the phase-
matching function of the crystal, which, via the wave vectors, depends on the
index of refraction. Since the refractive index of the crystal is temperature de-
pendent one can modify the phase-matching function by tuning the crystal tem-
perature. For the generation of frequency-degenerate signal and idler photons at
wavelength of 790.0 nm, phase matching is achieved at a temperature of 54.5 ◦C
(see the spectra in Fig. 3.3). When signal and idler are degenerate in frequency
they are maximally indistinguishable. To confirm this, we performed Hong-
Ou-Mandel experiments with signal and idler photons that were not completely
degenerate in frequency. By tuning the crystal temperature to 40.0 ◦C the phase-
matching function was modified to separate the signal and idler photons by
approximately 6 nm in wavelength. The measured spectra of signal and idler
are shown in Fig. 3.7(a). The calculated spectra, according to Eq. (3.6)-(3.7), are
also shown. The centre wavelength of signal and idler changed to 793 nm and
787 nm, respectively. Although signal and idler are not degenerate at the centre
wavelength, it is still possible to observe quantum interference between them.
This can be seen as a residual Hong-Ou-Mandel interference of these photons in
Fig. 3.7(b). The measured HOM interference follows the prediction. Compared
to the Hong-Ou-Mandel dip for frequency-degenerate photons (Fig. 3.4), firstly
the visibility of the interference is lower. Secondly, the coincidence rate does not
show a single dip, but it oscillates instead, peaking above the background coin-
cidence rate and showing another minimum at zero delay. These peaks in the
coincident rates indicate partial anti-bunching of the photons at the beam split-
ter. The total width of the dip is equal to the width for frequency-degenerate
photons, since it is related to the spectral width of the down-converted pho-
tons, which did not change. A collection of Hong-Ou-Mandel curves measured
for different temperatures of the PPKTP crystal is presented in Fig. 3.8. This
non-trivial oscillating shape of the HOM interference has been observed before
[89], even with photons that have been detuned in centre wavelength so far that
no spectral overlap between them remains. Its origin is attributed to frequency
entanglement of the signal and idler photons resulting from the spectral asym-
metry in the down-converted bi-photon field introduced by the detuning [89].



38 The single-photon source

Figure 3.7 Comparison of measured and calculated single-photon spectra and
Hong-Ou-Mandel interference without bandpass filter at a PPKTP crystal tem-
perature of 40.0 ◦C and a pump power of 10 mW. At this crystal temperature
phase matching is achieved only for non-degenerate signal and idler frequen-
cies. a) Measured spectra of the down-converted signal (blue squares) and idler
(cyan squares) photons. The solid curves represent calculated spectra. b) Mea-
sured (squares) and calculated (solid curve) Hong-Ou-Mandel interference. Er-
ror bars indicating the standard deviation in the measurements are smaller than
the marker size. The shape of the Hong-Ou-Mandel dip is modified due to the
non-degenerate signal and idler frequencies.
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Figure 3.8 Measured Hong-Ou-Mandel interference for different temperatures
of the PPKTP crystal without bandpass filter at a pump power of 10 mW. Phase-
matching for frequency-degenerate signal and idler photons is fulfilled at a tem-
perature of 54.5 ◦C, giving rise to a single deep Hong-Ou-Mandel dip. The
asymmetry in the curves is due to non-perfect alignment of the quantum light
source.

3.7 Discussion

We have constructed and characterized a versatile quantum light source based
on spontaneous parametric down-conversion. Its output can be easily tuned
from pure single-photon states to quantum states with a high photon number
by tuning the pump power. Four-photon Fock states are estimated to be directly
experimentally accessible. The source produces photon pairs at rates exceed-
ing 17× 106 s−1, of which routinely over 4× 106 s−1 single counts are detected
in each arm and approximately 0.76× 106 s−1 coincidences between signal and
idler. This coincidence rate can still be increased by improving the mode match-
ing of the signal and idler with single-mode fibres. It would be also interesting to
directly apply spatial shaping to the wavefront of the pump light using a spatial
light modulator, and study if in this manner the spectral and spatial properties
of the signal and idler photons can be influenced and controlled.

The system can be extended to generate four-photon |1〉 |1〉 |1〉 |1〉 states in a
straightforward manner. One could have the pump beam make a second pass
through the PPKTP crystal to possibly generate an additional signal-idler pair in
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the second pass. Alternatively a second PPKTP crystal can be added in which the
second photon pair is generated. Since sufficient pump light is available, this can
be extended further to multiple PPKTP crystals. High pump powers, which are
required for generating multiphoton states, might lead to photochromic damage
of the PPKTP crystal in the form of grey tracking [90], but this was so far not
apparent. The combination of a high pump power and a collinear geometry
could also enable a study of the crossover of spontaneous parametric down-
conversion to classical optical parametric amplification.

In principle, the pump light source, which currently consists of a frequency-
doubled mode-locked Ti:Sappire oscillator, can be replaced by a continuous-
wave blue diode laser. This would considerably simplify the quantum light
source. As a consequence however, one would completely loose the ability to
generate multiphoton states due to the low peak power. Also the photon pairs
will be randomly distributed in time, instead of being confined to the short time
intervals of the ultrashort laser pulses.

Inserting a quarter-wave plate at 45◦ in front of the polarizing beam split-
ter used to separate signal and idler, results in Hong-Ou-Mandel interference
directly at this beam splitter, preparing the quantum states in a squeezed vac-
uum state. Alternatively, by replacing this polarizing beam splitter by a non-
polarizing beam splitter, the source can be used to generate polarization-entan-
gled photons in the Bell state |Ψ+〉 = (|H〉 |V〉+ |V〉 |H〉) /

√
2. By selecting

specific parts of the single-photon spectrum also the |Ψ−〉 Bell state is accessible
[91]. In these configurations the indistinguishability of signal and idler might
be reduced by the residual distinguishability in arrival times of signal and idler
photons, arising from the birefringence of the PPKTP crystal. This can be com-
pensated by inserting an additional KTP crystal of length L/2 after the PPKTP
crystal, with its axes rotated by 90◦ [92].

At low pump powers the visibility of Hong-Ou-Mandel interference is 86%.
We expect that increasing the spectral indistinguishability of signal and idler,
and thereby the visibility of quantum interference, can be achieved by additional
spectral filtering. This does, however, introduce losses. The spectral bandwidth
of the down-converted photons is currently given by the phase-matching band-
width of the PPKTP crystal. Narrowing the spectral bandwidth without loss
through filtering might be achieved by using a crystal of a longer length, be-
cause this narrows the bandwidth of phase matching. In that case one could
also consider reducing the pump bandwidth. With the current crystal, however,
reducing the pump bandwidth does not help. An alternative approach is to
integrate the PPKTP crystal into a Sagnac interferometer [93]. A higher indis-
tinguishability of the down-converted photons is also achieved by matching the
group velocities of pump, signal and idler [94, 95]. Unfortunately in PPKTP this
is not possible for signal and idler wavelengths around 790 nm. However, group-
velocity matching can be realized in PPKTP for signal and idler wavelengths in
the telecom range.



4 Programmable multiport
optical circuits in opaque
scattering materials

We propose and experimentally verify a method to program the effective trans-
mission matrix of general multiport linear optical circuits in random multiple-
scattering materials by phase modulation of incident wavefronts. We demon-
strate our method by programming linear optical circuits in white paint layers
with 2 inputs and 2 outputs, and 2 inputs and 3 outputs. Using interferometric
techniques we verify the ability to program any desired phase relation between
the outputs. The method works in a deterministic manner and can be directly
applied to existing wavefront-shaping setups without the need of measuring a
transmission matrix or to rely on sensitive interference measurements.

4.1 Introduction

In many optical experiments light propagates through linear optical circuits,
involving beam splitters and interferometers. These optical circuits are often
realized either in (i) free-space setups containing, e.g., mirrors, lenses, polar-
izers, wave plates, or in (ii) integrated photonics, such as coupled waveguides
and cavities [96, 97]. Both free-space and integrated optical circuits are robust
platforms for performing experiments with low optical losses. In principle, ar-
bitrary complex linear circuits can be built this way [47, 98]. One can include,
such as in Ref. [98], adaptive optical elements, which mostly give a controllable
delay (phase shift). Especially in integrated photonics much effort is invested in
controlling the refractive index [99–103] by, e.g., temperature tuning, free-carrier
excitation, or optical Kerr switching. Nevertheless, doing this for a complex
circuit remains a major experimental challenge.

Here we suggest the radically different approach to use wavefront shaping of
light on random multiple-scattering materials as a platform for programmable
linear optical circuits, as is illustrated in Fig. 4.1. Coherent light incident on
stationary random multiple-scattering media, such as white paint, teeth, and
paper, gives rise to speckle patterns as the result of the collective interference
of scattered waves. The individual far-field speckle spots form diffraction-limi-
ted beams that are correlated to each other as if light would have propagated
through a very complicated random linear optical circuit [26]. In essence one
controls by modulating, e.g., the phase of the incident wavefront the degree of
mode mixing of all scattered waves that contribute constructively to the target

The content of this chapter has been published as: S. R. Huisman, T. J. Huisman, T. A. W. Wolterink,
A. P. Mosk, and P. W. H. Pinkse, Opt. Express 23, 3102 (2015). This chapter contains simulations that
have not been performed by the author of this thesis. However, they are included for consistency
with the published article.



42 Programmable multiport optical circuits in opaque scattering materials

Figure 4.1 Wavefront-shaped programmable linear optical circuits. (a) Coher-
ent light incident on a multiple-scattering medium results in a speckle pattern.
(b) The scattered light can be described by a scattering matrix, representing a
complicated linear optical circuit, made of many elements such as beam split-
ters, prisms, lenses, etc. The scattering matrix is here represented as light prop-
agating through an effective medium with the same correlations as the optical
circuit, however, the optical elements are not physically located at these posi-
tions in the material. (c) By phase modulation of the incident wavefront with
a spatial light modulator (SLM) it becomes possible to address correlations in
the scattering matrix to create an interference pattern with a desired functional-
ity. In this picture light travels through the material as if it would have traveled
through a beam splitter. Note: reflection is omitted in this figure for clarity.

spots [28, 29]. Adaptive wavefront shaping is generally known to enable focus-
ing and imaging through multiple-scattering media. By wavefront shaping it is
also possible to adaptively transform the speckle patterns of multiple-scattering
materials to behave like many linear optical components, such as waveguides
and lenses [29, 31], optical pulse compressors [32, 33], programmable wave
plates [35] and beam splitters [36]. The manner in which the incident input
modes are projected on the output modes by the scattering material can be con-
veniently described by a scattering matrix [27, 28]. To obtain the functionality of
the desired linear optical device, one can, via wavefront shaping, address subsets
of the scattering matrix to project the incident light on desired modes. Since one
is in general not able to control all incident modes of the scattering matrix, and
the scattering matrix might not contain all desired correlations, one has to toler-
ate losses that are typically higher than of custom fabricated optical circuits. On
the other hand, an optical circuit constructed by wavefront shaping is inherently
programmable in functionality, has a system size comparable to integrated pho-
tonics, and is in terms of optical hardware very easy to implement and adapt.
In contrast to most integrated multimode-interference-based devices [104], our
method exploits disorder for functionality and is therefore robust against im-
perfections and does not require careful fabrication of the scattering structure.
However, up to now, a general method for creating arbitrary multiport linear
optical circuits by wavefront shaping in random scattering materials was still
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missing. A promising strategy is to measure the transmission matrix of the
sample [105] and to adapt the wavefront to program the desired interference
pattern. Unfortunately this requires many interference measurements, which is
not always feasible.

We present a general wavefront-shaping method that controls the phase and
amplitude correlations between the enhanced target spots. For this method it
is not necessary to measure a transmission matrix or to rely on sensitive inter-
ference measurements. One only requires a phase-only spatial light modulator
(SLM) and a camera; both are already present in most wavefront-shaping setups.
We program in a deterministic manner an interference pattern that represents
the functionality of multiport linear optical circuits, where the light interferes
in a compact system with a size that is comparable with integrated photonics.
We demonstrate the power of our method by realizing in an opaque scattering
medium the equivalents of 2× 2 and 2× 3 linear optical circuits using wavefront
shaping. As the random medium we use a layer of strongly scattering white
paint deposited on glass. Our input basis consists of wavefront-shaped beams
and the output basis consists of individual spots viewed on a CCD camera.

4.2 Algorithm

We show that it is possible to use a multiple-scattering material as an arbi-
trary mode-mixing circuit by combining the phase patterns of mode-by-mode
wavefront-shaping optimizations. In the following we introduce our procedure,
or algorithm, that describes the sequence of steps to be performed on the setup to
arrive at the desired circuits. We describe here the most general implementation
of our algorithm that should be valid for any existing wavefront-shaping setup.
The algorithm is illustrated for a 2× 2 optical circuit in Fig. 4.2 and explained
for the general n×m optical system with n separate inputs and m separate out-
puts. We assume for simplicity that a single phase-only spatial light modulator
is used, the incident input modes are spatially separated on the same SLM sur-
face, and the resulting interference pattern is observed with a CCD camera. We
use the term ‘optimization’ of a spot for intensity enhancing a target spot in a
speckle pattern by phase modulation of the incident light. A single spot is con-
sidered as one independent output mode: the spots form an orthogonal basis. A
single incident wavefront-shaped beam is considered to be a single input mode
of the system. We assume that the desired optical circuit is supported by the
scattering matrix of the multiple-scattering material. The algorithm consists of
the following steps:

1. Single input-output wavefront shaping: Start with the first input mode
incident on the SLM and the sample. Optimize by phase modulation of
the incident light a target spot that forms output mode 1′. Examples of
algorithms for optimizing a single spot are described in [29, 106, 107]. Store
the corresponding phase pattern on the SLM as θ1,1′ . This corresponds to
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Figure 4.2 Schematic illustration for programming a 2× 2 linear optical cir-
cuit. The incident input modes 1 and 2 are spatially separated on the SLM. (I-III)
Optimization for output mode 1′ providing phase pattern θ1′ . (IV-VI) Optimiza-
tion for output mode 2′ providing phase pattern θ2′ . (VII) Finally one writes
phase pattern θ2×2 = arg

(
eiθ1′ + eiθ2′

)
to obtain a superposition of the fields in

steps I and II. The CCD pictures are snapshots of our experiments on the 2× 2
optical circuit.
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Fig. 4.2 step I.

2. Wavefront shaping of the other input modes for the same output mode:
Repeat step 1 to optimize a spot 1′ for each other input mode. Store the
final phase patterns θ2,1′ · · · θn,1′ . This corresponds to Fig. 4.2 step II. Now
one has n phase patterns θi,1′ , each projecting one input i on output 1′.
Because all input modes are separated in space on the SLM surface, phase
pattern θi,1′ is only nonzero at the position of input mode i, and zero ev-
erywhere else (at the locations of the other input modes).

3. Combination of phase patterns of individual optimizations: Create a
phase pattern:

θ1,1′ + θ2,1′ , (4.1)

by blocking all but the first two input modes 1 and 2. Via the SLM and
the sample this gives an enhanced spot at output mode 1′ with light from
both inputs. Adding the two phase patterns in Eq. (4.1) does not change
the optimization of the individual inputs, since θ1,1′ = 0 at the position of
input 2 and vice versa. Until now only the intensity of the output mode
has been considered. Therefore the relative phase of the contributions from
both input modes still has to be adjusted in order to get constructive in-
terference in the output. To realize this, a phase offset β2,1′ is added at the
corresponding illuminated pattern of the second input mode on the SLM
(gray filled circle in Fig. 4.2 step III) that maximizes the intensity in output
spot 1′. The intensity is maximal when mode 1 and mode 2 are projected
in phase on 1′. Store this value for phase β2,1′ . After performing this ad-
justment, both input modes 1, 2 are projected in phase on output mode 1′,
and the phase pattern displayed by the SLM is:

θ1,1′ + θ2,1′ + β2,1′ . (4.2)

4. Combining all inputs for one output mode: Block input mode 2 and open
input mode 3, and repeat the procedure of the previous step for mode 1
and mode 3. Redo this for all remaining input modes. For n ≥ 2 Eq. (4.2)
can be generalized:

θ1′ =
n

∑
i=2

(θi,1′ + βi,1′) + θ1,1′ . (4.3)

5. Construction of one row of the transfer matrix: In steps 3-4 we have
enforced that all input modes are projected in phase on the target spot,
where the first input mode was used as reference. Next we have all input
modes incident on the sample with phase mask θ1′ on the SLM. In principle
all input modes can be optimized simultaneous per output mode provided
that the input modes are interferometrically stable during optimization.
This phase mask automatically projects all input modes in phase on the
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target spot. The corresponding complex field amplitude E′1 at the target
spot 1′ becomes:

E′1 = eiφ1′
[ ∣∣t1,1′

∣∣ ∣∣t2,1′
∣∣ . . .

∣∣tn,1′
∣∣ ]


E1
E2
...

En

 , (4.4)

where φ1′ is an overall phase factor with respect to a fixed reference and
we have ignored an overall normalization factor. The amplitudes

∣∣ti,1′
∣∣ are

expected to be approximately equal to each other for an isotropic random
scattering material, and are given by the square root of the intensity of the
optimized spot. This equation can be simplified to a single-row transfer
matrix equation describing a n× 1 optical system:

E′1 = Tn×1,1′


E1
E2
...

En

 . (4.5)

6. Amplitude control of each element in Tn×1,1′ : One achieves amplitude
control by manipulating the intensity enhancement of the spot for each in-
put mode. Suppose one wants to decrease

∣∣t2,1′
∣∣. In order to do so, add

at the location of the second input mode a random phase pattern to θ1′
with a controlled amplitude to reduce the intensity enhancement to the
desired level. Store this new phase pattern as θ1′ . The phase of the trans-
fer matrix element should remain unaffected if there are sufficient SLM
segments used for the mode (about ∼ 102 segments in our experiments).
Otherwise one can compensate for this additional phase shift by repeating
the procedure of step 4 for the specific input mode. It is important to note
that this manner of controlling the amplitude of

∣∣ti,1′
∣∣ will only reduce the

amplitude level.

7. Phase control of each element in Tn×1,1′ : One achieves phase control over
each input mode i by writing a desired phase offset αi,1′ to θ1′ at the corre-
sponding illuminated region on the SLM. In this manner the unnormalized
transfer matrix Tn×1,1′ becomes:

Tn×1,1′ = eiφ1′
[ ∣∣t1,1′

∣∣ eiα1,1′
∣∣t2,1′

∣∣ eiα2,1′ . . .
∣∣tn,1′

∣∣ eiαn,1′
]

. (4.6)

We have now controlled independently both the phase and amplitude of
each element in Tn×1,1′ . This is illustrated in Fig. 4.2 step III. In the re-
mainder of this section we will explain how to get a desired transmission
matrix with multiple inputs and multiple outputs.
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8. Wavefront shape inputs for other outputs: Repeat steps 1-7 for the re-
maining number of orthogonal output spots. This is also illustrated in
Fig. 4.2 steps IV-VI. At the end of this step one has m independent transfer
matrices Tn×1,m′ that each describe an n× 1 optical system.

9. Combine results for all outputs: With all input modes incident, write the
phase pattern θn×m:

θn×m = arg

(
m

∑
j=1

cjeiθj

)
, (4.7)

where subscript j denotes the jth output mode, with j ≤ m. The phase pat-
tern θn×m is a weighted vector sum of each of the m output optimizations
θj, evaluated pixel by pixel. Consequently, the field in target output modes
become related to the input modes as:

E′1
E′2
...

E′m

 = f1


c1Tn×1,1′

c2Tn×1,2′
...

cmTn×1,m′




E1
E2
...

En

 , (4.8)

with f1 a normalization factor. In this manner we have programmed an
unnormalized transmission matrix Tm×n given by:

Tm×n =


c1Tn×1,1′

c2Tn×1,2′
...

cmTn×1,m′

 . (4.9)

This is illustrated for the 2× 2 system in Fig. 4.2 VII. This transmission
matrix projects the n input modes on the m output modes, with the desired
linear optical functionality.

To illustrate what happens in Eq. (4.7), we consider a 1× 2 circuit splitting
one input mode equally into two output modes 1′ and 2′. For this circuit Eq. (4.7)
reduces to θ1×2 = arg

(
eiθ1′ + eiθ2′

)
, with θ1′ the phase pattern optimized to pro-

duce output mode 1′ and θ2′ the pattern for output mode 2′. To produce both
outputs simultaneously, one performs a vector addition of the fields 1′ and 2′.
The resulting phase pattern θ1×2 contributes to both output modes. In Eq. (4.7)
the superposition of the individual incident field patterns results into the de-
sired correlations between the output modes because the scattering material is a
linear system. This procedure requires that the individual output spots behave
as independent uncorrelated output modes. If this is the case, all individual
matrices describing patterns eiθj in Eq. (4.7) should be orthogonal to each other.
This condition is met if all eiθi,j′ for a given input mode i are orthogonal to each
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Figure 4.3 Setup for wavefront-shaped optical circuits. (a) Two input modes
(1, 2) are phase-modulated with a spatial light modulator (SLM). Both modes
are spatially overlapped with a polarizing beam-splitter cube (PBS). The modes
are focused on a layer of white paint (ZnO particles) that has been spray coated
on a 1.5 mm thick microscope slide. The transmitted light is projected on a CCD
camera. Three output modes 1′, 2′, and 3′ are selected. (b) Optimized phase
pattern on the SLM. A phase offset is applied to the second incident mode. (c)
Camera image for three optimized spots when both input modes are incident on
the phase pattern of (b).

other. Nonorthogonality results in background speckle and decreases the con-
trast of the output spots. In practice complete orthogonality is not met since the
spots are weakly correlated with each other, which can be caused by the corre-
lations in the scattering matrix of the material itself [25, 108], or by the fact that
one only addresses subsets of the scattering matrix of the sample by wavefront
shaping [109]. However, if this subset is large enough, typically ∼ 102 indepen-
dent SLM segments per wavefront describing an input mode in our experience,
the spots behave approximately orthogonal to each other and therefore also the
phase masks become orthogonal and the algorithm will work.
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4.3 Experimental setup and methods

We demonstrate our method by wavefront shaping a programmable 2× 2 and
2× 3 transmission matrix in an opaque layer of white paint. In this section we
describe our experimental setup and our measurement method.

4.3.1 Experimental setup

Our setup is illustrated in Fig. 4.3(a). This is the same setup as described in
Ref. [36]. The light source is a mode-locked Ti:Sapphire laser (Spectra-Physics,
Tsunami) emitting transform-limited pulses at a repetition rate of 80 MHz with
a pulse width of approximately 0.3 ps at a centre wavelength of 790.0 nm. The
beam is split and coupled into two separate single-mode fibres. The output of the
two fibres have identical polarization and beam waist and form the input modes
1 and 2. The two modes are phase-modulated with a SLM (Hamamatsu, LCOS-
SLM). Figure 4.3(b) illustrates an optimized phase pattern. Clearly, both modes
are spatially separated on the SLM surface. Behind the SLM, the two modes are
spatially overlapped with a half-wave plate (HWP) and polarizing beam splitter
(PBS) cube, resulting in collinear propagation of modes with orthogonal polar-
ization. This allows us to completely fill the aperture of the objective (NA=0.95)
that images the SLM on the conjugate plane of the layer of white paint. Creating
a configuration with more than 2 inputs requires spatial shaping of the inputs to
have orthogonal incident modes arriving at the sample, e.g. by creating angular
gradients, patterned beams, etc. The surface of the SLM is imaged on the back
focal plane of the objective with two lenses in a 4- f configuration (not shown).
Both pulses arrive simultaneously at the sample. We make sure that the power
of both input modes on the objective are the same (approximately 0.5 mW per
mode). However, input mode 1 is transmitted more efficiently by the objective
than input mode 2 because of experimental imperfections. This causes the op-
timized spots for mode 1 to have a higher intensity. The layer of white paint
consists of ZnO powder with a scattering mean free path of 0.7± 0.2 µm. The
layer is approximately 30 µm thick and is spray painted on a glass microscope
slide of 1.5 mm thickness. The transmitted pattern is collected with a second ob-
jective (NA=0.55) and directly projected on a CCD camera after reflection on a
PBS, see for example Fig. 4.3(c) where three optimized spots are visible. The in-
tensity values for the CCD pixels that correspond to the target spots are spatially
integrated to obtain the output powers for the interference pattern.

4.3.2 Measurement method

We start with a single input mode incident on the material and select on the
camera an arbitrary location for intensity enhancing a target spot. The SLM is
divided by us into segments of 10x10 pixels. As a result, one input mode is con-
trolled by approximately 500 segments. We found that this provides maximum
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Figure 4.4 Interference measurement of the effective transmission matrix. A
phase difference ∆θ is applied between the two input modes. The intensity in
the target optimized spots is measured as a function of this phase difference.

intensity enhancement. The SLM controls the phase by addressing the pixels
with 8-bit pixel values. In our experiment a pixel value of 207 corresponds to
a phase difference of 2π rad. We first pre-optimize spots by fitting the optimal
phase for each segment that provides maximum constructive interference in the
target spot, as used in Ref. [29]. We apply this method twice to reduce the effect
of read-out noise of the camera, in spirit of the work in Ref. [107]. We obtain a
higher enhancement when a final optimization is made by sequentially address-
ing each segment with a random phase and accept it if the intensity increased.
We apply this procedure about 5 times for each pixel. In case there is no initial
intensity present at the intended target, the random phase procedure is also used
as an initial optimization. The total optimization time for one input mode to one
output mode is approximately 1.5 hours. The typical intensity enhancement for
an individual spot is in the order of 50 times the average intensity of the other
spots. The throughput of the sample and imaging optics is not crucial for this
proof-of-principle demonstration and is estimated to be on the percent level.

This procedure is repeated for each input and each output mode. With the
algorithm leading to Eq. (4.9) the phase pattern that provides the desired trans-
mission matrix is generated. The obtained transmission matrix is characterized
with interference measurements, as described in Ref. [36] and Fig. 4.4. A phase
difference ∆θ is applied between the input modes, see Fig. 4.4, to monitor the
interference in the output modes. From these interference measurements we ex-
tract the phase of each element of the transmission matrix. This phase difference
∆θ is applied with the SLM on input mode 2. Figure 4.3(b) shows an example.
We define δj′ as the phase ∆θ for which maximum intensity occurs in output
mode j′, as indicated for mode 1′ in Fig. 4.4.

4.4 The 2×2 optical circuit

We demonstrate our algorithm by first programming a 2× 2 optical circuit with
a transmission matrix of the form:

T2×2 =

[
|T11| |T12|
|T21| |T22| eiα

]
. (4.10)
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Figure 4.5 Experimental realization of a programmed 2× 2 linear optical cir-
cuit. A transmission matrix is programmed for which output mode 2′ has a
programmable phase difference α with respect to output mode 1′. (a) Example
of a measured (symbols) interference characterization, by applying a phase dif-
ference ∆θ between the input modes, of the transmission matrix for α = 2 rad.
Sinusoidal fits (solid) are used to determine the phases δ for which maximum
intensity occurs. (b) Extracted phases δ as a function of the programmed phase
α. Note that the displayed phase is wrapped, so there are no 2π jumps in δ1′

and δ2′ . Hence the difference δ1′ − δ2′ ≈ −4.7 rad in panel (a) becomes 1.6 rad
in panel (c). (c) Extracted phase difference between the output modes (symbols)
in comparison with the expected phase difference (diagonal band) based on
the programmed phase α. The observed phase differences between the output
modes match the programmed phase differences excellently.
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Figure 4.6 Computational results on the phase differences of the 2× 2 linear
optical circuit. 10,000 realizations were simulated for systems with a scattering
matrix of dimension 1000 and with 50 controlled channels per input mode. (a)
Obtained distribution for phase δ1′ . (b) Obtained distribution for phase δ2′ . (c)
Extracted phase difference between the output modes. (d) Width of the phase
distributions as a function of controlled channels for scattering matrices of di-
mension 500 and 2500.
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For simplicity we only control the phase correlations inside the transmission
matrix and not the amplitude. The amplitudes

∣∣Ta,b
∣∣ are set by the intensity

enhancement of the individual spots and are approximately equal. We let the
phase of element T2×2(2, 2) vary with controllable phase α, to demonstrate the
ability to program the phase correlations of this optical circuit. The four phase
patterns θ1,1′ , θ2,1′ , θ1,2′ , θ2,2′ were combined to overall phase pattern θ2×2(α)
following our algorithm, in which step 6 was excluded. First we find the four
phase patterns θ1,1′ , θ2,1′ , θ1,2′ , θ2,2′ projecting the individual inputs 1, 2 on the
individual outputs 1′, 2′ (steps 1-2 of the algorithm). Next both input modes
are projected in phase on the output modes by finding β2,1′ and β2,2′ (steps 3-
5). Then we program the phase of element T2×2(2, 2) according to Eq. (4.10) by
setting α2,2′ = α (step 7). Finally all phase patterns are combined to the overall
phase pattern θ2×2(α) (steps 8-9). Phase α is varied in 21 steps. Therefore in total
21 different phase patterns θ2×2(α) were made for our measurements. Note that
the transmission matrix for α = π represents the equivalent of a standard optical
beam splitter [83], which is in the case of the current algorithm fully controlled,
in contrast to the algorithm for the wavefront-shaped beam splitters obtained in
Ref. [36].

The results are presented in Fig. 4.5. Figure 4.5(a) shows the interference
results for the two optimized spots for α = 2 rad. Two sine functions are fitted
to the output modes to determine the phases δ1′ and δ2′ at which maximum
intensity occurs. The phases δ1′ and δ2′ for each α are shown in Fig. 4.5(b). We
observe that δ1′ is approximately constant as function of α, while δ2′ decreases
linearly with α. Ideally, for circuit with the transmission matrix of Eq. (4.10), one
would expect that δ1′ remains exactly constant as function of α. Phase fluctu-
ations due to a lack of stability of our setup can be neglected. However, there
is crosstalk between the modes since they are not perfectly orthogonal. Fig-
ure 4.5(c) presents the main results of the 2 × 2 optical circuit: the observed
phase difference between the output modes as a function of the programmed
value for α. The diagonal band represents the expected phase difference, based
on the target phase α, and the experimental uncertainties in phase offsets β2,1′

and β2,2′ . We observe an excellent agreement between our measurements and
predicted values. Our proof-of-principle experiments demonstrate full phase
control of wavefront shaping 2× 2 optical circuits in opaque scattering media in
a deterministic manner.

For comparison, we also performed simulations to support our measure-
ments. Figures 4.6(a)-4.6(c) present computational results in which we have
repeated our experiment 10,000 times on simulated random unitary scattering
matrices with a dimension of 1000 and 50 controlled channels per input mode
(a scattering matrix of dimension 1000 means that there are 1000 independent
channels). Similar simulations were performed by us in [36], but now we have
implemented the algorithm presented in this chapter. Figure 4.6(a) shows the
histograms for the fitted phase δ1′ as a function of α. Figure 4.6(b) shows the
histograms for fitted phase δ2′ . Figure 4.6(c) shows the histogram for the phase



54 Programmable multiport optical circuits in opaque scattering materials

difference between the output modes. All three figures demonstrate histograms
with a finite width. This width is a manifestation of the non-orthogonality
caused by addressing a subset of the scattering matrix, as described below step 9
of the algorithm. In these simulations a subset of the scattering matrix becomes
addressed that consists of 2 rows, corresponding to the output spots, and 100
columns, corresponding to the two modes that are controlled by 50 indepen-
dent channels each. This subset does not consist of orthogonal rows anymore,
resulting in the output spots being weakly correlated, which also occurs in our
experiment. Apparently, the width of the observed phases δ1′ and δ2′ is inde-
pendent of α and is identical for δ1′ and δ2′ .

Figure 4.6(d) shows another set of simulations where the standard deviation
of the phase distributions is plotted as a function of the controlled number of
independent channels per wavefront-shaped input mode. We have performed
these simulations for scattering matrices with dimension 500 and 2500. Each
data point was obtained by ensemble averaging over 1,000 different realizations.
We observe that the standard deviation of these phase distributions decreases
with an increased number of controlled elements. More computational and
theoretical work is necessary to understand the efficiency, in terms of power
throughput, and accuracy of wavefront-shaping optical circuits, which is beyond
the scope of this chapter.

Figure 4.7 Experimental realization of a programmed 2× 3 linear optical cir-
cuit. A transmission matrix is programmed for which output mode 2′ has a
programmable phase difference α with respect to output modes 1′ and 3′. (a)
Extracted phases δ (symbols) as a function of the programmed phase difference
α. (b) Extracted phase difference between the output modes (symbols) in com-
parison with the expected phase differences (horizontal and diagonal bands)
based on the programmed phase α. The observed phase differences between the
output modes match the programmed phase differences excellently. The pink
band indicates the uncertainty in the phase determination.
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4.5 The 2×3 optical circuit

Here we present experiments for a 2× 3 optical circuit. The transmission matrix
of the 2× 3 optical circuit is given by:

T2×3 =

 |T11| |T12|
|T21| |T22| eiα

|T31| |T32|

 , (4.11)

with controllable phase difference α. We let the phase of element T2×3(2, 2)
vary with controllable phase α. First we find the six phase patterns projecting
the individual inputs 1, 2 on the individual outputs 1′, 2′, 3′ (steps 1-2 of the
algorithm). Next, both input modes are projected in phase on the output modes
(steps 3-5). Then we program the phase of element T2×3(2, 2) by setting α2,2′ = α
in Eq. (4.11) (step 7). Finally all phase patterns are combined to the overall phase
pattern θ2×3(α) (steps 8-9). Phase α is varied in 21 steps.

The results are presented in Fig. 4.7. The phases for which maximum interfer-
ence occurs in the output modes, δ1′ , δ2′ , and δ3′ , are shown in Fig. 4.7(a) for each
programmed phase α. We observe that δ1′ and δ3′ are approximately constant
as function of α, while δ2′ decreases linearly with α. The fluctuations in δ1′ and
δ3′ are caused by the non-orthogonality of the output modes, as was explained
in more detail for the 2× 2 optical circuit in the previous section. Figure 4.7(b)
shows the main result, the relative phase differences between the output modes.
The symbols represent the measurements and the bands represent the expected
phases based on the accuracy at which we program the transmission matrix. The
observed phase differences between the output modes match very well the ex-
pected phase differences. Our proof-of-principle experiments demonstrate full
phase control of wavefront shaping 2 × 3 optical circuits in white paint in a
deterministic manner.

4.6 Conclusions and outlook

In summary, we have presented a method that transforms random multiple-
scattering materials into programmable multiport linear optical circuits by phase
modulation of incident wavefronts. The method provides the desired transmis-
sion matrix in a deterministic manner and it can be implemented in most existing
wavefront-shaping setups. We have described proof-of-principle experiments in
which we have used a white paint layer as programmable 2× 2 and 2× 3 optical
circuits. The experimental observed phase relations demonstrate a very good
agreement with theory.

We anticipate that our method can be implemented to make more advanced
linear optical circuits with a larger number of inputs and outputs. More research
is required to understand how efficiently one can shape an interference pattern
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with a programmed correlation to achieve the functionality of the desired opti-
cal circuit. Many parameters have to be explored to identify the restrictions of
our algorithm. It would be fascinating to explore the influence of the scattering
properties of the material, e.g., the sample geometry, the sample thickness, and
scattering mean free path. The performance of our algorithm is expected to be
affected by the efficiency of the wavefront-shaping process, which determines
the intensity enhancement and the amount of light that gets focused in a tar-
get spot. Based on the linearity of the intensity of the optimized spots with the
number of controlled channels [29], we expect the efficiency, in terms of power
throughput, of our algorithm to scale as 1/n where n is the number of inputs.
However, it is an open question if more efficient configurations exist. Using ran-
dom scattering media described by scattering matrices of lower dimension, such
as disordered multimode fibres or planar disordered structures, will reduce op-
tical losses caused by uncontrolled channels. This would make it possible to use
these wavefront-shaped optical circuits for those adaptive quantum optical ex-
periments in multiple-scattering materials [43, 46] where efficiencies in the order
of 1% are acceptable. Our presented method requires the setup to be interfero-
metrically stable during the optimization of a single speckle spot. To program a
2× 2 circuit now took about 6 hours, because each phase pattern required about
1.5 hours of optimization. We anticipate that by using a micromirror based
SLM, in combination with faster algorithms, the time to program a similar cir-
cuit can be reduced to a matter of seconds [110]. In our experiments we worked
with linearly-polarized light. By using polarization-selective components for the
incident light and the scattered light, and additional cameras for detection, it
becomes possible to use our algorithm for any polarization basis for the input
and output modes, such as circularly-polarized light. In addition, it would be
intriguing to use structured scattering materials in order to more efficiently ad-
dress certain correlations in the scattering matrix for programmed functionality.

There exist alternative approaches for programmable optical circuits that pro-
vide orders of magnitude less scattering losses, such as achieved in integrated
photonics. Each approach requires a scattering platform and adaptive optical
components to control the mode mixing. The more complex the transmission
matrix needs to be, the more advanced the scattering platform and adaptive
optical components should become to obtain a high energy efficiency. In our
experiment we have sacrificed energy efficiency: on the order 1% of the light
travels through the effective desired optical circuit. However, we have gained in
simplicity of the experimental design. Our method for a programmable optical
circuit is robust against fabrication disorder, versatile to operate, and the mode-
mixing heart of the circuit takes place in a compact system size comparable with
integrated photonics.



5 Programmable two-photon
quantum interference in
103 channels in opaque
scattering media

We investigate two-photon quantum interference in an opaque scattering me-
dium that intrinsically supports a large number of transmission channels. By
adaptive spatial phase-modulation of the incident wavefronts, the photons are
directed at targeted speckle spots or output channels. From 103 experimen-
tally available coupled channels, we select two channels and enhance their trans-
mission, to realize the equivalent of a fully programmable 2× 2 beam splitter.
By sending pairs of single photons from a parametric down-conversion source
through the opaque scattering medium, we observe two-photon quantum inter-
ference. The programmed beam splitter need not fulfil energy conservation over
the two selected output channels and hence can be non-unitary. Consequently,
we have the freedom to tune the quantum interference from bunching (Hong-
Ou-Mandel-like behaviour) to antibunching. Our results establish opaque scat-
tering media as a platform for high-dimensional quantum interference that is
notably relevant for boson sampling and physical-key-based authentication.

5.1 Introduction

Light waves propagating through an opaque scattering medium exhibit a ran-
dom walk inside the medium, which is caused by multiple scattering from spa-
tial inhomogeneities [25]. An alternative description describes this phenomenon
by a transmission matrix [27, 28]. The transmission matrix describes how many
input channels are coupled to a similarly large number of output channels, see
Fig. 5.1. The number of these channels can be controlled, and easily made to
exceed millions, by controlling the illuminated area on the medium. Recent ad-
vances in control of light propagation through wavefront shaping allow for com-
plete control over these channels in multiple-scattering media [28–30]. Because
of their large number of controllable channels, we explore the use of multiple-
scattering media to study quantum interference between multiple photons. Em-
ployed as a platform for high-dimensional quantum interference, over a large
number of channels, multiple-scattering media are of relevance to boson sam-
pling [13–21], quantum information processing [4–7], and physical-key-based
authentication [46].

The content of this chapter has been published as: T. A. W. Wolterink, R. Uppu, G. Ctistis, W. L. Vos,
K. -J. Boller, and P. W. H. Pinkse, Phys. Rev. A 93, 053817 (2016).
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Figure 5.1 A multiple-scattering medium couples millions of input and output
channels. Light incident in the input channels results through multiple scatter-
ing in a complex interference pattern (speckle, see right panel) at the output,
which can be imaged by a CCD camera. Each speckle spot in the image corre-
sponds to an independent output channel. In this chapter we have programmed
their interaction to create a network with 2 inputs (k′, l′) and 2 outputs (m, n).

It has previously been observed that quantum states are robust against mul-
tiple scattering. Correlations in two-photon speckle patterns in single-scattering
media have been studied [40, 42]. Furthermore, propagation of quantum noise
[38, 39, 41] and propagation of single photons (Fock states) through multiple-
scattering media [43, 44] have also been explored. So far it has remained an
open question if quantum interference of multiple photons could be demon-
strated inside a multiple-scattering medium. A fundamental hurdle one might
expect in an experimental implementation is the extremely low transmission of
almost all channels in the multiple-scattering medium. Remarkably, the trans-
mission per channel is not necessarily low since wavefront shaping allows the
funneling of light into selected output modes [28, 30].

Here we report on an experiment in which we study quantum interference
in a multiple-scattering medium. We observe quantum interference of pairs
of single photons in a programmable 2 × 2 beam splitter [36, 37], made of a
multiple-scattering medium and a spatial light modulator (SLM). In our exper-
iment, the SLM controls approximately 103 optical channels that are coupled
in a reproducible yet unpredictable way in the multiple-scattering medium. The
wavefront-shaping technique using the SLM allows us to select two out of N out-
put channels by enhancing the optical power transmitted in these channels. Pro-
grammability in this beam splitter is achieved by controlling the relative phase
between the input and output arms, beyond what is possible with a conventional
beam splitter (as described in chapter 2). We exploit this freedom in program-
ming the relative phase for demonstrating not only the well-known Hong-Ou-
Mandel-like bunching [1], but also the antibunching of the outgoing photon
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pairs, as well as any intermediate quantum correlation. Our result establishes
opaque scattering media as a platform for high-dimensional quantum interfer-
ence experiments as needed in, e.g., boson sampling. At present we control
about 103 channels, but this can readily be scaled up to a number comparable to
the number of pixels in modern SLMs, which is of the order of 106.

5.2 Experimental setup

Pairs of single photons in our experiment are generated using collinear Type-
II spontaneous parametric down-conversion (SPDC) with a mode-locked and
frequency doubled pump laser beam at a wavelength centred at 395 nm [43,
85, 86]. For a complete description of the quantum light source, see chapter 3.
To measure the degree of indistinguishability of the two photons, we observe
Hong-Ou-Mandel (HOM) interference at a conventional 50:50 beam splitter as
shown in Fig. 3.4. At a pump power of 10 mW, a HOM dip with a visibility of
64% is observed. The spectral indistinguishability can be improved by using a
bandpass filter with a bandwidth of 1.5 nm, resulting in a HOM dip with an
increased visibility of 86%.

To demonstrate programmable quantum interference in a multiple-scattering
medium, we direct the light from the quantum light source to a wavefront-
shaping setup with two SMFs as shown in Fig. 5.2(a). The two fibre outputs
have identical polarization and beam waist and form the input modes k and
l for the quantum interference experiment. The wavefronts of both modes are
phase modulated with a liquid-crystal SLM, and afterwards spatially overlapped
using a half-wave plate and a PBS, resulting in a collinear propagation of the two
modes with orthogonal polarizations. The orthogonal input polarizations ease
the process of creating multiport circuits using wavefront shaping [37]. The mul-
tiple three-dimensional scattering within the medium results in an unpolarized
speckle pattern, on-average. However the degree of polarization is preserved
within each speckle [111, 112]. Using wavefront shaping the transmitted light
can be projected into any chosen polarization [35]. An objective (NA=0.95) is
used to focus the light onto the scattering medium which comprises of a 500 µm
thick layer of polytetrafluoroethylene (PTFE, Teflon), with scattering mean free
path of 150 ± 10 µm (measured by coherent backscattering [23, 24]). The ex-
perimental setup, including multiple-scattering medium, is interferometrically
stable for a duration longer than a month. The transmitted light is collected by
an objective (NA=0.6) and after transmission through a PBS it is coupled into two
multimode fibres (output modes m and n) connected to single-photon counting
modules (SPCM). This PBS ensures that the output modes have the same, well-
defined linear polarization. The fibres have a core diameter of 200 µm, which
is smaller than the size of a single speckle in the transmitted light. This en-
sures light collection from only a single mode. The total number of contributing
modes (speckles), N, is approximately 104. By rotating a half-wave plate this
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Figure 5.2 Wavefront-shaping setup for programming quantum interference.
(a) Two input modes (k, l) are modulated with a SLM, spatially overlapped with
orthogonal polarizations, and focused on a layer of Teflon. The transmitted light
is either projected onto a CCD, or onto two fibres connected to SPCMs which
are selectively observing two output modes (m, n). (b) Interference between the
input modes onto the output modes m (cyan) and n (magenta). The solid curves
indicate sine fits to the data, resulting in α = 1.02π.

light can also be reflected off the PBS and projected onto a CCD camera for
wavefront shaping.

Realization of a programmable 2× 2 beam splitter inside a scattering medium
follows a wavefront-shaping process (see chapter 4). To ease this process, we
couple classical laser light (λc = 790 nm) into the SMFs and monitor the light
in the output modes using amplified photodiodes. In short, the process starts
with a single input mode k incident on the scattering medium. We optimize
the output mode m by fitting the optimal phase for each SLM segment that re-
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sults in maximum constructive interference in the fibre [29]. Each input mode
is controlled by approximately 960 segments on the SLM. The average inten-
sity of each output mode before optimizing is 1/N, i.e., all output modes are
nearly equiprobable for single photons. For our experimental setup with N ≈
104, we estimate an extremely low coincidence detection rate in a photon cor-
relation measurement between two modes of 0.022 (1/N)2 106 s−1 = 4 ×
10−6 s−1 ≈ 1/ (3 days), considering a photon-pair generation rate of 106 s−1

and an effective detection probability of 2%, as set by all optical losses in the
setup and detector efficiencies. However after optimizing, the intensity of the
enhanced output mode coupled to the fibre is about 200 times higher, i.e.,
the sampling probability of this mode is 200/N. In photon correlation mea-
surements, this enhancement would result in a strong increase by a factor of
104 in coincidence detection rates, now giving coincidence detection rates of
0.04 s−1 ≈ 100 h−1. We optimize the second output mode n in the same way.
A camera image of two optimized output modes is shown in Fig. 5.2(a). This
optimization procedure is repeated for the input mode l, resulting in four phase
patterns. As the final step, by combining these four interference patterns we
program any 2× 2 circuit [37], in which the relative phase between the input
and output modes can still be selected as desired.

5.3 Model

The transmission through the circuit in this experiment is described by the fol-
lowing equation, cf. Eq. (2.7), that relates the electric field of the two output
modes Em and En to that of the two input modes, Ek and El through the trans-
mission matrix T: [

Em
En

]
= T

[
Ek
El

]
= t

[
1 1
1 exp (iα)

] [
Ek
El

]
, (5.1)

where the parameter α is set in the algorithm when combining the interference
patterns. The amplitude transmission coefficient t has |t| < 1/

√
2, emphasizing

that the circuit is inherently lossy for the two selected output modes. Since the
two selected modes stem from a manifold of N modes, the programmed 2× 2
circuit need not fulfil energy conservation and could thus be non-unitary. Only
for α = π and |t| = 1/

√
2 we do have a unitary matrix, i.e., T†T = 1, and this

transmission matrix represents an ideal 50:50 beam splitter. To confirm the func-
tionality of each circuit, classical light is injected into both input modes k and l
and the intensities of the output modes m and n are monitored while applying
a phase difference ∆θ between the input modes. An example of such an interfer-
ence measurement is shown in Fig. 5.2(b) for α = π. A similar measurement at
α = 0 shows two overlapping (1 + sin ∆θ)-shaped curves, indicating the inherent
non-unitary behaviour of this 2× 2 circuit. After programming the functionality,
we switch back from classical light to single photons.
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Quantum-mechanically, the circuit of Eq. (5.1) can be described using ladder
operators â as follows (see also chapter 2.2):[

âm
ân

]
= T

[
âk
âl

]
+

[
F̂m
F̂n

]
, (5.2)

where F̂m and F̂n are the Langevin noise operators that model the losses in the
selected output modes [67, 113]. These losses also include the residual intensity
in unmonitored modes. Writing the input of the circuit described by Eq. (5.2)
as Ψin = |1〉k|1〉l , one can find the probabilities for all possible outcomes in a
straightforward manner [67] for indistinguishable photons, by substituting ρ =
r = τ = t and Iov = 1 in Eq. (2.43)-(2.48):

P (2m, 0n) = P (0m, 2n) = 2|t|4,

P (1m, 1n) = 2|t|4 (1 + cos α) ,

P (1m, 0n) = P (0m, 1n) = 2|t|2 − 2|t|4 (3 + cos α) ,

P (0m, 0n) = 1− 4|t|2 + 2|t|4 (3 + cos α) .

(5.3)

Of interest are the probabilities P (2m, 0n), P (0m, 2n), and P (1m, 1n), for which
both photons arrive in output modes m and n. As is evident from the α-
dependence of P (1m, 1n), we have the freedom to program the quantum in-
terference from bunching (Hong-Ou-Mandel-like behaviour) to antibunching by
tuning α. The contribution of the unmonitored modes shows up as the nonzero
probabilities P (1m, 0n), P (0m, 1n), and P (0m, 0n), which account for losses of
photons in the output modes m and n.

5.4 Results

Using the circuit of Fig. 5.2(b) programmed with α = π, representing a 50:50
beam splitter, should result in HOM interference in the scattering medium. Fig-
ure 5.3(a) shows the measured quantum interference for this circuit which in-
deed shows a HOM dip. These measurements were done using a pump power
of 100 mW and without a bandpass filter. While this higher pump power (in
comparison to Fig. 3.4) generates more photon pairs (17×106 s−1), it also in-
creases the generation rate of higher photon-number states. These states reduce
the visibility of the HOM dip. The measured HOM dip with a conventional
beam splitter at this pump power indeed shows a reduced visibility of 24%. To
consolidate the quantum nature of the interference via a larger-than-50% visi-
bility [56], we repeated the measurements at a reduced pump power of 40 mW
and with a bandpass filter in place, which results in a visibility of 59% as shown
in Fig 5.3(b). Indeed the data match the prediction and therefore confirms the
quantum nature of the interference.

We now explore the programmability of the quantum interference. For in-
distinguishable single photons and for arbitrary α, we expect the probability to
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Figure 5.3 Programmable quantum interference. Setting α = π gives rise to a
dip in coincidence counts (squares), while α = 0 gives a peak (circles). Error bars
indicate the standard deviations in the measurements. (a) depicts measurements
performed at a pump power of 100 mW without bandpass filter, and (b) at
a pump power of 40 mW with the filter in place. The solid curves in the plots
correspond to the measured coincidence dips using a conventional beam splitter.
The flipped traces of these are shown by the dashed curves as a guide to the eye.
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Figure 5.4 Programmable quantum interference as a function of programmed
phase α at a pump power of 100 mW without filter (cyan), and at 40 mW with
bandpass filter (magenta). Error bars indicate the standard deviation in the
measurements. The solid curves indicate V0 cos α fits to these data.

detect coincidences between output modes m and n to scale as (1 + cos α). For
instance, setting α = 0 in the patterns on the SLM would double the rate of
coincidences compared to the rate obtained for distinguishable photons. This
corresponds to a peak instead of a dip in the measured coincidences as shown
in Fig. 5.3. Although the case with α = 0 can not be realized in a conventional
beam splitter, we show a flipped trace of the measured HOM dip with a conven-
tional beam splitter as a guide to the eye. Note that the probabilities for bunched
photons in the outputs is independent of α, as is evident from Eq. (5.3), which
makes the output state different from the states typically found when recom-
bining the two outputs from a traditional HOM experiment in a Mach-Zehnder
type interferometer [114–116].

Fully programmable quantum interference is demonstrated in our complex
scattering medium in Fig. 5.4. Here the visibility of the quantum interference V
is plotted as a function of phase α. Negative visibility corresponds to a dip in
the coincidence counts and positive visibility to a peak. At α = 0 a coincidence
peak is observed. The visibility of this peak vanishes at phase α = π/2, after
which the visibility increases again as a coincidence dip. The well-known HOM
dip with a high visibility occurs at phase α = π. Also indicated are V0 cos α fits
to these data with the prefactor V0 as the only free parameter.
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5.5 Discussion

For the measurements at a pump power of 100 mW the average coincidence de-
tection rate is only 1240 h−1, corresponding to a single photon detection rate
of 2500 s−1. This detection rate is small in comparison to the generation rate
of 17×106 s−1 as a result of our choice to be deep in the multiple-scattering
regime. In this way, we approach the assumption of maximal entropy of the
matrix in random-matrix theory [27]. Multimode fibres that were recently ex-
ploited for two-photon quantum interference [57], do not provide such a high
entropy, since the transmission matrix of a multimode fibre can be transformed
into a block-diagonal matrix by a suitable basis [117, 118]. We note that hav-
ing maximal entropy is essential for the application of a scattering medium in
quantum-secure authentication [46], which requires a physical unclonable func-
tion with a transmission matrix that cannot predictably be approximated by a
near-diagonal matrix [119].

In summary, we demonstrate two-photon quantum interference in a high-
dimensional linear optical network realized in an opaque scattering medium.
Our networks are ideal for quantum information processing [6, 7] and boson
sampling [13–21]. Excitingly, adaptive control adds programmable functionality
to these networks [4, 5]. Out of the available channels, we control about 103

channels to form a programmable 2 × 2 circuit. In the selected channels, we
increase the coincidence detection rates by a factor of 104 via shaping of the
wavefronts of single-photon pairs. We demonstrate that by programming the
functionality of this circuit, the well-known Hong-Ou-Mandel bunching can be
made to vanish, or be transformed into antibunching.





6 Quantum-secure
communication

In this chapter, we apply the principles of quantum-secure authentication to
quantum key distribution to create an authenticated quantum key distribution
protocol, removing the need of an initial shared secret for authentication. Excit-
ingly, this protocol is turned into an asymmetric quantum-secure communica-
tion method.

6.1 Quantum-secure authentication

Recently, quantum-secure authentication (QSA) has been demonstrated as a se-
cure means of authentication of persons or objects [46, 120, 121]. At the basis of
QSA lies an optical physical unclonable function (PUF) [119, 122], which acts as
a physical key. A PUF is a physical object that cannot be cloned feasibly, due
to a large number of degrees of freedom that cannot be controlled during fabri-
cation. A PUF is called a function, since when given a challenge (stimulus) the
PUF replies with a response. The transformation from challenge to response is
unique for the specific PUF. Therefore, by probing the PUF, one can verify its au-
thenticity. By reading out the PUF using quantum states one becomes resistant
against digital emulation of the key [121], as well as quantum state estimation
attacks [120].

In the recent experimental demonstration of QSA, the physical unclonable
function, or key, consists of an opaque scattering medium [46]. The entire func-
tion of the key, connecting all challenges and responses, is assumed to be pub-
licly known. Thus QSA does not require the storage of secret information, and
also allows for authentication of the key by everyone. The quantum-secure read-
out of this key is performed using weak coherent states of light. The wavefront
of this light is modulated using a spatial light modulator to create a challenge
wavefront that is sent to the key. The response of the key is transformed back to
a plane wavefront using a second SLM, and then focused onto a detector. Only
with the correct key a bright focus is obtained, leading to photodetections of
the photons, which can be used to authenticate the key. With an incorrect key a
random speckle pattern is observed at the detector plane, which does not result
in a significant number of photodetections.

The security of QSA can be captured in the quantum security parameter S,
which is defined as the ratio of the number of controlled modes N and the
average photon number n in the challenge wavefront:

S ≡ N
n

. (6.1)

A quantum-secure readout is obtained by ensuring that S > 1, such that even
a measurement of all n photons cannot reveal information about all N modes,



68 Quantum-secure communication

Figure 6.1 Scheme for authenticated quantum key distribution. The sender
encodes bits in a high-dimensional wavefront of photons, which are transmitted
over a quantum channel to the receiver. After transmission through a physical
unclonable key the photons focus to a spot, which can be efficiently detected.
The sent bit can be decoded using the location of the focused spot. A second
basis for encoding is constructed by superposition. At the receiver photons
encoded in the second basis form two spots, whose phase difference is used for
encoding. The receiver measures response wavefronts in a random basis. After
comparing the choices of bases of the sender and receiver over a two-way public
classical channel a shared key is established between the sender and receiver.
The presence of the physical unclonable key authenticates the receiver.

but only about n of them [46]. A large, but finite, number of orthogonal chal-
lenge wavefronts is available to readout the key. For authentication one has to
use arbitrary superpositions of these orthogonal challenge wavefronts. If one
would only use the orthogonal challenges, it would be easier for an adversary
to recognize which challenge is sent, due to their finite number, and to construct
an appropriate response.

6.2 Authenticated quantum key distribution

We combine the ideas behind quantum-secure authentication with quantum key
distribution. We incorporate a physical unclonable function, of which the prop-
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erties are publicly known, as key in the quantum channel to authenticate the re-
ceiver during the transmission, see Fig. 6.1. As in the BB84 protocol, the sender
sends out bits in random bases. But instead of using a polarization basis, a high-
dimensional spatial wavefront, with dimension N, is used. The bits are encoded
in a wavefront using a spatial light modulator, see Fig. 6.1.

At the receiver, the wavefronts are incident on a physical unclonable key,
which responds with a different wavefront. The sent wavefronts are chosen such
that the response on the receiver’s side is in the form of a focused spot, which can
be efficiently detected. The responses are grouped into two sets, corresponding
to the symbols 0 and 1. For encoding of each of the symbols, a large number
of orthogonal wavefronts, which result in focused spots, is available. One half
of the focused spots is chosen to correspond to 0, and the other half to 1. The
distinction between 0 and 1 can for instance be made as the separation between
the left and right half of the detector area, as indicated in Fig. 6.1.

The receiver measures the response wavefronts, consisting of focused spots,
in two mutually unbiased bases. The representation of 0 and 1 discussed above
constitutes the first basis (basis A) for quantum key distribution. The second ba-
sis (basis B) for quantum key distribution to send the symbols in is constructed
in a similar way as in the BB84 protocol. Basis B can be constructed by superposi-
tion of two wavefronts of basis A on the sender’s side, of which one corresponds
to symbol 0 and the other to symbol 1. In basis B, the symbols 0 and 1 are en-
coded in the relative sign used in the creation of the superposition of the two
wavefronts. At the receiver, wavefronts sent in basis B will not focus to a single
spot, when measured in basis A. Instead, two spots will be formed. The relative
phase between these spots is determined by the sign used in the creation of the
superposition. Thus, an interferometric measurement of this phase, a measure-
ment in basis B, reveals the sent symbol. For symbols encoded in basis B (sign
used in the superposition), a measurement in basis A (location on the detec-
tor) will give a random result, providing no information about the sent symbol.
Similarly, encoding in basis A and measuring in basis B leads to random results.

In the authenticated QKD protocol, the receiver measures response wave-
fronts in a randomly chosen basis. After comparing the choices of bases of the
sender and receiver over a two-way public classical channel a shared key is es-
tablished between the sender and receiver. Only a receiver who is in possession
of the correct physical unclonable key can efficiently decode the bits sent.

To intercept the sent bits, an eavesdropper who does not possess the physical
unclonable key first has to measure the photons from the sender in the correct
basis, which she does with 50% probability. Secondly, the eavesdropper, even
in possession of all information about the PUF challenge-response pairs, has to
recognize the sent N-dimensional wavefront, which we expect her to be able
to do with an efficiency of at most 1/N. The probability for correct decoding
of a sent bit by an eavesdropper is therefore 1/(2N). In contrast, the receiver
can decode a sent bit using the physical unclonable key with a much larger effi-
ciency, namely when he chooses the correct basis, with 50% probability. There-
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fore, separate authentication of the receiver is not necessary. To be unnoticed
after measuring the sent bits, an eavesdropper has to send new encoded bits to
the receiver. Here, in contrast to the BB84 protocol, an eavesdropper will not
only introduce errors when she has chosen the wrong basis for measurement,
but also when the correct basis was chosen. She will introduce an error rate of
1/2− 1/(4N), which approaches 50% for large N, that will easily be noticed.
Note that the authenticated QKD protocol presented here, although it employs
high-dimensional wavefronts, is distinct from high-dimensional quantum key
distribution [123, 124], where a high dimensionality is used to increase the se-
curity and information content of a QKD protocol by increasing the number of
bases and symbols used. In high-dimensional QKD the problem of authentica-
tion of the receiver persists.

While a security proof of this protocol for authenticated quantum key distri-
bution is still outstanding, it is expected to be similar to the proof for quantum-
secure authentication. An important difference with QSA is that whereas in
QSA an adversary needs to recognize the exact wavefront that has been sent to
determine an appropriate response, in the current authenticated quantum key
distribution scheme it would be in principle sufficient to recognize the set the
wavefront belongs to: symbol 0 or 1. We expect, and this is ongoing work, that
the security can still be captured in the form of a quantum security parameter,
requiring a larger number of controlled modes than the number of photons for
a quantum-secure system. Note that a possible security breach of the quantum
channel does not mean that an adversary instantly has access to the transmitted
keys, since a QKD protocol already offers security on its own, by the random
choices of basis. By breaking the authentication, the authenticated QKD protocol
reverts back to standard QKD, and becomes again vulnerable to a man-in-the-
middle attack on the public classical channel.

6.3 Experimental setup

The setup for the authenticated quantum key distribution experiments is shown
in Fig. 6.2. The light source consists of a spontaneous parametric down-con-
version source, which generates pairs of single photons (see chapter 3). One of
the photons is used as a herald, while the other photon is directed to the setup
for authenticated quantum key distribution. There the wavefront of the pho-
ton is phase modulated with a liquid-crystal SLM by the sender. Next the light
is sent to the receiver in a fixed linear polarization. At the receiver an objective
(NA=0.95) is used to focus the light onto the scattering medium which comprises
an approximately 12 µm thick layer of zinc oxide (ZnO), with a scattering mean
free path of 0.7 ± 0.2 µm. The total number of contributing modes (speckles) is
approximately 104. The transmitted light is collected by an objective (NA=0.85)
and, after decomposition into its two linear polarization components by a polar-
izing beam splitter, imaged on two multimode fibres connected to single-photon
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Figure 6.2 Setup for authenticated quantum key distribution. Linearly-
polarized light is modulated with a SLM by the sender, and transferred to the
receiver. There, the light is focused on a physical unclonable key consisting of a
layer of ZnO. The transmitted light is decomposed into its two linear polariza-
tion components, corresponding to symbols 0 and 1, by a PBS and imaged on
two multimode fibres connected to SPCMs. The encoded wavefronts are trans-
formed by the physical unclonable key into focused spots on the facets of the
multimode fibres. By rotating a half-wave plate the receiver can select the basis
for detection of the light.

counting modules. One polarization component is associated with symbol 0,
and the other component with symbol 1. Here, the separation into two polariza-
tion components is equivalent to the spatial separation into a left and right half
as shown in Fig. 6.1. The fibres have a core diameter of 50 µm, such that light
from approximately 550 wavefront-shaped spots can be collected. By rotating a
half-wave plate, the receiver can select the basis for detection of the light. Not
shown in the figure are CCD cameras in the same plane as the input facets of
the fibres, which are used for wavefront shaping.

Creation of the required wavefronts follows a wavefront-shaping process. To
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ease this process, we couple classical laser light into the setup along the exact
same modes, and monitor the light at the positions of the two output fibres using
CCD cameras. We optimize the intensity in a focus on the fibre facet by fitting
the optimal phase for each SLM segment that results in maximum constructive
interference [29]. For each polarization in the transmitted light, 3600 different
optimized foci are constructed, resulting in 7200 wavefronts. The incident light
is controlled by approximately 960 segments on the SLM. After optimizing, the
intensity of the enhanced focus coupled to the fibre is about 200 times higher.

6.4 Results on authenticated quantum key
distribution

To characterize the setup for authenticated quantum key distribution, the sig-
nal on the detectors of the receiver has been measured for each of the 7200
distinct wavefronts available to the sender. The incident photon rate for these
measurements was approximately 2 × 105 s−1. The integration time for each
measurement was 0.1 s, in which approximately 2× 104 photons have been sent.
Figure 6.3(a) shows the signal on the SPCM corresponding to symbol 0 when
a 0 was sent (correct detection), for the wavefronts located around the centre
of the fibre. Each small dot represents a different wavefront corresponding to
a different focus on the fibre. The colour of the dots indicates the measured
count rate on the single-photon counting module (SPCM). The bright spot in the
centre of the figure corresponds to wavefronts which couple decently into the
fibre. Simultaneously, Fig. 6.3(b) shows the signal on the SPCM for symbol 1,
when a symbol 0 was sent (wrong detection). No clear signal is visible above
the background. The results for sending a symbol 1 are shown in Fig. 6.3(c)-(d),
and show similar behaviour. On average, the signal on a detector for a correct
detection is about 1.5 times higher than the signal for a wrong detection. This
shows that we can easily detect the sent symbol by assigning it to the detector
that has the highest signal.

The representation of 0 and 1 in Fig. 6.3 constitutes the first basis (basis A) for
quantum key distribution. The wavefronts required for sending in the second
basis (basis B) on the sender’s side can be constructed by a superposition of two
wavefronts of basis A, of which one corresponds to symbol 0 and the other to
symbol 1. On the receiving side this is implemented by inserting a half-wave
plate at 22.5◦ (see Fig. 6.2), transforming the horizontal-vertical polarization ba-
sis of basis A to a diagonal-antidiagonal polarization basis for basis B.

Figure 6.4 shows results of a proof-of-principle experiment of authenticated
quantum key distribution. The figure shows the signal on the two SPCMs of the
receiver for all combinations of symbol 0, 1 and basis A, B on both the sender’s
and receiver’s side. The different rows correspond to the four combinations of
symbol 0, 1 and basis A, B of the sender. The columns represent detection of
the signal of symbol 0, 1 in basis A, B. The top-left quarter of the image con-
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Figure 6.3 Count rates on the SPCMs of the receiver. (a) shows the counts on
the SPCM corresponding to symbol 0 when a symbol 0 is sent. Each small dot
represents a different wavefront corresponding to a different spot on the fibre.
The colour of the dots represents the detected count rate. The incident photon
rate is approximately 2× 105 s−1. Each measurement is integrated for 0.1 s, in
which approximately 2× 104 photons are sent. The detector counts of the SPCM
for symbol 1 for a sent symbol 0 are shown in (b). In (c) and (d) the detector
counts are shown for SPCM 0 and 1, respectively, for a sent symbol 1.

tains similar data as Fig. 6.3. It shows that when sender and receiver use the
same basis (top-left and bottom-right quadrants) the sent symbol can be clearly
detected. When different bases are used by the sender and receiver, the signal
is equally distributed over both detectors (top-right and bottom-left quadrants),
not revealing any information about the symbol sent. For these measurements
the wavefronts for basis B have not been constructed by superposition of wave-
fronts of basis A, as this requires the two multimode fibres for detection to be
identically aligned. Since this was not the case in the experiment, a second
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Figure 6.4 Count rates on the SPCMs of the receiver for all combinations of
symbol and basis. Each small dot represents a different wavefront correspond-
ing to a different spot on the fibre. The colour of the dots represents the detected
count rate. The incident photon rate is approximately 2× 105 s−1. Each mea-
surement is integrated for 0.1 s, in which approximately 2 × 104 photons are
sent. Different rows correspond to the four combinations of symbol 0, 1 and
basis A, B of the sender. The columns represent the SPCM for symbol 0, 1 in
basis A, B. The top-left quadrant of the image contains similar data as Fig. 6.3.
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Figure 6.5 Absolute value of Pearson’s linear correlation coefficients between
the different wavefronts used to send symbol 0. Only the first 60 wavefronts are
shown.

wavefront-shaping process was used to construct the wavefronts for basis B.
Since the contrast between correct and wrong detections is approximately 1.5,

the receiver can detect the sent symbol by assigning it to the detector that has the
highest signal. To check the performance of this method, we have transmitted a
series of 20000 random bits in a randomly chosen basis, each with approximately
2× 104 photons. Each bit was sent with a wavefront chosen randomly out of a
set of approximately 300 that resulted in a contrast greater than 1.4. For the
bits where the sender and receiver used the same basis, 99.5% of the bits were
detected correctly. When different bases were used for sending and receiving,
55% of the bits were detected correctly, which approaches the probability of 50%
expected for mutually unbiased bases of dimension two. The small deviation
can be explained by a difference in efficiencies of the SPCMs.

The wavefronts used by the sender that encode a single symbol should not
be similar. Otherwise, it is an easy task for an eavesdropper to recognize which
symbol is sent. To check the similarity of the wavefronts used in the experiment,
we have correlated all wavefronts with each other. Figure 6.5 shows the absolute
value of Pearson’s linear correlation coefficient of exp (iθ), where θ represents
each phase pattern on the SLM. Only the first 60 wavefronts for symbol 0 are
shown here. The diagonal elements equal 1, since these represent the correlation
of a wavefront with itself. The average correlation of the off-diagonal elements is
4%. The average correlation for two random wavefronts with the same number
of segments as used in the experiment would be 3%, indicating that there is
nearly no similarity between the wavefronts used.

The measurements shown so far have been done using a rather high incident
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Figure 6.6 Measured count rates at the SPCM corresponding to the sent symbol
(correct detection) as a function of incident single-photon rate (magenta squares).
Error bars indicate the standard deviation in the measurements. Only wave-
fronts that, at high photon rates, result in a contrast between correct and wrong
detection of 1.5 have been used. Also shown are the expected count rates for
heralded detection (magenta curve), unheralded detection (cyan curve), and the
SPCM dark count rate of 50 s−1 (dashed line). Approximately 960 segments
on the SLM have been controlled. The quantum-secure region with S > 1 is
indicated (green area).

single-photon rate of 2× 105 s−1. The integration time for each measurement
was 0.1 s, in which n ≈ 2× 104 photons have been sent. Since N ≈ 960 segments
on the SLM have been controlled, the quantum security parameter for these
measurements is S ≈ 0.05, cf. Eq (6.1). To reach a quantum-secure system,
with S > 1, this number of photons must be reduced. Figure 6.6 shows the
measured detection rate at the detector corresponding to the correct symbol as
a function of the incident photon rate. The results are averaged over multiple
wavefronts that, at high photon rates, result in a contrast between correct and
wrong detection of 1.5. Also shown is the expected detection rate for a heralded
detection, based on the efficiency of the setup, the heralding efficiency and dark
counts of the detectors. As expected, the detection rate decreases linearly with
the incident photon rate. In case one would not use a heralded detection, the
dark counts of the SPCMs, 50 s−1 in this experiment, limit going to low photon
rates. The latter is of central importance here because the secure regime with
S > 1 is reached at low photon rates, below 104 s−1.

While the detection rate decreases with decreasing incident photon rate, the
probability for correct detection of a symbol is preserved, as is visible in Fig. 6.7.
The graph shows the average probability for correct detection as a function of
incident single-photon rate for a contrast between correct and wrong detection
of 1.5 at high photon rates. The measured data match the expected constant be-
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Figure 6.7 Measured probability of correct detection of a sent symbol as a func-
tion of incident single-photon rate (magenta squares). Error bars indicate the
standard deviation in the measurements. Only wavefronts that, at high photon
rates, result in a contrast between correct and wrong detection of 1.5 have been
used. Also shown are the expected probability of correct detection for heralded
detection (magenta curve) and unheralded detection (cyan curve). Approxi-
mately 960 segments on the SLM have been controlled. The quantum-secure
region with S > 1 is indicated (green area).

haviour. For unheralded detection the probability for correct detection decreases
to 50% at low pump powers, where the detector dark counts dominate.

As visible in Fig. 6.6, the detection probability of a sent photon at the correct
detector is on the order of 10−4. This can be broken down in (1) the fraction
of input light that is transmitted through the scattering medium of 10%, (2)
optical losses in the setup of 90%, (3) a probability for correct detection of 60%,
and (4) a heralded photon detection efficiency of 5%. The optical losses in the
setup and detector efficiency are specific to the current implementation of the
setup, and can be reduced, increasing the detection probability by two orders
of magnitude. Furthermore, by increasing the number of control parameters in
the sent wavefront, i.e., the number of segments used for wavefront shaping,
the contrast between correct and wrong detection can possibly be increased,
resulting in an even higher probability for correct detection of the photons. We
expect that, ultimately, the limit on the throughput of the setup will be set by
the transmission of the scattering medium, on the 10-percent level.
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Figure 6.8 Scheme for PUF-enabled asymmetric quantum communication. The
sender encodes bits in a high-dimensional wavefront of photons, which are
transmitted over a quantum channel to the receiver. After transmission through
a physical unclonable key the photons focus to a spot, which can be efficiently
detected. The sent bit can be decoded using the location of the focused spot. The
message is directly contained within the sent wavefronts, and does not require
the existence of a classical channel between sender and receiver. The presence
of the physical unclonable key authenticates the receiver. Optionally, the sender
can record the response of the physical unclonable key on his side, to simulta-
neously confirm the authentication and presence of the receiver.

6.5 PUF-enabled asymmetric quantum
communication

In the previous section, we demonstrated how to combine the ideas behind
quantum-secure authentication with quantum key distribution to construct an
authenticated QKD protocol. The security of this protocol is based on the
quantum-secure readout of a physical unclonable key, for which a breach of
security is not expected to be possible. However, after a security breach the
QKD system would again be vulnerable to a man-in-the-middle attack on the
public classical channel, rendering it insecure. For this reason, in the current au-
thenticated QKD scheme, the random choices of basis do not add significantly
to the security, and can be left out. In the case that no random choices of basis
are used, also the public classical channel is not required any more. Removal
of the need of a public classical channel opens an exciting new possibility for
quantum-secure communication in an asymmetric fashion.
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Here, we introduce PUF-enabled asymmetric quantum communication
(PEAQC). PEAQC is an asymmetric method that allows for the secure trans-
mission of messages (not limited to keys) over a quantum channel, which can
only be read by an authenticated receiver. A major advantage of this commu-
nication method is that it is asymmetric, which can be seen as follows: since
the properties of the physical unclonable key are publicly known, anyone can
send messages which only the designated receiver, in possession of the key, can
decode. No two-way communication channel is required. To the best of our
knowledge, no asymmetric quantum communication protocol currently exists.

PEAQC is explained in Fig. 6.8. We incorporate a physical unclonable func-
tion, of which the properties are publicly known, as key in the quantum channel
to authenticate the receiver during the transmission, see Fig. 6.8. The sender
directly transmits a message. The bits are encoded in a high-dimensional spatial
wavefront, with dimension N, using a spatial light modulator.

At the receiver, the wavefronts are incident on a physical unclonable key,
which responds with a different wavefront. The receiver is capable, due to the
PUF, to detect these response wavefronts, since the sent wavefronts are chosen
such that the response on the receiver’s side is in the form of a focused spot,
which can be efficiently detected. The responses are grouped into two sets, cor-
responding to the symbols 0 and 1. For encoding of each of the symbols, a large
number of orthogonal wavefronts, which result in focused spots, is available.
One half of the focused spots is chosen to correspond to 0, and the other half to
1. A possible distinction between 0 and 1 could be made as indicated in Fig. 6.8,
by distinguishing between the left and right half of the detector area. The sent
bits can only be efficiently decoded by a receiver who is in possession of the
correct physical unclonable key.

Optionally, the method allows for separate authentication of the receiver by
the sender, by employing QSA on the response wavefront on the sender’s side.
In this way also the reception of a message can easily be verified by the sender.

To decode the sent bits, an eavesdropper, without the physical unclonable
key, has to recognize the sent N-dimensional wavefront, which we expect her
to be able to do with an efficiency of at most 1/N. In contrast, the receiver can
perfectly decode a sent bit using the physical unclonable key. Therefore, separate
authentication of the receiver is not necessary. A receiver of the message is
inherently authenticated. Note that, by abolishing the random choices of basis,
the probability for correct decoding of a sent bit by an eavesdropper did not
change significantly, from 1/(2N) for authenticated QKD to 1/N for PEAQC.
Just as for authenticated quantum key distribution, a security proof of PUF-
enabled asymmetric quantum communication is still outstanding, and expected
to be similar to the proof for quantum-secure authentication.
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6.6 Results on PUF-enabled asymmetric quantum
communication

Note that an experimental implementation of PEAQC is almost identical to that
of authenticated quantum key distribution in the previous section. The only
difference is that no random choices of basis are needed. Therefore, the results
of experiments on authenticated quantum key distribution (section 6.4) can be
directly used for a demonstration of PEAQC. Only basis A, for which results are
shown in Fig. 6.3, is used. The measurements of the previous section directly
demonstrate that, for a message sent using PEAQC in the setup of Fig. 6.2, 99.5%
of the bits are detected correctly. Because PEAQC does not employ a two-way
classical channel, the remaining 0.5% erroneous bits cannot simply be ignored.
These bits contain a part of the sent message and have to be corrected, which
can for example be done using a low-density parity-check (LDPC) code [125].

PEAQC is a communication protocol, not a method for key distribution. Its
method of operation can thus be directly demonstrated by the communication
of a message. This is shown in Fig. 6.8. First, a 39-symbol plain-text message
is converted to a bit string of 273 bits using ASCII encoding. Subsequently,
this bit string is encoded onto randomly chosen wavefronts of multiple single
photons by the SLM of the sender, that are sent to the receiver. Each bit is sent
with a wavefront (with N ≈ 960 segments) chosen randomly out of a set of
approximately 300 that results in a contrast greater than 1.4. The single-photon
rate in this experiment is 2× 105 s−1 and the integration time per bit is 0.1 s,
such that per bit n ≈ 2× 104 photons are transmitted. For these measurements
the quantum security parameter S is approximately 0.05, which does not yet
fall in the quantum-secure regime. At the receiver, the photons are incident on
the physical unclonable key, and its response is measured. Fig. 6.8(a) shows the
measured count rate at the receiver for each sent bit. Indicated are the signals at
detector 0 and detector 1. The histogram shows the occurrence of the detected
count rates, indicating the contrast in count rates between the detectors. To
retrieve the transmitted bit string, the value of each bit is assigned to the detector
with the highest signal. The resulting bit string is shown in Fig. 6.8(b). It can
be seen that this received bit string is identical to the sent bit string, which is
also shown in the figure. Finally, ASCII decoding is used to exactly retrieve the
sent message: “Ravi, what kind of cake would you like?” This result shows that
messages are transmitted successfully using PEAQC. By decreasing the number
of photons sent per bit by one order of magnitude (cf. Fig. 6.7), the method
becomes quantum secure.

6.7 Discussion

In this chapter we have shown an authenticated quantum key distribution pro-
tocol. More importantly, we have introduced a novel protocol for authenticated



Discussion 81

Figure 6.9 Received message transmitted using PEAQC, with approximately
2× 104 photons per bit. An ASCII-encoded message was sent as a bit string.
(a) Count rates on detector 0 (cyan) and 1 (magenta). The histogram shows
the occurrence of the detected count rates. (b) Bit string received by comparing
the count rates at detectors 0 and 1. The received bit string can be decoded to
retrieve the message: “Ravi, what kind of cake would you like?”
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and asymmetric quantum communication and have shown first results. The
security of both of these protocols is based on the quantum-secure readout of
a physical unclonable function [46, 120, 121]. Although a rigorous theoretical
proof of security for these specific applications of quantum-secure readout of
PUFs still remains to be shown, we expect that the quantum security parame-
ter S, defined as the ratio of the number of controlled modes over the number
of photons, acts as the key parameter. In case that a sufficient requirement for
security is indeed S > 1, our implementations of authenticated quantum key
distribution and PUF-enabled asymmetric quantum communication are secure.

Focusing on transferring authenticated quantum key distribution and PUF-
enabled asymmetric quantum communication from proof-of-principle demon-
strations, as presented in this chapter, to real-world applications, several mod-
ifications and improvements are available. While in the current experiments
single-photon states have been used, these are not strictly required. A simpli-
fied, though still secure, implementation could employ weak coherent states,
as used in the recent demonstration of quantum-secure authentication [46]. To
vastly increase the bit rate of the transmission a digital micromirror-based SLM
can be used. At the moment only a single bit of information is encoded in the
photons. To increase the information content per photon, the protocols for au-
thenticated quantum key distribution and PUF-enabled asymmetric quantum
communication can be straightforwardly extended to a larger alphabet. As a
large alphabet requires detection of a high number of symbols, the use of an
intensified CCD camera instead of multiple single-pixel single-photon counting
modules would be more attractive.



7 Control of light
propagation in integrated
optical networks

7.1 Introduction

In the previous chapters of this thesis we have used wavefront shaping to achieve
control over the propagation of light through opaque scattering media. Here, an
alternate scattering platform is studied, consisting of an array of thousands of
weakly coupled waveguides in integrated optics. Due to the high throughput
of integrated optics, compared to opaque scattering media, it is an attractive
platform to program quantum interference between a large number of modes in
these massively multichannel networks. To our knowledge, large arrays contain-
ing thousands of waveguides, creating massively multichannel systems, have not
yet been investigated. Scattering of light in coupled waveguide arrays has been
thoroughly studied, using a tight-binding approach as well as a Floquet-Bloch
analysis [126–128]. A wide variety of optical phenomena has been observed,
such as discrete diffraction [129–132], excitation of Bloch waves [133, 134], Bloch
oscillations [135, 136], the optical Zeno effect [137, 138], and transverse localiza-
tion [139, 140], as well as phenomena based on nonlinear optical effects, such as
soliton formation [141, 142] and light bullets [143].

Planar integrated optics where light can propagate and scatter only in two
dimensions, not necessarily restricted to coupled waveguide arrays, allows for
monitoring of light in such structures from the third dimension (top or bottom).
Furthermore, when studying integrated optical circuits, usually a well-defined
geometry can be realized, periodic as well as random, with extremely high long-
term stability. Monitoring light in such structures provides “literally” insight in
light propagation and its modification by wavefront shaping, which is generally
not straightforward in opaque scattering media. The results can be compared
with wavefront shaping in opaque scattering media.

Arrays of coupled waveguides are also of great interest in the field of quan-
tum optics. To date, quantum correlations [144, 145], Bloch oscillations [146, 147],
quantum walks [14, 148–150], and Anderson localization [151–154] with quan-
tum states have been observed in coupled waveguide arrays. Furthermore, cou-
pled waveguide arrays allow to construct quantum simulators [9] and quantum
logic gates [155]. Recently, quantum simulations of Majorana dynamics [10]
and entangled state transfer [156] have been demonstrated in arrays of coupled
waveguides.

Our focus is the realization of massively multichannel linear optical networks
with programmable quantum correlations, again without requiring tuning of the
network itself. The desired programmable functionality is achieved by adaptive
modulation of the incident quantum states. In this chapter, as a first step, we em-
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ploy wavefront shaping to achieve control over the propagation of light through
an integrated optical array of coupled waveguides.

7.2 Model

The propagation of light through an array of weakly coupled waveguides can
be described, for instance, using a set of coupled-mode equations. Assuming
only nearest-neighbour interactions, the change of the complex electric field in
waveguide m is given as [126, 127]

∂Em (z)
∂z

= iβEm (z) + iC (Em−1 (z) + Em+1 (z)) , (7.1)

where β = 2πneff/λ is the propagation constant of the waveguide, C is the
coupling constant between neighbouring waveguides, and z is the propagation
direction. This description is equivalent to the tight-binding model used in solid-
state physics [157, 158]. For an infinite array of waveguides, these coupled-
mode equations can be solved analytically. In the case of light with electric field
amplitude A0 incident in a single waveguide with index 0, and zero field in all
other waveguides, i.e., Em (0) = A0δm0, the electric field in waveguide m is given
as

Em (z) = A0(i)
m exp (iβz)Jm (2Cz) , (7.2)

where Jm is the Bessel function of the first kind of order m. The evolution of
a light field with other initial conditions, such as with light incident at z = 0
in more than a single waveguide, can be obtained by superposition of Eq. (7.2)
for all input waveguides. Figure 7.1(a) shows the propagation of light inside the
coupled waveguide array, when a single centre waveguide is illuminated. Here,
a finite array of 51 waveguides with a spacing of 3 µm is considered, with a
propagation constant matching that of the waveguides used in the experiments
in this chapter. The coupling constant is set at C = 0.01β, to clearly visualize
the transfer of light between waveguides on the length scale displayed in the
figure. Because in the figure an array containing a finite number of waveguides is
displayed, the propagation is calculated by solving Eq. (7.1) numerically using a
Runge-Kutta method. Since one is interested in the envelope of the electric field,
the iβEm (z) term, which only gives rise to a rapidly varying phase exp(iβz), can
be ignored. It can be seen in Fig. 7.1(a) that the light fans out in the transverse
direction while propagating through the array. The highest intensity is found
at the outer edges of the fan. Its opening angle is determined by the coupling
constant of neighbouring waveguides. The intensity profile follows a Bessel
function, as predicted by Eq. (7.2). Although the solution in Eq. (7.2) is strictly
valid only for a infinite array of waveguides, it is still approximately valid here,
since the light has not yet reached the sides of the waveguide array.

From Eq. (7.1), the diffraction relation, which is a dispersion relation, of an
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Figure 7.1 Calculated intensity distributions in a coupled array of 51 waveg-
uides for various inputs at z = 0. (a) Light incident in a single waveguide. (b) A
Gaussian beam incident with a 1/e2-width of 30 µm. (c) A Gaussian beam inci-
dent with a 1/e2-width of 30 µm at an angle of 3.8◦, corresponding to kxd = π/2.
(d) A Gaussian beam incident with a 1/e2-width of 30 µm at an angle of 7.6◦,
corresponding to kxd = π.

infinite array of coupled waveguides follows:

kz = β + 2C cos (kxd) , (7.3)

where kx and kz are, respectively, the x and z components of the wave vector,
and d is the spacing of the waveguides. Note that this dispersion relation is a
one-dimensional tight-binding approximation [157, 158]. The diffraction relation
is visualized in Fig. 7.2. It can be seen from the figure and Eq. (7.3), that a
Brillouin zone exists for −π < kxd ≤ π. A coupled-mode theory approach only
describes the first propagation band of the coupled waveguide array, for which
the energy is concentrated inside the waveguides. The complete band structure
of the coupled waveguide array, also considering modes where the energy is
not necessarily concentrated inside the waveguides, would be obtained using a
Floquet-Bloch analysis [133, 134]. However, this degree of detail is not further
considered in the initial investigations.

The diffraction relation imposes a limit on the transverse velocity of light
in the waveguide array, and thus a limit for the maximum angle of propaga-
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Figure 7.2 Diffraction relation for a coupled waveguide array. Higher order
bands, where the energy is not necessarily concentrated inside the waveguides,
have been omitted.

tion. The angle of propagation of light, θ = arctan ∂kz
∂kx

, reaches a maximum
of θmax ≈ 2Cd for kxd = π/2. Also of interest is the divergence of the light
D = ∂2kz

∂k2
x

, often called diffraction in this context, which changes sign, and even
vanishes, at kxd = π/2. These effects can be seen in Fig. 7.1(b)-(d). Figure 7.1(b)
shows the propagation of a Gaussian beam of 30 µm 1/e2-width incident at
normal incidence, i.e., kx(0) = 0. The beam diverges while propagating, and
maintains its Gaussian shape. By changing the angle of incidence of the Gaus-
sian beam at the input, the light refracts and propagates through the waveguide
array at an angle. At an angle of incidence of 3.8◦, corresponding to kxd = π/2,
the beam propagates at a maximum angle of θmax ≈ 36◦. The beam completely
retains its shape and size (with a flat phase front), as the divergence D vanishes.
This case is shown in Fig. 7.1(c). A further increase of the angle of incidence
results in a decrease of the angle of propagation. At an angle of incidence of
7.6◦, corresponding to kxd = π, shown in Fig. 7.1(d), the beam again propagates
straight through the waveguide array, as if it were injected at normal incidence.
Indeed, the intensity distributions in Fig. 7.1(b) and Fig. 7.1(d) are identical. The
difference in these cases is the sign of the divergence D, and therefore the curva-
ture of the phase fronts: negative curvature in Fig. 7.1(b) and positive curvature
in Fig. 7.1(d).

The spread of the light to mainly two outer lobes in Fig. 7.1(a) and the anoma-
lous refraction and diffraction in Fig. 7.1(b)-(d) are examples that show that
propagation of light in a coupled waveguide array, also called discrete diffrac-
tion, is radically different from diffraction in continuous media, such as free
space. In the following sections, we will study how this discrete diffraction can
be controlled by shaping the wavefront of the incident light.
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Figure 7.3 (a) Schematic drawing of the coupled waveguide array, consisting
of 3333 weakly coupled waveguides with a length of 30 mm. (b) Calculated
intensity distribution of the fundamental quasi-TE mode of a single waveguide
for a wavelength of 790 nm. The silicon nitride core of the waveguide, with a
width of 1 µm and a height of 30 nm, is indicated.

7.3 Sample description

The specific coupled waveguide array considered in this chapter is shown in
Fig. 7.3(a). The array consists of a 10 mm-wide section of silicon nitride waveg-
uides at a spacing of 3 µm, thus forming an array of 3333 evanescently coupled
waveguides. The length of the waveguides is 30 mm. Each single waveguide
consists of a rectangular silicon nitride core (Si3N4), with a width of 1 µm and
a height of 30 nm, which is surrounded by a cladding of silica (SiO2), with a
thickness of 8 µm on both top and bottom. At a wavelength of 790 nm, as used
in the experiments, the refractive indices of the Si3N4 core and SiO2 cladding are
ncore = 2.00 and nclad = 1.45, respectively. Waveguides of this type can support
modes with different polarizations. By convention, the modes polarized mainly
in the x direction are called quasi-TE polarized, and the modes polarized in the
y direction quasi-TM polarized. The waveguides considered here support only a
single, fundamental, mode in each of the two polarizations. Figure 7.3(b) shows
the theoretical intensity distribution of the fundamental TE mode of the waveg-
uide, which is the mode of interest in this work, for a wavelength of 790 nm. This
distribution was numerically calculated by solving the electromagnetic modal
vector wave equation using a finite-element method (COMSOL Multiphysics).
The effective refractive index of this TE mode is neff ≈ 1.46. In addition to this
TE mode, the waveguide also supports a single TM mode, which is less confined
than the TE mode. The TM mode, however, is not considered further because in
the experiments we injected only TE polarized light.
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Figure 7.4 Setup for wavefront shaping on the coupled waveguide array. The
input wavefronts are modulated with a SLM, and focused, in the y direction,
on the input of the coupled waveguide array using a cylindrical lens. The SLM
only modulates the wavefront in the x direction. The output facet of the coupled
waveguide array, as well as out-of-plane scattering from waveguides, are imaged
onto CCD cameras. The CCD image shows a part of the output facet. For
experiments that require excitation of a single waveguide, the cylindrical lens is
replaced by an aspheric lens.

7.4 Experimental setup

Figure 7.4 shows the setup for experiments on wavefront shaping in coupled
waveguide arrays. As light source a Kerr-lens mode-locked Ti:Sapphire os-
cillator, which emits transform-limited sech2-pulses with a pulse duration of
1.83 ± 0.04 ps at a repetition rate of 76.0 MHz and a spectral width of
0.35 ± 0.05 nm centered around a wavelength of 790.0 nm, is used. The input
wavefronts of the light are phase modulated (shaped) with a liquid-crystal spa-
tial light modulator, and subsequently polarized such that only the TE mode of
the coupled waveguide array becomes excited. Next, the light is focused in the y
direction, on the input facet of the coupled silicon nitride waveguide array using
a cylindrical lens (f=11 mm). The cylindrical lens creates a line focus that is used
to couple light into approximately 1000 waveguides. For wavefront shaping, the
SLM only needs to modulate the wavefront in the x direction. This is achieved
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by combining pixels on the SLM into columnar segments. For experiments that
require excitation of a single waveguide, an aspheric lens (f=11 mm) is used for
focusing. Using an objective (20×, NA=0.4), the output facet of the waveguide
array is imaged on a CCD camera. This camera is also used for feedback during
the wavefront-shaping processes. Simultaneously, the top surface of the cou-
pled waveguide array is also imaged on a CCD camera with an objective (40×,
NA=0.6) to observe out-of-plane scattering from the waveguides. Both cameras
are able to resolve light coming from single waveguides.

7.5 Results

To characterize the coupled waveguide array before the wavefront-shaping ex-
periments, we first aimed on the observation of discrete diffraction of light in the
array. For this purpose, we inject light into a single waveguide using an aspheric
lens. Figure 7.5 shows the measured propagation of the light through the waveg-
uide array, in comparison with calculations using Eq. (7.1). A camera image of
the entire waveguide array taken from the top is shown in Fig. 7.5(a). The image
contains 3333 waveguides, which is too many to resolve in the image. One can
see that the light tunnels between the waveguides and fans out. From the open-
ing angle of this fan, the coupling constant is determined to be C ≈ 0.001β. A
zoom-in at the location indicated by the arrow is shown in Fig. 7.5(b), revealing
individual waveguides. This camera image shows oscillations in the distribution
of the light in the transverse direction. The experimental data in Fig. 7.5(a), and
the zoom-in in Fig. 7.5(b), can be compared with the calculated intensity distri-
butions in Fig. 7.5(c)-(d). In the calculations, the coupling constant, the only free
parameter, is set to C = 0.001β, as determined from the opening angle of the fan.
The measured intensity in each waveguide at the output of the waveguide array
is shown in Fig. 7.5(e). Shown is the intensity profile at the edge of the fan. At
the input of the array, the light is incident in waveguide 0. The average intensity
in each waveguide is obtained by integrating the intensity measured by a CCD
camera over the area corresponding to each waveguide. Because the field of view
of the objective is not sufficiently large to observe the entire waveguide array at
once, the objective and camera are scanned to capture the entire waveguide ar-
ray. Thereafter, multiple camera images have to be stitched together to construct
a complete image. Figure 7.5(e) also shows the calculated intensity profile at the
output. It can be seen that the experimental data agree qualitatively with the
calculations for the outer three oscillations of the Bessel function. The remaining
discrepancy can be caused by a imperfect alignment of the incident light beam,
resulting in an excitation of multiple waveguides at the input of the coupled
waveguide array, by nonuniform coupling constants between every waveguide,
and by additional errors that might be introduced by stitching together multi-
ple camera images. We have also studied the propagation of incident Gaussian
beams at various different angles of incidence (not shown here), which matches
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the prediction from calculations shown in Fig. 7.1.
Next, we demonstrate wavefront shaping in an array of coupled waveguides.

The incident light is focused on the input facet of the waveguide array using a
cylindrical lens. Approximately 1000 waveguides are illuminated with an ap-
proximately Gaussian intensity distribution in the x direction. Next, we observe
the light output from a single, arbitrarily selected waveguide of the array us-
ing the CCD camera. We optimize this waveguide output by fitting the optimal
phase for each SLM segment that results in maximum constructive interference
in the area on the camera corresponding to this waveguide. The input wavefront
is controlled by 400 columnar segments on the SLM.

The results are presented in Fig. 7.6. In this case we selected the target for
the optimization as the waveguide output at x = 0. Shown is the intensity
distribution of the central section of the waveguide array after optimizing the
wavefront. Note that a logarithmic intensity scale is used, to be able to display
the strongly varying intensities spanning three orders of magnitude. Every small
peak in the curve with µm-size transverse extent corresponds to the centre of an
individual waveguide of the array. Indeed, a high intensity is achieved in the
target waveguide. The increase in intensity is clearly visible by comparing with
the average intensity distribution for a random incident wavefront. The intensity
in the enhanced target is about 640 times higher after optimization. Note that in
the figure only a central section of the waveguide array is shown, covering about
150 waveguides, which corresponds to 4.5% of the full array. The large increase
in intensity in this central section is accompanied by a decrease of intensity in
the outer parts of the waveguide array. Another observation in Fig. 7.6 is that
not only the intensity in the target waveguide is enhanced. Of the section of the
coupled waveguide array displayed in Fig. 7.6, the intensity in the majority of the
neighbouring waveguides increases as well by optimizing on a single waveguide.
The most enhanced region is a section covering approximately 7 waveguides
surrounding the target waveguide. This behaviour is notably different from
wavefront shaping on opaque scattering media. We suspect that to achieve a full
concentration of the light into a single waveguide, also amplitude control of the
incident wavefront is required.

We find that the enhancement of the intensity in the target waveguide de-
pends on the degree of control one has over the incident wavefront, and there-
fore on the number of control segments on the SLM that are used. In Fig. 7.7 we
investigate this dependence. Shown is the enhancement in the target waveguide,
defined as the ratio of the intensity in the target before optimization (with ran-
dom wavefronts) and after optimization, as a function of the number of segments
used on the SLM. The diameter of the incident beam is held constant. Thus,
changing the number of controlled segments changes the number of waveguides
that are addressed by each SLM segment. The figure shows that the enhance-
ment increases by increasing the number of controlled segments. The scaling
of enhancement with the number of segments is notably different from wave-
front shaping in opaque scattering media, where a linear behaviour with slope
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Figure 7.5 Evolution of light incident in a single waveguide. (a) Camera im-
age of the top of the coupled waveguide array. A zoom-in at the location in-
dicated by the arrow is shown in (b), revealing individual waveguides. The
calculated intensity distribution in the coupled waveguide array is shown in (c),
and a corresponding zoom-in in (d). (e) shows a part of the measured (ma-
genta squares) and calculated (magenta curve) intensity at the output facet of
the coupled waveguide array.



92 Control of light propagation in integrated optical networks

Figure 7.6 Intensity measured at the output facet in the central section of the
coupled waveguide array. Every peak in the curves corresponds to the centre
of an individual waveguide of the array. There are approximately 150 wave-
guides visible in this figure. At the input approximately 1000 waveguides are
illuminated. The magenta curve shows the intensity distribution after wavefront
shaping on a target waveguide at x = 0. The average intensity distribution for
random wavefronts is indicated by the cyan curve. Note the logarithmic vertical
axis.

Figure 7.7 Enhancement of the intensity in the target waveguide (magenta
squares) as a function of the number of segments used on the SLM. Also shown
is a linear fit (grey curve) to the six rightmost data points, corresponding to
optimizations using 50 or more segments.
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π/4 ≈ 0.79 is expected [29]. In the coupled waveguide array, the enhancement
does not scale linearly with the number of segments. Surprisingly, when using
more than 50 segments, the enhancement increases more rapidly, with a slope
of approximately 1.8, than it would in opaque scattering media. More analysis
is needed to understand the scaling of enhancement as a function of number of
control segments in coupled waveguide arrays.

7.6 Discussion

We have demonstrated control over the propagation of light through an array of
3333 coupled integrated optical waveguides. By adaptive phase modulation of
the incident wavefront, the light can be directed to a target waveguide, of which
the intensity increased about 640 times, as compared to random wavefronts.
Building on these first steps, it appears straightforward to construct, in the next
step, arbitrarily programmable linear optical networks, using the algorithm pre-
sented in chapter 4. As a start, these networks can be used for two-photon
quantum interference experiments similar to the experiments of chapter 5. As
an important difference, due to the high throughput of integrated optics, the-
oretically close to 100% [159], it is realistic to program quantum interference
between a large number of modes in these massively multichannel networks.
Also studies of quantum interference between multiphoton Fock states should
become accessible. In this way we realize massively multichannel linear optical
networks with programmable quantum correlations, without tuning the network
itself.

To fully understand the process of wavefront shaping in coupled waveguide
arrays, more theoretical analysis is needed. For example, it is intriguing that,
while directing the light to a single waveguide, the light settles into a section
covering multiple waveguides. We suspect that this settling into multiple waveg-
uides is due to the use of phase-only modulation of the incident wavefront, and
can be resolved by adding amplitude control. This can be readily employed in
the current experimental setup, where a cylindrical lens is used to inject the light
into the waveguide array. While columnar segments, in the shape of columns, on
the SLM are used to achieve phase control between adjacent waveguides, tabular
segments, in the shape of rows, can be used for adjusting the focusing in the y
direction. Since the coupling efficiency into the waveguide array critically de-
pends on the focusing of the light, changing the focus effectively should enable
an amplitude modulation of the light in the waveguide array.

Propagation of light through a coupled waveguide array significantly de-
viates from opaque scattering media. Nevertheless, integrated optical systems
may give insight in the process of wavefront shaping, for instance on the dis-
tribution of energy inside the structure [160], that can be applied to opaque
scattering media. Especially planar integrated optics are of interest since they
allow for monitoring from the top, by, for example, out-of-plane scattering or via
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a near-field scanning optical microscope. A structure of interest, because it can
form an intermediate system between three-dimensional random scattering and
two-dimensional periodic scattering, would be a highly multimode waveguide
containing artificial scatterers, that might exhibit behaviour similar to an opaque
scattering medium.

While coupled waveguide arrays themselves have been tailored to control
the discrete diffraction for specific purposes [129, 132, 161, 162], it is an open
question if a coupled waveguide array is the most suitable basis for creating
programmable linear optical networks. In chapter 8 we will suggest a variety of
other systems that should be investigated.



8 Outlook
8.1 Straightforward extensions

In this thesis, we have demonstrated programmable quantum interference be-
tween single photons in massively multichannel networks. Programmable quan-
tum interference between a large number of modes in a massively multichannel
network has the potential for large-scale quantum information processing. A
next step, building on the current experiments on quantum interference in a
programmable 2×2 network, is to study quantum correlations between more
photons in larger networks. One could extend the number of channels in this
network and study the quantum interference of single photons in a large num-
ber of modes. Furthermore, one could study interference between more than two
photons, for which different approaches can be followed. The first approach is to
study the interference of multiple, i.e., three, four, or perhaps even more, single
photons. Alternatively, interference of multiple multiphoton states in a pro-
grammable network is of interest, for instance interference of two two-photon
Fock states. Interference in these networks can be captured in a framework sim-
ilar to the one used in chapter 2. Experiments pursuing these directions have
already started.

To register multiphoton correlations in a large number of channels, detectors
that are more attractive than multiple single-pixel single-photon counting mod-
ules are available. Of relevance are arrays of superconducting single-photon de-
tectors, offering high detection efficiencies and photon-number resolution, or in-
tensified CCD cameras, allowing single-shot coincidence detection and photon-
number resolution over a megapixel area.

8.2 New elements

Platforms used for studying programmable multiphoton correlations could be
opaque scattering media or arrays of coupled waveguides, as used in this the-
sis. Excitingly, a much larger variety of massively multichannels networks can
be explored. It would be fascinating to investigate quantum transport of light
in different systems, such as multimode fibres [57], arrays of waveguides that
are coupled through ring resonators [163] to allow also backward propagation
of the light, arrays of corrugated waveguides that provide coupling constants
which change with propagation, waveguide arrays with a periodically varying
coupling constant in the transverse direction, highly multimode waveguides con-
taining artificial scatterers, or large networks of numerous directional couplers
(beam splitters) [164] as are currently employed for demonstrations of boson
sampling. By monitoring out-of-plane scattering of light in these structures, one
might even gain insight into light propagation and its modification by wavefront
shaping, that can be applied to opaque scattering media.

The desired functionality of the programmable optical networks in this thesis
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is achieved by preparing the photons in a spatially entangled state over all input
channels of the fixed network, using a spatial light modulator and a scattering
medium, such that they can be directed at targeted output channels with pro-
grammable amplitude and phase. In integrated optics an alternative approach
of actively tuning the network itself is used. To provide the maximum freedom
in programmability and the ultimate richness in variety of addressable quantum
circuits, it looks promising to combine these two approaches in a single system:
first inducing the desired functionality internally, by tuning the elements in the
network, and then externally by wavefront shaping on the same network with
all tuning elements turned off. This could for instance be done with a large
network of tunable directional couplers [4, 5, 164].

Finally, one is not restricted to linear optical networks to induce program-
mable quantum correlations. Also programmable multiphoton correlations in
nonlinear optical systems can be envisaged, which, apart from fundamental in-
terest, would be of assistance to optical quantum computing [8]. One could for
example create a scattering medium which not only contains scatterers, but also
cavities and emitters. It would be intriguing to apply wavefront-shaping tech-
niques to such a system, and possibly create programmable pathways between
the resonators. Alternatively, it is possible to exploit the nonlinear optical mate-
rial response for, say, the Kerr effect, spontaneous parametric down-conversion
or spontaneous four-wave mixing inside a scattering medium. Although these
effects will be extremely weak in such a medium, perhaps one could realize com-
plex multimode entangled states this way [165–167]. Excitingly, first steps into
this direction can be readily taken. One could apply spatial shaping to the pump
light of the spontaneous parametric down-conversion source, and investigate if
one can influence, and control, spectral and spatial properties of the signal and
idler photons, or the correlations between them.

8.3 Applications

By vastly extending the number of monitored channels of the network, and mea-
suring quantum correlations between the outputs using a few incident photons,
one enters the field of boson sampling in massively multichannel systems. In
boson sampling one is interested in the photon correlations at the outputs of a
large optical network, given a specific input state. Measuring the output pho-
ton distribution in a boson sampling experiment on a massively multichannel
network, such as an opaque scattering medium, is extremely challenging, since
these networks contain a large number of channels, which all have to be con-
trolled. Unmonitored channels, for instance channels due to undesired scatter-
ing, will act as losses. As discussed in this thesis, by preparing the photons in a
spatially entangled state over all input channels using a spatial light modulator,
we can program desired correlations at the outputs of a network. Theoretically,
if one injects single photons into the programmed outputs of this network, in-
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terference again results in the same spatially entangled state over all inputs.
Therefore, the correlations in this spatially entangled state are given by the bo-
son sampling matrix of the inverse network. A measurement of the correlations
of the entangled state then matches the boson sampling problem of the inverse
network. As the entangled state is created through a unitary projection on the
spatial light modulator, which carries the information of the massively multi-
channel network, the hardness of this inverse boson sampling problem is similar
to conventional boson sampling. Such a correlation measurement is performed
in between the spatial light modulator and the massively multichannel network,
and can thus be done without the network in place, avoiding losses.

To ease the wavefront-shaping process used for constructing the programma-
ble optical networks, we have used classical coherent laser light to simulate the
spatiotemporal modes of the single-photon states. This approach has shown to
be suitable for controlling the propagation of light, and allows for interferomet-
ric measurements. However, it would be appealing to investigate the process
of wavefront shaping directly on single-photon states and multiphoton states.
This would bring security to quantum communication protocols which require
wavefront shaping on a regular basis. Such experiments on direct wavefront
shaping of single-photon and multiphoton states can be realized using our ver-
satile quantum light source.

In chapter 6 we have introduced a physical unclonable key, in the form of an
opaque scattering medium, into a protocol for quantum key distribution. A se-
cure read-out of this physical unclonable key allows authentication of the parties
participating in the protocol. This authentication method can be incorporated
into a wide variety of quantum protocols, to realize for example authenticated
quantum teleportation [168–170] or authenticated entanglement swapping [171].





A Detailed drawing of the
experimental setup

Figure A.1 shows a detailed schematic drawing of the optical part of the experi-
mental setup used for most of the experiments in this thesis. The light source for
the experiments is a mode-locked picosecond Ti:Sapphire oscillator (right). Part
of the light of this laser is sent to a diagnostics section, containing, among others,
a spectrometer and autocorrelator. Also light of a continuous-wave diode laser
can be merged into the main beam path. Next, the power of the light is divided
into two parts. Most of the laser light is frequency doubled in an LBO crys-
tal. After spectral and spatial filtering, the frequency-doubled light is used for
spontaneous parametric down-conversion in a PPKTP crystal (centre). The other
part of the laser light, which is not routed through the LBO crystal, is coupled
through a single-mode fibre and overlapped with the frequency-doubled light.
This direct laser light is used for alignment, as well as for wavefront shaping pro-
cesses. A PBS is used to separate the down-converted photon pairs, after which
the photons are coupled into two single-mode fibres (yellow). The outputs of
both fibres (left) are modulated using a spatial light modulator and recombined
at a PBS, before focusing on a sample, which can consist of an opaque scattering
medium or an integrated optical circuit. Both the transmission and reflection of
the sample can be directly monitored using CCD cameras or coupled into two
fibres for detection by photodiodes, spectrometers, or single-photon counting
modules.
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Summary
Multiphoton quantum correlations are crucial for quantum information process-
ing and quantum communication protocols in linear optical networks. For large-
scale implementation of quantum information processing, such as quantum sim-
ulators, boson sampling or programmable quantum logic gates, a programmable
functionality of a large multichannel network is required. In this thesis, we de-
scribe and demonstrate programmable quantum interference between multiple
single-photon states in massively multichannel networks.

Using a theoretical analysis we first show that losses in optical networks,
which are unavoidable in experiments, introduce new freedom, in that the func-
tionality of the network, and thus also quantum interference in there, is pro-
grammable to an extent not possible with lossless networks. By implementing
losses in the form of uncontrolled and unmonitored channels of a massively mul-
tichannel network, it is possible to construct a fully programmable linear optical
network, without actively tuning the network itself. In this way one can induce
programmable multiphoton correlations, which can be applied to a variety of
useful quantum information processing and simulation protocols.

We introduce a method to program the functionality of general multichannel
linear optical networks in opaque scattering media by phase modulation of in-
cident wavefronts. We demonstrate our method by programming linear optical
networks with multiple inputs and multiple outputs of arbitrary functionality
in an opaque scattering medium, and verify their functionality using interfero-
metric techniques. This method to program linear optical networks of arbitrary
functionality is not restricted to opaque scattering media, but can also be ap-
plied to integrated optics. As a first step to this end, we show control over the
propagation of light through an array of evanescently coupled waveguides. By
adaptive phase modulation of the incident wavefront, we direct light to a tar-
geted output waveguide. Due to its high throughput, integrated optics offers an
attractive platform to program quantum interference between a large number of
channels.

To demonstrate quantum interference in massively multichannel networks
we require a source of multiple indistinguishable single-photon states. There-
fore, we have constructed and characterized a versatile quantum light source
based on spontaneous parametric down-conversion, whose output can be eas-
ily tuned from pure single-photon states to quantum states with a high photon
number.

For the first time, we demonstrate two-photon quantum interference in a
massively multichannel linear optical network realized in an opaque scattering
medium. Using adaptive phase-modulation of the incident photons, the scat-
tering medium is transformed to behave as a fully programmable beam splitter.
Since the selected channels stem from a manifold of millions of channels, the
programmed network need not fulfil energy conservation and is thus freely tun-
able in functionality. Exploiting this freedom, we not only show the well-known
Hong-Ou-Mandel bunching of photons, but also demonstrate that this bunch-
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ing can be made to vanish, or be transformed into antibunching. Our results
establish opaque scattering media as a platform for massively multichannel lin-
ear optical networks with programmable quantum correlations, which is notably
relevant for boson sampling and physical-key-based authentication.

Finally, the high number of available channels offered by opaque scattering
media can directly be employed for authentication of secure communication. We
present an authenticated protocol for quantum key distribution that removes
the need of an initial shared secret for authentication. Moreover, we introduce
and demonstrate the first protocol for authenticated and asymmetric quantum
communication, based on the quantum-secure readout of a physical unclonable
function.



Samenvatting
Kwantumcorrelaties tussen meerdere fotonen zijn van groot belang voor de ver-
werking van kwantuminformatie en protocollen voor kwantumcommunicatie in
lineaire optische netwerken. Voor implementaties van kwantuminformatiever-
werking op grote schaal, in de vorm van kwantumsimulators, boson samplers
of programmeerbare logische kwantumpoorten, is het nodig de functionaliteit
van grote meerkanaalsnetwerken te kunnen programmeren. In dit proefschrift
beschrijven en demonstreren we programmeerbare kwantuminterferentie tussen
meerdere éénfotontoestanden in netwerken met myriaden kanalen.

Via een theoretische analyse laten we eerst zien dat verliezen in optische net-
werken, die in experimenten niet te vermijden zijn, een nieuwe vrijheid introdu-
ceren: de functionaliteit van het netwerk, en daarmee ook de kwantuminterfe-
rentie in het netwerk, wordt vrij programmeerbaar in een mate die niet mogelijk
is in verliesvrije netwerken. Door de verliezen te implementeren in de vorm
van kanalen die niet beheerst en niet geobserveerd worden is het mogelijk om
een volledig programmeerbaar lineair optisch netwerk te construeren zonder het
netwerk zelf te verstellen. Op deze wijze kan men programmeerbare correlaties
opwekken tussen meerdere fotonen, wat toegepast kan worden op verscheidene
nuttige protocollen voor kwantuminformatieverwerking en kwantumsimulaties.

We introduceren een methode om de functionaliteit van algemene lineaire
optische meerkanaalsnetwerken te programmeren in ondoorzichtige verstrooi-
ende materialen door middel van fasemodulatie van de inkomende golffronten.
We laten de werking van onze methode zien door lineaire optische netwerken
met meerdere in- en uitgangen en een vrij te kiezen functionaliteit te program-
meren in een verstrooiend materiaal. De functionaliteit van deze netwerken
verifiëren we met behulp van interferometrische technieken. Deze methode om
lineaire optische netwerken met willekeurige functionaliteit te programmeren
beperkt zich niet tot verstrooiende materialen, maar kan ook toegepast worden
op geïntegreerde optica. Als eerste stap in deze richting tonen we beheersing
over de voortplanting van licht in een rij van evanescentgekoppelde golfgelei-
ders. Door middel van adaptieve fasemodulatie van het inkomende golffront
kunnen we licht sturen naar een geselecteerde uitgangsgolfgeleider. Omdat zij
een hoge transmissie kent, vormt geïntegreerde optica een interessant platform
voor het programmeren van kwantuminterferentie tussen een groot aantal ka-
nalen.

Om programmeerbare kwantuminterferentie aan te tonen in netwerken met
myriaden kanalen hebben we een bron van meerdere ononderscheidbare éénfo-
tontoestanden nodig. Daarom hebben we een veelzijdige kwantumlichtbron op
basis van spontane parametrische downconversie geconstrueerd en gekarakteri-
seerd. Deze bron kan eenvoudig ingesteld worden voor het genereren van zowel
pure éénfotontoestanden als kwantumtoestanden met een groot aantal fotonen.

Voor het eerst laten we programmeerbare kwantuminterferentie tussen twee
fotonen zien in een lineair optisch netwerk met myriaden kanalen, dat gereali-
seerd is in een verstrooiend materiaal. Door middel van adaptieve fasemodu-
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latie van de inkomende fotonen wordt het verstrooiende materiaal zo getrans-
formeerd dat het zich gedraagt als een volledig programmeerbare bundelde-
ler. Omdat de geselecteerde kanalen voortkomen uit een collectie van miljoenen
kanalen hoeft het geprogrammeerde netwerk niet te voldoen aan behoud van
energie en is het dus vrij instelbaar in functionaliteit. Gebruikmakend van deze
vrijheid laten we niet alleen het samenklonteren van fotonen zien, welbekend
als het Hong-Ou-Mandeleffect, maar tonen we ook aan dat dit klonteren kan
worden opgeheven, of kan worden omgezet naar antiklonteren. Door onze re-
sultaten bewijzen verstrooiende materialen zich als platform voor grote lineaire
optische meerkanaalsnetwerken met programmeerbare kwantumcorrelaties. Dit
is in het bijzonder relevant voor boson samplen en authenticatie met fysieke
sleutels.

Tenslotte kan het grote aantal aan beschikbare kanalen dat verstrooiende ma-
terialen bieden direct worden ingezet voor de authenticatie van beveiligde com-
municatie. We presenteren een geauthentiseerd protocol voor kwantumsleutel-
distributie dat de noodzaak van een eerder gedeeld geheim voor authenticatie
wegneemt. Bovendien introduceren en demonstreren we het eerste protocol voor
geauthentiseerde en asymmetrische kwantumcommunicatie, dat gebaseerd is op
de kwantumveilige uitlezing van een fysieke onkloonbare functie.
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