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Abstract In  this  paper,  we  aim  at  finding  a  cultural  explanation  of  the 
controversy  around  the  introduction  of  electronic  voting,  especially  Internet 
voting.  In  her  PhD thesis,  Martijntje  Smits  (2002b)  argues  that  controversies 
surrounding the introduction of new technologies can often be explained in terms 
of  a  clash  between  cultural  categories.  Whereas  traditional  cultures  may  for 
example see twins as an unacceptable mixture between human and animal that 
has  to  be  destroyed,  we  may  think  of  genetically  manipulated  food  as  an 
unacceptable mixture of nature and culture. These “monsters” come into being 
when cultural  categories  are  inadequate  to  fit  new phenomena.  We argue that 
Internet voting can be considered a “monster” that does not fit the two separate 
categories of democracy and technology. Whereas some proponents of Internet 
voting are fascinated by the clashing categories and embrace the monster, others 
do everything to expel the monster by claiming the impossibility of implementing 
a  secure  Internet  voting  system.  A third  approach  is  to  adapt the  monster  to 
existing  categories.  Examples  of  this  strategy  in  electronic  voting  are  the 
inclusion  of  a  paper  trail  in  electronic  voting  machines,  and  limiting  the 
implementation of Internet voting to citizens staying abroad, who were already 
allowed to vote via postal ballots. The fourth strategy that Smits mentions, and 
which she characterises as the most promising one, is a pragmatic  assimilation, 
in which both the technology and the cultural categories are being adapted. We 
argue that such an approach is advisable to avoid the irreconcilable positions of 
monster  embracing  and  monster  expelling,  and  the  limitations  of  monster 
adaptation.  This  seems  to  be  relatively  easy  in  cultures  where  the  cultural 
separation of democracy and technology does not have a long tradition, such as 
Estonia.

1. Introduction

“Removed  from  independent  public  scrutiny,  hidden  inside  a  possibly  insecure 
infrastructure, Internet voting may offer a cloak for vote theft, voter coercion, and lost 
public confidence in the outcome.” (Phillips and Von Spakovsky, 2001)
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Starting even before actual experiments were conducted, a large body of literature 

attacking the concept of Internet elections has emerged. Meanwhile, Internet voting has 
been experimented with in many countries, such as the US, Switzerland, the UK, the 
Netherlands and Estonia.1 Some of these countries,  such as the Netherlands,  already 
had a tradition of using electronic voting machines in elections,  without this raising 
much public discussion. Internet voting experiments have been evaluated as successful 
there as well.2 In others, such as the US, the experiments with Internet voting came at a 
time  when  there  was  already  a  major  debate  going  on  about  electronic  voting 
machines3, such as those of Diebold. The main reason for the dissatisfaction with the 
machines was the lack of transparency, which lead to all kinds of speculation about 
software fraud.4 This is probably related to the severe criticism by Jefferson, Rubin, 
Simons and Wagner (2004) of the SERVE Internet voting system developed for use by 
the US oversees military. The only country thus far allowing Internet voting at a large 
scale in nation-wide election has been Estonia, a relatively new democracy.5

In the same period,  the concept  of  Internet  voting has been worked out much 
more clearly, both from a computer science perspective and from a sociological one.6 

Still,  the controversy remains.  Proponents focus on the beneficial properties that the 
Internet  may  have  for  democracy,  by  facilitating  the  involvement  of  citizens  in  all 
kinds of political activities. Opponents argue that a secure implementation of Internet 
voting is impossible, and that it may disrupt the achievements of existing democratic 
institutions.7

“Nothing stops the Minister from offering to the citizens the possibility of voting 
via the Internet in 2007,” says Zsolt Szabo, spokesman ICT of the Dutch liberal party 
VVD.  “This  means  that  turnout  is  hereby  increased,  which  furthers  the  democratic 
process”. 8 In personal communication with one of the opponents, I was told that “I  am 
aware  of numerous foolhardy electronic voting projects  in the Netherlands,  and am 
glad to hear that you are interested in gaining knowledge on the body of research on 
this subject.  Perhaps when you have done so, you will be better able to understand and 
explain the erroneous paths that an increasing number of your countryfolk appear to be 
taking in their misguided efforts, so that more appropriate directions may emerge in 
their work.” This illustrates that the issue is far from solved.

While politicians are ecstatic about Internet voting as a means to increase turnout 
and bring government  closer  to  the  people,  scientists  break  down their  illusions by 
bringing forward conflicting demands that prohibit a satisfactory technical solution to 

1 US: Jefferson, Rubin, Simons and Wagner (2004), CH: République et Canton de Genève (2003), UK: 
Xenakis and Macintosh (2004), NL: Hubbers, Jacobs and Pieters (2005), Estonia: Drechsler (2003) and 
National Election Committee (2004).

2 Two experiments with Internet voting have taken place in the Netherlands. Citizens staying abroad during 
the European Elections in 2004 were allowed to vote by phone or online, in addition to postal ballots. 
(Ministerie van Binnenlandse Zaken en Koninkrijksrelaties, 2004) Also, elections for two local water 
management authorities in 2004 were conducted using a combination of Internet voting and postal ballots. 
(Hubbers, Jacobs and Pieters, 2005) Both experiments were judged to be successful.

3 Also called DRE’s, for Direct-Recording Electronic, as opposed to electronic counting using punch cards 
or optically scanned paper ballots.

4 See Saltman (2006): 201-204. Next to the general allegations of possible software fraud in DRE’s, the 
controversy was aggravated by the unintended publication of the source code of a Diebold machine, which 
was analysed and heavily criticised by Kohno, Stubblefield, Rubin and Wallach (2004). Also, a chief 
executive officer of Diebold openly supported Bush in the 2004 election. (Saltman, 2006: 223)

5 Drechsler (2003); National Election Committee (2004)
6 See e.g. Rubin (2002), Alvarez and Hall (2004), Oostveen and Van den Besselaar (2005), Pieters (2006).
7 See e.g. Jefferson et al. (2004).
8 VVD (2005), my translation. See also Van Ringelestijn (2005).
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the problem. While cryptographers are telling us that only very advanced encryption 
techniques can make Internet voting feasible, low-tech systems are being deployed in 
experiments all over the world. What makes Internet voting so controversial? That is 
the main question that we try to address in this paper.

Our perspective stems from the tradition of philosophy of technology, especially 
the  variant  initiated  by  the  “empirical  turn”.  (Achterhuis,  2001)  A  significant 
contribution to this field, concerning controversies around new technologies, has been 
provided by Martijntje Smits (2002a; 2002b). This approach offers an explanation of 
such controversies in cultural terms, as opposed to an explanation in terms of scientific 
objectivity versus irrational  public responses.  We investigate what her approach can 
offer with respect to an explanation of the controversy around Internet voting.  First, 
we outline her approach. Then, we discuss to what extent the phenomenon of Internet 
voting and the surrounding controversies can be explained from this perspective. Smits 
discusses four strategies for coping with controversies.  In the last  part  of the paper, 
these strategies are discussed in the context of Internet voting. We end the paper with 
conclusions from and discussion of the results.

2. Monster theory

Martijntje  Smits  (2002a;  2002b)  introduces  the  analytical  instrument  of  “monster 
theory”  in  order  to  explain  controversies  around  new  technologies  from a  cultural 
perspective. “[M]onster-theory stands for an analytical instrument to study and explain 
risk  controversies  and  [their]  moral  dilemmas,  since  it  enables  us  to  articulate  the 
cultural dimension of strong intuitions included in opposite views. This analysis should 
be directed at explicating ambiguities at the cultural level.” (Smits, 2002b: 275)

Smits  illustrates  the  need  for  such  an  approach  by  explicating  the  various 
positions  in the debate  on the environmental  crisis.  In this  debate,  naturalist  claims 
about the facts illustrating such a crisis are made by both “ecological modernisers” and 
“radical  ecologists”.  The former propose solutions  to measured pollution within the 
existing  cultural  framework;  the  latter  state  that  the  environmental  crisis  is  an 
inevitable  consequence  of  precisely  this  cultural  framework.  Such  claims  lead  to 
irreconcilable  positions  and  a  paralysed  decision-making  process:  if  one  of  the 
naturalist  positions  is  accepted,  the  other  automatically  appears  as  an  emotional 
response. On the other hand, relativism - in acknowledging that all positions have some 
truth - does not lead to policy recommendations either.

Smits argues that a theory is needed that can do better than both naturalism and 
relativism  in  explaining  such  controversies.  She  wishes  to  avoid  naturalist 
explanations, in which one of the parties is said to have the facts and the other to have 
“merely” emotional responses, but also the claim that there is no problem, because all 
positions  are  equally  true.  Therefore,  she  poses  the  following  demands  on  her 
approach: “[1] It should give a symmetrical explanation, in which fear and fascination 
for  new  technology  are  clarified  by  the  same  mechanism;  [2]  it  should  avoid  a 
simplistic understanding of emotional reactions (i.e. as if they only resulted from a lack 
of rationality),  and [3]  it  should avoid a naturalist  justification of moral  intuitions.” 
(Smits, 2002b: 268)

In order to assemble such a theory (and accompanying methodology), Smits takes 
Mary Douglas’ observations on impurity and danger as a starting point. (Douglas, 1994 
{1966}) According to Douglas, impurity and danger in traditional societies were the 
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products of a cultural classification system, in which all phenomena were supposed to 
fit. “Dirt is ‘matter out of place’ in the cultural, symbolic classification system.” (Smits, 
2002b: 269) Thus, classification systems were not only a description of the world as it 
was, making it understandable to us, but also of the world as it should be. If something 
did not fit in the categories, it was considered a problem that had to be taken care of. 
For example, some African tribes considered twins as monsters, because, according to 
their categories, only animals produced more than one child. Therefore, twins had both 
human and animal traits, which made them “impure”. (Ibid: 134)

Smits argues, following Douglas,  that  modern ideas about impurity and danger 
are still largely based on the same mechanisms. She generalises Douglas’s approach to 
include controversies around new technologies. In this case, part of the problem may 
also  consist  in  the  impossibility  to  fit  the  new  phenomenon  into  existing  cultural 
categories. New technologies may have aspects of two different categories, which may 
lead  to  both  fascination  and  horror,  until  the  phenomenon  and  the  categories  are 
adapted in such a way that things fit again. For example, we may think of genetically 
manipulated  food as an  (unacceptable?)  mixture  of  nature  and  culture,  in  the  same 
sense that the African tribes considered twins as an unacceptable mixture of human and 
animal.

Classification problems are deeply entrenched in human culture, because we need 
cultural categories to be able to understand what happens around us. This automatically 
leads to naturalist claims about states of affairs, since the categories pre-structure our 
perception and tell us how the world is and should be. When cultural categories are 
inadequate to fit new phenomena, “monsters” may come into being, combining aspects 
of different categories into something seemingly horrible. Another example in the field 
of  technology  is  the  introduction  of  plastics,  which  Smits  uses  to  illustrate  her 
approach.  Here,  fascination  and  horror  illustrated  the  failure  to  categorise  this  new 
phenomenon  as  well.9 Smits  calls  her  approach  “monster  theory”,  and  shows 
convincingly that this approach satisfies the requirements [1] to [3].

Smits argues (Smits,  2002b: 143, my translation):  “From the monster theory it 
follows  that  waste  and dangers  are  inevitable,  because  they  are the  unintended  by-
products  of cultural  category classifications.  On the borders  of  these classifications, 
ambiguities appear, that may, among other things, manifest themselves as monsters.” 
The  latter  happens  when  the  ambiguity  is  experienced  negatively,  and  cannot  be 
resolved easily.

According to Smits, and also following the comparable theory of Bruno Latour, 
which Smits describes in chapter 9 of her thesis, the typical modern monster-producing 
classification problem is that of nature versus culture. Our tendency to classify things 
as either  belonging to nature or to culture leads to all kinds of problems in debates 
around for example genetically manipulated food and environmental problems. But it 
may also be a source of the controversy around electronic elections.

9 “Public reactions [to plastics], from fascination to abomination, could be explained by the ambiguous 
position of plastics in the cultural scheme. From the very beginning, plastic was interpreted as unnatural 
substance, which in advance gave rise to public euphoria, while later on precisely this aspect was the 
essence of its supposed evil.” (Smits, 2002b: 270) An extensive discussion (in Dutch) is found on pp. 107-
141.
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3. Internet voting as a monster

Will Internet voting improve or destroy democracy? The central question in the debate 
is  one  that  is  not  easily  answered  without  making  severe  assumptions  about  the 
properties of both democracy and the Internet voting systems that can be developed. If 
we vote at home, vote secrecy in the current sense is not achievable, but how bad is 
this? And is it not the case that the media have a far more important role in determining 
the  outcome  of  an  election  than  an  employer  looking  over  the  shoulder  of  her 
employee?  Does a hacker  have  better  opportunities  for  attacking an Internet  voting 
system than “social engineers” have in paper voting? 

All  these questions  have been answered very differently,  based on the starting 
point of the authors.10 This suggests that the pre-structuring of perception may play an 
important role here: there is no objective set of benefits and risks of Internet voting. 
Instead, cultural categories may determine how Internet voting is perceived: this can be 
both as a miracle and as a monster, if Internet voting does not fit existing categories. Is 
this indeed the case?

Traditionally,  democracy  is  associated  with  transparent  procedures  for 
determining who gets what power, and what needs to be done. Hannah Arendt argues 
that the political world is a higher part of culture, in which the human freedom comes 
to expression in the form of action, which is different from both work (associated with 
making  and  creating)  and  labour  (associated  with  the  animal-like  maintenance  of 
existence). (Arendt, 1958) Thus, the particularly human trait of freedom is supposed to 
dominate the political arena.

With the advent of mass democracy, freedom and transparency have already been 
decreased compared to the city state democracies of ancient Greece, which serve as an 
example  to  Arendt.  Still,  the  category  of  the  political  is  deeply  entrenched  in  our 
culture as distinct from other forms of human activity, especially labour.

Technology,  on the  other  hand,  has  been strongly associated with the laws  of 
nature, and the natural sciences in particular. Only recently have the social aspects of 
technology been subjected to substantial investigation, especially in the field of Science 
and  Technology  Studies  (STS),  but  also  from the  empirical  turn  in  philosophy  of 
technology.  The  association  of  the  inner  workings of  technology  with  nature,  as 
opposed  to  culture,  however,  still  remains.  The  robustness  of  technology,  i.e.  the 
obedience  of  machines  to  the  laws  of  nature,  makes  them particularly  suitable  for 
labour, which is supposed to leave more room to people for work and action.

Thus,  following  this  line  of  reasoning,  democracy  and  technology  are  two 
strongly  separated  pieces  of  our  culture.  Technology  is  associated  with  nature  and 
Arendt’s concept of  labour,  and democracy with culture and  action.  The distinction 
between democracy and technology can thus be reduced to a distinction between the 
categories  of  culture  and  nature,  which,  according  to  Smits,  are  at  the  root  of  the 
modern monster-producing category system. Of course, this can be analysed in much 
more detail and subtlety, but that is not the goal of this paper.

As long as technology is used for activities associated with  labour, there is no 
problem. But, when technology is seemingly taking over the domain of action as well, 
as in electronic voting, there is an issue with the categories of labour, work and action. 
Technology is supposed to relieve people of labour, not to interfere with their freedom 
in the political domain. Also, technology is supposed to solve a problem, and is there a 

10 Cf. Mohen and Glidden (2001) versus Phillips and Von Spakovsky (2001).
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problem  at  all  in  voting?  Based  on  this  perspective,  we  can  derive  a  working 
hypothesis: there is indeed a clash of categories in Internet voting, namely of those of 
technology and democracy, or  labour and  action, or, again,  nature and culture. This 
hypothesis may serve as a starting point for analysing the controversy around Internet 
voting from a cultural perspective.

If we assume that this clash exists, we can use the monster theory to illuminate the 
controversy around Internet voting and electronic voting in general. The intensity of the 
discussion, as apparent from the coverage by the widely read American information 
technology  magazine  Communications  of  the  ACM,11 may  be  explained  by  the 
phenomenon not fitting the two distinct categories of democracy and technology: one 
associated with transparency and freedom, and the other with black boxes and the laws 
of  nature.  Internet  voting  has  properties  of  both  categories,  and  can  therefore  be 
considered “impure”, or even dangerous.

Often,  the  discussion  concentrates  around  the  issue  of  transparency,  which  is 
thought to be an essential feature of democracy, as opposed to technology. Precisely 
because the realm of the political, the realm of action, is characterised by freedom, it is 
possible, and should be possible, to inform oneself of every aspect of this realm that is 
deemed useful or necessary for pursuing one’s own goals. This also provides checks 
and  balances  to  elections,  the  core  of  representative  democracy:  people  are  free  to 
observe  the election  procedures,  and this  freedom guarantees  the  correctness  of  the 
results. This freedom seems to conflict with the black-box character of technology: it is 
not possible for an average citizen to open up a machine and see how it works. In the 
same  sense,  procedural  guarantees  of  the  secrecy  of  the  vote  seem  to  be  more 
appropriate than technical ones.

Of course,  the  precise  character  of  the debate  varies  from country  to  country, 
based on the historical configuration of the categories in these countries. For example, 
the relatively new democracy of  Estonia may have had less severe problems in the 
introduction of electronic voting, because the conceptual separation of technology and 
democracy  does  not  have  a  long  history  there,  if  it  exists  at  all.  Moreover,  the 
technological infrastructure and its associated skills - or lack thereof - may also play a 
role  in  the  conceptualisation  of  electronic  voting  in  a  country.  (Warschauer,  2004) 
These differences can be further explored in empirical studies.

Some particular features of voting systems may contribute to the outcome of the 
controversies. In Switzerland, there is a long tradition of postal ballots. This makes the 
“public  sphere”  character  of  elections,  which  is  again  associated  with  the  political 
world of  action,  less pronounced than in other countries,  where citizens are used to 
waiting  in  line  at  a  polling  station.  The  concept  of  vote  secrecy  is  also  country-
dependent. In the UK, a demand exists that the relation between a voter and a vote can 
be  recovered  under  special  circumstances.12 This  reduces  the  conflict  between  the 
openness in which people can observe that their vote will be kept secret and the lack of 
transparency  of  the  technology:  the  link  between  voter  and  vote  can  be  recovered 
anyway.

Another distinction that may be further explored is that between voting machines 
at polling stations and remote electronic voting via the Internet. The former leave the 
rituals associated with democracy mostly untouched. People still go to polling stations 

11 Cf. Mohen and Glidden (2001), Phillips and Von Spakovsky (2001), Rubin (2002), Jefferson et al. (2004), 
Mercuri and Camp (2004).

12 Cf. Storer and Duncan (2004).
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and  vote  in  a  voting  booth.  There  is  an  issue  of  transparency  here,  but  the 
circumstances  may  not  be  disruptive  enough  to  create  a  monster  out  of  it.  Voting 
machines  may  therefore  lead  to  a  gradual  adaptation  of  categories.  However,  the 
emergence  of  the  network  age  and  the  problems people  experience  with  their  own 
computers seem to aggravate the conflict in the case of off-line voting machines, such 
that countries trying to introduce electronic voting machines today may have to face 
more severe protests than those that did so in previous decades.13

In the remote Internet voting case, many more changes to democracy are foreseen, 
and this  may amplify the clash of  categories  in  the experience  of  the  citizens,  too, 
especially when citizens have not become acquainted with electronic voting machines 
first.  A gradual adaptation of categories may not be easy here.  This may mean that 
countries  that  belonged  to  the  early  adopters  of  voting  machines  -  such  as  the 
Netherlands - can make a relatively easy transition to Internet voting, whereas other 
countries may have a hard time introducing any form of electronic voting. All these 
subtleties  can  be  further  explored  when  the  controversy  is  explained  from  the 
perspective of cultural categories.

4. Strategies for coping with the monster

In her thesis, Smits (2002b) discusses four styles of dealing with monsters, which make 
it  possible  to  live  together  with  them.  These  are,  in  my  own  order,  embracing, 
expelling, adapting and assimilating the monster. These strategies may also be used in 
the case of Internet voting. In the following subsections, we will discuss each of these 
styles, first in general, and then in the context of Internet voting.

4.1 EMBRACING THE MONSTER

Monster-embracers  are  fascinated by the  paradoxes that  monsters  provide.  Like  the 
African Lele people, who worship the pangolin precisely because it does not fit in any 
of  their  animal  categories,14 they  see  intrusive  technology  as  something  holy,  not 
because of its  potential benefits  for society,  but for its own sake. Such reactions of 
fascination were for example present during the introduction of plastics.15

In  the  case  of  Internet  voting,  monster  embracing  is  frequently  seen  among 
politicians, like the Dutch spokesman quoted in the introduction. Although reference is 
often made to expected benefits, such as increased turnout, these expectations are not 
supported by any scientific evidence. Instead, the  possibility itself is fascinating, and 
can count on support from politicians who hope that the public is as fascinated as they 
are.  By now,  the  public  reactions,  if  any,  do  not  seem to  support  this  enthusiasm, 
although  the  Dutch  seem  to  appreciate  the  initiative  from  a  more  pragmatic 
perspective:  depending on the context of the question, between 62 and 79 % of the 
Dutch citizens using Internet would like to vote online.16 Still, this is more a matter of 
convenience than of political enthusiasm.

In general, the utopian prospect of e-democracy, which deliberately combines the 
categories of democracy and technology, can be seen as a form of monster-embracing, 

13 Saltman (2006) mentions fear of software fraud starting already in 1969 (pp. 166-167). However, media 
coverage of computer problems has increased considerably since.

14 Smits (2002b): 160.
15 Ibid: 109-114; 160-161.
16 Burger@overheid publiekspanel (2002; 2004). 
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at  least  when  there  is  seen  no  need  for  adjusting  the  technology  and  the  existing 
cultural categories to each other. From such a perspective, technology will solve all the 
problems that democracy is said to experience, by reducing the gap between citizen and 
government.

The idea that there is no danger involved in moving from face-to-face democracy 
to  electronic  interaction  can  be  deceiving,  though.  In  one  Dutch  political  party,  an 
attempt was made to allow Internet voting for members that were not able to come to 
the party congress. The initiators were very enthusiastic about the possibilities, but they 
did not realise that there would be severe resistance, from the point of view that the 
democratic processes within the party are inherently social, and not easily captured in a 
remote  electronic  vote.  Embracing  the  monster  does  not  lead  to  recognition  of  the 
challenges that such subtleties provide, both to the technology being developed and to 
the existing cultural categories.

4.2 EXPELLING THE MONSTER

Monster-expellers are basically Luddites, and they attack disrupting technologies based 
on a dogmatic style, in which existing categories are seen as fixed and pure. This is the 
strategy  that  the  African  tribes  used  in  solving  the  “twin  problem”.  More  recently, 
similar reactions were seen to the introduction of plastics mentioned before.17 Another 
striking example is the planned sinking of the Brent Spar in 1995. Shell intended to 
sink  the old oil  platform,  but  due  to  protest  and mobilisation  of  public  opinion  by 
Greenpeace,  they  eventually  decided  to  dismantle  it  instead,  even  though  the 
environmental risks would be as bad, or even worse. Smits argues that the mobilisation 
of  public  opinion  was  based  on  the  irreconcilability  of  the  categories  of  “sea 
environment” (nature) and “man-made artifacts” (culture). (Smits, 2002b: 150-153) In 
this sense, expelling a monster is not merely an emotional response, but a reaction to 
the failure of the attempt to categorise the phenomenon. Seen from a world constructed 
from these categories, the threat is real.

Many people have responded in a similar sense to Internet voting. Alleged “real” 
and  insoluble  threats  include  lack  of  control  of  the  voting  environment  and  the 
susceptibility of the Internet to hacking. (Jefferson et al., 2004) Indeed, Internet voting 
may not fit the category of a democratic election system in the strict sense, because 
voting is not done in a publicly controlled place.18 Also, many attacks possible in an 
Internet environment due to hacking do not fit the existing categories of election fraud. 
This  means  that  existing  election  categories  and  procedures  are  not  capable  of 
preventing these attacks. Thus, from a dogmatic point of view, it is unacceptable, and 
has to be destroyed.

Again,  these  reactions  are  entirely  plausible  from  a  perspective  in  which  an 
election is something transparent, done on paper in a polling station, with associated 
(known)  procedural  security  measures,  and  technology  is  something  suitable  for 
manipulating nature, and inherently black-box. However, many countries in the world 
already have a tradition of postal ballots, which does not fit the strict concept of an 
election system either.  Also,  creative solutions  can be proposed to increase Internet 

17 Smits (2002b): 114-122.
18 There is controversy about voting in an uncontrolled environment in relation to the 1966 International 

Covenant on Civil Rights of the UN, which states that voting should be done by “secret ballot, 
guaranteeing the free expression of the will of the electors” (quoted in Vollan, 2005). The issue is whether 
it is the responsibility of the voter or the authorities to provide secrecy.
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election verifiability,  even in the face of hacking activities.19 And last  but  not least, 
there should be a fair comparison of Internet voting with paper ballots, in which the 
risks of both systems are systematically evaluated. A report that only refers to literature 
on Internet security, like Jefferson et al. do, is comparable to a report on what to do 
with an oil platform that only talks about risks for sea life of sinking the thing, not 
about the risks of disassembling it.

4.3 ADAPTING THE MONSTER

Both  embracing  the  monster  and  expelling  the  monster  suffer  from  a  lack  of 
commitment to improve the state of affairs.  People who embrace the technology of 
Internet  elections are not sensitive to the challenges that the new technology brings. 
People  who  expel  it  are  not  sensitive  to  the  opportunities,  and  argue  instead  that 
Internet voting is impossible to implement securely. Both approaches seem to block the 
progress  that  could  be  made by investigating  the  opportunities  and  challenges,  and 
testing possible solutions. Even if Internet voting is not deemed suitable for sensitive 
political  elections  (yet),  testing  and  improving  the  concept  could  be  done  in  other 
“niches”.  The  two  remaining  strategies,  adapting  and  assimilating  the  monster,  do 
provide opportunities for improvement, though in different ways.

Adapting  the  monster,  also  referred  to  by  Smits  as  the  ritualist  style,  means 
putting the monster back into one of the existing categories, by adapting its features. 
This  can  often  be  done  by  following  the  rules  that  are  defined  within  the  existing 
category  system.  In  this  way,  biodegradable  plastics  were  an  adaptation  of  the 
monstrous plastics to an existing category, by giving them a “natural” characteristic.

In electronic voting, there is a remarkable example of monster adaptation. In the 
controversy around electronic voting machines,  Rebecca Mercuri  (2002) proposed a 
“Voter Verified Physical  Audit  Trail”  (VVPAT). This basically means that a voting 
machine prints out the voter’s choice. The receipt can be verified and is then kept in a 
traditional ballot box. The contents of the box can be used for recount purposes, in case 
of a dispute. In this way, the monster fits the traditional category of human-verifiable 
and transparent elections again, while maintaining the benefits of electronic voting in 
terms of counting speed and prevention of mistakes. The concept of a voter-verified 
audit trail has gained substantive attention in the scientific and political discussion on 
electronic voting.  Some states in the US have already passed legislation that  makes 
VVPATs obligatory.20

In Internet elections, paper trails are not a meaningful adaptation, because there is 
no way to check that a voter submits the same vote electronically and by paper. Instead, 
other  changes  have  been  implemented  to  make  the  technology  acceptable.  These 
basically amount to limiting the use of Internet voting. This can be either a limitation to 
certain groups of voters (expats)21 or limitation to certain supervised places (kiosks)22. 
Again, these adaptations make the voting system fit existing categories, which are often 
also reflected in the law. To make remote Internet voting acceptable for all voters in 
political elections, however, more advanced strategies are needed.

19 Cf. Hubbers, Jacobs and Pieters (2005) and the literature review provided in Joaquim, Zúquete and 
Ferreira (2003).

20 Election Reform Information Project (2006). The benefits of this adaptation to voting machines are 
disputed. (Selker and Goler, 2004)

21 Ministerie van Binnenlandse Zaken en Koninkrijksrelaties (2004).
22 Alvarez & Hall (2004): 4.
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Various  other  ritualist  solutions  to  the  problem of  the  “monster”  character  of 

electronic voting have been described in the literature.  Schoenmakers (2000) argues 
that we can compensate for the lack of transparency in electronic voting by rigorous 
mathematical proofs that the election systems do what they are supposed to do. Indeed, 
very elegant solutions to these proof obligations have been described in the literature.23 

However,  it  is not obvious that mathematical  proofs bear  any relevance when taken 
from the domain of technology to the domain of democracy, precisely because there is 
a clash between categories  here:  technical  proof (related to technology and laws of 
nature)  is  something  completely  different  from  public  verifiability  (related  to 
democracy and culture). It is not easy for the public to accept a system in which these 
categories are confused. We think that this problem has been underestimated within the 
scientific information security community.

What else can we do? How can we adapt Internet voting to fit existing categories? 
Basically,  the  verifiability  properties  that  we  can  derive  from  existing 
conceptualisations of elections are as follows: (a) everybody can be certain that their 
vote has been counted, without being able to prove their choice to someone else (to 
prevent vote buying and coercion)24 and (b) counting of the votes is a public activity. In 
a previous paper, I argued that the combination of these kinds of verifiability has been 
overlooked in the technical  literature.  (Pieters,  2006) From a conservative (ritualist) 
perspective, however, meeting these requirements is the best we can do.

4.4 ASSIMILATING THE MONSTER

The fourth and  last  strategy that  Smits  discusses  is  a  pragmatic assimilation of  the 
monster.  In  this  process,  both  the  technology and  the  cultural  categories  are  being 
changed. Contrary to the other approaches, the categories are not considered fixed in 
this style. An example of such an assimilation was the introduction of the concept of 
“brain dead” following the advent of organ transplantations. This new category allowed 
organs to be taken from bodies of which the heart was still beating. The line between 
alive and dead was shifted.25

The pragmatic strategy of assimilation allows for more flexibility in incorporating 
technology in society than the other approaches do, by treating the cultural categories 
as flexible rather than fixed. This is not to say that we automatically have to adapt our 
cultural  system  to  new technologies,  which  would  suggest  a  kind  of  technological 
determinism.  It does mean, however,  that  the opportunities  that  the new technology 
brings can be investigated in a broader cultural sense, hopefully avoiding polarisation 
of the debate.

We already presented some ideas on adapting the technology of electronic voting 
to existing categories. How can we adapt the categories to the technology? In order to 
enable such an adaptation, it is important to realise that elections have always had a 
mediated character. The current style of organising elections has been influenced by 
social and technical developments from the beginning.26 Electronic voting technology, 

23 Overviews are given in Joaquim, Zúquete and Ferreira (2003) and Pieters (2006).
24 This only guarantees that proof cannot be given after the election. The issue of preventing on-site coercion 

and the transfer of voter credentials is a completely different issue. This relates again to whether it is 
considered the responsibility of the voter or of the authorities to provide secrecy.

25 Smits (2002b): 159.
26 Cf. Dewey (1991) {1927} and Saltman (2006).
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however, is a new phenomenon that will mediate our experience of elections in a new 
way. What does this mean for our cultural categories?

The monster character of electronic voting is ultimately based on the categories of 
democracy  and  technology,  which  is  again  a  manifestation  of  the  culture-nature 
distinction.  It  is  probably  naive  to  think  that  introduction  of  Internet  voting  will 
fundamentally  change  these  categories.  Therefore,  we  urge  developers  to  take  this 
distinction into account in their designs, e.g. by providing public vote counting instead 
of mathematical proofs of correctness. Nevertheless, there are some less fundamental 
categories used in discussing elections that may indeed be subject to change.

First of all,  the idea of voting as a supreme act of freedom of the autonomous 
individual will be challenged if voting is taken from the public sphere (polling station) 
to the private sphere (home or work). This may mean that Arendt’s category of action, 
of the political world as opposed to the worlds of work and labour, becomes blurred. If 
one considers this category as a fundamental attribute of human nature, this probably 
justifies expelling the monster. If one takes a more pragmatic stance, this may also be 
an opportunity to bring politics closer to the citizens and their lifeworld.

Secondly, the category of vote secrecy as the safeguard of autonomy will change. 
It is impossible for the authorities to guarantee a private voting environment in people’s 
homes or workplaces. This means that responsibilities for maintaining secrecy will be 
shifted,  and  the  attribute  of  secrecy  associated  with  elections  in  representative 
democracies may lose some of its power, which may again lead to a less pronounced 
category of the political as opposed to other forms of human activity.

A pragmatic attitude towards these challenges means a change in question from 
“how can we maintain democracy as it used to be?” to “where do we want to go with 
democracy?” Considering elections as a mediated phenomenon means that there are no 
“clean” or “standard” elections, which leaves room for pragmatic interventions in the 
changes that our democracy is bound to face. If we allow adapting our categories as 
well as the new technologies, the information age offers more opportunities than just 
automating existing procedures. A typical example of such an approach is advocated by 
Alvarez and Hall (2004).

5. Conclusions and discussion

In this paper, we aimed at providing a cultural explanation of the controversy around 
the introduction of Internet voting. The starting point of our analysis was the idea that 
the perception of dangers is related to the cultural categories in which we categorise 
phenomena. Based on the monster theory of Martijntje Smits, we used as a working 
hypothesis the claim that Internet voting fits the concept of a monster: a technology 
that  leads  to  controversy  by  combining  aspects  of  two  separate  categories.  The 
controversy  around  Internet  voting  can  then  be  explained  by  a  clash  between  the 
cultural categories of democracy and technology. Based on our hypothesis, we were 
able to provide explanations of various positions in the debate on electronic voting.

There  are  some  subtleties  in  electronic  voting,  however,  that  may  lead  to 
refinements  to  the  monster  concept  in  future  work.  Firstly,  the  controversy  around 
electronic voting is not such a big one, at least in Europe, as for example the one on 
genetically modified food. The question that should be asked is how much discussion 
there needs to be to call something a monster. Maybe we should introduce the term 
“potential  monster”  here.  Secondly,  there  may  be  good  reasons  not  to  implement 
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Internet voting in general elections at all, even if we take a pragmatic point of view. 
Can this still be called assimilating a monster? Thirdly, the role of the nature-culture 
distinction  as  the  modern  monster-producing  classification  problem  may  be  more 
subtle than both Latour and Smits acknowledge. Technology seems to be able to appear 
both on the culture side (as something that is produced by humans, in the Brent Spar 
case) and on the nature side (as something that obeys the laws of nature as opposed to 
human  freedom,  in  the  Internet  voting  case).  An  investigation  into  the  various 
appearances of the nature-culture distinction in technology-related controversies would 
be useful.

Even  with  the  subtleties  introduced  by  these  questions,  we  think  that  the 
explanation of the controversy around Internet voting in terms of cultural categories 
offers a fruitful perspective on the limitations and possibilities of this new technology. 
Instead  of  producing  just  another  risk  analysis,  this  perspective  shows  us  that  the 
assessment of risks itself is based on cultural presumptions, which may lead to a more 
refined analysis of the challenges that the technology brings to our democracy.

Smits discusses four different styles of coping with monsters. This distinction has 
shown to be useful to understand the various reactions to the idea of Internet elections 
in the scientific literature and the public debate. Monster embracing means advocating 
the  technology  of  Internet  voting  for  its  own sake,  without  paying  attention  to  the 
challenges that it brings to society. Monster expelling means rejecting Internet voting 
because  of  alleged  fundamental  dangers  involved,  without  trying  to  compare  these 
dangers  to  the  existing  situation  or  proposing  solutions.  Monster  adapting  means 
adjusting the technology to existing categories, by introducing familiar paper elements 
or limiting its use. All these positions can be found in the debate.

However,  if  we wish to avoid treating the existing cultural  categories as fixed 
representations  of  the  world,  leading  to  the  irreconcilable  positions  of  monster 
embracing and monster expelling, or at best to a limited adaptation of the technology to 
existing categories, the pragmatic approach of monster assimilation is advisable. The 
acknowledgement of the flexibility of both the technology and our categories may lead 
to the recognition of new opportunities and risks. Both the technology and the cultural 
categories can then be adapted in order to make it possible to live with the monster of 
Internet voting, either in the “cage” of non-political elections, or in the wild.

In this context, it is exemplary that a relatively new democracy such as Estonia 
seems to have far fewer problems in converting democracy into something compatible 
with the information age.  This may be explained by a less  strong separation of the 
categories  of  democracy  and  technology  in  this  culture.  We  would  welcome  an 
empirical study into this phenomenon as a follow-up of the CATaC’06 conference.
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