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SUMMARY 

Traditionally the position of reliability analysis in the design and production process of electronic 
circuits is a position of reliability verification. A completed design is checked on reliability aspects and 
either rejected or accepted for production. This paper describes a method to model physical failure 
mechanisms within components in such a way that they can be used for reliability optimization, not 
after, but during the early phase of the design process. Furthermore a prototype of a CAD software tool 
is described, which can highlight components likely to fail and automatically adjust circuit parameters to 
improve product reliability. 
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INTRODUCTION 

At this moment quality and reliability analysis is, in 
many cases, used as a form of design verification. 
A completed (or partially completed) design is 
checked on whether it fulfils certain quality and/or 
reliability demands. For this purpose verification 
techniques (such as burn-in) or prediction tech- 
niques (such as part-count or failure-rate analysis) 
are quite often used. These methods do have a 
number of disadvantages: 

1. 

2. 

3. 

4. 

They are not an integrated part of the design 
process. Improvements are usually introduced 
as 'add-ons' after completion of the design. A 
consequence of this approach is that in cases 
where certain reliability-or qual i tydemands 
are not met the designer is often under press- 
ure to add or change only the minimum 
required to fulfil the stated demands. 
They are not very accurate. Differences in 
value between prediction and practice of a fac- 
tor 100 are not exceptional. 
They do not take into account differences in 
individual circuits within a batch. Our research 
results have shown that there can be consider- 
able differences in reliability within a batch of 
circuits. 
Standard reliability prediction methods do not 
have a relation with commonly used design 

5 .  

parameters. Many traditional reliability predic- 
tion methods describe the reliability of a com- 
ponent as a function of a certain average stress. 
It is not possible to derive whether this average 
stress is relevant and, if it is, what 'causes' this 
stress. 
Techniques such as burn-in and analysis of 
field failures are, generally speaking, quite 
costly and time-consuming, and there is no 
guarantee that the real problem causes are 
found. 

We shall now elaborate on a few of these points 
and then introduce a new approach to reliability 
improvement as an integrated part of the design 
process. 

A FEW COMMENTS ON THE USE OF 
TRADITIONAL PREDICTION METHODS 

FOR RELIABILITY IMPROVEMENT 

The reliability figures (e.g. failure rates) found in 
the main standard handbooks (e.g. MIL-HDBK- 
217l, British Telecom HRD-4*) are usually derived 
by averaging data retrieved from vast numbers of 
failed components that operated in a variety of 
applications and under a wide range of environmen- 
tal conditions. Provided that the sample sets are 
representative, such a post-mortem count provides 
accurate population mean estimates in which we can 
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have a high statistical confidence. Considerable care 
should be taken, however, when applying these glo- 
bal means to lifetime predictions of circuits in spec- 
ific (classes of) applications and operating under 
conditions that differ from the ‘average’. Doing this 
would be like using the average age of fish to esti- 
mate the expected lifetime of trout swimming in a 
poisoned river. Therefore, the handbooks usually 
supply correction factors (n-factors), which cater 
for the influence on the basic failure rate (hb) of 
environmental conditions (e.g. temperature), spec- 
ific operating modes (e.g. switching or analogue) 
and the quality and construction of the component 
itself: 

A = Abasic Ten, nquality 

As several physical failure mechanisms may each 
cause similar fatal damage,3 but with a very different 
application-dependent probability, further discrimi- 
nation on the acceleration of failures is necessary 
for an accurate prediction. Otherwise we are prone 
to make the same mistake again: to use the ‘global’ 
mean rather than the mean of the subpopulation. 
However, an inevitable consequence of the above 
post-mortem approach is that detailed information 
on the circuit during its failure, is lost. (Especially 
blown-away components leave few traces to deter- 
mine the cause of their damage.) So, correction 
factors to discriminate between different failure 
mechanisms cannot be derived and the failure rates 
published in the handbooks are in fact weighted 
averages of the rates corresponding to the individual 
contributing failure mechanisms. 

Example 

If a component, used in a variety of products, 
fails in 30 per cent of the cases due to mechanism 
A (mean time between failure (MTBF) = 10 years) 
and in all remaining cases due to mechanism B 
(MTBF = 1 year), then the failure rate found by 
post-mortem counting will be 1/(0-3 x 10 + 0.7 x 
1) = 1 per 3.7 years. Although this figure is a 
statistically unbiased estimate of the mean failure 
rate, it is not close to either of the really occurring 
failure rates. 

From this, it is clear that the misinterpretation of 
the handbooks for a specific application, rather than 
a class, is not likely to produce an accurate lifetime 
prediction. 

More important, since these figures do not relate 
to failure mechanisms, they can hardly relate back 
to the physical entities (the stressors, e.g. currents 
I( t ) ,  voltages V(t), that influence these mechanisms. 
Whereas practice has shown that components may 
also fail due to extreme values of dlldt and dVldt, 
traditional handbooks only supply a somewhat mis- 
leading class( !) failure rate, which usually only 
depends on temperature and average power stress. 
Therefore replacing an unreliable transistor with an 
equivalent high-power type, may not have the 

desired effect at all, if the failure cause is not the 
high power di~sipation!~ 

As traditional methods cannot reveal a relation 
between components failing and the associated stres- 
sors (I, V, dlldt, dVldt, P, T,. . .), they will not 
help us to find the optimum values for a circuit’s 
designable parameters and diminish the damage 
caused by these stressors. To optimize reliability, 
we need a method that translates failures into 
designable parameter values. 

NEW METHOD: STRESSOW 
SUSCEPTIBILITY INTERACTION 

(OVERVIEW) 

Since 1986 Philips Consumer Electronics in Eind- 
hoven, the Netherlands, and Twente University of 
Technology in Enschede, the Netherlands, have 
been co-operating on a research project called ‘inte- 
grating reliability analysis in the design process of 
electronic circuits’. The aim of this project was the 
development of new methods and models for 
reliability analysis usable as an integrated part of 
the design process of electronic circuits and systems. 
One of the main results of this research project was a 
new analysis technique, called stressor/susceptibility 
analysis. 

The basic idea behind it, is to relate failure mech- 
anisms within components to the violation of critical 
values (the so-called susceptibility limits) of physical 
entities (the stressors) on circuit level. 

Example (simplified, see also the next session) 

In a fast switching bipolar transistor the pinch-in 
effect (a high local value of the collector-emitter 
current during switch-off) may give rise to extremely 
high local power dissipation causing the transistor to 
fail. The main actual failure cause of the breakdown 
mechanism is the high local value P(t)  of the collec- 
tor-emitter current on a particular spot within the 
device. The associated stressor on circuit level is the 
base terminal current slope dzb(t)/dt. For a reliable 
operation (with respect to the above failure 
mechanism), it should be avoided that d&(t)/dt fre- 
quently exceeds its upper and lower susceptibility 
limits. 

The actual value of the susceptibility limit may be 
found through measurements or by applying a 
‘micro-functional’ model (see the next section), 
which expresses local currents, voltages and powers 
within the device (e.g. P(t) in the example above) 
in terms of currents and voltages at device’s ter- 
minals (e.g. dZ,(t)ldt). This enables simulation and 
optimization on circuit level, using standard circuit 
simulators like Spice. 

It should be noted that several factors complicate 
this simple interaction picture. For instance, the 
device temperature (partly depending on the 
environmental temperature T at circuit level) also 
influences the above failure mechanism, causing the 
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transistor to fail at a slightly different value of the 
stressor dlb(t)/dt. So, we find that this failure mech- 
anism in the device is in fact susceptible not to one, 
but a set of stressors, which at circuit level translate 
to dlb(f)/df, T and probably other stressors as well. 
A second complicating factor that is incorporated 
into the model of stressor/susceptibility interaction 
is the effect of inevitable tolerances in every pro- 
duction process, resulting in a batch of similar but 
not identical devices and components, and causing 
a certain spread on the susceptibility. To model this 
statistical quality, we can no longer speak of the 
susceptibility limit of a batch, but must assign a 
susceptibility distribution, transforming the suscepti- 
bility into a random variable. 

Inaccuracies in the production process also cause 
spreads of the functional parameters (e.g. resist- 
ances, capacitances, gains) of components, and thus 
of circuit currents and voltages as well. As many of 
these circuit entities are in fact stressors, it becomes 
apparent that stressors too are random variables 
with a probability distribution. 

Stressor and susceptibility densities may shift and 
widen due to drift and ageing. 

Furthermore, since a device quality or parameter 
can determine both the susceptibility and the func- 
tional performance, we can expect stressors and 
susceptibility to be highly correlated. 

It is obvious that for an accurate prediction of 
component failures in a batch, all essential stressors 
and all associated susceptibilities should be taken 
into account. The calculations involved will be too 
complicated to do by hand, but simulation on a 
computer is feasible, as will be shown in the last 
section of this paper. Using additional post-pro- 
cessing the program described there can show where 
in the circuit failures are likely to occur and which 
parameters have a dominant influence on these fail- 
ures. It can also give guidelines for improvement. 
Using this simulation technique it is not only poss- 
ible to prevent potential quality and reliability prob- 
lems during the design phase, but also to give a 
design a certain 'robustness' against possible 
(unexpected) external influences. 

Practical example 

To demonstrate the use of reliability optimization 
using stressor/susceptibility interaction this paper 
will use a practical example (see Figure 1). This test 
circuit is a simplified high-voltage switching circuit. 

DEVELOPMENT OF 

on, or verified by, practical measurements. Owing 
to limitations in resources and equipment, the devel- 
opment of complete statistical models has not yet 
been possible. However, it was often possible to 
derive 'safe' (i.e worst-case) susceptibility limits. 

The following section will illustrate the develop- 
ment of susceptibility models using the practical 
example of one of the failure mechanisms related 
to secondary breakdown in a bipolar transistor 
(transistor HV in Figure 1). A detailed discussion 
of the physical aspects of second breakdown is given 
by H~mphreys.~* As second breakdown effects are 
closely related to geometrical aspects of transistors 
first a brief explanation of the effect of the geometri- 
cal transistor structure on the switching behaviour 
will be given. 

Theoretically, a transistor is often assumed to be 
a homogeneous device having one emitter, one base 
and one collector. The behaviour in all parts of 
these terminals is assumed to be identical. 

The problem in this respect is especially the con- 
struction of the base of a transistor. See Figure 
2 for a cross-section diagram of a simple n+pnn+ 
transistor. Owing to the ohmic effects of the base 
channel combined with the effects of the base-collec- 
tor capacity the base of the transistor will not behave 
homogeneously but will show considerable differ- 
ences, depending on the distance of a given part 
of the base from the base contact. (Resistors and 
capacitors in Figure 2.) Although the resistors and 
capacitances in this Figure are by no means ideal, 
constant components, it is obvious that they may 
have considerable influence on the transistor switch- 
ing, especially for fast transients. 

&-IF- 
+& + 

Figure 1. Test example circuit 

a lot is known-on physical failure mechanisms,- but Figure 2. Transistor cross-section 

the practical implementation into stressor/suscep- 
tibiliq at circuit level Can be difficult* 
Therefore in most cases the modelling was based 

* The effects mentioned in this article are not intended to give 
a detailed overview of component failure mechanisms; they serve 
only to illustrate the process of deriving susceptibility models. 
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During turn-off the collector-emitter current 
becomes concentrated towards the middle of the 
emitter area. The charge, stored in the transistors, 
is removed first at the edges and later in the middle 
of the base channel (Figure 3). As a consequence 
the current through the transistor will ‘pinch-in’ in 
the middle of the emitter area. This effect is quite 
similar to the high reverse current in diodes immedi- 
ately after re-polarization. 

How this pinch-in effect affects transistor behav- 
iour can be demonstrated using a square planar 
transistor (Figure 4). It is possible to simulate the 
behaviour of a large, inhomogeneous transistor 
using a micro-functional model. This micro-func- 
tional model consists of an array of small homo- 
geneous transistors, and models the effects of non- 
homogeneous switching using a base network (see 
Figure 5 ) .  

Switching the transistor off will result in a power 
distribution such as given in Figure 6. From this 
Figure we can easily derive that especially the 
interior of the emitter area of the transistor is sus- 
ceptible to pinch-in effects. These localized power 
peaks can cause failures in the transistor if they 
exceed a critical value, which can be ~alculated.~ 

A stresssorhsceptibility model, describing this 
failure mechanism, assumes a relation between the 
localized power dissipation and the total device 
power dissipation at circuit level. Although the 
development of complete statistical susceptibility 
models for batches of components has not yet been 
possible, the development of these models deserves 
attention for further research. At present manufac- 
turers’ databooks tend to present only comparatively 
simple operation guidelines without distributions 
and often even without distribution limits. The intro- 
duction of detailed susceptibility models in compon- 
ent manufacturers’ databooks appears to be a useful 
enhancement of these books and gives additional 
insight to the user of these databooks. An additional 

Figure 3. Pinch-in effect 

Colsctor 

Simple square planar transistor Figure 4. 

YI 
LI 
m 

Figure 5 .  Micro-functional transistor model 

Figure 6. Power density within transistor 

advantage of a manufacturer providing susceptibility 
models is the possibility of implementing these mod- 
els directly in a computer-aided design system, thus 
reducing the time required to obtain results. 

After studying the failure mechanism in detail and 
determining the physical entities and their critical 
values within the device, the second part of model- 
ling stressor/susceptibility interaction involves the 
translation up to circuit level. For our example this 
means finding out which stressors (and stressor 
combinations) contribute to power peaks during 
turn-off. 

The combination of a constant current Z, and a 
transistor already partially switched off (resulting in 
an increasing collector-emitter voltage Vce) will 
result in a considerable increase in power density. 
Hence the combination Zc/Vce forms a stressor pair. 

One of the solutions to prevent pinch-in effects 
seems to be a rapid discharge of the transistor base. 
There is, however, an important limitation in this 
respect. A very rapid discharge of the transistor 
base will cause a remaining ‘charge bubble’ under 
the middle of the transistor’s emitter area. Rapid 
discharging may cause a complete charge removal 
at the edges of the transistor’s base channel. In 
those areas where charge is completely removed the 
lateral conduction of the base channel drops, thus 
leaving a remaining charge under the middle of the 
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transistor’s emitter area. Therefore it is important 
that the base discharge rate remains close to an 
optimum. 

Together this gives the stressors in Table I for 
reverse-bias second breakdown. 

DETERMINING STRESSOWSUSCEPTIBILITY 
INTERACTION 

Generally speaking there are two methods of 
obtaining actual stressor sets for a given component: 
measuring stressors and obtaining stressor sets from 
the results of computer simulation. As mentioned 
in one of the previous sections the latter option 
requires the availability of ‘micro-functional’ mod- 
els. Unfortunately these are often unavailable. 
Although many models at circuit level are available 
for programs such as Spice and Philpac there is, 
at present, no generally accepted micro-functional 
model for the more complex multi-parameter 
devices (such as diodes, transistors, etc.). Another 
problem is that the available models usually do not 
describe the (often highly correlated) tolerance 
effects in components. These tolerance effects 
(spreads) are essential for the simulation of batch- 
reliability (normally, it is not the average circuit that 
fails, but one that is close to its tolerance limits). 
Although many circuit simulators have limited possi- 
bilities for introducing parameter tolerances, these 
tolerances are in practice hardly known, and corre- 
lations between parameters are often not known at 
all. Therefore a considerable effort was put into 
the development of more comprehensive tolerance 
models, especially for multi-parameter components 
(e.g. transistors). 

Table I 

Failure mechanism Stressors 

Reverse second Collector-emitter voltage 
breakdown Stored charge at the moment 

of transistor switch-off 
(closely related to collector 
current at the moment of 
switch-off) 
Discharge speed dlddt 
(optimum value) 
Environmental temperature 

An analysis of two practical circuits3 showed that, 
for circuits such as presented in the example, the 
majority of the reliability problems was related to 
extremes in the stressor function. Figure 7 describes 
all possible combinations of collector-emitter volt- 
ages for a batch of circuits (the other stressors 
described in the stressor set are taken into account 
but not displayed in this Figure). The more inner 
contours express a higher probability of occurrence 
of a given combination of voltage and current. The 
border of the shaded area expresses the combined 
susceptibility limits for the second breakdown mech- 
anism as well as limitations on average power stress. 
It is clear from this Figure that for certain circuits in 
the batch stressor/susceptibility interaction occurs. 
Practical experiments show that indeed a majority 
of the actual (field) reliability problems is due to 
the described stressor/susceptibility interaction. 
Stressor/susceptibility optimization of circuits such 

~~ 

-1 m 0 100 200 300 a0 so0 a0 

01) 
Figure 7. Transistor Vcc/lc distribution within a batch 
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as mentioned in the example would have resulted in 
considerable improvements in reliability, achieved 
already during the design process. 

STRESSOR/SUSCEF’TIBILITY BATCH 
OPTIMIZATION 

The stressor/susceptibility method is implemented 
as an extension to an existing CAD software tool, 
called MINNIE.5 The implementation is based on a 
Monte Carlo simulation, in which probability den- 
sity functions (including correlations) are assigned to 
both the functional parameters and the susceptibility 
limits of the design’s components. Values are ran- 
domly picked according to these densities to produce 
a representative sample set, that will mimic the real- 
life batch-manufactured product. For each gener- 
ated sample circuit an analysis (AC, DC, transient) 
is done using a circuit simulator (e.g. Spice). In 
every sample circuit and at every simulated time 
and/or frequency point the actual susceptibility lim- 
its are compared against the associated stressor 
values, and violations (circuit failures) are counted. 
This can be depicted (Figure 8) by superimposing 
the susceptibility density as a band onto the results 
graph and printing a violation count (not shown in 
Figure 8) at every time/frequency point. 

To investigate (at one particular time/frequency 
point), which parameter values tend to make a cir- 
cuit fail, we could make a scatter plot (Figure 9) for 
each parameter. Each dot in the shaded area of 
Figure 9 represents one failing circuit (for clarity 
and simplicity the susceptibility limits in this Figure 
are taken to be fixed). 

A similar useful plot that can give much insight 
into failure causes, is the socalled pass-fail diagram? 
which can be set up with respect to one time/ 

frequency point as well as to any range. It consists 
of two (or three) superimposed histograms with the 
parameter of interest on the common horizontal axis 
(Figure 10; the sample value is expressed as a frac- 
tion of the nominal). All parameter samples associ- 
ated with circuits (just) passing all susceptibility con- 
straints in the investigated time/frequency range are 
‘binned’ in the pass and ‘critical’ histograms (grey 
bars). All the other parameter values end up in the 
fail histogram (black). A large distance between the 
centres (means) of the pass and fail histograms (i.e. 
a small histogram overlap) indicates that the 
reliability is sensitive to this parameter (left par- 
ameter (Ll) in Figure 10). Its nominal should be 
moved towards the centre of the passing circuits (to 
the right in this case) to improve product reliability. 
If the pass and fail histograms overlap considerably 
(as in the right-hand side pass-fail diagram of Figure 
lo), then the reliability is insensitive to this par- 
ameter and adjusting the nominal is useless. When 
fails occur on both sides of the nominal (middle 
pass-fail diagram), the only possibility for improve- 
ment is to narrow the tolerances. 

To capture this picture numerically, a statistical 
test (e.g. Student’s r-test) may be applied to deter- 
mine which parameters have a centre of passes that 
is a significant distance away from the centre of 
fails. This enables us to pinpoint those parameters 
that are dominant for circuit failure. We can high- 
light the associated components in the circuit diag- 
ram on the computer screen, or print their names in 
the results graph at the position where the violation 
(failure) occurs (Figure 8). 

As explained above, it is likely that the reliability 
of the product will benefit from a change of each 
(designable) parameter’s nominal into the direction 
of its centre of passes [Note that only the par- 

? 
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Figure 8. Circuit diagram and on-graph failure-cause display 
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Figure 9. Pass-fail scatter plot (fixed susceptibility limits) 
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Figure 10. Pass-fail diagrams for three circuit parameters 

ameter’s nominal is adapted, not its quality 
(tolerance), so the operation does not increase com- 
ponent costs]. This process is called design centring. 
Several algorithms have been developed’ for auto- 
mated design centring on the functional perform- 
ance of the product. For this functional design centr- 
ing the specifications are usually fixed upper and 
lower limits on output voltages, impedences, power 
dissipation etc. In our case of design centring (with 
respect to reliability), the ‘specifications’ are limits 
on the stressor values and they are not fixed, but 
dictated by the component susceptibilities, which 
are random variables. So, every sample circuit has 
different values for the stressors and for the suscepti- 
bility limits. 

For our purpose we have implemented a modified 
version of the centres of gravity algorithm,’ because 
of its proven robustness and the fact that it can 

handle a high number of components without losing 
accuracy or getting problems with convergence. 

REFERENCES 
1. Military Handbook Reliability Prediction of Electronic Equip- 

ment (MlL-HDBK-217E), United States Department of 
Defense, 1987. 

2 .  Handbook of Reliability Data for Components used in Tele- 
communications Sys tem,  Issue 4, British Telecom, 1987. 

3. A.C. Brombacher, ‘Integrating reliability analysis in the 
design process of integrated circuits and systems’, PhD. The- 
s ~ ,  Twente University, 1990, ISBN 90-9003315-7. 

4. M.J. Humphreys ‘A study of the failure locus on NPN transis- 
tors and its improvement using graded collector structures’, 
Ph.D. Thesis, University of Manchester, U.K., 1988. 

5. Analogue Electronic Circuit Design System MINNIE, Inter- 
active Solutions Ltd., 275-281 King Street, Hammersmith, 
London W6 9LZ, U.K., 1990. 

6. N.J Elias, ‘New statistical methods for assigning device toler- 
ances’, Proceedings lEEE International Symposium on Circuits 
and Systems, Newton, Mass., 1975. 

7. R. Spence and R. Singh Soin, Tolerance Design of ELectronic 
Circuits, Addison Wesley, 1988. 




