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How cyber weapons works 
First: penetrate 
Infect a single computer  
A targeted attack: usb, email, update 

of an agenda meeting, …. 
Second: settle 
Find (silently) the right target  
Communicate (not too much) with an 

external C&C system to get 
instructions and update the code 

Third: act 
e,g, transfer confidential information 

to the C&C system. 
If Caught: 
Put a seed down and disappear 
The seed will reappear weeks or 

months afterwards 
Don’t pull the plug on infected 

systems!!! 



StuxNet 

http://ebiquity.umbc.edu/blogger/2010/09/23/is-stuxnet-a-cyber-weapon-aimed-at-an-iranian-nuclear-site/ 



How Stuxnet Works 
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Duqu 
History 
First in the wild: November 2010?,  C&C systems ready as early as 2009 
Discovered: September 1, 2011  
“Wiped”: October 20, 2011, Reborn: February 2012 (variant) 
Spreading mechanism:  
Dropper: MS word document, with a 0-day exploit in it waits until the computer is 

idle for 10 minutes + other side conditions are met. 
In the network, then  copies itself into a shared folder (using a password stolen 

with the keylogger) and creates a scheduled job in the target computer. 
Same building platform of StuxNet 
“same” vector, different payload 
default: after 30 days, it wipes itself off  
only few instances of Duqu found in the wild, unlike Flame. 
Purpose  
Information gathering on PC 
contains keylogger  
espionage software 

http://www.securelist.com/en/blog/208193425/The_mystery_of_Duqu_Part_Ten 



Flame 

Information-collecting malware. 
Discovered: May 2012 
Much larger and more complex than StuxNet 
A different platform, but shares code parts with an early Stuxnet variant 
Rumor: “they” started with StuxNet, and then it became two different 

projects handled by different teams. 
>10.000 instance found 
 

http://www.wired.com/threatlevel/2012/05/
flame/ 



Flame (cont) 

Spreading mechanism 
Dropper:??? (we don’t know) 
Locally:  

•  uses the same print spooler exploit (MS10-061) and LNK exploit 
(MS10-046) to spread locally as Stuxnet, and 

•  very elaborate MD5 hash collision attack that enabled Flame to 
masquerade as a proxy for Windows Update 

Collected information 
passwords, screenshots, audio, skype conversations, particularly eager 

to collect pdf and autocad files. 
Exfiltration 
collected intelligence is sent remote C&C servers  
if no network is available, saves gathered intelligence on USB sticks, 

through which it can infect other computers and use their network 
connections to communicate with the C&C servers. 



Gauss 

Same platform as Flame 
•  modules: Gauss, Lagrange, Goedel, Taylor 

Discovered: June 2012 
Part of it is a “mere” banking trojan 

•  Includes stealing of credentials of social networks, instant messaging, etc 

Part of it is the most targeted attack to date: 
•  one of its modules (Goedel) is encrypted in such a way that that it can 

only be decrypted on its target system; has not been decrypted yet 

http://www.theregister.co.uk/
2012/08/10/
gauss_middle_east_malware/ 



Red October 

infection method “low 
profile”, but 
organizationally huge 
and well-orchestrated 

“The attackers have been 
active since at least 
2007, focusing on 
diplomatic and 
governmental” 

“resistant to C&C server 
takeover” 

“Resurrection module” 
 
terabytes of stolen data  
info & images by Kasperski 

http://thenextweb.com/insider/2013/01/14/kaspersky-uncovers-red-october-
malware-campaign-targeting-governments-for-the-last-5-years/ 



THE TECHNICAL PROBLEM 



Targeted vs non-targeted 

General cyber attacks – Less 
structured 
• Notoriety and fame 
• Hacking economy 

Directed cyber attacks – Structured hackers:  
• Direct and targeted money gain 
• Social/political activism 
• Vengeance 

Strategic information warfare 
• Major economic gain 
• Cyber terrorism 
• Asymmetric warfare 

u  Probe 
u  System 

compromise 

u  System 
control 

u  Connection-
based DDoS 

u  Worm 

GRP I 
• Mainstrea
m 

GRP II 
• Organized 
crime 
• Competitors 
• Activists 
• (Ex) Employees 

u 
L7 DDoS 

u 

Direct 
Corrupti
on 

u 
Exploitation 
of 0-day 
vulnerabiliti
es 
(Stuxnet) 

u 

Poisoned 
Data 

GRP III 
• Nation states 
• High-level 
Terrorism 

u 
Disruption 



Antivirus? Any defense possibility? 

Antivirus Software 
•  Signatures, behavioral, reputation based 

This malware is devised to  
•  Be invisible to signature-based systems 
•  Avoid detection by behavior-based antivirus 

•  It stopped when it encountered an antivirus that could detect it 
•  And was thoroughly tested in the lab 

“2012 by the numbers: Kaspersky Lab now detects 200,000 new 
malicious programs every day” 
•  still not enough to protect us against targeted malware.  

 
 
 
 
 



technologies to cope with them 

Blacklisting (antivirus, mainstream NIDS) 
•  Ineffective against targeted attacks 

 
Whitelisting (on the host, but also on the internal network) 

•  Effective to some extent, and in some parts of the network (SCADA) 
•  But the effective ones are also very expensive to set-up 

 
Anomaly Detection 

•  Better late than sorry 
•  Still have to prove itself fully, but it is definitely worth exploring 

(particularly the back-office) 

 
Park and run in virtualized environment 

•  Better late than sorry, probably effective against some kind of malware 

 



AN ECONOMIC PROBLEM 
 



CyberWeapons for sale 



(Outdated) price list 
http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-days-an-price-list-for-hackers-secret-software-exploits/ 



The world is changing 

Up until 2010, there was little market for vulnerabilities 
•  http://unsecurityresearch.com/index.php?option=com_content&view=article&id=52&Itemid=57 

•  Now, it is a booming market: Vupen, Netragard, Endgame, Northrop 
Grumman, General Dynamics 

Disclosure of vulnerabilities was the way to counter poorly-written 
software: Not ideal, but better than nothing 

What is going to happen next? 
•  Hackers have no incentive to disclose 
•  Government agencies have no incentive to disclose 
•  How about programmers? 

http://
www.forbes.com/sites/
bruceschneier/
2012/05/30/the-
vulnerabilities-market-
and-the-future-of-
security/ 



QUESTIONS 


